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Panduan Konfigurasi NGAF Versi 8.0.35

Bab 1 Skenario Aplikasi

Deployment skenario OSPF, seperti gambar di bawah ini:

Firewall A Firewall B

eth1:192.200.19.185/24 eth1:192.200.19.187/24

- _E] — €]

eth2:192.168.1.1/24 eth4:192.168.2.1/24

IP:192.168.1.2/24

EW-192168.1.1 IP: 192.168.2.2/24

GW:192.168.1.1

Persyaratan:
1. Versi NGAF harus di atas 4.X. Versi yang direkomendasikan adalah versi yang terbaru.

2. NGAF dapat berkomunikasi menggunakan peer.

Bab 2 Metode Konfigurasi

1. Konfigurasi network dasar: pastikan antarmuka, default route, dan konfigurasi zona
sudah benar. Konten security harus diizinkan. Detailnya dapat merujuk ke
dokumen berikut di bawah ini “SANGFOR_NGAF_v8.0.35_Route-Mode-Deployment-
Guide”

Catatan: Kecuali terjemahan address tidak dapat dikonfigurasi, konfigurasi lain dapat
merujuk ke dokumen.

2. Setelah konfigurasi network dasar telah selesai, pergi ke Network > Routes >
OSPF untuk konfigurasi OSPF, advertise WAN dan LAN IP address, seperti yang

ditunjukkan:
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Firewall A:

Add Network Segment b4
Metwork Seqgment: 189220019185 ;24 6]
Area lD; 0.0.0.0 i

Cancel
Add Network Segment *
Metwork Segment: 192 168.1.1 P24 [iEh}
Area |D: 0.00n 6]
Cancel
Firewall B:
Add Network Segment
Metwork Segment: 192.20019.187 P24 )
Area ID: ‘ 0.0.0.0 )
Cancel
Add Network Segment
Metwark Segment: T92168.21 roo24 )
Area ID: 0.0.0.0 i)
Cancel
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3. Konfigurasi OSPF akan diadvertise ke korespondensi network segmen, kemudian

periksa Network > Routes > OSPF, lalu pilih Status > OSPF Adjacency. Jika

berhasil status akan ditampilkan sebagai Full/DR, selain di Status > OSPF Routes

dapat melihat detail rute, seerti yang ditunjukkan pada gambar di bawah ini:

OSPF Adjacency Firewall A:

Static Routes Policy-Based Routes hulticast Routes OSPF

Enable 0SPF | @) Add virtual Connection (for OSPFvZ only) | 4 Advanced

Groups <l Status

1. Metwork Segments O5PF Links O5PF Routes OSPF Adjacency
2. Interfaces C Refresh

3. Parameters Mo Meighbor ID Pri State

4. Blatus 1 192.168.21 1 FulliDR

4. Debugging

OSPF Adjacency Firewall B:
OSPF Routes Firewall A:

RIP

RIP

RIP

Static Routes Policy-Based Routes Multicast Routes OSPF
Enable OSPF | @ Add virtual Connection far OSPFZ only | ¥ Advanced
Groups <| Status
1. Netwark Segments O5PF Links O5PF Routes OSPF Adjacency
2. Interfaces ' Refresh
3. Parameters Mo Meighbar 1D Pri State
4. Status 1 18216811 1 FulliBackup
5. Dehugging
Static Routes F‘nlmy—Based Routes Multicast Routes 0SPF
Enahle OSFF 0 Add Yirtual Connection ifor OSPFY2 anly) ﬂ Advanced
Groups €| Status
1. Netwaork Segrments O5PF Links OSPF Routes O5PF Adjacency
2. Interfaces ! Refresh
3. Parameters Route Details
4 Status M 192168.1.0/24 [1] area: 1.1.1.1 directly attached to eth2
5. Debugging MA82168.2.0/24 [ area 1.1.1.1 via 19220019187, ethl

M192.200.19.0024 [1] area: 1.1.1.1 directly attached to eth1

BGF

O5PF Interfaces

Dead Time

38,2928

BGP

O5PF Interfaces

Dead Time

390573

EBGF

O5PF Interfaces

All Routes Route Testing

Address

192.200.19.187

All Routes

Address

192.200.19.185

All Routes
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OSPF Route Firewall B:

Static Routes Folicy-Based Routes Multicast Routes 0SPF RIF

Enable OSPF | @ Add Virtual Gonnection (ior OSPFY2 only) £ Advanced

Groups <l Status

1. Network Segments OSPF Links OSPF Routes O5PF Adjacency
2. Interfaces ( Refresh

3. Parameters Route Details

4. Status MT92168.1.0024 [2] area: 1.1.1.1 via 192.200.19.185, ethl

5. Debugging MA92168.2.0/24 [1] area: 1.1.1.1 directly attached to eth4

M192.20019.0/24 [1] area: 1.1.1.1 directly attached to eth1

BGP

O5SPF Interfaces

All Routes

Foute Testing

Catatan: OSPFv2 Router ID tidak harus sama. Di Parameters, klik OSPF Router untuk

mengubah 1D

4. Perlu konfigurasi static route atau default route, kemudian advertise lagi

static route dan default route dalam konfigurasi parameter, seperti yang

ditunjukkan di bawah ini:

Default route:

Static Routes Folicy-Based Routes Multicast Routes O5PF
© Add f mport @ Bxport * Refresh
Mo DstIP/Metmask Mexd-Hap IP Frotocol Interface hetric =
1 0.0,0.0/0 192.200.181 ipwd athl o

Advertise default route:

Static Routes Policy-Based Routes Multicast Routes OSPF RIF

Enable OSPF £X Advanced
Groups <l Parameters

MUULE REuIEU R U

1. Metwork Segments

Redistribute Direct Route vaz © Mo
2. Interfaces
S PRI R Redistribute RIP Raute ves @ No
4 Status (for OSPFv2 only)
5. Debugging Redistribute Static Route O ‘es MNa
Metric: [63)
Redistribute Default Route O ves Mo
Default Metric: 20 [63)

m Restore Defaults

RIP

Link State Detection

Disabled

BGP

BGF

IPvd IPvE

Walidity

Valid

All Routes
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Route Testing
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Setelah kedua fungsi yang disorot telah diaktifkan, Anda dapat memeriksa detail route di

OSPF Routes, seperti yang ditunjukkan di bawah ini:

Static Routes Palicy-Based Routes Multicast Routes OSPF RIP BGP All Routes Route Testing

Enable OEPF oAdd Yirtual Connection {for OSPFv2 only) ﬁ Advanced

Groups <l Status
1. Metwark Segments OSPF Links OSPF Routes OSPF Adjacency OSPF Interfaces
2. Interfaces C Refresh
3. Parameters Route Details
4. Status M 182.168.1.0024 [1] area: 1.1.1.1 directly attached to eth?
4. Debugging M 192 168.2.0024 [2] area: 1.1.1.1 via 182.200.19.187, eth1
I 192.200.19.0024 [1] area: 1.1.1.1 directly attached to eth1
R 19216821 [1]area: 1.1.1.1 - ASBR via 192.200.19.187, eth1

W E1T0.0.0.000 [21] tag: O via 192.200.14.1, eth1

Bab 3 Tindakan Pencegahan

1. Tipe network dari kedua ujungnya harus sama, atau OSPF neighbor tidak bisa
dibangun. NGAF v6.8 dan di atasnya dapat di modifikasi pada dashboard.

2. NGAF di bawah v7.1 akan restart proses setelah konfigurasi.

3. OSPF versi 7.1 kebawah akan restart OSPF sekitar 3 a.m., dan itu akan
menyebabkan OSPF melakukan advertise kembali. Jika pelanggan tidak
mengizinkan untuk restart proses OSPF, pertimbangkan untuk menggunakan
versi 7.1 keatas untuk melakukan pengujian.

4. Kita dapat melihat bahwa OSPF dan static route akan sama. Dalam tabel

routing, static route akan diprioritaskan.
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