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Panduan Konfigurasi IAM

Bab 1 Persyaratan Isi

1. Perangkat IAM (versi 12.0.42 atau lebih tinggi), PC, dan AD domain server.

2. Terapkan lingkungan network , pastikan semua perangkat dan AD domain server dapat
terhubung ke IAM.

Bab 2 Konfigurasi dan Tangkapan Layar

2.1 Konfigurasi LDAP Server

1. Edit Users > External Auth Server > Add > LDAP Server.

Navigation . futh Server *

b Status = add ~ | W Delete | o Enshble @ Dissble | S LDAP Options | 52 Syne with all LDAP servers [$50QR
» Proxy SMS Based Authentication

» Objects WeChat Based Authentication

QR Code Based Approved Login
* Users

QR Code Registered Lagin
4 puthentication

LDAP Server

» Authentication Policy
RADIUE Server

I » External Auth Server I

. . POPS Server
» Zingle Sign-Cn

04 Account Based Authentication b
» Custom Webpage

Social Media Account 3
» Internal Partal Server

Database Server

I Users H3C CAMS Server

[ Self Services Third-Party Auth Systemn 3
" Teeting Room

» Advanced

2. Konfigurasi informasi LDAP server.
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Panduan Konfigurasi IAM

#| Enable

Server Name:

Type: M5 Active Directory ¥

‘ Basics ” Sync Options H Advanced

IP Address: 10.10.10.2

Port: 389 0]

Timeout (sec): g

Search: Anonymous

Admin DN: Admin DN or name of the server admin account
admin@acteam.com.cn

Admin Password: |eessssssss

Enable encryption (i}

| Browse... |

BaseDN: DC=acteam,DC=com,DC=cn e}

| Test Validity |

| Commit || Cancel |

[IP Address]: IP address dari LDAP server.

[Authentication port]: Port yang terhubung ke LDAP server, misalnya, AD domain adalah
389.

[Timeout]: Mengatur periode timeout dari permintaan autentikasi. Setelah sistem
meneruskan permintaan autentikasi ke LDAP server, jika tidak ada tanggapan setelah waktu
ini, autentikasi dianggap tidak valid. Jika network antara perangkat dan LDAP server lambat,
Anda dapat mencoba mengatur waktu tenggang menjadi lebih besar (misalnya, 10 detik).

[Search]: Option ini tersedia ketika LDAP server mendukung anonymous search.

[Admin DN]: Pengguna akun yang digunakan untuk membuat kueri dan menyinkronkan
LDAP server; misalnya, akunnya adalah: administrator, nama domainnya adalah sangfor.com,
maka formatnya adalah: username@domain, administrator@sangfor.com.cn

[Admin Password]: Password yang sesuai dengan pengguna yang digunakan untuk
mengikat server.

[BaseDN]: Spesifikasikan titik awal dari domain search path, yang menentukan ruang lingkup
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Panduan Konfigurasi IAM

efektif dari LDAP rule. Jika pengguna berada di luar yang ditentukan BaseDN, pengguna tidak
dapat diautentikasi oleh external server, dan konfigurasi policy tidak akan berlaku untuk
pengguna. Oleh karena itu, Anda dapat menggunakan BaseDN untuk membagi area
administrator yang berbeda.

[Enable encryption]: Pada bulan September 2019, Microsoft mengumumkan di buletin
security. [ADV190023 | Microsoft Guidance for Enabling LDAP Channel Binding and LDAP
Signing] bahwa LDAP channel binding dan LDAP signing akan diaktifkan pada Active Directory
server melalui metode pembaharuan security (KB patch) pada pertengahan Januari 2020.
Security Active Directory domain controllers dapat secara signifikan ditingkatkan dengan
konfigurasi server untuk menolak Simple Authentication dan Security Layer (SASL) LDAP
binds yang tidak request signing (integrity verification) atau menolak LDAP simple binds yang
dilakukan pada koneksi clear text (non-SSL/TLS-encrypted). SASLs dapat mencakup protokol
Negotiate, Kerberos, NTLM, dan Digest. Untuk memenuhi kebutuhan security untuk Sangfor
IAM, Sangfor IAM mendukung untuk enkripsi docking.

Konfigurasi resmi oleh Microsoft:

https://support.microsoft.com/en-us/help/935834/how-to-enable-Idap-signing-in-windows-

server

Metode Enkripsi: Jika AD domain server konfigurasi dengan [LDAPS signing requirement
option], disarankan untuk memilih TLS sebagai metode enkripsi (Microsoft mendukung SSL
dan TLS. Setelah AD domain mengaktifkan signature option, IAM hanya dapat terhubung ke
AD melalui enkripsi. Secara khusus, Windows 2000/2003/2008 tidak mendukung TLS enkripsi,
hanya SSL enkripsi yang dapat digunakan).

e Ketika enkripsi docking tidak diaktifkan, port default adalah 389.

e Jika enkripsi docking diaktifkan, ketika metode enkripsi adalah SSL, autentikasi port
adalah 636.

e Jika enkripsi docking diaktifkan, ketika metode enkripsi adalah TLS, autentikasi port
adalah 389.

Verifikasi Certificate: Jika AD domain server dikonfigurasi dengan [LDAPS signing
requirement option], Anda perlu konfigurasi item ini, isi domain name [AD domain server
full computer name], dan import Certificate.

System
Processor IntelR) Core{TM)20uc CPU  TTT00 @ 240GH: 2.10GHz
Installed memory (RAM):  B.00GB
System type 64-bit Operating System, x64-based processor

Pen ind Touch No Pen or Touch Input s available for tha Duplay

Computer name, doman, and workgroup settings

Computer name SCcorpServes ® Change ¢
[F\,‘l computer name SCcorpServer, SCCORP Jocal ]

Computer descnption: My business server

Doman SCCORP.Jocal
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Panduan Konfigurasi IAM

Konfigurasi hosts: HOSTS menyelesaikan domain name menjadi IP dari AD domain server.

Navigation

b Status

» Proxy

» Objects

» Users

» Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

~ System
4 Network

» Deployment

» Interfaces

» Protocol Extension
» Optical Bypass

» High Availability

» Routing

4 Advanced

3. Testvalidity [test validity].

Test Validity

Test Type: ®) Change Password (| Account Validity

Username:

Enter current

Test Validity
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Panduan Konfigurasi IAM

[Change Password]: Jika AD domain akun diperiksa untuk autentikasi pertama kali dan
password dapat diubah, maka password dapat diubah langsung di sini.

[Account Validity]: Test apakah perangkat IAM dapat berkomunikasi langsung dengan AD
domain dan memverifikasi bahwa akun tersebut valid.

4. Edit [sync options](Jika tidak ada persyaratan khusus, tidak disarankan untuk edit dan
memodifikasi, tetap pada default).

Add LDAP Server »

#| Enable

Server Name: 10.10.10.2

Type: M3 Active Directary i
Basics Sync Options || Advanced
User Attribute: s&MAccountiame b
Username: displayMame
Description Attribute: description
User Filter: i [{objectClass=user){objectClass=person])
OU Filter: {|{objectClass=organizationalUnit){objectClas
Security Group Filter: (objectClass=group)
Secunty Group Attnbute: member

Commit Cancel

[User Attribute]: menentukan attribute field pada LDAP server yang secara unik
mengidentifikasi pengguna. Misalnya, sAMAccountName attribute pada AD domain
mengidentifikasi pengguna, dan di Novell LDAP, uid attribute mengidentifikasi pengguna.

[Username]: Menentukan attribute field pada LDAP server yang secara unik mengidentifikasi
nama tampilan pengguna. Misalnya, displayName attribute pada AD domain
mengindentifikasi nama tampilan pengguna.

[Description Attribute]: Menentukan attribute field pada LDAP server yang secara unik
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Panduan Konfigurasi IAM

mengidentifikasi deskripsi pengguna. Misalnya, description attribute pada AD domain
mengidentifikasi deskripsi pengguna.

[User Filter]: Menentukan kondisi penyaringan pengguna dari LDAP server. Artinya, Anda
dapat menentukan apakah sebuah node adalah pengguna. Misalnya, Anda dapat filter
apakah node adalah pengguna dengan isi "(| (objectClass=user)(objectClass=person))" .

[OU Filter]: Menentukan kondisi organizational unti filter LDAP server, artinya, apakah node
dapat menjadi organizational unit dengan menggunakan kondisi ini. Misalnya, the AD domain
dapat disi
oleh"(|(objectClass=organizationalUnit)(objectClass=organization)(objectClass=domain)(obje
ctClass =domainDNS)(objectClass=container))" untuk filter apakah sebuah node adalah
sebuah organizational unit.

[Security Group Filter]: Menentukan kondisi (security) group filter dari LDAP server (Catatan:
untuk AD domain, di sini adalah security group, untuk non-AD domain, berikut adalah group),
artinya, melalui kondisi ini, hal ini dapat ditentukan apakah node adalah group (secure),
misalnya, AD domain dapat digunakan untuk filter apakah sebuah node adalah sebuah
security group dengan diisi "(objectClass=group)".

[Security Group Attribute]: Menentukan attribute mana pada AD domain server yang
mengidentifikasi daftar member dari security group. Attribute ini membutuhkan efek ketika
LDAP server adalah AD domain. Jika tidak ada kasus khusus di field ini, Anda biasanya dapat
mengisi member.

Ketika tipe server memilih "MS Active Directory", parameter di atas diatur. Umumnya,
default parameter dapat digunakan. Jika server tipe lain dari LDAP, perlu disesuaikan
menurut situasi sebenarnya, sehingga perangkat dapat membaca LDAP dengan benar.

5. Edit konfigurasi [Advance].
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Panduan Konfigurasi IAM

#| Enable
Server Name: 10.10.10.2
Type: M3 Active Directory v

| Basics || Sync Options || Advanced

Auto update security groups L:

Security Group and User Association

Method: * User Group based
based(recommended)

Attribute: memberof
#| Allow security group nesting :1;

Attribute: memberQf

Search Option

Paged Search: ¥| Use extended function (i)
Page Size: 300 0]
Max Size: 1000 0]

Commit Cancel

[Auto update security groups]: Setelah memeriksa, LDAP server akan diminta secara real
time untuk sinkronisasi isi dari yang diperlukan sinkronisasi ke lokal, tetapi akan
meningkatkan tekanan pada LDAP server. Option ini hanya berlaku untuk AD domain.

[Security Group and User Association]: Konfigurasi default adalah direkomendasikan di sini.

[Method]: Anda dapat memilih "pengguna untuk menemukan (recommended)" atau "group
to find users". Jika pengguna memiliki attribute pada LDAP server yang memiliki group yang
seharusnya, Anda dapat memilih "User Group (Recommended)" karena metode ini akan
memberikan kinerja yang lebih baik dan mengurangi tekanan kinerja pada LDAP server. Jika
tidak ada informasi yang disimpan antara pengguna dan group pada LDAP server, hanya
group yang menyimpan pengguna. Dalam hal ini, Anda perlu memeriksa group untuk
menemukan pengguna.

[Attribute]: Jika "User based" mode dipilih, field ini membutuhkan untuk mengisi group di
LDAP server atau pengguna menyimpan attribute dari group induk. Misalnya, memberOf
attribute pada AD domain mengidentifikasi group induk dari sebuah node, jadi ketika mencari,
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Panduan Konfigurasi IAM

memberOf attribute digunakan untuk mencari group induk. Jika "Group based" dipilih, field
ini harus diisi attribute dari group simpan subpengguna di LDAP server. Misalnya, member
attribute pada AD domain mengidentifikasi sub-pengguna dari group, jadi ketika mencari,
member attribute digunakan untuk mencari sub-pengguna dari group.

[Allow security group nesting]: check box menentukan apakah konfigurasi (security) group
berlaku untuk pengguna di bawah group, atau apakah pengguna dan subgroup di bawah
group bersifat rekursif. Jika Anda memilih field ini, pengguna dan sub-group dari group
(secure) yang sesuai akan efektif secara rekursif. Jika tidak dicentang, ini berarti bahwa hanya
pengguna bawahan dalam konfigurasi group (secure) yang valid, dan semua subgroup
diabaikan.

[Nesting Attribute]: Nested properties hanya dapat diisi setelah "Allow security group
nesting" diperiksa. Option ini mengindikasikan attribute yang dipakai oleh group yang perlu
dicari untuk saat melihat ke atas secara rekursif. Jika mode "User based"dipilih, field ini hanya
perlu konsisten dengan "Associated Properties". Jika "Group based" dipilih, field perlu mengisi
attribute dari group simpan subgroup di LDAP server. Misalnya, member attribute pada AD
domain mengidentifikasi semua subgroup dari suatu group, jadi saat mencari, member
attribute digunakan untuk mencari semua subgroup dari suatu group.

[Page search]: Untuk mencari LDAP server menggunakan extension API, direkomendasikan
untuk mempertahankan konfigurasi default.

[Page size]: Ukuran dikembalikan ketika LDAP page, 0 berarti tidak ada batas,
direkomendasikan untuk tetap menggunakan konfigurasi default.

[Max size]: Batas ukuran option ketika menyinkronkan LDAP, direkomendasikan untuk
tetap menggunakan konfigurasi default.

2.2 User Authentication Configuration
1. Edit Users > Authentication > Authentication policy.

Nauigation Lod GroupfUser Authentication Policy

b Status @ i J:"Irnpor‘t Exarmple File

} Proxy F Mo, Name IF/MAC Address Auth Method
W i Default Policy 0.0.0.0-255,255.255.255 ;. -FFff 75 7 £FFF F7FF PAAE.FFF .. Open Auth{T

} Dbjects

~ Users

4 Authentication

I Authentication Policy I

External Auth Server
Single Sign-On
Custom Webpage

Internal Portal Server

Users
Self Services

Advanced

2. Add > Authentication Policy - Direkomendasikan untuk menguiji proses di awal dari
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Panduan Konfigurasi IAM

tes untuk single address. Setelah tes berhasil, secara bertahap memperluas jangkauan

Navigation <« Authentication Policy |G a o
» Status =+ Add # Edit | X Delete | + Enable Q Disable | 4 Move Up ¥ Move Down iriMuve To | Ijlmpolt Example File
} Proxy O No. | Name | 1P/MAC Address
b 1 Default Policy 0.0.0.0-255.255.255.255 1 :-Fff: fff: ffF: ffFF: fFF: fiF: ff
b Objects
~ Users Authentication Policy b3
4 Authentication
. . |#| Enable
» Authentication Policy
> External Auth Server Name: LDAP

> Single Sign-0On Description:

» Custom Webpage

? Objects .
> Internal Portal Server IP/MAC Address: (i)

» Auth Method <Support adding description in <> and support add IP address, MAC address and 5510>;
[ Users <IP range of Development Dept A
192.168.0.0/255.255.255.0
[ Self Services » Action <IP range of Development Dept B>
192.168.0.1-192.168.0.255
» Advanced

<MAC address of San ZHANG Bgt; >
06-53-33-65-79-1A

<SSID of Marketing Group

ssid key = ssid value

| Back | | Next |

3. Authentication method: Pilih authentication method: Password based. Auth server:
Pilih - LDAP domain server dibuat di external auth server.
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Panduan Konfigurasi IAM

Navigation

b Status

Authentication Policy

* Proxy

} Objects

- Users

Auth Server

Authentication Policy

4 Authentication
» Authentication Policy
» External Auth Server
> Single Sign-On
» Custom Webpage

» Internal Portal Server

[» Users
[» Self Services

» Advanced

¥ Enable

Name:

Description:

| LDAP

* Auth Method

* Action

Auth Method:

() Open authentication

mj Password based |

Auth Server:
Self registration:
Account login with
Account Login with

Captive Portal
Captive Portal:

Login Redirection:

() Single Sign-On(550)

() Nene (requests are rejected always)

10.10.10.2

>

Local user database

Local Passwor...

LOLP B

ﬂ 10.10.10.2 LDAFP Passwor...
| Facebook auth Facebook Based
Gmail Auth Gmail Based

=+ Add Server

WITIOUL SHUESTTOW drma TETS OF Use

[T rrevEw

Previously visited webpage

4. Tindakan persyaratan konfigurasi setelah proses autentikasi.
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Authentication Policy

|#| Enable
Marne: LOAR
Description:
Objects Add Mon-Local/Domain Users To Group: (i)
futh Methad | |/ L]
i [ &dd user account to local user database (i)
Action
% Autornatic binding
[ Bind IP to MAC address (i)
[# Bind user account to [P and MAC address (i)
Purpose: ! Auto authentication
#* Correlated login with account
' Auto authentication and correlated login with account
Binding: |# IP address [ MaC sddress (i)
Validity ® MNever expire
Period:
' Days:
|| Lagin thraugh new endpoint device needs appraoval
Advanced
| Back | | Cornmit

5. Anda dapat melihat new policy di antarmuka autentikasi policy.

Navigation 5

b Status +ndd Himport Exampla Fle
s Prowy i ™ TEMAC Rddress Auth Method

Name
a 1 LD 192.168.19 205 User Aczount !
b Objects
3 name) ’ +

H Delault Foliey 0.00.0-255.255.295.255 ¢ -AE G I AFEAL. Dpan Aulh{Take TP addrass as

Search by [P AdGrsss » [Search s
Have Delete. Status.

roup(Hon-Lacsl/Domain Users)

+ x M

~ Users

+ Authens

Custom webpage

Internal Portal Server

Usars
Solf Services

Advancad

» Access Mgt

» Bandwidth Mgt
b Endpaint Device

onling,
» security =

» system
-

Bab 3 Tindakan Pencegahan
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1. Ketika konfigurasi external authentication server administrator akun dan password,
direkomendasikan untuk klik - [test validity] untuk memastikan bahwa itu tersedia.
Seperti yang ditunjukkan gambar:

|+| Enable
Server Name: 10.10.10.2
Type: M5 Active Directory v

‘ Basics ” Sync Options || Advanced

IP Address: 10.10.10.2

Port: 389 ®
Timeout (sec): 5

Search: |_| Anonymous

Admin DN: Admin DM or name of the server admin account

admin@acteam.com.cn

Admin Password:

|_| Enable encryption {D

Browse...
BazeDM: DC=acteam,DC=com,DC=cn i
[ITest validity
| Commit || Cancel |

2. Klien membuka web page untuk membuka autentikasi page. Jika ini adalah domain URL
link untuk membuka link, Anda perlu dapat menemukan domain name dan membuka
URL dari http. Jika Anda perlu membuka URL dari https, Anda perlu pergi ke autentikasi
page. Anda perlu memilih autentikasi option. Options pada gambar di bawah ini:
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Online|
Chat.

3. Jika signing requirement diaktifkan, IAM hanya dapat terhubung ke AD domain. Secara
khusus, Windows 2000/2003/2008 tidak mendukung TLS enkripsi, dan hanya SSL enkripsi
dapat digunakan; Windows Server 2008 R2 dan di atas mendukung keduanya TLS dan
SSL enkripsi.

Bab 4 Lampiran A: Panduan Konfigurasi

LDAP

4.1 Latar Belakang

Pada bulan 2019, Microsoft mengumumkan di buletin security [ADV190023 | Microsoft
Guidance for Enabling LDAP Channel Binding and LDAP Signing] bahwa LDAP channel binding
dan LDAP signing akan diaktifkan di Active Directory server melalui metode security
update(KB patch) pada pertengahan Januari 2020. Security of Active Directory domain
controllers dapat ditingkatkan secara signifikan dengan konfigurasi server untuk menolak
Simple Authentication dan Security Layer (SASL) LDAP binds yang tidak request signing
(integrity verification) atau untuk menolak LDAP simple binds yang dilakukan pada koneksi
clear text (non-SSL/TLS-encrypted). SASLs dapat mencakup protokol Negotiate, Kerberos,
NTLM, dan Digest.

4.2 Konfigurasi Instalasi Certificate Server

Setelah instal certificate service, server root certificate dapat dieksport untuk verifikasi
certificate klien untuk meningkatkan security. Untuk bagaimana menginstal certificate
service pada Active Directory server, mengacu pada tutorial berikut:

Buka Server Manager, klik kanan add Roles and Features (using 2012 R2 to test), install
Active Directory Certificate Services:
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Panduan Konfigurasi IAM

| F Manage Tools View
Add Roles and Features

Remove Roles and Features

Add Servers

this local server

Create Server Group

Server Manager Properties

DESTIMNATION SERVER
Select server roles SCeorpServer SCCOR? ocal
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection A Active Directory Certificate Services
ctive Directory Certificate Services — .
tive Directory Certificate Service (AD CS) is used to create
Active Directory Domain Services (Installed) certification autharities and related
Featurss [[] Active Directory Federation Services rale services that allow you to issue
ADC5 [] Active Directory Lightweight Directory Services "‘”‘? manage Et-ErtIf:—ICatES usedlinia
variety of applications.
Role Services [[] Active Directory Rights Management Services
Confirmation [ Application Server =
DHCP Server {Installed)
DNS Server (Installed)
[] Fax Server
b [®] File and Storage Services (4 of 11 installed)
[] Hyper-V
[[] Metwork Policy and Access Services -
[1 Print and Document Services
[] Remaote Access
[ Remaote Desktop Services
P
hd
| < Previous | | Next > | | Install | | Cancel
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Pilih Certificate Authority dan Certificate Authority Web Enrollment:

&

Add Roles and Features Wizard \;Ii-

Before You Begin
Installation Type
Server Selection
Server Rolas
Features

ADC5

Confirmation

DESTINATION SERVER

Select role services S e I

Select the role services to install for Active Directory Certificate Services

Role services Description

[ o e . Certification Authority Web
Certification Authority Enrollment provides a simple Web
[] Certificate Enrollment Policy Web Service interface that allows users to
[] Certificate Enrallment Web Service perform tasks such as request and

Certification Authority Web Enrollment renew certificates, retrieve certificate

revocation lists (CRLs), and enroll for
[] Metwork Device Enrollment Service smart card certificates.

] Online Responder

< Previous | | MNext > Install Cancel

Pergi ke AD CS, pilih more dan klik Konfigurasi Active Directory Certification:

i

Server Manager = | =

Server Manager * AD CS

IZE Dashboard

i Local Server

i§l ADDs

18 DHCP

£ DNS

g File and Storage Services P

o 1s

I| Windows Server Essenti...

[E® SERVERS

AN Al servers | 1 total Shsile v
| —
. Configuration required for Active Directory Certificate Services at SCCORPSERVER More... X
Filter el '\é,\‘ = 'ﬁ," = V
Server RG'TIE IPv4 Address Manageability Last Update Windows Activatio

SCCORPSERVER 169.254.215.13,192.168.20.89 Online - Performance counters not started 4/20/2020 8:07:10 PM  00258-40000-000C

< n >
EVENTS
All events | 0 total TASKS =
Filter A B @~ (v

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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All Servers Task Details and Notifications
All Tasks | 1 total

Filter L0 - - &

Status  Task Name Stage Message Action Motifications

Post-deployment Configuration Running Configuration required for Active Directory Cer... Configure Active Directory Cerfi... 1

<| 1] >

Status  Motification Time Stamvp

Additional steps are required to configure Active Directory Certificate Services on the destination server

Pilih Enterprise CA:

_ DESTINATION SERVER
Credentials SCcorpServer SCCORPIocal

Specify credentials to configure role services
Raole Services
Setup Type To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
Private Key * Online Responder

Ca Type

Cryptography To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
Certificate Reguest * Certificate Enrollment Web Service

* Network Device Enrollment Service

CA Mame

Certificate Databaze

Corfirmation Credentials: | SCCORP\administrator

More about AD CS Server Roles

< Previous | | Mext > | | Caonfigure | | Cancel
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Role Services
Credentials

Setup Type

CA Type

Private Key
Cryptography
CA MName
Certificate Reguest

Certificate Database

Confirmation

Setup Type

Cradentials
Rale Services
[ sewppe |
CA Type
Private Key
Cryptography
CA Name
Certificate Reguest
Certificate Database

Confirmation

DESTINATION SERVER
SCeorpServer.SCCORPlocal

Select Role Services to configure

Certification Authority

Certification Authority Web Enrollment
[[] Online Responder

[] Metwaork Device Enrcliment Service

[] Certificate Enrallment Web Service

[ Certificate Enroliment Policy Web Service

More about AD C5 Server Roles

< Previous || MNext > | | Configure || Cancel

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(@) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

< Previous || Mext » | | Configure || Cancel

Pilih Root CA dan create New Private Key:
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DESTINATION SERVER
CA Type SCcorpServer.SCCORPlocal

Credentials Specify the type of the CA
Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography @ Root CA
CA Mame Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
Validity Period

O Subordinate CA

Certificate Database Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA abowve them in the hierarchy.

Maore about CA Type

< Previous || Next > | | Configure || Cancel

DESTINATION SERVER

Private Key SCcorpServer.SCCORPlocal
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type ®) Create a new private key
Use this option if you do not have a private or want to create a new private key.
Pt yo P P!
Cryptograph
L BRI ) Use existing private key

CA Name Use this optien to ensure continuity with previcusly issued certificates when reinstalling a CA.

Validity Period () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to

. import a certificate and use its associated private key.

Confirmation

(_) Select an existing private key on this computer

Select this option if you have retained private keys from a previcus installation or want to
use a private key from an alternate source.

Mare about Private Key

< Previous || Next » | | Configure || Cancel
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Mengatur validity period:

DESTINATION SERVER

Valid Ity Period SCcorpServer.SCCORPlocal
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority {CA):
CA Type 100 | e | T |
Privata Kay CA expiration Date: 4/20/2120 8:15:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Certificate Database

Confirmation

More about Validity Period

< Previous | | Mext > | | Configure | | Cancel
Specify the database location:
DESTINATION SERVER
CA Database SCcorpServer.SCCORPlocal
Credentials Specify the database locations
Raole Services
Setup Type Certificate database location:
CA Type CAWindows\system32\Certlog
Azl Certificate database log location:
Cryptography CA\Windows\system32\Certlog
CA MName

Validity Period
Certificate Database

Confirmation

More about CA Database

| < Previous || Mext = | | Configure || Cancel |

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 19



Panduan Konfigurasi IAM

Installation complete:

Results

Pergi ke certmgr.

The following roles, role services, or features were configured:

~ Active Directory Certificate Services

DESTINATION SERVER
S5CcorpServer.SCCORPlocal

Certification Authority
Mare about CA Configuration

Q Configuration succeeded

Certification Authority Web Enrollment
Mare about Web Enrollment Configuration

msc:

0 Configuration succeeded

< Previous | | Mext > |

| | Cancel

[5ISCCORP-SCCORPSERVER-CA

SCCORP-SCCORPSERVER-CA 472072120 <All> <None> Root Certific
[SlSecureTrust CA SecureTrust CA 1/172030 Server Authenticati..  Trustwave Root Certific:
[ Security Communication Root..  Security Communication RootCAT  9/30/2023 Server Authenticati..  SECOM Trust Syste...
(5 Security Communication Root..  Security Communication RootCA2  5/29/2029 Server Authenticati..  SECOM Trust Syste...
(S starfield Class 2 Certification A...  Starfield Class 2 Certification Auth... 6/30/2034 Server Authenticati...  Starfield Class 2 Cer..,
[Z1Starfield Roat Certificate Authn__ Starfield Ront Certificate fAuthorit  1/1/2032 ner Authenticati tarfield Root Certif
<] m [ [>] < [T [ T~°]

File Action View Help
e HE Fa XER B
) Certificates - Current User Issued To - Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te &
b [7] Personal 3] GlobalSign GlobalSign 3/18/2029 Server Authenticati..  GlobalSign Root CA...
4 s tion Au | (] GlobalSign GlobalSign 1271572021 Server Authenticati...  Google Trust Servic...
(5] GlobalSign Root CA GlobalSign Root CA 1/28/2028 Server Authenticati...  GlobalSign Root CA...
v P [531Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/30/2034 Server Authenticati.. Go Daddy Class 2 C...
b [ Intermediste Certification Au 5 Go Daddy Root Certificate Auth... Go Daddy Root Certificate Author..  1/1/2038 Server Authenticati..  Ge Daddy Root Cer..,
b [ Active Directary User Object ﬁ] Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root..,  1/1/2000 Secure Email, Code ... Microsoft Authenti...
b ] Trusted Publishers 5 Microsoft Root Authority Microsoft Root Autharity 12/31/2020 <All» Microsoft Root Aut..
'; g ?:i':_’;:‘:;:ﬁf:;:e;ncahm 5] Microsoft Raat Certificate Auth... Microsoft Raot Certificate Authori... 5/10/2021 <All> Microsoft Root Cert...
b [ Trusted People SiIMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori.. 6/24/2035 <All> Microsoft Root Cert..,
b 7] Client Authentication Issuers SiIMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori...  3/23/2036 <All» Microsoft Root Cert...
b [ Certificate Enrollment Reque: [SINO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, ()97 V...  1/8/2004 Time Stamping VeriSign Time Stam...
b (71 Smart Card Trusted Roots 5] QuoVadis Root CA 2 QuoVadis Root CA 2 11/25/2031 Server Authenticati... QuoVadis Root CA2 _
[Zlsangfortest? rom anofortestd com 4202009 All oo, =

Trusted Root Certification Authorities store contains 45 certificates.
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Buka cert dan klik pada Details -> Copy ke File dan export sebagai Base-64 dengan .cer

=~ [

Show: | <Al

Field

Version

Serial number
Signah..lre algarithm
Signah..lre hash algorithm

Value
V3

558ab1df 773b 1cb44sf3 ...

shalRSA
shal

[= tssuer SCCORP-SCCORPSERVER-CA,...
=] valid from Monday, April 20, 2020 8:07:5...
Valid to Saturday, April 20, 2120 8:17:...
=] subject SCCORP-SCCORPSERVER-CA,... |~

format:
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Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.508 {,CER)

(®) Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
[Jindude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {,PFX)
[Jindude all certificates in the certification path if possible

[]Delete the private key if the export is successful
[]Export all extended properties

() Microsoft Serialized Certificate Store (,55T)

4.3 Konfigurasi LDAPS Server Signing

Pergi ke Server Manager ->Tools -> Klik Group Policy Management:

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Certification Authority

Compaonent Services

Computer Management
Defragment and Optimize Drives
DHCP

DNS

Event Viewer

Group Policy Management I

Internet Information Services (1IS) Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services

QDBC Data Sources (32-bit)

ODBC Data Sources (b4-bit)

T Performance Monitor

Pilih yang benar Domain name dan perpanjang.
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iFile Action View Window Help

rNEIEEIERL =

__g Group Policy Management
4 4 Forest: SCCORP.local

A5 Domain

1 |3 SCCORP.ocal

;ﬁ Group Policy Medeling

[4 Group Policy Results

SCCORP.local
Status | Linked Group Policy Objects | Elz‘

This page shows the status of Active
Directory and SYSVOL replication for
thiz domain as it relates to Group Policy.

Status Details

@ SCcomServer.S...Change

No Infrastructure Status information

exists for this domain.

Pilih domain controller -> Pilih Default Domain controller Policy:

__ﬂ Group Policy Management
4 43 Forest: SCCORP.local
A ,ﬁ Domains
4 3 SCCORP.local
EET Default Domain Policy
b E1
b E3
b =] AGroup

4 2 Domain Controllers

= Default Domain Controllers Puliq,rl

[+ :"'i WAl Filters
[ @ Starter GPOs

b L@ Sites

,fﬁ Group Policy Modeling

[ % Group Policy Results

Klik Kanan Edit dan buka group management editor:
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5[ Default Domain Controllers Policy [SCCORPSERVER.! ~
|4 A Computer Configuration)
4 || Policies
[ | Software Settings
f+ 1 Windows Settings
> | Name Hesolution Pelicy

= Scripts (Startup/Shutdown)

=

L
H Local Policies
i Audit Policy

j Security Options M
b SfEveRrtog————

-

Policy
2] Audit: Force audit policy subcategory settings (Windows Vis...
2] Audit: Shut down systemn immediately if unable to log secur...
12 DCOM: Machine Access Restrictions in Security Descriptor D...
lis) DCOM: Machine Launch Restrictions in Security Descriptor ...
l2s| Devices: Allow undock without having to log on

1| Devices: Allowed to format and gject removable media

lis| Devices: Prevent users frem installing printer drivers

1| Devices: Restrict CD-ROM access to locally legged-on user ...
2] Devices: Restrict floppy access to locally logged-on user only
12 Domain controller: Allow server operators to schedule tasks

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Mot Defined

Domain controller: LDAP server signing requirements

I L Restricted Groups

b [ 4 System Services

b 4 Registry

b [ File System

I :gr Wired Metwoark (IEEE 802.3) Policie:

B [ Windows Firewall with Advanced ¢
[ Metwork List Manager Policies

[ ::J Wireless Metwork (IEEE 802.11) Poli

I [ | Public Key Policies

B || Software Restriction Policies

A3

< ||| | >

L2z Domain controller: Ketuse machine account password chan...
lis| Domain member: Digitally encrypt or sign secure channel d...

lis| Domain member: Digitally encrypt secure channel data (wh...

lis| Domain member: Digitally sign secure channel data (when ...

1) Domain member: Disable machine account password chan...

1) Demain member: Maximum machine account password age

12 Domain member: Require strong (Windows 2000 or later) se...
l2e] Interactive logon: Display user information when the session...
2] Interactive logon: Do not display last user name

2] Interactive logon: Do not require CTRL+ALT+DEL

<] ||| |

Mot Uefined
Enabled

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Ubah pengaturan ke Required signing.
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Domain controller: LDAP server signing requireme...l_?-

Security Policy Setting | Explain

'-ql' Domain controller: LDAP server signing requirements

Define this policy setting

| Riequire signing W

Madifying this setting may affect compatibility with clients, services,
I I and applications.

For more information, see Domain controller: LOAP server signing
requirements. (323659)

OK || Cancel || Apply

Setelah dikonfigurasi, CMD run gpupdate /force untuk push group policy.
E¥ Command Prompt

T\ zershAdmini strators

rupdate Sforce

4.4 AD Konfigurasi pada IAM

Di atas adalah tutorial konfigurasi pada AD domain. Bagian ini menjelaskan konfigurasi AD
domain server di IAM:
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4.4.1 Deskripsi Autentikasi Port

Seperti yang ditunjukkan pada gambar, the LDAP server dikonfigurasi di external
authentication server untuk terhubung dengan Microsoft AD domain:

o Ketika enkripsi tidak diaktifkan, default port adalah 389.
o Jika enkripsi diaktifkan, ketika metode enkripsi adalah SSL, autentikasi port adalah

636.

) Jika enkripsi diaktifkan, ketika metode enkripsi adalah TLS, autentikasi port adalah
Navigation . s snver
} Status # Add -+ X Delete | v Enable @ Disable | S LDAP Options | & Sync with all LDAP servers [ QR Codes for Registered Login
» Proxy []| Ne. | Name Authentication
7 Users #| Enable

4 Authentication
Server Name:
Authentication Policy
External Auth Server Type: MS Active Directory g

Single Sign-On Basics ” Sync Options || Advanced

Custom Webpage

IP Address:
Internal Portal Server

Port: 389 6}
I Users Timeout (sec): 5 If MS Active Directory server is selected, port 636
is used by default for SSL encryption and port 389
[+ Self Services Search: Anonymous is used by default for TLS encryption or no
i Admin DN: Admin DN or name of the server admin account HEIEN SIS

cn=Administrator,cn=users,=base dn=
Admin Password:

Enable encryption (i)

Browse

BaseDN: e

Test Validity

Commit Cancel

4.4.2 Aktifkan Enkripsi
Seperti yang ditunjukkan pada gambar di bawah ini:

e LDAP server dapat dikonfigurasi untuk tidak mengaktifkan enkripsi. Dalam skenario
ini, persyaratan LDAP server signing tidak diaktifkan di Microsoft AD domain.

e Jika AD domain telah dikonfigurasi untuk mengaktifkan persyaratan LDAP server
signing, maka enkripsi harus diaktifkan di sini . Metode enkripsi dapat dipilih sendiri,
dan autentikasi port dapat dimodifikasi sesuai dengan metode enkripsi yang dipilih
seperti dijelaskan di atas.

e Fungsi verifikasi sertifikat dapat dimatikan, dan itu tidak akan mempengaruhi koneksi
dengan AD domain dengan persyaratan server signing.

o Jika fungsi verifikasi sertifikat diaktifkan, Anda perlu mengkonfigurasi domain name
dan import certificare file:

e Konfigurasi domain name perlu dikonfigurasi sebagai full computer name dari
AD domain server: seperti yang ditunjukkan di bawah ini, Anda dapat masuk
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ke AD domain server untuk mendapatkan field, seperti yang ditunjukkan pada

gambar berikut:

System
Processor IntelR) Core{TMI20uc CPU  TTTO0 @ 240GH: 2.10GHz
Installed memory (RAM):  8.00GB
System type 64-bit Operating System, x64-based processor
Pen ind Touch: No Pen or Touch Input 15 available for the Duplay

Computer name, doman, and workgroup settings

Computer name: SCcorpServer % Change settngs
Full computer name SCcorpServer, SCCORP local

Computer descnption: My business server

Domairc SCCORP.Iecal

e Setelah domain name dikonfigurasi, Anda perlu menambahkan host rule
untuk menyelesaikan domain name yang diisi ke IP address dari AD domain
server:

|+ Enable encryption G}
Encryption Method: @ ss51 @ T1S

[ verify certificate (i)

Venfying certificate needs to configure domain
name and ensure connectivity, (Go to System =
Metwork Settings = Advanced = Hosts to resolve
domain name to IP address of AD domain server.

e Import certificate. Certificate harus berupa Base64 encoded .cer format
certificate exported dari root certificate file di AD domain server. Hal ini
dijelaskan dalam [Configuration of Server Certification Installation] bagian
dan tidak akan diulang di sini.
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