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Panduan Konfigurasi IAM V12.0.12

Bab 1 Latar Belakang Masalah

Lingkungan pelanggan memiliki AD domain untuk mengelola pengguna internal dan IT manajer ingin
menerapkan Sangfor IAM di jaringan mereka untuk tujuan autentikasi pengguna. Manajer ingin
sinkronisasi IAM dengan AD controller (Domain SSO) yang prosesnya transparan untuk pengguna
internal sehingga pengguna tidak perlu memasukkan kembali log in detail lagi untuk autentikasi IAM.
Berikut ini adalah beberapa rincian kebutuhan pelanggan:

1. Manajer berharap untuk melihat pengguna online dengan nama pengguna mereka di AD
controller, kemudian mengaudit semua perilaku jaringan sesuai dengan nama pengguna.

2. Manajer tidak ingin mengubah domain GPO mereka dan oleh karena itu tidak mengizinkan
domain SSO script mode (script mode diperlukan untuk menambahkan logon.exe dan
logoff.exe ke domain) yang tidak sesuai dengan kebijakan keamanan perusahaan mereka.

Bab 2 Solusi
2.1 ITWA SSO Autentikasi

Dalam metode ini, Sangfor IAM akan bergabung ke dalam pelanggan windows domain dan bertindak
sebagai resource di domain. Ketika domain PC log on ke domain dan menelusuri website, permintaan
akan dihentikan oleh IAM dan dialihkan ke resource halaman IAM. Tindakan ini akan memicu
kerberos autentikasi dan IAM akan memperoleh tiket kirim oleh domain PC kemudian mendapatkan
rincian untuk IWA SSO autentikasi . Namun proses ini transparan untuk pengguna.

Bab 3 Lingkungan Pengujian
3.1 Topologi
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® PC masuk ke domain.

@ Pengguna menelusuri website (Proses meliputi domain PC mengalihkan untuk
mengunjungi Sangfor IAM resource, memicu autentikasi kerberos, domain SSO autentikasi
dan semua proses transparan untuk pengguna akhir).

Catatan: Jika server signing requrment diaktifkan di AD Domain, koneksi enkripsi perlu diaktifkan
pada konfigurasi single sign-on, sebaliknya IWA single sign-on akan terpengaruh. [Lihat Lampiran B]

Bab 4 Konfigurasi

Konfigurasi di IAM pada dasarnya mencakup 3 langkah : add new LDAP server, add new authentication
policy dan configure IWA domain SSO, seperti yang ditunjukkan di bawah ini:

1. Add anew LDAP server.
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=
Navigation « m_
b Status [+Add*])(:ee:e Enable &) Disabl
b Proxy - SMS Based Authentication B
».Ohiecks WeChat Based Authentication
— QR Code Based Approved Login

QR Code Registered Login
4 futhentication

LDAP Server

» Authentication Policy

RADIUS Server
» External 4uth Server

: . POP3 Server
» Single Sign-On

OA Account Based Authentication
» Custom Webpage

Social Media Account
» Internal Portal Server
Database Server

I Users H3C CAMS Server

[ Self Services Third-Party Auth System

Add LDAP Server X

|#| Enable
Server Name: 1%2.168.20.88
Type: MS Active Directory v

Basics || Sync Options || Advanced

1P Address: 192.168.20.89

Port: 389 @
Timeout (sec): 5

Search: || Anonymous

Admin DN: Admin DN or name of the server admin account

administrator@sccorp.local

Admin Password: |qeeessseses

|#*| Enable encryption @
Encryption Method: © ssL ® TLS

|| verify certificate @

Certificate * ce Browse...
BaseDN: DC=5CCORE,DC=local

Test Validity

5]

Commit H Cancel

[Catatan]

a) Halaman “Add LDAP Server” memiliki option “Test Validity”, hal ini dapat menguji domain
account validity dan change domain account password melalui fungsi ini.
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Test Type: ' Change Password I ® Account Validity I
Username: | users

Passwaord:

Test Validity

-

7 :| Alert:The domain account is valid.

Close

b) Selain itu, halaman “Add LDAP Server” mengandung juga “Sync Options” dan “Advanced”
dua tab, hanya perlu AD domain dan SUN domain “Basics” konfigurasi, “Sync Options” dan
“Advanced” konfigurasi tetap ke pengaturan default. Jika domain lain tidak dapat ambil
domain OU dengan menggunakan pengaturan default, dapat sesuaikan “Sync Options” untuk
memecahkan masalah. Tab ditunjukkan pada gambar di bawah ini:

Add LDAP Server X

|#| Enable

Server Name: sangfor.com

Type: MS Active Directory -
Basics Sync Options ” Advanced
User Attribute: sAMAccountMame W
Username: displayName
Description Attribute: description
Username: {|(objectClass=user)(objectClass=person))
QU Filter: {|{objectClass=organizationalUnit){objectClz
Security Group Filter: {objectClass=group)

Security Group Attribute: member

Commit ” Cancel
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Add LDAP Server b4

#| Enable
Server Name: sangfor.com
Type: MS Active Directory i

| Basics || Sync Options || Advanced |

Auto update security groups @
Security Group and User Association

Method: ® User Group based
based(recommended)
Attribute: memberof

#| Allow security group nesting':i:'
Attribute: memberof

Search Option

Paged Search: ¥ Use extended function (1
Page Size: 800 @

Max Size: 1000 i) hd

| Commit || Cancel |

¢) Jika lingkungan pelanggan adalah independen domain, perlu untuk konfigurasi autentikasi
port number 389 saat menambahkan LDAP server. Sebaliknya, jilka domain berisi anak
domain seperti ssl.sangfor.com, iam.sangfor.com untuk root domain sangfor.com, port number
perlu dikonfigurasi ke 3268, IP address perlu dikonfigurasi ke root domain IP.

d) Setelah konfigurasi domain server, domain OU secara otomatis akan melakukan sinkronisasi
ke 1AM lokal database, dan aksi ini akan dilakukan secara otomatis setiap 60 menit. Jika
domain pengguna atau OU telah dimodifikasi dan perubahan perlu diterapkan ke 1AM, klik
pada “Sync with all LDAP servers” seperti yang ditunjukkan pada gambar di bawah ini :

Auth Server

4+ 2dd ~ X Delete | + Enable @ Disable | % LDAP Options || 2 Sync with all LDAP servers

e) Jika AD domain tidak diaktifkan dengan "LDAPS signing requirement service", "LDAPS
server certificate installation service", di IAM tidak perlu konfigurasi "enable
encryption”.

Jika diperlukan:

[Enable encryption]: Pada bulan September 2019, Microsoft mengumumkan dalam buletin
security [ADV190023 | Microsoft Guidance untuk mengaktifkan LDAP Channel Binding dan
LDAP Signing] bahwa LDAP channel binding dan LDAP signing akan diaktifkan pada Active
Directory server melalui metode security update (KB patch) pada pertengangan January 2020.
Security Active Directory domain controllers dapat ditingkatkan secara signifikasi dengan
konfigurasi server untuk menolak Simple Authentication dan Security Layer (SASL) LDAP
binds yang tidak request signing (integrity verification) atau untuk menolak LDAP simple
binds yang dilakukan pada koneksi clear text (non-SSL/TLS-encrypted). SASLs dapat
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Panduan Konfigurasi IAM V12.0.12

mencakup protokol Negotiate, Kerberos, NTLM, dan Digest . Untuk memenuhi kebutuhan
security untuk Sangfor IAM, Sangfor IAM mendukung untuk enkripsi docking.

Konfigurasi resmi oleh Microsoft:

windows-server

Metode Enkripsi: Jika AD domain server konfigurasi dengan [LDAPS signing requirement
option], disarankan untuk memilih TLS sebagai metode enkripsi (Microsoft mendukung SSL
dan TLS. Setelah AD domain mengaktifkan signature option, IAM hanya dapat terhubung ke
AD melalui enkripsi. Secara khusus, Windows 2000/2003/2008 tidak mendukung TLS
enkripsi, hanya SSL enkripsi yang dapat digunakan).

e Ketika enkripsi docking tidak diaktifkan, port default adalah 389.

o Jika enkripsi docking diaktifkan, ketika metode enkripsi adalah SSL, autentikasi port
adalah 636.

o Jika enkripsi docking diaktifkan, ketika metode enkripsi adalah TLS, autentikasi port
adalah 389.

Verifikasi Sertifikat: Jika AD domain server dikonfigurasi dengan [LDAPS signing requirement
option], Anda perlu konfigurasi item ini, isi domain name [AD domain server full computer
name], dan import sertifikat.

System

IntelR) Core{TM)20uo CPU  TTT0 @ 240GH: 2.10GHz
8.00GB

64-bit Operating System, x64-based processor

Processor
Installed memory (RAM):
System type

Pen and Touch No Pen or Touch Input 15 available for the Duplay

Computer name, doman, and workgroup settings

Computer name: SCcorpServes ¥ Change settngs
SCcorpServer, SCCORP local ]
My business server

SCCORP.local

[Ful computer name

Computer descnption:

Dompnc

Konfigurasi hosts: HOSTS menyelesaikan domain name menjadi IP dari AD domain server.

W.: www.sangfor.com | W.: community.sangfor.com |

Navigation Ll | Hosts
} Status + add | X Delete
} Proxy 1 No. 1P Address i
» Objects
b Users
» Bandwidth Mgt 1P Address:
} Endpoint Device Host Name:
» Security
~ System | Commit || Cancel |
4 Metwork
Deployment
Interfaces
Protocol Extension ‘
Optical Bypass
High Availability
Routing
4 Advanced
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2. Add baru authentication policy.

Navigation Lol | Authentication Policy -

b Status Add Edit | X Delete | " Er
b Proxy F No. Name
1 1 Default Policy
} Objects
 Users

4 Authentication

Iv Authentication F'nliu:':.-'l

» External futh Server
» Single Sign-0n
» Custom Webpage

» Internal Portal Server

Authentication Policy x

|#| Enable

Name: IWA S50

Description:

* Objects IP/MAC Address: ()

* Auth Method | |192.168.19.10/255.255.255.255

» Action

Commit H Cancel
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Authentication Policy X

|#| Enable
Name: IWA 550
Description:
» Object N
JECs Auth Method: (_) Open authentication
b auth Method ) Password based
® Single Sign-0On(550)
* Action () Mone (requests are rejected always)
SS0 Enabled: AD server
S50 Settings
For User Fails 550
(_) Open authentication
(® Password based
Auth Server: 192.168.20.88 N7
Captive Portal: | Preview |
Login Redirection: Previously visited webpage
() Go to Predefined webpage
) CAS server v
| Back | | Next |
Authentication Policy b4
|#| Enable
Name: IWA 550

Description:

» 1 .
Objects Add Mon-Local/Domain Users To Group: @

» Auth Method | |/default/ m

» Action |_| Add user account to local user database@

|| Automatic binding

| Advanced

Commit || Cancel

[Catatan]

® Ada empat metode penanganan untuk pengguna yang gagal autentikasi SSO seperti yang
ditunjukkan pada “Auth Method” -> “For User Fails SSO” halaman; yang mana “Open authentication”,
“Password based”, “Go to” dan “CAS server”. Metode ini dapat dikonfigurasi berdasarkan kebutuhan
pengguna.

Jika admin mengizinkan akses internet untuk autentikasi SSO pengguna yang gagal, Pilih “Open
authentication” untuk mencegah mengulang autentikasi lagi .
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Jika persyaratannya adalah mencatat aktivitas untuk semua pengguna yang diautentikasi
berdasarkan nama pengguna di domain, pilih “Password based” metode untuk memenuhi
persyaratan.

Selain itu, jika persyaratan pengguna adalah untuk mencatat aktivitas internet, dapat memilih juga
option “Go to” dan pilih “predefined web page”. Domain pengguna yang gagal dala autentikasi SSO
akan dialihkan ke halaman web khusus seperti yang ditunjukkan di bawah ini untuk mengunduh
identity Authentication Tool dan jalankan untuk tujuan autentikasi.

' Identity Authentication System

"‘ To access Internet, you need to log in to AD domain first.
@8 | have logged in to AD domain. Download Identity Authentication Tool to start authentication.

Ketika pengguna memiliki persyaratan autentikasi yang ketat, yaitu, semua internet log yang
dihasilkan oleh pengguna harus menjalani CAS authentication, kemudian pilih "CAS server". Jika single
sign-on gagal, CAS third-party authentication digunakan.

3. Konfigurasi IWA SSO option

Domain account yang digunakan untuk IAM untuk join harus memiliki hak istimewa untuk add
workstation ke domain seperti administrator user account seperti yang ditunjukkan di bawah ini:

Category < || MS AD Domain
MS AD Domain -
PPPOE Domain S50 (i)
Radius Look up logs on the AD server for user credentials
+add X
Proxy
[]| Demain Control Excluded URL Last Obtained Recent Users Status

POP3
web
Third-Party Server .
Mo data available
Sangfor Appliance

Database

Others

¥| Enable Integrated Windows Authentication (i)

Download Configuration Guide

Computer Mame :  sangfora -7302 (D
Domain Mame: sccorp.local

DNS Server: 152.168.20.89

Domain Account: administrator

Account joined to the domain, e.g., Administrator
Password: sssesssenss Test Validity

Advanced: Settings

#| Encrypt connection with AD domain server

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 9
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Catatan: Ketika "Server Signing Requirement" tidak diaktifkan di AD domain, ini tidak perlu
diperiksa "encrypt connection with AD domain server".

Pesan yang di bawah ini ditampilkan setelah klik pada tombol button dan join domain berhasil:

Message(17:30:26) »
Be joined to domain successfully!

Do not show again W 4 2/2 b M

Q| &

[Catatan]

a) Konfigurasi domain account di IAM IWA SSO harus memiliki hak istimewa untuk
menambahkan workstation ke domain, merekomendasikan untuk menggunakan
administrator account, regular domain account dapat menambahkan workstation ke domain
tetapi hanya dapat add 10 times. Jika tidak dapat memberikan administrator account dan
regular domain user account gagal untuk menambahkan, dapat membuat baru user account
untuk pengujian.

b) Kemudian Advanced settings dari konfigurasi IWA SSO ditampilkan di bawah ini:

Redirection Interval After Auth Faillure(min): 30
Domain of Windows 2000 Earlier Versions:

#| Send IWA request periodically

Commit Cancel

Autentikasi IWA SSO memerlukan pengalihan http (proses ini transparan untuk pengguna), gambar
di atas menunjukkan redirection interval after auth failure (default diatur ke 30 min), jika SSO gagal
metode handling diatur ke “Open authentication”, rekomendasi untuk mengubah nilainya menjadi
S5min, jika tidak, simpan pengaturan default.

Untuk domain Windows 2000 dan sebelumnya : windows 2003 sampai versi terbaru, agar kompatibel
dengan domain di windows 2000, perlu menentukan domain nama windows 2000 selama pengaturan
domain. Jika domain name untuk Windows 2000 dan Windows 2003 berbeda, perlu menambahkan
domain name ke dalam pengaturan “Domain of Windows 2000 Earlier Versions” seperti yang
ditunjukkan pada gambar di atas. Jika Windows 2003 domain prefix sama dengan domain name di
Windows 2000, maka tidak perlu menambahkan ke dalam konfigurasi.

Setelah konfigurasi selesai, lanjutkan ke bagian berikutnya untuk hasil pengujian.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 10
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Bab 5 Hasil Pengujian

Hasilnya ditunjukkan seperti di bawah ini:

1. Ketika pengguna masuk ke domain dengan IWA SSO di IAM, browsing website tidak akan
mengharuskaan pengguna untuk melakukan autentikasi lagi. Rincian pengguna dapat dilihat
dalam daftar pengguna Online IAM dan ini ditunjukkan sebagai SSO pada gambar di bawah ini:

Navigatio| B8 | online Users B
i 2 Auto Refresh: 5 seconds = | G Refresh | T Filter | & )N @ Search by Username »
4 Status Status: Al Endpoint Device: Al Objects: none
Dashbosrd
User Group < || Members
Online Users
Search term £{[1 MNo. | username(..  Group 1P Address Endpoint .. Auth Method | Time Logged In/Locked = | Online Duration Operati
Connection Quality
= qu 16 Users .| 1 user3d /sangfor.com/Users 192,168.19.10 PC(Windo SS0 2015-11-11 02:26:14Login 06 minutes 13 sec... &
[» Traffic Statistics 2T | ocal Users 15 User
Internet Activities 2 default 0 Users
= k= pomain User 1 User]
Locked Users B W songforcom 1 U
Security Events
2. Setelah PC online melalui metode SSO, log di data center mencatat aktivitas pengguna di
Report Center Website Browsing What's New admin [
Dashboard Website Browsing Logs > Website Browsing 2015-11-11 00:00:00 [ | /sangfor.com/ a Ga I Options || &@ Export
2, Logs Time Taken: 0505 Period: 2015-11-11 00:0000 to 2015-11-11 23:59:50 All Day | User/Group: /sangfor.com/ | With Attachment: VesNo | Action: Log = Column +
No. Username Group Endpoint Device  URL Category  Title URL Action Time Details
L 1 teeriiserd) Jsangfor.com/U... | [ PC Search Engine - https://* google.. v Log 2015-11-11 02:35:52 B
2 user3(user3) fsangforcom/U | 01 pC Advertisement - https://* double.. v Log 2015-11-11 02:35:52 =]
y  Internet Activities
3 user3(user3] fsangforcom/U_ | 1 PC IT Related - https://* google... v Log 2015-11-11 02:35:40 B
" 4 user3{user3) fsangfor.com/u... | 1 BC SearchEngine - https//* google... v Log 2015-11-11 02:35:40 B
Endpoints
5 user3(user3) fsangforcom/U._ | 0 pC Gnline Video & _ storage helper  http://v.qa com.. v Log 2015-11-11 02:35:40 =]
— 5 user3(user3] fsangforcom/U_ | 1 PC Online Video & . HFSEAR - B hp://filmag.co v Log 2015-11-11 02:35:40 B

System

Bab 6 Tindakan Pencegahan

1. Autentikasi SSO IWA tidak mendukung online user logout di IAM ketika domain pengguna
keluar dari PC mereka. Namun kita bisa menggunakan logout option di bawah “Authentication
Options” halaman untuk log out dari pengguna tersebut.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 11
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Category < || Authentication Options
» Proxy Authentication Options P SR -
} Objects =
1 USE Key User ¥ Log out user who causes no flow in specified period
~ Users Custom Attributes Period(minute): 120 @
4 huthentication MAC acquisition across L3 |#/ Log cut all users every day
Authentication Policy network i
ogout Time: 15:40 v
External Auth Server RADIUS Server
_ |#] Lock user if authentication attempts reach the threshold
Single Sign-0n Managed Authentication
Custom Webpage Max Attempts: 10 @
Internal Portal Server Lockout Period (mins): |1 0]
- || Delete accounts inactive for too long a time (i)
I Self Services
— [7] Auto clean up expired bindings
|#| Allow account to be bound with limited endpoints
Max Endpoints: 5
Address Changes and Conflicts Handling
|| Re-authentication is required if MAC address changes
Take action if user logs in on a second 1P address with an account that does not allow concurrent login:

2. Jika pengguna memiliki beberapa independent domains dan semua domains disinkronkan
dengan IAM, konfigurasi option seperti yang ditunjukkan pada gambar di bawah unutk
mengidentifikasi pengguna yang memiliki nama pengguna yang sama di domain yang berbeda.

b Status

Category < | | Authentication Options
¥ Proxy Authentication Options Address Changes and Conflicts Handling -
b Objects USB Key User || Re-authentication is required if MAC address changes
~ Users Custom Attributes Take action if user logs in on a second IP address with an account that dees not allow concurrent login:
A Enthentication [ e Ceres 19 _) Reject request and notify user that account is being used on other endpoint
Authentication Policy network (®) Disconnect earliest endpoint and allow new endpoint
External Auth Server RADIUS Server Auto Authentication Options
Single Sign-On Managed Authentication |#| Enable cookie-based authentication (i)
Custom Webpage Period (days): 30 @
Internal Portal Server
Security Options
[ Users |_| Enable password strength requirements
[» Self Services | Settings
Advanced || Use S5L to encrypt username and password
Certificate.ss|
(Upload or _Create CSR )
User Profile Change
|_| Allow users to edit endpoint information (i)
Password Retrieval
|_| Mot allow password retrieval through SMS message (D
SMTP Server
Other Options
|#| DNS service is available even user is not authenticated or is locked
|#! Redirect HTTPS requests(not using proxy) to captive portal if user is not authenticated (i)
|#| For Internet access using proxy, password submission is Web based
|| Username of domain user is domain account plus domain name |
|| Open auth for data flow from WAN to LAN interface
D hyarzoe T |_| Disable sorting by user/group (i)
» Bandwidth Mgt |_| Resolve virtual domain name (oauthservice.net/onauthservice.com) as specified IP address
b Frndnoint Device

Aktifkan option dan IAM akan secara otomatis menambahkan @domain name dalam daftar
pengguna online seperti support@sangfor.com seperti yang ditunjukkan di bawah ini:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 12
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Navigation <

~ System

4 Status
Dashboard

Online Users
1P Address Endpoin.. Auth Meth.. Time Logged In/Locked = Online Duration  Opera

ngfor.com/Users 192.168.19.10 PC(Win.. SSO 2015-11-11 02:26:14L... 31 minutes 05 s. a

Connection Quality
b Traffic Statistics

Internet Activities

Locked Users

Security Events

[ Firewall

3. Untuk autentikasi SSO, endpoint device harus menghasilkan traffic dan mengalir melalui
[AM , maka hanya rincian pengguna (username, IP address) akan ditampilkan dalam daftar
pengguna online. Proses IAM backend akan melakukan pemeriksaan untuk masing-masing
10 menit, jika tidak ada traffic yang terdeteksi, pengguna tidak akan ditambahkan ke daftar
pengguna online.

4. If AD server terletak di zona WAN dari IAM, dan domain PC tidak bisa masuk ke domain
seperti biasa, maka IP address dari domain server perlu ditambahkan ke global excluded
address di IAM karena PC traffics tidak dapat melewati [AM sebelum autentikasi.

5. Dalam autentikasi IWA , setelah IAM bergabung domain, harus memastikan domain PC bisa
ke telnet IAM PC name dengan port 80.

6. Dengan signature service diaktifkan, IAM hanya dapat terhubung ke domain AD melalui
enkripsi. Secara khusus, Windows 2000/2003 /2008 tidak mendukung enkripsi TLS, dan
hanya enkripsi SSL dapat digunakan. Windows Server 2008 R2 dan diatas mendukung
kedua enkripsi TLS dan SSL.

Bab 7 Lampiran A: Panduan Konfigurasi
LDAPS

7.1 Latar Belakang

Pada bulan September 2019, Microsoft mengumumkan dalam buletin keamanan [ADV190023 |
Microsoft Guidance for Enabling LDAP Channel Binding and LDAP Signing] bahwa LDAP channel
binding dan LDAP signing akan diaktifkan di Active Directory server melalui metode security update
(KB patch) pada pertengahan January 2020.

Security dari Active Directory domain controllers dapat ditingkatkan secara signifikan dengan
mengkonfigurasi server untuk menolak Simple Authentication dan Security Layer (SASL) LDAP binds
yang tidak meminta signing (integrity verification) atau untuk menolak LDAP simple binds yang
dilakukan pada clear text koneksi yang jelas (non-SSL/TLS-encrypted) . SASLs termasuk protokol
seperti Negotiate, Kerberos, NTLM, dan protokol Digest .

7.2 Konfigurasi dari Instalasi Sertifikat Server

Setelah menginstal sertifikat service, sertifikat server root dapat diekspor untuk verifikasi sertifikat
klien untuk meningkatkan security. Untuk cara install sertifikat service di server Active Directory
server, lihat ke tutorial berikut:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 13
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Buka Server Manager, klik kanan add Roles and Features (using 2012 R2 to test), instal Active
Directory Certificate Services:

ger = | “

Manage Tools View

Add Roles and Features

Remaove Roles and Features

Add Servers

Create Server Group

-tnll'S |DCE‘]| server Server Manager Properties
fe=i Add Roles and Features Wizard - | o [

DESTIMNATION SERVER

Select server roles SCoomServer SCCORD ocal

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection A Active Directory Certi i
T == —— ry Certificate Services
SR A ctive Direct Certificate 5 — B
. e - (AD CS) is used to create
¥| Active Directory Domain Services (Installed) certification authorities and related
[] Active Directory Federation Services role services that allow you to issue

and manage certificates used in a

[ Active Directory Lightweight Directory Services T = ey

Role Services [[] Active Directory Rights Management Services

Confirmation [] Application Server

w| DHCP Server (Installed)

[ Fax Server

b [®] File and Storage Services (4 of 11 installed)
[] Hyper-V
[] Network Policy and Access Services

[ Print and Dacument Services
[] Remote Access
[[] Remote Desktop Services

i < Previous | | Next > Install Cancel

Pilih Certificate Authority dan Certificate Authority Web Enrollment:
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= Add Roles and Features Wizard = |[= -

DESTINATION SERVER

Select role services S e I

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection [ Certification Authority Certification Authority Web

T [] Certificate Enrollment Policy Web Service :En:?rlf:::ri::ﬁlodj; f,:z T:l Hep
Features [] Certificate Enrallment Web Service perform tasks such as request and
AD C5 Certification Authority Web Enrollment :z:i:iz:“lii:tastTéerzﬁea\;zc:nrlt'g:IC:;er

Role Services [] Metwork Device Enrollment Service <mart card certiﬁcatesl.
Confirmation ] Online Responder

Pergi ke AD CS, pilih lebih banyak dan klik pada Configure Active Directory Certification:

= Server Manager = [ =] =

*

[E® SERVERS

E Dashboard AR Al servers | 1 total LASKS, ¥
i Local Server I Configuration required for Active Directory Certificate Services at SCCORPSERVER More... x
is 5 o = = -
Filter fel (=) - R * (v
|—i-i AD DS Server Name IPvd Address Manageability Last Update Windows Activatic
1E price SCCORPSERVER 169.254.215.13,192.168.20.89 Online - Performance counters not started 4/20/2020 8:07:10 PM 00258-40000-000C
£ DNS
¥§ File and Storage Services B
i® Is
I| Windows Server Essenti...
< [ >
EVENTS
All events | 0 total TASKS =
Filter o (:ij - 'C':i:' - !.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 15
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All Servers Task Details and Notifications
All Tasks | 1 total

Filter el ~ = '@

Status  Task Name Stage Message Action Motifications

Post-deployment Configuration Running Configuration required for Active Directory Cer... Configure Active Directory Certi...

<] I

>

Status  Motification Time Stamvp

Additional steps are required to configure Active Directory Certificate Services on the destination server 4/20/2020 8:07:05 PM

Pilih Enterprise CA:

W.: www.sangfor.com | W.:community.sangfor.com | E.:tech.support@sangfor.com
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Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Mame
Certificate Request

Certificate Database

Confirmation

Role Services
Credentials

Setup Type

CA Type

Private Key
Cryptography
CA Mame
Certificate Request

Certificate Database

Confirmation

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: SCCORP\administrator

More about AD CS Server Roles

| Caonfigure ||

< Previous | | Mext = Cancel

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Select Role Services to configure

Certification Authority

Certification Authority Web Enroliment
[[] Online Responder

[] Metwark Device Enrcliment Service

[[] Certificate Enrollment Web Service

[] Certificate Enrallment Policy Web Service

More about AD CS Server Roles

W.: www.sangfor.com
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Setup Type

Cradentials
Rale Services
[ sewppe |
CA Type
Private Key
Cryptography
CA Name
Certificate Reguest
Certificate Database

Confirmation

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(®) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

(0 Standalone CA
Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

< Previous || Mext = | | Configure || Cancel

Pilih Root CA dan create New Private Key:

CA Type

Credentizls
Role Services

Setup Type

Private Key
Cryptography
CA Mame
Validity Pericd

Certificate Databaze

Caonfirmation

DESTINATION SERVER
SCeorpServer.SCCORPlocal

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@/ Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

0 Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Maore about CA Type

| < Previous || MNext = | | Configure || Cancel |

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 18



Panduan Konfigurasi IAM V12.0.12

Private Key

Credentials
Role Services
Setup Type
CA Type

Privat
Cryptography
CA Name
validity Pericd

Certificate Database

Confirmation

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.

) Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
) Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previcus installation or want to
use a private key from an alternate source.

Maore about Private Key

< Previous || Next > | | Configure || Cancel

Mengatur validity period:

Validity Period

Credentials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA Name

-¥
Certificate Databaze

Confirmation

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):
100 | vears [+]
CA expiration Date: 4/20/2120 8:15:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

| < Previous || Mext > | | Configure || Cancel |
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Specify the database location:

CA Database

Cradentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA MName
Validity Period

il Database

Confirmation

Instalasi selesai:

Results

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify the database locaticns

Certificate database location:
CAWindows\system32\Certlog

Certificate database log location:
CAWindows\system32\CertlLog

More about CA Database

< Previous || Next > | | Configure || Cancel

DESTINATION SERVER
SCeorpServer.5CCORPlocal

The following roles, role services, or features were configured:

# Active Directory Certificate Services

Certification Authority o Configuration succeeded
Mare about CA Configuration

Certification Authority Web Enrollment Q Configuration succeeded
Maore about Web Enrollment Configuration
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File Action View Help

Pergi ke certmgr.msc:

e 7 X

Iﬁ Certificates - Current User
I ] Personal

P
b 7] Intermediate Certification Au
b [ Active Directory User Object
b -] Trusted Publishers

b ] Untrusted Certificates

b [ Third-Party Root Certificatior
b 7] Trusted People

b [] Client Authentication lssuers
b ] Certificate Enrollment Reque:
b -] Smart Card Trusted Roots

=@

Issued To - Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te ~
5l GlobalSign GlobalSign 3/18/2029 Server Authenticati..  GleobalSign Root CA...
5l GlobalSign GlobalSign 1241572021 Server Authenticati..  Google Trust Servic...
5 GlebalSign Root CA GlobalSign Root CA 1/28/2028 Server Authenticati..  GlobalSign Root CA...
5] Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/30/2034 Server Authenticati.. Go Daddy Class 2 C...
5 Go Daddy Root Certificate Auth... Go Daddy Root Certificate Author...  1/1/2038 Server Authenticati... Go Daddy Root Cer...
@Microso& Authenticode(tm) Ro... Microsoft Authenticode(tm) Root...  1/1/2000 Secure Email, Code... Microsoft Authenti...
Sl Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut...
[Sp)Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/10/2021 <All= Microsoft Root Cert...
o Microsoft Root Certificate Auth... Microsoft Root Certificate Authori.. 6/24/2035 <All= Microsoft Root Cert...
5 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori..  3/23/2036 <All> Microsoft Root Cert...
[53INO LIABILITY ACCEPTED, ()97 .. NO LIABILITY ACCEPTED, (c)97 V...  1/3/2004 Time Stamping VeriSign Time Stam...
S]QuoVadis Root CA 2 QuoVadis Root CA 2 11/25/2031 Server Authenticati.. QuoVadis Root CA2
[ leanafortect? com sanofortectd com AL200029

53 SCCORP-SCCORPSERVER-CA

SCCORP-SCCORPSERVER-CA

Root Cetific]

[ SCCORP-SCCORPSERVER-CA

SCCORP-SCCORPSERVER-CA 4/20/2120 <All> <None> Root Certific
[SSecureTrust CA SecureTrust CA 1/1/2030 Server Authenticati... Trustwave Root Certific
[5Security Communication Root...  Security Communication RootCA1 — 9/30/2023 Server Authenticati... SECOM Trust Syste...
53] Security Communication Root...  Security Communication RootCA2  5/29/2029 Server Authenticati... SECOM Trust Syste...
[l Starfield Class 2 Certification A...  Starfield Class 2 Certification Auth... 6/30/2034 Server Authenticati...  Starfield Class 2 Cer...
[Z]Starfield Rant Certificate Authn tarfield Ront Certificate Authorit ruer Authenticati tarfield Ront Certif h

SER

850

<| m | >

<

17142038
m

Trusted Root Certification Authorities store contains 45 certificates,

Buka cert dan klik pada Details -> Copy to File dan export as Base-64 dengan .cer format:

S
| Gener§l | Details | Cbrtification Path |
e——

Show: | <All=

Field
Version

Value
V3

Serial number

Signature algorithm
Signature hash algorithm
Issuer

Valid from

Valid to

Subject

558ab1df 773b 1cb44efa ...
shalRSA

shal
SCCORP-SCCORPSERVER-CA,...
Monday, April 20, 2020 8:07:5...
Saturday, April 20, 2120 8:17:...
SCCORP-SCCORPSERVER-CA,...

W.: www.sangfor.com |

W.: community.sangfor.com

E.: tech.support@sangfor.com

21



Panduan Konfigurasi IAM V12.0.12

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.508 {,CER)

(®) Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
[Jindude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {,PFX)
[Jindude all certificates in the certification path if possible

[]Delete the private key if the export is successful
[]Export all extended properties

() Microsoft Serialized Certificate Store (,55T)

7.3 Konfigurasi dari LDAPS Server Signing

Pergi ke Server Manager ->Tools -> Klik Group Policy Management:

Tools

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Certification Authority

Compaonent Services

Computer Management

Defragment and Optimize Drives
DHCP

DNS

Event Viewer

Group Policy Management I

Internet Information Services (1IS) Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services

‘ODBC Data Sources (32-bit)

ODBC Data Sources (b4-bit)

T Performance Monitor
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Pilih yang benar Domain name dan Extend it.

5L File Action View Window Help - ||| =
«= #E 8| &

= Group Policy Management SCCORP.local

4 £} Forest: SCCORP.Iocal Status | Linked Group Policy Obiects || < | > |

_h This page shows the status of Active
Directory and SYSVOL replication for

T -
é"’ Group Policy Medeling thiz domain as it relates to Group Policy.
|4 Group Policy Results

Status Details

(V) SCcomServer.S..Chanae

No Infrastructure Status information
exists for this domain.

Pilih domain controller -> Pilih Default Domain controller Policy:

5 Group Pelicy Management
4 i3 Forest: SCCORP.local

4 (55 Domains

4 33 SCCORP.local

wi Default Demain Policy
= 1
=3
2] AGroup

2 Domain Controllers

=, Default Domain Controllers Poliq,rl

b — = =

b [ WMI Filters
- [[z] Starter GPOs

b Lpg Sites

sie Group Policy Modeling

« Group Policy Results

Klik kanan Edit dan buka group management editor:

=] Default Domain Controllers Policy [SCCORPSERVER.S » || Palicy “ Policy Setting | ~
[« @& Computer Configuration] [5g) Audit: Force audit policy subcategory settings (Windows Vis.. Mot Defined
4 [ Policies 1%2] Audit: Shut down system immediately if unable to log secur... Not Defined
I [ Software Settings 1%z] DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined

I‘ L] Windows Settings I 5] DCOM: Machine Launch Restrictions in Security Descriptor...  Not Defined |

b [ Name Resolution Policy 1%z Devices: Allow undock without having to log on Mot Defined ]
1z Devices: Allowed to format and eject remaovable media Mot Defined
1z| Devices: Prevent users from installing printer drivers Mot Defined

1| Devices: Restrict CD-ROM access to locally logged-on user...  Not Defined

12| Devices: Restrict floppy access to locally logged-on user only  Not Defined

12| Domain controller: Allow server operators to schedule tasks  Not Defined

i

=B Rights Assig
3 .éi Security Options

Mot Defined

E Restricted Groups [ Domain controfler: Fefuse machine account password chan...

I [ System Services 12| Domain member: Digitally encrypt or sign secure channel d... Enabled

b 4 Registry ||| | Demain member: Digitally encrypt secure channel data (wh... Mot Defined

I+ [ File System 12| Domain member: Digitally sign secure channel data (when ... Not Defined

I 2ol Wired Metwork (IEEE 802.3) Policie: 1z] Domain member: Disable machine account password chan... Mot Defined

B [ Windows Firewall with Advanced & 1z] Domain member: Maximum machine account password age Mot Defined
(] Network List Manager Policies liiz) Demain member: Require strong (Windows 2000 or later) se... Mot Defined

b Zilf Wireless Netwark (IEEE 802.11) Poli i Interactive logen: Display user information when the session... Mot Defined

b -:‘ Public Key Policies 1| Interactive logen: Do not display last user name Not Defined

b ':‘ Softwar.e I_lestricti_on Po'?d & v ||| L] Interactive logon: Do not require CTRL+ALT+DEL Not Defined | v

< ] > <] [ [ >
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Ubah pengaturan ke Required signing.
Domain controller: LDAP server signing requireme...l_?-

Security Policy Setting | Explain

'-ql' Domain controller: LDAP server signing requirements

Define this policy setting

| Riequire signing W

Madifying this setting may affect compatibility with clients, services,
I I and applications.

For more information, see Domain controller: LOAP server signing
requirements. (323659)

OK || Cancel || Apply

Setelah konfigurasi, CMD jalankan gpupdate /force untuk push group policy.
BN Command Prompt

hAdmind strators

7.4 Konfigurasi AD pada IAM

Diatas adalah tutorial konfigurasi pada AD domain. Bagian ini menjelaskan konfigurasi AD domain
server di [AM:
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7.4.1 DesKkripsi Autentikasi Port

Seperti yang ditunjukkan pada gambar, LDAP server dikonfigurasi di server autentikasi eksternal

untuk terhubung dengan Microsoft AD domain:

. Ketika encryption tidak diaktifkan, default port 389.

. Jika encryption diaktifkan, ketika metode encryption adalah SSL, autentikasi port 636.

. Jika encryption diaktifkan, ketika metode encryption adalah TLS, autentikasi port 389.
Navigation g s server |
} Status #+ Add v X Delete |  Enable @ Disable | S\ LDAP Options | & Sync with all LDAP servers @QR Codes for Registered Login
} Proxy [[] mMo. Name Authentication

- Users

4 Authentication
Authentication Policy
External Auth Server
Single Sign-0On
Custom Webpage

Internal Portal Server

|» Users
|» Self Services

Advanced

#| Enable
Server Name:

Type: M3 Active Directory

Basics ” Sync Options || Advanced

IF Address:

Port: 389

Timeout (sec): 5

Search: Anonymous
Admin DN:

Admin Password:

Enable encryption (i)

BaseDN:

Test Validity

Admin DN or name of the server admin account

cn=~Administrator,cn=users,<base dn>

encryption.

If MS Active Directory server is selected, port 636
is used by default for S5L encryption and port 389
is used by default for TLS encryption or no

Browse.

7.4.2 Enable Encryption

Seperti yang ditunjukkan pada gambar di bawah ini:

Commit Cancel

o The LDAP server dapat dikonfigurasi untuk tidak enable encryption. Dalam skenario ini, LDAP
server signing requirement tidak diaktifkan di Microsoft AD domain.

e Jika AD domain telah dikonfigurasi untuk mengaktifkanLDAP server signing requirement,
maka encryption harus diaktifkan di sini. The encryption metode encryption dapat dipilih
sendiri, dan autentikasi port dapat dimodifikasi sesuai dengan metode encryption yang
dipilih seperti yang dijelaskan di atas.

o Verify certificate function dapat dimatikan, and ini tidak akan mempengaruhi koneksi

dengan AD domain dengan server signing requirement diaktifkan.

o Jika verify certificate function diaktifkan, Anda perlu konfigurasi domain name dan import

certificate file:

e Konfigurasi domain name perlu dikonfigurasi sebagai full computer name dari AD
domain server: seperti yang ditunjukkan di bawah ini, Anda dapat masuk ke AD
domain server untuk memperoleh field ini, seperti yang ditunjukkan pada gambar

berikut:
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System
Processorn IntelR) Core{TM)2Cuc CPU  TTT00 @ 240GH: 2.10GHz
Installed memory (RAM):  8.00GB
System type 64-bit Operating System, x64-based processor
Pen ind Touch: No Pen or Touch Input 15 available for the Duplay

Computer name, doman, and workgroup settings

Computer name: SCcorpServer % Change settngs
Full computer name SCcorpServer, SCCORP local

Computer descnption: My business server

Domainc SCCORP.Jeocal

e Setelah domain name di konfigurasi, Anda perlu menambahkan host rule untuk
menyelesaikan domain name yang diisi ke IP address dari AD domain server:

|| Enable encryption G}
Encryption Method: ® 551 O TLS

[ verify certificate (i)

Verifying certificate needs to configure domain
name and ensure connectivity. (Go to System =
Metwork Settings = Advanced = Hosts to resolve
domain name to IP address of AD domain server.

e Import sertifikat. Sertifikat harus berupa Base64 encoded .cer format certificateyang
diekspor dari root certificate file di AD domain server. Hal ini dijelaskan dalam
[Configuration of Server Certification Installation] bagian dan tidak akan diulang
disini.

7.5 Konfigurasi IWA SSO

IWA single sign-on function fungsi akan terpenuhi oleh server signing requirement diaktifkan di
AD domain. Jika server signing requirement diaktifkan pada AD domain, Anda harus mengaktifkan
encrypt connection pada lokasi IWA single sign-on:
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» Objects

- Users

4 Authentication
> Authentication Folicy
» External Auth Server
> Single Sign-0n
> Custom Webpage

» Internal Portal Server

[ Users.
[ Self Services

» Advanced

» M5 AD Domain

» PPPOE
» Radius

» Proxy

> POP3

> Web

> Third-Party Server
» Sangfor Appliance
» Database

¥ Others

Enable Domain S50

("] obtain login profile by executing logon script through demain (i)
Download Domain S50 Program

Shared Key :

[ Domain 550 ()

Look up logs on the AD server for user credentials

+ Add X Delete

[[]| Domain Controll... | Excluded URL Last Obtained Recent Users Status

No data available

Enable Integrated Windows Authentication (i)

Download Configurstion Guide

Computer Name : | sangfara |-7302 ®
Domain Name: | sccorp.lacal

DNS Server: |152.168.20.89 ‘
Domain Account: | administrator |

Account jeined to the domain, e.g., Administrator

Password:

Advanced: [ settings |

= | [ Test validity |

[ Encrypt connection with AD demain server I
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