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Chapter 1 Background requirement

[Description] : When customer login into third party authentication server such

as Radius, IAM should able retrieve username and IP for SSO automatically.

Chapter 2 Implementation method

2.1 Preparation

1. One unit IAM 11.0 as testing device and deploy in route mode.

2. Radius’s authenticated traffic does not flow through IAM, so require

configure mirror port in switch to mirror the traffic.

Il. Testing requirements and expected results
PC pass Radius authentication that means it also pass IAM authentication. The
online users list of IAM able to view authenticated accounts and IP.

lll. Deployment

Authentication and auditing is perform by third party authentication server,
Radius. IAM as routing gateway, the Radius’s authenticated traffic does not flow
through IAM. IAM need to configure mirror port and Radius single sign-on, so that
the Radius’s authenticated traffic can mirror to IAM mirror port.

Chapter 3 Testing environment

3.1 Testing topology
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3.2 Configuration

1. Basic network configuration
[Network] — [Deployment] Configure the deployment mode of device as route

mode. Besides, configure WAN interface IP, LAN interface IP, DNS and NAT.

2. Configure authentication policy

[Authentication] - [User Authentication] - [Authentication Policy] Configure
authentication policy for internal network as open authentication or single sign-on
(SS0).
3. Radius Configuration

[Authentication] - [Single Sign-On] - [Radius] Insert Radius server IP address

and authentication port.
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User: admin

Navigation « Single Sign-0On(550)

» Appliance Management Category ¢ || Radius

» Objects » MS AD Domain

[#| Enable RADIUS SSO
w Authentication

* PPPoE S A
i ° If RADIUS authentication and accounting data do not go through this device, go to the Others tab and enable
4 User Authentication = e | mirror interface to mirror them to the device
b T el I — RADIUS Server Addresses: (i)
roxy - 3
102.168.0.1 One entry per row. Format: 1P(IPv4,IPv6):port.
» Bkl Sty Jear  pops 102 168.0.1:1813 1Pvd address:port, IPv6 address:port. If port is
20011 not specified, it is port 1813 by default. Examples:
- 192.168.0.1
[2001::1]:1813
> Custom Webpage » Web 192.166.0.1:1813
2001::1
» Third-Party Server [2001::1]:1813
4 Users

» Sangfor Appliance

» Local Users

» User Import b Eaifmee || Read RADIUS attribute and assign value to custom user attribute
> User Filtering » Others
» IP/MAC Filtering .

» Advanced

» Access Control

» Bandwidth Mgt

» Incoming Connection

» Security

Commit
» Wireless Access

Description: Insert Radius server IP and port which is 1813 by default in RADIUS
Server Addresses table.

Chapter 4 Testing procedure

1. PC open 802.1x client and insert accounts password for authenticated.

2. If IAM able listen authenticated Authentication Request, this means users can online.



Chapter 5 Testing result
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User: admin [ Log Out ][ Help ] [ Internal Report Center ]

Online Users

~ Appliance Management & Auto Refresh: 5 s ds - | @ Refresh | I Filter | & & @ Log Search by Username -
4 Stats Status: Al Endpoint Device: All Objects: none
System
User Group < || Members
Online Users
Search term L[] Mo. Username (Alias) Group 1P Address Endpoint Auth Method  Time Logged In/Locked + Online Duration eration
Connection Quality
@D, 5 Users O 1 192.20019.228 Jdefault  192.200.19.228 Verifying... OpenAuth  2015-10-2109:17:38Login 1 hours 09 minutes .. [
> Traffic Statistics om 5 Users
2 Local Users [ 2 192.200.19.81 /default  192.200.19.81 PC(Windo..  Open Auth  2015-10-19 16:33:27Login 41 hours 53 minute a
Internet Activities 550 testing 0 U9
& wechat 0 Users ||[J] 3 192.200.19.10 /default  192.200.15.10 Verifying... Open Auth  2015-10-16 16:32:10login 41 hours 54 minute a
Locked Users =) B ~
= ylatault [] 4 192.200.19.11 Jdefault  192.200.19.11 Verifying... S50 2015-10-19 16:31:19Login 41 hours 55 minute Al |
Security Events Sintern 0 Users
2 i and mabile d O s 19220015118 /default  192.200.19.118 Verifying... Open Auth  2015-10-19 16:25:28Login 42 hours 01 minute a
]
b Firewall Hpopg 0Users
T marketing 0 Use|
b Netwerk 3 = pomain uger 0 Use
E sf.com O Users
b System
b Diagnestics
} Objects
» Authentication
» Access Control
» Bandwidth Mgt
» Incoming Connection
» Security
» wireless Access « I v Fag 1lof1 & Entries Per Page: | 50 15 0f 5

Chapter 6 Precautions

1. Radius Single Sign-On mainly use for third-party authentication, Radius environments. If
IAM able to synchronize third party authentication Radius server, then use third party
password authentication method.

2. IAM support route, bridge and bypass mode deployment. As long as the traffic is
authenticated or auditing traffic, the traffic can listen by IAM. If authenticated or auditing
traffic have flow through IAM, IAM does not need to configure listening port.
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