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1 Panduan Konfigurasi AD Domain Detection.

Kepanjangan AD adalah Active Directory: Active Directory adalah struktur manajemen yang
umum digunakan untuk perusahaan enterprise. Setelah tergabung dengan domain, PC
dapat diautentikasi dalam domain, dan administrator dapat mengelola sumber daya
komputer dengan lebih baik. Namun, PC di intranet perusahaan sering tidak tergabung
dengan domain disebabkan oleh berbagai alasan, maka perlu ada cara yang efektif untuk
memeriksa apakah PC tergabung ke domain saat ini.

2 Versi Produk

Versi 13.0.8

3 Konfigurasi Ingress Client Based

Pergilah ke Access Mgt > Endpoint Check > Check Rules > Ingress Client Based, klik Add
untuk menambahkan new Login Domain Based Rule policy:

b Status I Ingress Client Based || Combined Ingress Rule |
» Proxy | == add - | > ¥ Import
- Access Mgt I | I Login Domain Based Rule I
4 User Management = Operating System Based Rule
Local Users Process Based Rule
4 User Binding Mgt File Based Rule
User Binding Registry Based Rule
IP&MAC Binding Task Based Rule
WeChat ID Binding Patch Based Rule

Access Check
User Sync
) Access Control
4 Self Services
External Device Control
Mew Reguests

) ) Windows Account Based Rule
Self Registration

4 Public API Service
Public API

QJpen LDAP API

Advanced

4 puthentication

802.1x Authentication
[+ Web Authentication
[+ Correlation Connection

Advanced

I 4 Endpoint Check I

Check Policies

4 Check Rules

Ingress Client Based
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Masukkan nama policy dan category, pilih opsi Login to domain atau login ke domain

tertentu. Pilinlah action.

Login Domain Based Rule »

Mame: Check Domain
Category: Check Domain
Description:

Check Items

(® Log in to domain
() Log in to specified domain

Domain:

Action: Reject request and give alert

Prompt Text Reject request and give alert

Give alert
Log event only ]
Restrict user permission

4 Konfigurasi Endpoint Check Policy

Pergilah ke Access Mgt > Endpoint Check > Check Policies klik Add untuk menambahkan

Ingress client based.
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Navigation (Sl | Check Policies _

} Status =+ Add | X Delete Edit | " Enab

b Proxy [ Mo. Mame

* Access Mgt

4 User Management

» Local Users
4 User Binding Mgt
» User Binding
» IP&MAC Binding

» WeChat ID Binding

» User Sync
4 Self Services
» Mew Requests

» Self Reaistration

4 Public API Service
» Public API

» Open LDAP API

» Advanced

4 Authentication

» 802.1x Authenticabion
[+ Web Authentication
[ Correlation Connection

» Advanced

4 Endpoint Check
» Check Policies

4 Check Rules

» Ingress Client Based

¥ Ingress Client Settings

-

Masukkan policy name > cek opsi Ingress Client Based > pilihlah type
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Endpoint Check x
Enabled

Name: | Check Policy

0}
Description:

Options | Object || advanced

Endpoint Check Ingress Client Based

Edingress Client Based || .} . | % peleie

Ingress Client Settings
[ No. Type Schedule Delete
[ [+ 8l Day ~
Check Domain
| QK Cancel [

Pilih user yang ingin di kenakan policynya, dalam scenario ini, kita akan memilih All users.

Enabled

Name: | Check Policy 6]
Description:

Options Object ” Advanced

User Database Local Users

i e
Ehl‘. Hser Filter: | & W k Select -
of| All users ar/

=
i Local Users External

FUser Attributes UserGroup
L..|&] Source IP default

. Product
E Location

"-Endpuinl Device

& Destination

No data available
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