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Bagian 1 Hal Yang Perlu Diperhatikan

Sangfor Cyber Command v3.0.45 mendukung penerapan dan installasi secara virtual.
Sangfor Cyber Command v3.0.45 mendukung penerapan dan installasi di server fisik.
Untuk autorisasi Sangfor Cyber Command v3.0.45, anda butuh untuk memberlakukan

softkey USB dan pemberlakuan melalui serial number.

Untuk instalasi dan skenario skenario perangkat untuk Cyber Command v3.0.45,
mohon perhatikan “ Instalasi dan List Kompabilitas Penerapan” seperti dibawah :

Compatibility List

Specification

. . N k
Supported scenario Ram |CPU Hard disk P:::vor
Virtual Environment
Deployment
OS Disk: 128 GB
aCloud Environment  |Support32G  (8core Data Disk: 2T GB|4 ports
VMware ESXi OS Disk: 128 GB
6.0.0 :
. Support|32G 8core Data Disk: 2T GB|4 ports
Environment
Physical Server
Deployment
Intel® Xeon® |0OS Disk: 128G
Processor E3- (SSD
1230v3 Data Disk: 4T
(8M Cache, SATA Enterprise
SIP-1000-A600 Support|32G 3.30 GH2) *4 6 port
(RAID50)
Intel® Xeon® - |yq pisk: 128G
Processor E5- |ggp
2620v4 ) Data Disk: 4T
20M Cache, SATA Enterprise
SIP-1000-B400 Support/96G ~ |2-10 *g 6 port
GHz *2
(RAID50)
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Intel® Xeon®

Processor E5- |92 Disk: 128G

2620 v4 >5D

20M Cache, Data Disk: 4T
SIP-1000-C402 Support/128G  [2-10 SATA Enterprise |g o

GHz * 2 *10 (RAID50)

Intel® Xeon®

Processor E5- |OS Disk: 128G

2660 v3 >SD

25M Cache, Data Disk: 4T

2.60 SATA Enterprise
SIP-1000-D602 Support 256G GHz * 2 %12 (RAID50) 8 port

Bagian 2 Konfigurasi

2.1 Konfigurasi aCloud

Penerapan Cyber Command di virtual machine dimana berada di dalam aCloud.

8% SANGFOR aCloud
2)

SANGFOR aCloud SERVVEICAYe g

% 2 View By Group ~ BEPanel O Refresh @ New New Group E Select |=Sortv s«More ame Q_ Advancedwv

Create New Virtual Machine

Choose a way to create a new virtual machine.

Networking ~ Storage Nodes Reliability System @ Health Check ) 3

172 admin
Super Admin

Choose a way to create a new virtual machine.

L3

2o

perating system should be installed afterwards via an 1SO file

Create New Virtual Machine

.gi Clone an existing virtual machine

Clone VM

Import Virtual Machine

ile on this local PC

B

Create Standalone Oracle Database

The wizard helps to create standalone Oracle database

Create Oracle RAC Database (cluster)

The wizard helps to create Oracle RAC database

Create SQL Server

This wizard helps to create SQL server

2.1.1 Penerapan Virtual Machine di aCloud
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Standard: Low -
Processor 8 core(s)

. \iemory 32GB

= Disk 1 128 GB

= Disk 2 2TB

© cobovp 1 None

= cth0 Disconnected
" cthi Disconnected
- cth2 Disconnected
" cth3 Disconnected

h Other Hardwares

m Add Hardware ¥

Catatan : Spesifikasi Virtual machine harus memenuhi List Kompabilitas sesuai pada
bagian 1

2.1.2 Menginstall OS Cyber Command di VM
Pilih VM yang dibuat dan klik install OS.

Cyber Command

> []

Power On Shut Down

b

Install OS

2.1.3 Mengunggah file ISO Cyber Command ke aCloud
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Pilih file image ISO dari PC lokal

Image File:

Datastore:

Uploading file .is0. Please do not close this page.

Loading file size...




Cyber Command Software Version Installation Guide

Install from ISO Image Install from USB Device

() Reload ISO Image o Upload @ Shared Folder

SANGFOR SIP 3.0

Install SANGFOR SIF 3.0. fAutomatic
Test this media & install SANGFUR SIF 3.0.°F

Troubleshoot ing

2.1.4 Menginstall file ISO Cyber Command
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Biarkan proses instalasi berjalan

CONFIGURATION CENTOS 7 INSTALLATION

% Ecn Help!

CentOS USER SETTINGS

ROOT PASSWORD @  usercreaTioN
t password t . No user will be created

C Creating ext3 on /dev/vdad

CentOS Virtualization SIG )

: L > e [ & N =
Virtualization in CentOS, virtualization of CentOS T

wiki.centos.org/SpeciallnterestGroup | lll|l||ﬁ WL ) =

Setelah instalasi selesai, klik restart.

2.1.5 Menghubungkan USBKey ke VM
Pergi ke VM yang telah dibuat lalu klik More -> Edit

JELGR= T

Backup

Clone

Q|8

Edit

Cyber Command

N

.}
T

Summary

> []

Power On Shut Down

Backup/CDP Policy

EI aee

Install 0OS More More

klik Add hardware -> USB



Cyber Command Software Version Installation Guide

E Processor 8 core(s)
. |\lemory 32 GB
% Disk 1 128 GB
&= Disk 2 2TB

© coiovD 1 None

CD/DVD

Serial Port

NIC

UsB

@ Add Hardware ¥

E Processor 8 core(s) T
USB Device: None
W Memory 32 GB
: None(disconnected)
= Disk 1 128 GB USB Controller: —
B Disk 2 27TB . P : == =
SB2 FT ROCKEY ARM 02 e S

© cbiovD 1 None

" ethO Disconnected
" cth1 Disconnected
" eth2 Disconnected
™ eth3 Disconnected
§ usB1 None

®) Other Hardwares

@ Add Hardware ¥

Pilih usb yang telah tercolok ke aCloud Server.

2.1.6 Memeriksa Autorisasi di Cyber Command

Setelah masuk ke konsol Cyber Command, pergi ke System -> System ->
Licensing.
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I Basic Licenses

= Device License

It includes basic modules like Home, threat intelligence, assets, Operations Screens, logs,
threat response, system settings, etc.

Device License: B58B7F13

License Key: 4054D40F731DB819241D2FF6FAA18BFS
Expiration Date: 2021-02-03

-~ -~

( Edit )

Catatan: VM harus terhubung dengan USB key untuk mendapatkan license.

2.2 Penerapan Pada Server Fisik

2.2.1 Menggunakan UltralSO untuk burn ISO ke usb
Buka UltralSO untuk membuka file ISO cyber command. klik File -> Open.

@ UitralsO (Trial Version) — [m] X
File Actions Bootable Tools Options Help

U] New *b) @ ¥ | b i) @ [+  ToaSue [ o[ Ocolsows covBhee |
Mopen. a0 | e — i —

Reopen » X 5 MREQ C Pan [/
@ Open CD/DVD... Filename Size  Type Date/Time L

Il Save Ctrl+S
K- SaveAs..
Simulated Save...

Create Checksums...
Verify Checksums...

Open Project File... Ctrl+Alt+0
Save Project File As...  Ctrl+Alt+S

Import IML...
Compile IML to ISO... < >
4] Properties... T @ To £k 2]  Path [C:\Users\sangfor\Documents\My ISO Files
0 Exit Filename Size Type Date/Time
& r Documents
- Desktop

- Windows(C:)
L@ Data[D:)
(#-¢4§ CD/DVD Drive(E:)

Copyright (c]2002-2019 EZB Systems, Inc. Image: O files, 0 KB Locat: 0 files, 0 KB

Klik bootable dan pilih Write Disk Image
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@ UitralSO (Trial Version)
File Actions | Bootable Tools Options Help

" = 4 Make Floppy Image...
e Write Floppy Image...

1

@ 2020]407 1 @ Make Disk Image...

@ Write DiskImage... Size Type

Extract Boot Sector from Floppy/HDD drive...
Extract Boot File from CD/DVD...

£} Load Boot File...
Save Boot File...
Clear Boot Information

Generate Bootinfotable
) Make Multi-Boot CD/DVD

P

Date/Time L

| Locat 7 X (3 W4 E Pk [Clsesisangiond

\My IS0 Files

™ Computer ;
L Filename Size Type

- Documents

- Desktop

-8 Windows(C:)

-9 DatalD:)

it} CD/DVD Drive(E:)

Date/Time

Copyright (c)2002-2019 EZB Systems, Inc. Image: O files, 0KB

Local: O files, 0KB
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Write Disk Image X
Message:  Save |
Time Event
‘Windows 10 +10.0 Build 18362
PM 06:30:52 Mass Storage Device USB Devi
PM 06:30:52 ‘You need admin privileges to run this operation,
< >
Disk Drive: | Mass Storage Device USB Devi v | O veiy
Image File: | cyvher Command ISO file
Wiite Method: |USBHDDs |
Hide Boot Partition: ' None v/  Xpress Boot J
Done: 0% Elapsed: 00:00:00 Remain: 00:00:00
Speed: 0KB/s
Fomat | wite Abor
Write Disk Image X
Message: Save [
Time Event
Windows 10 v10.0 Build 18362
PM 06:30:52 Mass Storage Device USB Devi
PM 06:30:52 You need admin privileges to run this operation,
PM 06:31:36 You need admin privileges to run this operation.
< | Prompt
Disk Drive: WARNING! ALL DATA ON DRIVE Mass Storage Device USB Devi
WILL BE LOST!
Image File:
Are you sure you REALLY want to continue?
‘Write Method:
Hide Boot Partition: Yes bto ]
Done: 0% Elapsed: 00:00:00 Remain: 00:00:00
Speed: OKB/s
Format \ Write Abort Close |

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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2.2.2 Membersihkan data di hard disk

curl -XDELETE localhost:9200/*
| SIS3

.0.45.0 ~ & curl -XDELETE localhost: 9200/

2.2.3 Mengganti urutan boot di server

t Boot Dewvice

[
- 1st Boot

- CD/DVD
Add New Boot Option Hard Disk:PO:
F Delete Boot Option

FORESEE 128GB SSD
USB Hard Disk:InnostorInnostor 1.(
Removablie

> Add New Driver Option Network:IBA GE Slot 0100 w1410
F Delete Driver Option UEFT

| Disabled
ﬂi Hard Disk Drive BB

| PUSB Hard Disk Drive BB Pri
I» Network Device BBS Prioritie

Priorities

3 Prior

PUEFI Boot Drive BBS

i
r
|

1
1\
]

2.2.4 Menginstall OS Cyber Command ke server

SANGFOR SIP 3.0

Install SANGFOR SIP 3.0. Automatic
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CONFIGURATION CENTOS 7 INSTALLATION

% B cn Help!

CentOS USER SETTINGS

@ ROOT PASSWORD @  usercreaTION

- No user will be created

C Creating ext3 on /dev/vda4

m @
CentOS Virtualization SIG : 1)
Virtualization in CentOS, virtualization of Cg;pS e " =
wiki.centos.org/SpecialinterestGroup = I = Iy

Setelah instalasi selesai, klik restart.

2.2.5 Menyalakan server
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Ganti urutan boot menjadi Disk OS.

[UuSB Hard Disk:Inn...]

cD/sDVD
Hard Disk:PO: FO

UEFI: Bullt-in EFI Shell
Disabled

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 13
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2.2.6 Memeriksa Autorisasi di Cyber Command
Setelah masuk ke konsol Cyber Command, pergi ke System -> System -> Licensing.

I Basic Licenses

= Device License

t includes

Device License: B58B7F13
License Key: 4054D40F731DB819241D2FF6FAA18BF5
Expiration Date: 2021-02-03

( Edit )

Catatan: Butuh mencolokkan USB key ke server agar Cyber command bisa mendapat
License key.

Bagian 3 Pencegahan

1. Instalasi dengan kebutuhan melebihi yang didukung oleh list kompabilitas diatas,
anda dapat menghubungi TAC atau Team R&D

2. Kirimkan email ke tech.support@sangfor.com untuk mendapatkan ISO file yang
sesuai.
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Copyright© SANGFOR Technologies Inc.All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFORisthe trademark of SANGFOR Technologies Inc.Allothertrademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any
kind, express or im plied .The information in this document is subject to
change without notice. To obtain the latest version, contact the

international service center of SANGFOR Technologies Inc
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