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How to Correlate with IAM to Simply the Operation

Chapter 1 Basic

Related documents:

Best Practices for Configuration usually include selection of deployment mode, configuration ideas,
information collection, function limitations, version differences. Regarding How to Correlate with IAM
to Simply the Operation, if you want to learn about general POC scenarios and detailed configuration
steps, please refer to the following link:

https://community.sangfor.com/plugin.php?id=sangfor databases:index&mod=viewdatabase&tid=4590

1.1 Confirm Basic Configuration and Deployment

1. Confirm whether CCOM has enabled Device Correlation License.

@ Cyber Command =  ome Response Detection Assets Reports More =

= Correlated Devices
| Basics
& System
S 5y Status: o
BE2420E018EE4381
Test
test
050
/CC-3000
General
Logging Op! | Basic Licenses
L Update
Platform License | Licensed | Software Upgrade License [ Licensed | Database Upgrade License
2\ Maintenance > = | " 2
Expiration Date: 2021-08-16 Expiration Date: 2021-08-16 Expiration Date: 2021-08-16
82 Databases >
| Function Module Licenses
Multi-Function License | Licensed |
ue
[ | ]

2. Confirm the network topology, such as whether CC and IAG can communicate, whether the route is
reachable, and whether there is a NAT device in the middle.

3. When IAG is correlated to CC, it needs to be configured on IAG and CC at the same time.

4. IAG accesses the port 1775 (UDP, used to synchronize users) of CC, and CC accesses the TCP port
7443 and port 9998 of IAG. If connected device IP address is translated, enter the translated IP address.

5. If IAG is deployed in routing mode, and CC is connected to IAG's WAN port IP to communicate with
IAG, then the port needs to be opened on IAG.
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Navigation Rl [ oven pors on v rcerace
» Status Open Ports on WAN Interface l
» Proxy
— +add | v @ X Search: | Search term v
[ port Description Status
» Online Activities | 446 [Others] )
» Bandwidth Mgt - 442 [Others] @
» Activity Audit - 9998 [Others]
» Endpoint Mgt - 54320 [HA] Heartbeat port @
~ System - | 89 [Others] @
' Objects - 161 [Others] snmpagent port @
4 Network
Deployment
Interfaces
DHCP
High Availability
Routing
4 Advanced
Hosts
GRE Tunnels
Open Ports on WARN Intg | Commit |

6. IAG supports reporting assets to CC starting from version 13.0.15, which needs to be enabled in the
correlation settings. The user and password here are not the account and password of CC or IAG
console, you can customize it.

Correlation Options X

Shared Secret

Username (i) : admin
Password :|; : sessesnnne
Peer IP Addresses (i) : 192.168.20.96

Asset Data Reporting:

Enable

(D) Top 8 devices will be reported.

Source Device: @ All connected devices

O specified (i)

|. Commit | | Cancel |

7.1f you need to synchronize online users on IAG to CC, you must configure Sangfor Appliance on IAG,
and the shared secret key must be consistent with the shared secret key in the linkage configuration on
CC.

IAG's Sangfor authentication forwarding is to forward the authentication information of local password
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authentication, external password authentication, SMS authentication, single sign-on, and dkey

authentication use

CC Side:

rs. It will not forward the information of Open Authentication users to CC.

Edit

* Device IP: @

* Device Name: Sangfor 1AM
Type: Internet Access Management
Shared Key: l . ®
Remarks:

Authentication Required ()

Username @ : admin

Test

TrEEEAERERERIREIRY

Auth Password (D :

Collapse ~

IAG Side:
Navigation Bl | Single Sign-0n(SSO)
» Status Category << || sangfor Appliance
U0 » MS AD Domain

User credentials stored on any Sangfor appliances could be shared, including credentials from local user database,

~ Access Mgt

external authentication server and SMS server, and S5O or USB key information.

[» User Management
4 Authentication
4 Web Authentication
» Authentication Policy
» Auth Server
» Single Sign-On(SS0)
» Custom Webpage

I> Correlation Connection

» Advanced

I Endpoint Check

» Ingress Client Settings

1.2 Correl
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» PPPOE
» Radius () Receive user credentials from other Sangfor appliances
» Proxy

» POP3

» Web Send user credentials to other Sangfor appliances

Forward Credentials To: (i)
» Third-Party Server W

%192.168.20.96:1775,%
» Sangfor Appliance
» Database

» Others

Shared Key : (i)

ation Function
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1. After the IAG is connected to the CC, the CC is linked to the IAG to do Browsing Risk Notification,
which can remind the user of the security incidents discovered by the terminal through web redirection,
and then freeze the users who have found the security problem to reduce the impact of the threat
surface.

2.IAG can detect botnets, but IAG does not upload security logs to CC. Therefore, IAG and CC are
usually not used alone, but ES is used to further check the security of the terminal.

3. If you want to be able to automatically coordinate with IAG to deal with the threat after CC finds it,
please don't forget to configure the automatic response policy on CC.

4. The CC correlated with IAG is mainly used for detecting high-risk hosts, and then issuing a policy to
freeze the user. So please make sure that the frozen user is in the online user list of IAG. If the user is not
among the online users, the freezing policy will be invalid.
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