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How to Correlate with Endpoint Secure to Simply the Operation

Chapter 1 Basic

Related documents:

Best Practices for Configuration usually include selection of deployment mode, configuration ideas,

information collection, function limitations, version differences. Regarding How to Correlate with
Endpoint Secure to Simply the Operation, if you want to learn about general POC scenarios and

detailed configuration steps, please refer to the following link:

https://community.sangfor.com/plugin.php?id=sangfor databases:index&mod=viewdatabase&tid=4589

1.1 Confirm Basic Configuration and Deployment

1. Confirm whether CCOM has enabled Device Correlation License.

@ Cyber Command <D Home Response Detection Assets Reports More
& Correlated Devices > )
| Basics
& System v
@ s Status: © Licens Manual Updat
AT A, Device 1D: BE2420E018EE4381
Type: Test
Licensing User test
Version: 3.0.50
Network
Model: vCC-3000
General
Logging Options | Basic Licenses
L Update >
Platform License P Software Upgrade License Database Upgrade License [ Licensed |
2 Maintenance > = | M t t ’ .
7 Expiration Date: 2021-08-16 Expiration Date: 2021-08-16 = Expiration Date: 2021-08-16
82 Databases
| Function Module Licenses
Device Correlation License Multi-Function License [ Licensed |
i "
1]
Sangfor Devices: 10 UEBA: Licensed
Third-Party Devices: 5 Weakness Analysis: Licensed
Expiration Date: 2021-08-16 Traffic Visualization: Licensed
File Threat Analysis: Licensed
Expiration Date: 2021-08-16
Confirm whether ES has enabled Response License.
Don
« -
System Licensing
%; Agent Deployment
XL, Update > Endpoint Secure Manager @D
@) Correlated Devices
Authorization Code: FOSEGC7BBIABAFACCIE
& Remote Sites Gateway 1D: 13533641126
S¢ Administrators Authorized User test
. . Type: Trial Edition
A Licensing
Start Time: 2021-03-01 10:27:30
i1 System > Expiration Date 2021-05-30 23:59:59
28 30 29 130 29 30
Remaining/Total Licensed Windows Clients Remaining/Total Licensed Windows Servers Remaining/Total Licensed Linux Servers

Licensed Functionality License

Edit License Key

Prevention © File Quarantine

@ Bot Detection

@ Virus Scan (AlfSignature Based Detection)

@ Ransomware protection

Control @ Remote Access

@ Intelligent Carrelated Response |

Server-Side Defense

@ webshell Backdoor Detection

@ security & Integrity Check
@ Endpoint Isolation

@ Reahtime File System Protection @ Brute-Force Attack Detection
@ Vulnerability Scan

@ Trusted processes
@ Micro-segmentation (Lateral Traffic Protection/Traffic

@ Threat Tracking
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2. Confirm the network topology, such as whether CC and ES can communicate, whether the route is
reachable, and whether there is a NAT device in the middle.

3. When ES is correlated to CC, it is sufficient to initiate a connection from any party, which means that
the configuration correlation is one-way

4. ES needs to access the TCP port 7443 of the CC, and CC needs to access the TCP port 443. Special
attention should be paid to the NAT scenario. If the ES port 443 is mapped to the 4430 port of the routing
NGAF device

192.168.20.96/24

Cyber

Command
1$2.168.20.51/24

= 2 NGAF

Endpoint
Secure

| .
Sl 1AM

20.10.0.3/24 20.10.0.8/24

Then you need to confirm the correctness of the port when configuring the linkage. For example, when
connecting on the ES, the CC does not know that the NAT between the ES and the CC is passed, and it
will automatically be set to the default TCP 443 port of the ES.
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Correlate to Sangfor Device X

A Correlate NGAF and IAM devices to Endpoint Secure simply by entering
Endpoint Secure Manager IP address on their managers respectively.

Peripheral Type : Cyber Command v

How to Connect?

*MName : CCOM

*Device |P Address : 192.168.20.96

*Local IP Address : 20.10.0.100 v
Remarks : Remarks

Report Detection Logs : Enabled

Edit X

* Device IP: 192.168.20.51 ®
* Device Name: EDR
Type: @ Endpoint Secure
Port: 443 ®
Remarks: Default port is 443 and if their port is mapped, enter the mapped port.

Authentication Required (@)
Username @ : k9jQ7wHBNeRpbELJ

Auth Password ():  sseessessssessss Test

Collapse ~

Cancel

In fact, port 443 of ES is mapped to port 4430 of NGAF export, you need to modify it manually.
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Edit
* Device IP: @
* Device Name: EDR
Type: Endpoint Secure
Port: 4430 (O]
Remarks:

Authentication Required (7)

Username (@ : k9jQ7wHBNeRpbELJ
Auth Password ():  ssessssesessssens Test
Collapse A

5. When configuring the correlation policy on the ES, Report Detection Logs must be enabled.

Edit X

Peripheral Type :

How to Connect?

*Name : CCOM
*Device IP Address :
*Local IP Address : hd

Remarks : Remarks

Report Detection Logs : Enabled

6. About asset synchronization: When ES and CC are successfully correlated, ES will automatically
synchronize assets to CC. The premise is that you must enable Auto Discover Assets on CC.
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@ Cyber Command Home Response Detection Assets Reports

B2 Overview | Asset Discovery and Approval
Assets DHCP: Yes Settings 0O No
J% Staff

0 Auto Discover Assets Configure Asset Approval
Settings

| Offline Assets

Status: Enable O Disable

Others: 168 consecutive hours of no traffic

I Inactive Assets

Asset Inactive: a0 consecutive days offline

Specified Trigger: Not specified #

| Others
Panel Name: Groups @
Update Time @: @ Every early mormning Update Now

1.2 Correlation Function

1. After ES is correlated to CC, it will synchronize the logs of brute force cracking, botnet, antivirus, and
webshell to CC

2. ES and CC linkage: support Correlated Block, Log reporting, Threat Scan, Process Forensics, Threat
Incident Handling. Does not support the promotion and deployment of Agent

3. In order to improve the security detection ability, you'd better upgrade the virus database of ES and
CC to the latest.

4. If you want to be able to automatically link with ES to deal with the threat after CC finds it, please
don't forget to configure the automatic response policy on CC.

5. When CC shows that ES Agent is not installed, the following information needs to be confirmed:

The Agent installation time is too short, and the assets have not been synchronized to the CC, and the
Agent installation status does not occur every 6 hours.

Different assets have the same IP, and the prompt to install is the assets of other asset groups.

CC is not enabled to automatically discover assets.
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