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Chapter 1 Scenario

1.1 Function Description

Neural-X is a security brain in the cloud, capable of collecting and analyzing global security events, and
being able to identify unknown threats. The Sangfor Zero engine can use its powerful analysis
capabilities to analyze unknown viruses.

1.2 Scenario:

Use NGAF to link Neural-X to protect customers' network security.

Chapter 2 Best Practice Recommendations

Scenario:

A manufacturing customer has been attacked by a hacker for a long time, and for unknown threat, the
customer’s previous firewall cannot effectively identify and intercept it, and wants to use Sangfor NGAF
to deal with the unknown threat.

Configuration:

1. Ensure the license status of Neural-X and Sangfor Zero Engine is valid.

Navigation Ll | System

} Status System Time H Network ‘ Local ACL ‘ Web UL H SMTP Server ” Authorization || Privacy Options

» Monitor

» Network

+ Sangfor Engine Zero License
» Objects

Sangfor Engine Zero Function License
Engine ed fil ification identifies

» Policies

~ System

4 General

System

Central Management

. o Cloud Service Subscription
Security Capability Update @

Subscribe as per business needs

Administrator

o R T Neural-X New Threat Update Neural-X Unknown Threat Update

[ Troubleshooting

etc.) made in the cloud using

High Availability

s and sandboxing technology

Expiration Date: 2020-08-18 Expiration Date: 2020-08-18

» Authentication System

» Security Solution

2. Make sure that Cloud-based Security Protection is enabled.
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» Policies

w System

product only.

4 General

» System

» Administrator
[ Maintenance
[» Troubleshooting

» High Availability

» Central Management

» Security Capability Update

We invite you to join in User Experience Improvement Program to help us improve
product usability, performance, design and user experience and provide more innovative
services, by allowing Sangfor to gather and make statistics of each functionality.
Information collected through this program does not contain personal information but the

Terms of Use & Privacy Policy

Enable Cloud-based Security Protection (i)

(@ Allow upload of unknown threats and updates of capabilities @
() Allow update of capabilities (i)

‘ View Logs |

3. Ensure that the unknown threat Intelligence database, Sangfor Zero Engine model, and anti-virus
database are all updated to the latest version.

) Status | System Time || Network || Local ACL ” Web UI || SMTP Server ” Authorization || Privacy Options L
pillonkon Privacy Options

» Network [ Join in User Experience Improvement Program

» Objects

Security Capability Update

Cloud-Based URL Detection is used to strengthen NGAF's ability to recognize URLs. If customers want

to enhance URL recognition capabilities, please ensure that the function is turned on.
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v @ & 9, Intelligence Source & Proxy Options | A Cloud-Based URL Database Detection | %% Refresh | Status: Mot updating ‘
» Monitor [] No. Database Current Version Latest Version Update Sv Exp... Auto Update Operation ‘
. Neural-X Unknown Threat Database Update Interval: 5 minutes
» Objects b 1 (Junknown Threat Intelligence 2020-06-06 05:30:22 2020-06-06 05:30:22 2020-08-18 M 39
+ Policies File Verification Model Database Update Interval: 1 month
~ System b 2 9 Sangfor Engine Zero File Verification Mads| Database. 2020-03-02 11:00:00 2020-03-02 11:00:00 2020-08-18 v 9
4 General Neural-X New Threat Databases Update Interval: 14 days
System
[] 3 URLDatshase 2020-05-07 15:21:46 2020-05-07 15:21:46 2020-08-18 v @39
Central Management
[] 4 Exploit Protection Database 2020-05-21 17:00:00 2020-05-21 17:00:00 2020-08-18 v ®9
» Security Capability Update [] 5 Application Ident Database 2020-05-09 11:55:59 2020-05-09 11:55:59 2020-08-18 v ®9
» Administrator [] 6 WAF Signature Database 2020-05-23 17:00:00 2020-05-23 17:00:00 2020-08-18 v ¥
e — [] 7 DataLeak Protection 2018-02-16 18:00:00 2018-02-16 18:00:00 2020-08-18 v 9
[] 8 Vulnerability Analysis Rule 2020-02-26 17:00:00 2020-02-26 17:00:00 2020-08-18 v ¥
I Troubleshosting
[] 9 Anti-Virus Database 2020-05-18 13:03:44 2020-05-18 13:03:44 2020-08-18 v 9
D DGR [ 10 Security Events 2020-05-18 09:00:00 2020-05-18 09:00:00 2020-08-18 v 9
Basic Databases
» Authentication System
11 Software Update 2020-03-27 00:00:00 Never expire v Y
» Security Solution O > G i
[] 12 Malicious Connection Database 2020-05-19 10:00:00 2020-05-19 10:00:00 Never expire v 9
[] 13 Threat Intelligance Database 2020-05-20 00:00:00 2020-05-20 00:00:00 Never expire v @9
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Based URL Database Dat:

n || §% Refresh

Navigation Security Capability Update *

» Status A, Clou

* Monitor No. Database Latest Version

» Network Meural-X Unknown Threat Database p

» Objects 1 (DUnknown Threat Intelligence 2020-06-06 03:38:09 2020-06-06 03:38:09

¥ Policies File Verification Model Database

- System ) 2 # Sangfor Engine Zero File Verification Model Database, 2020-03-02 11:00:00 2020-03-02 11:00:00
General

Security Capability Update

Administrator
Maintenance
Troubleshaoting

High Avallability

} Authentication System

» Security Selution

Meural-X New Threat Databases
3 URL Database
4 Exploit Protection Databa
S  Application Ident Databa:
6  WAF Signature Database
7  Data Leak Protection
8  Vulnerability Analysis Rule
9 Anti-Virus Database

[ 10 Security Events
Basic Databases

11 Software Update

12 Malicious Connection Database

13 Threat Intelligence Database

4. NGAF uses Neural-X in the cloud to strengthen its security capabilities, so it must be connected to the

Cloud-Based URL Detection: (@ Enable

ZUTEUZIE I8
2020-02-26 17
2020-05-18 13

2020-05-18 09

2020-05-19 10:

2020-05-20 0O:

Cloud-Based URL Database Detection

ToUToU
:00:00
:03:44

:00:00

:00:00

:00:00

Disable

:21:46
:00:00
:55:59
Cancel | (0008
ZULB-UZ-16 18:00:00
2020-02-26 17:00:00
2020-05-18 13:03:44

2020-05-18 09:00:00

2020-03-27 00:00:00
2020-05-19 10:00:00

2020-05-20 00:00:00

Update Sve Exp...

2020-08-18

2020-08-18

2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18
2020-08-18

2020-08-18

Never expire
Never expire

Never expire

Status: Not updating
Auto Update Operation
Update Interval; 5 minutes
v 2?9
Update Interval: 1 month
v $9?
Update Interval: 14 days
v $9?
v $9?
v $9?
v 9
v 9
v 9
v 9
v 9
v 9
v 9
v 39

cloud. So you need check whether the NGAF device can access the public network address, and you’d
better ask customer not block NGAF’s IP in other device.

» Status

» Monitor
» Network
» Objects
» Policies
~ System
4 General
System
Central Management
Security Capability Update

Administrator

Maintenance

4 Troubleshoo!

High Avallability

5.Configure Security Policy Template

Web Console || Packet Capt

Technical Support
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URL Database

View: |All v L |P‘ Selected 12 objects

[T STIOppTTY
“ | | Adult Content

[ News Portal
[]IT Related Illegal Content
["] Education Phishing & Malicious We...
[JReligion Fake Site
["] Nonprofit Organization
Adware

[] science & Technology

| | Web Application Malware Attack

#[W] Illegality & Immorality Exploit
@[ | Life Related ini
@[] Finance ining
@[ | Entertainment Redirection
@[ Policy & Law XSS
[ ] Business & Economy Clickjacking
) [W] Network Security
@[] Software Update Malicious Script Attack
#|v| Malware
1 : Malicious Script

|| Uncategorized -

Select File Signature

File Extensions
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Navigation e
} Status |+Add 'l X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down ¥ Move | 4% Refresh [
» Monitor Policy for Server Scenario Source Destination
» Network Policy for Internet Access Scenario |
Zone: Lan_Area Zone: WAN_Area

» Objects O t A IR AGEEEs Network Objects: LAN Network Objects: All
~ Policies

» NAT O > Business Server Zone: WAN_Area Zone: Lan_Area

4 Access Control

» Application Control
» Country Blocking

» Connection Control

4 Network Security
» Policies
» Anti-DoS/DDoS
» ARP Spoofing Prevention

» Signature Model Learning

Network Objects: All Network Objects: LAN

6. Ensure that the Source zone and Destination Zone is correct

Navigation ey
» Status % Add » X Delete | v Enable @ Disable | 4 Move Up & Move Down Move | Refresh | [§} Advanced
» Monitor [T] Priority ‘Name | s ® SHINER SIEEE =SS
» Network Basics * Protection “* Detection and Response
1 ALL
» Objects D
Name: Anti
aalcies Description: Optional, 0 to 95 characters
» NAT O 2 Enghrss Status: Ed Enable
4 Access Control Source
» Application Control Zone: Lan_Area @
Country Blocking Network (@) Network Objects
Objects/Users:
» Connection Control LAN ke ]
) User/Group
4 Network Security ele ]
» Policies
Anti-DoS/DDoS Destination
» ARP Spoofing Prevention Zane: WAN_Area @
» Signature Model Learning Network Objects: All T
| Bandwidth Management
» Deployment Wizard
» Blacklist/Whitelist
» Custom Webpage
) System Next ‘ | Cancel |
7.Configure security policy and check the template you configured before.
W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 5
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Navigation

b Status

4 Add * X Delete | v Enable @ Disable | 4 Move Up ¥ Move Down

Move | Refresh | [ Advanced

» Monitor

I:|| Priority I Name

» Network

» Objects

O 1

ALL

~ Policies

© NAT
I» Access Control

4 Network Security

Policies
Anti-DoS/DDoS
ARP Spoofing Prevention

» Signature Model Learning

Bandwidth Management
» Deployment Wizard
» Blacklist/Whitelist

» Custom Webpage

» System

Business

» Authentication System

» Security Solution

Basics * Protection “* Detection and Response

Basics Protection (for any scenario)

[ JIntrusion Prevention (i)

Content security (file verification based on Sangfor Engine Zero) mi)

Action:

‘ Default Template_Internet Access Scenz ¥ | () Allow

Bot

Anti-Virus

Default Template

Default Template_Internet Access Scena...
Default Template_Server Scenario
Anti-ransomware via file downloading pr...
+ New

Back Cancel |

Next

Navigation

» Status

» Monitor

[T} Priority Name

» Network

» Objects

ALL

~ Policies

» NAT
Access Control

4 Network Security

» Policies
Anti-DoS/DDoS
ARP Spocfing Prevention

Signature Model Learning

Bandwidth Management
» Deployment Wizard
» Blacklist/Whitelist

» Custom Webpage

b System

Business

» Authentication System

¥ Security Solution

Y Refresh  [§% Advanced

Add Policy for Internet Access Scenario

Basics ' Protection ' Detection and Response

Detection (for any scenario)

APT Detection (i)

|Default Template w | Action:
(&7 e

Default Template

) Allow

| Anti-ransomware via bot reconnecting p... |
Resp( 4 New

Correlated Address Block (1)

Log event

Settings

Back

| OK Cancel |

8. For example, when defending against botnets, the trapped host will access a large number of domain

names, and these domain names are not included in the local database, then Neural-X needs to be used
for authentication detection.

9. The attacker traps the LAN user to insert unknown USB device, so as to trigger the worm virus
[Advantage Botnet_Script_2.exe] and the AF blocks the work that send traffic out to the malicious

domain name address.

Run Server_new.exe in Server PC:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 6
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Home Share View

<« v 4 » NGAF Advantage Function POC Tools 20200415 » Botnet Testing Tools(Advantage Display) > Server v O Search Serve »p

Name ‘ Date modified Type aize
s+ Quick access

a
I Desktop i X
POC files_all
4 Downloads . .
static 5 020 10:43
<] Documents templates 5/18 0 A
D Music
B Videos
(8] C:\Users\Administrator\Desktop\NGAF Advantage Function POC Tools 20200415\Botnet Testing Tools(Advantage Display)\Server\server_new.exe o [m} X
@ OneDrive -
B3 ThisPC

S+ CD Drive (E:) YM{

g Network

5 items

Configure the address of client program, set the Server PC’s IP in configure file:

—
<« 1 » NGAF Advantage Function POC Tools 20200415 » Botnet Testing Tools(Advantage Display) » Client » static
Name Date modif pe Size
st Quick access
I Desktop download file ' 1/2020 6:37 AM Fr e folde
address 6/11 Configuration sett.., 1 KB
¥ Downloads BetaBot_downloader 11/20/2019 12:5¢ File 1 KB
| Documents BetaBot_downloader_shell 11/20/2019 12:5¢ File 1 KB
&/ Pictures A decode_tool 8/14/2019 1:48 AM  Application 6,059 KB
D Music A encryption_tool 8/14/2019 1:48 AM  Application 6,057 KB
static linkce 20 g12:5 File 1B
B Videos randcc File 1 KB
wannamine File 1 KB
@ OneDrive
I This PC address - Notepad - O *
¥ Network File Edit Format View Help
[[address]

file_locatiorl=http://128.23.24.2:80/static/ |
ip_of_target_server=10.100.4.164
port_of_target_server=8080

[local_file]

filepath_file=static/waf/file
filepath_text=static/waf/text
filepath_ips=static/IPS

Windows (CRLF) Ln1, Col 1 100%

Run Advantage_Botnet_Script_2.exe in Client PC:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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| \Q- C:\Users\Administrator\Desktop\NGAF Advantage Function POC Tools 20200415\Botnet Testing Tools(Advantage Display)\Client\Advantage_Botnet_Sc... - O X

Dst zone (All) | Dst IP (All) | Action (Allow,Deny) | URL category (A ) ype (In the doud

Domain Name URL Sour
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