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Chapter 1 Scenario 

1.1 Function Description 
Neural-X is a security brain in the cloud, capable of collecting and analyzing global security events, and 
being able to identify unknown threats. The Sangfor Zero engine can use its powerful analysis 
capabilities to analyze unknown viruses. 

1.2 Scenario: 
Use NGAF to link Neural-X to protect customers' network security. 

Chapter 2 Best Practice Recommendations 
Scenario: 

A manufacturing customer has been attacked by a hacker for a long time, and for unknown threat, the 
customer’s previous firewall cannot effectively identify and intercept it, and wants to use Sangfor NGAF 
to deal with the unknown threat. 

Configuration: 

1. Ensure the license status of Neural-X and Sangfor Zero Engine is valid.  

 
2. Make sure that Cloud-based Security Protection is enabled. 
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3. Ensure that the unknown threat Intelligence database, Sangfor Zero Engine model, and anti-virus 
database are all updated to the latest version.  

 
Cloud-Based URL Detection is used to strengthen NGAF's ability to recognize URLs. If customers want 
to enhance URL recognition capabilities, please ensure that the function is turned on. 
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4. NGAF uses Neural-X in the cloud to strengthen its security capabilities, so it must be connected to the 
cloud. So you need check whether the NGAF device can access the public network address, and you’d 
better ask customer not block NGAF’s IP in other device. 

 
5.Configure Security Policy Template 
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6. Ensure that the Source zone and Destination Zone is correct 

 
7.Configure security policy and check the template you configured before.  
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8. For example, when defending against botnets, the trapped host will access a large number of domain 
names, and these domain names are not included in the local database, then Neural-X needs to be used 
for authentication detection.  

9. The attacker traps the LAN user to insert unknown USB device, so as to trigger the worm virus 
[Advantage_Botnet_Script_2.exe] and the AF blocks the work that send traffic out to the malicious 
domain name address. 

Run Server_new.exe in Server PC: 
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Configure the address of client program, set the Server PC’s IP in configure file： 

 
Run Advantage_Botnet_Script_2.exe in Client PC: 
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10.You can query log in report center.  
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