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Chapter 1 Background

Usually, after configuring the WAF and IPS policies, we cannot verify whether the policies are correctly
configured, and we only discover that the policy configuration errors are only after being attacked.
Therefore, the following test methods are provided to quickly and easily test whether the WAF and IPS
policies are effective.

Chapter 2 WAF Policy Effectiveness Test

2.1 SQL Injection

For the web server deployed in the intranet, just find a page and add ?id=1 and 1=1 after the URL to see
the SQL injection log. If there is no log, the WAF is not effective.

For example, find a url: http://192.200.200.134/

Add ?id=1 and 1=1 after the url to become http://192.200.200.134/?id=1 and 1=1, enter the browser to
visit

At this time, SQL injection logs will appear in the data center, as shown below:
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2.2 XSS Injection

For the web server in the intranet, find any URL and add <script>alert(/xss/)</script> after the URL to
see the XSS log. If there is no log, the WAF is not effective

For example, find a url: http://192.200.200.134/

Add <script>alert(/xss/)</script> after the url to become
http://192.200.200.134/<script>alert(/xss/)</script>, enter the browser to access

XSS logs will appear in the data center at this time, as shown below:
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Chapter 3 IPS Effectiveness Test

3.1 Test web Server Parsing Vulnerability Rules 1. IIS
Parsing Vulnerability

http://server/1.asp;.jpg
When accessing the above URL, a log with IPS rule id 16356 will appear, as shown in the figure below:
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3.2 apache parsing vulnerability

http://server/1.php.xx.00

When accessing the above URL, a log with IPS rule id 11020270 will appear, as shown in the figure
below:
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