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Chapter 1 Basic Configuration

1. The communication ports between NGAF and Cyber Command are as follows:

INGAF can upload botnets and
webshell backdoors. When the

INGAF accesses TCP port - i
P One-way configuration for hacker link produces a security

Cyber 4430 of CC NGAF (standard) Two-way .
Command  |cC TCP port 7443 |configuration for NGAF+cC  [Event to €C, which can
accesses por . . correlate with NGAF for threat
of NGAF (high security)

blocking and application
control.

Chapter 2 Configuration

The configuration steps are as follows (need to ensure network connectivity between Cyber Command
and NGAF):

1. First configure Cyber Command information on NGAF and save it.

g SANGFOR | nae

Log Location:

Sysiog

» Networlc
» abjeas
» polices
» system
» Authentication System

» Next Gen Security System

2. After NGAF synchronizes the information Cyber Command, the Correlated Devices page on Cyber
Command will automatically add this Cyber Command. At this time, the authentication method on the
Cyber Command side is one-way authentication by default.
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e admin -
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Help

System

Service Pack

Exit
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N/A (sync not supported)

System
S Correlated Devices ~
5 Sangfor devices licensed, 5 licenses remaining (not count in STA, file reputation & threat
Monitor
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@ System 5 ® Offline: 0 ® Connected: 1 ® Offline: 0
I, Update > N/A (sync not supported)
9 Maintenance >
8% Databases > C Refresh
Idress) Type IP Address Version

3. If the authentication account password is configured on the NGAF side, after NGAF synchronizes the
authentication information to Cyber Command, the default one-way authentication on Cyber Command
will not affect the use of the function.
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4.If you need to strengthen the security mechanism, you can edit the authentication method of the
NGAF device on the Cyber Command side as: two-way authentication. And ensure that the
authentication account passwords on both sides are configured to be consistent.

Y-

Edit

* Device .

* Device Narme ot

Type: ® New

Auth Methort One-woy suthentication
© Two-way authentication
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