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Establish SangforVPN

Chapter 1 Scenario

XX National Post Company has branches and stores in many places; now the customer's network
requirements allow branches and stores to access the web services of the headquarters, while ensuring
that data transmission is secure and encrypted.

By analyzing the customer network, we can use SangforVPN to connect the headquarters and branch
networks so that the branches can access the resources of the headquarters through SangforVPN.

SangforVPN requires at least one end to be accessible on the public network, that is, directly connected
to the Internet. The customer's headquarters uses AF as the network exit and is a fixed IP, thus meeting
the demand.

Check whether the network segments of the headquarters and branches conflict.
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1.1 Configure Steps

1. Confirm Network Information

2. Configure Basic Configuration, such aslistening address
[ 1. Configure HQ Device ] { _and port
3. Configure User to provide to branch

1. Confirm Network Information

Configure Steps

. [ 25 Conﬁgure Branch Device ] 2. Configure Connection

1. Check the system log for errors

2. Check if IPsec is established
3. Check Status |
3. Check whether the two parties communicate normally

Chapter 2 Configure HQ AF
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Establish SangforVPN

1. Check the IP address of the device's network port.
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2. Configure the primary webagent and secondary webagent according to the address of the device
network port; at the same time, configure the port to be 4009 when writing webagent, which is the
default listening port of SangforVPN. If you need to fill it out, you need to fill it out at the branch and

headquarters at the same time.

Local Users
VPN Connactions
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WSz ven
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Advanced

» Objects
» Pulicies.

» System
+ Authentication System

} Security Sobution

3. Create a SangforVPN access account for the branch device.
EET—

» status Username v Search Advancsd Search

i Groupsi0 Totsl Users; 2 Selscted; Users in Selected Group: 0
R [ | Hame Stotus Users  Inherited dtr.  Algorith  Description

- p— m— pu——
» Advanced Options
-
P
.

VPN Connections
Virtus! 1P Pocl
VPN Interface

© Certificate Management
© Advanced
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Navigation « _u-m.m I
L Primary WebAgent: 10.10.10 24008 Change Password
o Secandary Webagent: 202020 24008 Change Passward

» Interfaces Shared Ky Teasees ‘view Shared Key
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Page: 11
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» Status [usermame
= Network Groups:0
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’ Routing B Defsult group
> Virtual wie O Local usersbranch
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4 PSacPn
Status
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VPN Connections
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PN Interface
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Disabled

Delete
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] Enable expiry time

£ Local ~
Pasaword: Bigorithm: | AES =
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Edit Delete Copy
Edit

Import From Text Export

4. Configure the LAN port and network segment of the HQ headquarters device.

= n
== st
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» virnsal wire B Enabled

» Advanced Opticns

VPN Interface 1P
® st
1P Address: 170.1.220 254

©) Specified

Cantificate Management
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o
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-
o
S
i
-
o
G
S
-
——
-

LAN Tnterface
etha

Description

‘Subnet Mask
255.255.255.0

5. If the VPN service is not enabled, you need to manually enable it.

Tunnel NAT Status

Type Realtime Traffic (In/Out)

Internet 1P

e — |

Operatian
Edit

Display Options

LN 1P Time Connected

Chapter 3 Configure Branch AF

1. Check whether it can communicate with the headquarters device.
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Establish SangforVPN

» Status Web Console | Facket Capturs | Techncal Support

| » Metwork

| » objects

| » policies

~ System

High Availability

» Authentication System

| » security Solution

2. Configure VPN Connection.

Status  Qutgomg C
Enabled  HQ

3. Fill in the primary and secondary webagent configured on the HQ device and fill in the port. At the
same time, configure the user name and password. If the shared secret key is filled in on the HQ device,
then the shared secret key must also be filled in the VPN Connection.

+ System

} Authentication System

* Security Solution

4. Configure the VPN interface, specify the LAN port of the branch device and the network segment
directly connected to the LAN port.
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oo clETER
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5. If the VPN service is not enabled, you need to manually enable it.

. e ——————
« Hetwork WA Traff  Tnbound: utbound:
A VPN Traffic:  Inbound: Outbound:
: e D e S— - — —
b virtmal wirm Disconnect Connection Username Description Type Realtime Traffic (InfOut) Internet IP LAN IP Time Connected Protocol

> Advanced Options

© ssLvPN
4 IPSeckph
Status.
Basics
Local Users
VPN Connections
wirtust 17 Pool
PN Interface
Multiine Optians
SD-WAN Path Selection
Local Subnet
Tunnel Route
41pSec VPN
Phase 1
Phase 11

Security Optians.

6. Click OK, the device will try to establish SangforVPN.

bagent
Enstled  H 10.10.10,2:4008. 20.20.20,2:4008 branch we e
= Hetwork “

Edit Delete

* Interfaces Add oK
> Routing
* Vietual Wire
» advanced Optiens
SsLven
4 1PSecPn
Status
Basics
Local Uzers

PN Connections.
Virkual TP Pool
R :u":m‘:.:: configuration, it will ake effect immediately. Do you want
Mubine Gptinns

SD-WAN Path Selection

s st =

Tunnel Route

I 1Psec viN
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advanced

» Authentication System

» Security Solution

7. Check the system log, check whether there is an error log during the VPN establishment process.
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Establish SangforVPN

Navigation «
» Status
Y er—— | Type Time ' Details
» Objects
» Policies
~ System
| General
» Security Capability Update
Logging X
» Administrator
I Maintenance e
M 1nfo ] warning
a
Troubleshaoting WError ] Debug
* Troubleshooting
* Tools Select programs to view the related logs:
[] Programs

VPN Service

* High Awvailability [] Tcp Application ~
[] MLineDetect
} Authentication System [] ssLvPN
} Security Solution ["] Access Log System
[7] Traffic Statistics
[] Anti-Virus DB Update v
| ok || caneal |

» status Cate: 2020-07-31
T No.  Module Tyve Time Details
R ] VPN Service 15:15:56 [sangfor_vpn][sf_jke:531] ((10.10.10.2:4008) WAIT_CONFIGHS] Sangfor VPH tunnel negofiation succeedsd, a
2 VPN Service 15:15:56 [sangfor_spn][=f_ike:3965] [{10.1.10.2:4009) WAIT_CONFIGHS] Add tunnel successfull (Local SAID: 35557, peer SAID: 64577)
Rowting 3 VPH Service 15:15:56 [sangfor_wpn][sf_ik nt: 220] Select the No.1 resohved [P address i DNS results to initiate negabiation connection via the link (1)
+ virtual wire 4 Ve Servies 15:18:86 [zangfor_spn][af_ike_clent: 170] Resolved domsin name HQ [10,10,10.2 to [P address 1: 10.10,10, 214005
N s VPN Service 15:15:56 [sangfor_vpn]{af_ike:578] [{10.10.10.2:4002) WAIT_CONFIGHS] Sent: ConfigSH_R
5 VPH Sesvice 1501558 [sangfon_vpn][sf_ike:354] [{10.10.10,2:4009) WAIT_CONFIGHS] Sent branch configuration results: Oparation succonded.
RSN ’ Vbt Servies 15115156 [sangfor_vpn][<f_ike:2528] [{10.16.10.2:4005) WAIT_CONFIGHS] (15}: Local 3, Remote 3
4 Secven s VPN Serice 15:15:56 [sangfon_spn][sf_ike:2925] [{10.10.10.2:4009) WAIT_CONFIGHS] (14): Locsl 2, Remats 3
Status a VPH Sevics 15:15:56 [sangfon_vpn][sf_ike:2928] [{10.10.10.2:4009) WAIT_CONFIGHS] (13): Local 1, Remata 3
Basics 10 Ve Servies 15:18:56 [angfor_vpn][=f_ike:2928] [{10.10.10.2:4009) WAIT_CONFIGHS] (12): Locsl 0, Remate 3
— 1 VPN Service 15:15:56 [sangfon_spn]{sf_ike:2925] [{10.10.10.2:4009) WAIT_CONFIGHS] (11): Local 3, Remata 2
——— 12 Ve Serice 15015156 [=angfor_vpn][st_jke:2926] [{10.10.10.2:4008) WAIT_CONFIGMS] (10}: Local 2, Remate 2
— 13 VPN Serice 15:15:56 [zangfor_vpn][=f_ike:2928] [{10.10.10.2:4009) WAIT_CONFIGHS] (3): Local 1, Remote 2
14 VPN Service 15:15:56 [sangfon_von]{sf_ike:2925] [{10,10.10,2:4009) WAIT_CONFIGMS] (8): Loeal 0, Remote 2
e 15 Ve Senice 15015156 [=angfor_vpn[st_jke:2526] [{10.16.10.2:400) WAIT_CONFIGMS] (7): Local 3, Remote 1
(L 16 VBN Servies 15:15:56 [sangfor_vpn][sf_ike:2928] [(10.10.10.2:4069) WAIT_CONFIGMS] (6): Local 2, Remote 1
SD-WAN Path Selection 17 VPN Service 15:15:56 [sangfor_vpn][sf_ike:2928] [(10.10.10.2:4009) WAIT_CONFIGMS] (5): Local 1, Remote 1
Local Subask 1 Ve Serice 15118186 [angfor_vpn][=f_ike:2928] [{10.10.10.214009) WAIT_CONFIGHS] (4): Local 0, Remote 1
Tunnel Route 18 VPH Servies 15:15:56 [zangfor_vp][=f_ike:2928] [{10.10.10.2:4009) WAIT_CONFIGHS] (3): Local 3, Remote 0
. ) VPH Sevice 15:15:56 [sangfon_vgn]{sf_ike:2928] [{10,10,10.2:4009) WAIT_CONFIGHS] (2): Local 2, Remote 0
Cbjecs n VEN Service 151556 [sangfor_van][sf_jk=:2928] [(10.10.10.2:4008) WAIT_CONFIGMS] (1); Local 1, Remote O
i — E VEH Service 15:15:56 [sangfor_vonllst_ike:2928] [(10.10.10.2:4008) WAIT_CONFIGMS] (2): Local 0, Remots O
=z VFH Service 15556 [sangfor_vani][si_jke:2925] [{10.10.10.2:400) WAIT_CONFIGMS)] Fricritized fines: 16
fvzaced 2 VEH Service 151556 [sangfor_van][si_jke:2032] [(10.16.10.2:4008) WAIT_CONFIGMS] default action; 3(allom), acl item count: 0
) VEH Service 15:15:56 [sangfor_vonllst_ike:2083] [{10.10.10,2:4008) WAIT_CONFIGMS] LAN services
+ Objects Y VFH Service 151556 [sangfor_van][si_jke:238] [{10.10.10.2:400) WAIT_CONFIGMS] subnet 2; 152.168.3,0/255.255.255.0
N z VEN Service 151556 [sangfor_van][si_jke:238¢] [(10.10.10.2:4008) WAIT_CONFIGMS] subnet 1; 182.168.1,0/255.255.255.0
E VEM Service 151556 [ssngfor_von]lst_ike:2389] [{10.10.10,2:4008) WAIT_CONFIGMS] subnet 0; 170.1.220,254/255.255.255.255
UE ) £ VP Service 15:15:58 [sangfor_van][sf_ike:2386] [{10,10.10.2:4003) WAIT_CONFIGMS] subnets: 3
¥ Authentication System n VEH Service 151556 [sangfor_van][si_ike:2432] [{10.16.10.2:4008) WAIT_CONFIGMS] linel; dev_ip: 10.10.10.2, wan_ig: 10.10.10.2, static_ip: ©.0.0.0, mobie: 0 bwid/o
—— 3 VAN Senics 15158 [sangfor_epn][sf_ike:2427] [{10.10.10.2:4009) WAIT_CONFIGHS] fines: 1
2 VFH Service 151556 [sangfor_van][si_jke:3416] [{10.10.10.2:4008) WAIT_CONFIGMS] vip: 170.1.220.254 fret0llan): 192.168.1.07 0, arith_id: 7
= VEH Service 15:15:56 [sangfor_van][s_ike:3434] [(10.16.10.2:4008) WAIT_CONFIGMS] Received HQ confguration error: VEM Listening Part; 4009, enable broadcast: 0, Edit MSS: 1, campression: 1, MTU; 1500, Tunnel k |

8. Check the status, click Refresh, and check whether there are tunnel related parameters. If there are, it
means that SangforVPN has been established successfully.

» Status s Comnections: 1
e WANTraffic:  Inbound: 4.82 Kips
- VM Trfic:  Inbound: 0.00 bos Outbound:0.00
Entries Per Page: 50 TR V1 Page Totsll entres  Page 1|v] Tunnel NAT Status. Refresh Disolay Options. Disable VEN uczy makch [a
* Rauting
e Disconnect Connection Usemame Description Type _ Realtime Traffi (In/Out) Intemet 1P |LaN 1P Time Connected | rotocal
* virtual Wire
170.1.220.254/255.255.255.255
. w0102
Advenced Options Ha branch W aambezauees 00 00d 192,168.1.0/255.255,255.0 2020-07-31 15:25:37 UOF
- 192.166.3.0/255.255.255.0
+1PseciEn
stanus
Basics
Local Users

WP Connections
Virtusl IF Pool

VPN Interface

Multiine Optians
SO-WAN Path Selection
Local Subnet

Tunnel Route

IPSec VPN

Objects

Certificate Management
Advanced

9. If the headquarters and branches are in a three-tier environment, that is, there are other network
segments in the LAN area, then the internal network segments need to be published on the headquarters
and branches.

HQ:
The LAN area is directly connected to the network segment 192.168.1.0/24. Actually, a three-layer switch
is connected below and there is a network segment 192.168.3.0/24.
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Navigation

» status ||| Physcal interface || sub-isterface || vian imertace || Gie tunned || zone || Lk stote propagation
~ Hetwark i @ ®
e 1] Hame Intertace Status | WAN Atiribu.._Ping Tvpe Zone 1P Assgnment 1 hddress U Lnk State. Status
i [ e | W Alow Route (sver 3) Hone @ Static TPwa/Static 1Pv6 10.251.251.250/24 1500 et v
st [ et ] Yo Alow Route (ayer ) wan [ 1010102 150 v
PR — [ ez | e Aow Route (sver 3) wan DHCPv4/Static IPvG 2020.0.2 1500 . e
1 e @ Ve low Route (oyer 3 wan Stote TusStaic s 162.168.20,16285, 2550550 150 -

e [ etha Ho Allow Route (Javer 3) LAN Static IPvl/Static IPv6. 192.166.1,1/255.255.255.0 1500 I v
D ] eths ] Wo Dem Route (layer 3] Hone © Stati TPvd/Stati 1Pv6. 1500 v

Basics

Local Users

VPH Connections

Virtual 1P Posl

VPN Intertace

* mutiling Optians

SD-Wa Path Selection

Local Subnet

Tunnel Route

Need to fill in 192.168.3.0/24 in the local subnet

» Status Ho. 1P Addrass Subnet Mask

A Oparation
- 1 192.168.3.0 255,255,255.0 Edit Delete
] add oK
+ Rousing
+ virual wire

+ Advanced Options
ssiven
4 TPsecvPn
Status
Basics
Local Users
VPN Cannections
Virtus! 18 Pocl
VEN Interface
Mg Opticas
SD-WaN Poth Selection
Local Subret
Tunnel Route:
4 1PSec PN
+ phase 1
 Phase 11
+ Security Dptions
- Objects
I Certificate Management
© Advanced

Branch:

After the headquarters publishes the subnet 192.168.3.0/24, the route of 192.168.3.0/24 can be queried in
the system route of the branch.

Route || Poicy-Based Routing
Routes for IPed Address | Type| Al

[Cese | nnowes |

Route Testing |

Search L2

 Interfocs Tree. Destination Metmack/Prefix Hext-Hap tF Metric  Interface
Static route 152.200.18.0 255.255.255.0 192.160.201 0 eth3
Static reute 0000 0000 3030301 0 eht
e Direct route 192.168.20.0 255.255.255.0 £.000 0 eth3
» advanced Optiens Direct route 30.30.30.0 255.255.255.0 ©.0.00 0 ethi
- Direct route 192.1682.0 255.255.255.0 0000 0 etha
Direct route 1110 255.255.255.0 ©.0.00 0 TunD
4 PSeciPn Direct route 1100 255.255.255.0 £.0.00 o Tum
e Direct route 10.251.251.0 255.255.255.0 0000 0 etho
Basics IPSec VEN Tunasl 170.1.220.258 255.255.255.255 112.249.125.255 0 wantun
Local Users TPSec VPN Tunnel 192.168.3.0 255.255.255.0 112.249.129.255 0 wpntun ]
PN Connectians. TFSec VPH Tunael feEETCRE) TeEaaeEs [EEEIRECRIT) T vantun
Virtual 1P Pool IPSec VPN Tunmel 0.0.00 0008 30.30.30.1 0 ethi

P Interface
Multine Gptinns
SB-WAN Path Selection
Local Subnet

* Tunnel Route
IPSecVEN

 Objects
Centificate Mansgement

© advanced

10. If there is an internal network segment in the branch, you need to configure the local subnet to
publish the internal network segment.

Branch:

b Status. Ho. 1P Address ‘Subnet Mask

Operation

 Interfaces

> Routing
* vietual Wire
» Advanced Dpticns
ssLven
#1PSecypts
Status.
Basics
Local Users.
PN Connections.
wirtusl 17 Pool
WP Interface
Multine Gptinns
SB-WAN Path Selection
Local Subnet
Tunnel Route
IPSecVEN
Obgects.
Certificate Management
Advanced
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b Status Ha.

* Network
Interfaces
Routing
Virtual Wire
advanced Options

S5t

41Psecven

Objects

Certificate Management

Ahuanced

1P Address

e T e I -~~~ | ————SS————————

Subnet Mask Operation

A subnet - FEITER

=)

1P Address:  [100.100.1000

Hetmask:

aK Cancel

b Status

* Netwark
Intertaces
Fouting
Virtual Wire

ced Optiors

HQ:

Navigation < | [ von otertoce || Logs || ven Comnection || status ¥| | Rowing | [[ET Y

1

After the branch publishes the subnet segment, the route can be queried in the HQ device.

.
ﬂm ﬂ [PV | ststus * | interfoces * || Besic Seftings * | Logs ©
+ status | [ stoscrons || rebopomednounng ¥ wr | ow | Avmowes | moweremns
- etwork 1hed Adiress | Type Al 2
e Destination West-op P [FRem—
i rute 192.200,19.0 152188201 o w3
Foeting
route 0000 2020201 o a2
Virtual Wire e route 0.0.0.0 10.10.10.1 0 wthi
i 152.160.20.0 0000 o ana
. an
S 15216010 0000 0w
. 2020200 0090 o anz
it ) Dr foute 10.10.10.0 0.0.0.0 0 ethl
et ot 10252510 0000 o ata
» objects || _ieses von vuneel 112245 125,25 255255 255 255 101220258 o vpnum
e e = ErETe S o
—
| 0000 0000 1010101 o ah
+ Authentication System || — 00.00 00.09 20.2020.1 o ethz
+ Security Solution |

11. At the PC192.168.2.2 of the branch intranet, try to ping the server 192.168.1.3 of the headquarters
intranet, and the verification is successful.

Chapter 4 Advanced Configuration
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4.1 Tunnel NAT Scenario

A large number of branches and stores of some customers. In this case, different branches may use the
same network segment. For example, the internal networks of Branchl and Branch2 both have the
192.168.2.0/24 network segment, so when Branch1 and Branch2 access the headquarters resources Cause
an address conflict. For this use scenario, it is recommended to use the tunnel NAT function. Tunnel
NAT is to convert the source IP of the request from the branch with the address conflict to the
headquarters to other network segments, so that normal communication can be achieved.

1. For example, convert the source network segment 192.168.2.0/24 of the branch of Branch1 to the
headquarters of 172.16.1.0/24, so that Branch1 can access the headquarters and Branch2 can directly
access the services of the headquarters through the VPN tunnel.

Create a virtual address pool 172.16.1.0/24 network segment in the headquarters.

N on s ertaces Routng
b iStabas 1P Aange. Subnet Mazk Subnets Type Operation
172.16.1.1-172.16.1.255 255.255.255.0 1 Branch user Edit Delete
~ Netwark
Interfaces. hdd o
Routing
irkusl Wire

advanced options
ssLven
atpsecen
Status
Basics
Local Users
VPN Connections
virual  poal
VP interface
Multline Options
SO-WAN Fath Salection
Local Submet
Tunnel Route
Wsec von
Objects
Certificate Management
dvancad

Set up tunnel NAT for branch users

Mavigation « Stats * || Interfaces * || Basc Setings * | Log *|| Vintud P Pool * || Routimg

» Status. >>tacal users

* Network

& 5
| @ hetp=/1192:168.20.160 e subfrrn e Page: 171 Fage 1 |
Routing Multiling Policy | Multicast Service | Tunnel Parameter | Tunnel NAT - Ti Oparation

i

Edit

Interfaces

Advanced Optiens Tunnal RAT

T et 1 e

ssuven

[l 1<

Subnst Mask Operstion §
255.255.255.0 Edt Dalate —~ Export

1 192.168.2.0

4 1PsacyPn
Status

Possword:  sesasans algorithm:  [AES.

Confiem PWD: snsasass User Type:  [Branch user
Basics
Deseription: user Group: | Defsult groap

Inherit group attributes
VN Conactions.

<

[l

wirtus 17 Poct
PN Interface —
Mardware verfication  Certificate:
Multine Cptions
SG-WAN Path Seluction
Local Subnet
Tunnel Route [ Enable expiry time  Expired Atz 0-00-00
IPSec VN

Objects.

Cenfieate Management B Enabled

(7 Al users to leg in coneurr
advanced
Peer Roat Centificate
» Objects,
» Policies

» System o
LAN Sernce Advanced ok Cancel

» Authentication System
* Security Solution

2. In the PC under the headquarters, you can see that the source IP has been converted to the IP of the
172.16.1.0/24 network segment.

e Tine Souras Destisation Fratosal Langth Bytes in flight Resposder SF1 Initiater 5P1 Tnfe

1 2020/213 15:57:57.644591 172.16.1.2 192.168.1.3 1P 74 Echo (ping) request id-@x0008, seq-d5111/14256, ttl-126 (reply in 2)
2 2020/213 15:57:57.604928 192.168.1.3 172.16.1.2 1P 74 Echo (ping) reply  1d-@xB68, seq-45111/14256, tt1-128 (request in 1)
3 2020/213 15:57:58.660957 172.16.1.2 192.168.1.3 1P 74 Echo (ping) request id-@x0008, seq-d5112/14512, ttl-126 (reply in 4)
42028/213 15:57:58.661448 192.168.1.3 172.16.1.2 1P 74 Echo (ping) reply  1d-8xB68, seq-45112/14512, tt1-128 (request in 3)
5 2020/213 15:57:59.676031 172.16.1.2 192.168.1.3 1P 74 Echo (ping) request id-@x0008, seq-d5113/14768, ttl-126 (reply in 6)
9.676227 192.168.1.3 172.16.1.2 1P 74 Echo (ping) reply  1d-8xBA68, seq-45113/14768, tt1-128 (request in 5)
172.16.1.2 192.168.1.3 1P 74 Echo (ping) request id-@x0008, seq-d5114/15024, ttl-126 (reply in 8)
192.168.1.3 172.16.1.2 1P 7 Echo (ping) reply  id=@xB@68, seg=d5114/15024, tt1=128 (request in 7)
9 2020/213 15:58:01.708382 172.16.1.2 192.168.1.3 1P 74 Echo (ping) request 1id-@xBA68, seq-45115/15288, ttl-126 (reply in 18)
10 2020/213 15:58:01.708387 192.168.1.3 172.16.1.2 1P 74 Echo (ping) reply  id-@x0008, seq-45115/15280, ttl-128 (request in 9)

Chapter 5 Precaution

1. It is recommended to use IE browser to configure VPN related functions and enable the browser
compatibility adaptation function.
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Zoom (100%) >
Safety >
Open with Microsoft Edge Ctrl+Shift+E
Add site to Apps

— View downloads Ctrl+)

<LIPPO Manage add-ons
SUPPORT More services in Sangfor Tech .

129 (7511) Support Community F12 Developer Tools
Go to pinned sites

S U P P e RT Compatibility View settings

M Internet options
About Internet Explorer

e,

Smart Choice, Sangfor Solution

Compatibility View Settings

Q Change Compatibility View Settings

A

Add this website:

Websites you've added to Compatibility View:

i | NGAF Platform  vAF-

Username

Password

[ Display intranet sites in Compatibility View
[J use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement
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2. The VPN configuration has a large number of "OK" options, please be sure to click "OK" after finishing
the configuration to ensure that the configuration takes effect.

Navigation | T et onrs || Satus ¥ Toertces || Sasc St *| Loga *1| Witua 7 Poo *|| Routing *|] waT %1
» Status o, 1 dress

Subnet Mask

Operation
= Network add
Interfaces

Routing

Virtual Wire
Advanced Options
ssuvm

 tPsecven

Stotus
Basica
Loal Users

VEN Cannections

virtus) 1P Poct

SD-WAN Path Selection
Losal Subnet

Tunnel Route

1Psec PN

Objects

centficate Management

advanced

3. When testing connectivity, it is recommended to turn off the system firewall of the headquarters and
branch intranet PCs to avoid failure of the ping test because the system firewall is not disabled.
@ Windows Defender Firewall O x

— v P 0‘ « AIlC.. » Windows Defender ... v (V] Search Control Panel el

Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to

Allow an app or feature your PC through the Internet or a network,
through Windows Defender

Firewall

Update your Firewall settings
) Change notification settings

) Turn Windows Defender
Firewall on or off

G Restore defaults

Windows Defender Firewall is not using the
recommended settings to protect your
computer.

GUSE recommended settings

What are the recommended settings?
) Advanced settings

Troubleshoot my network . e Private networks MNot connected

. e Guest or public networks Connected (~)

MNetworks in public places such as airports or cafés

Windows Defender Firewall state: Off

Inceming connections: Block all connections to applications that are not
on the list of allowed applications

Active public networks: = Metwork 2

Motification state: Do not netify me when Windows Defender

See also Firewall blocks a new app

Security and Maintenance

Metwork and Sharing Centre
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Windows Security - m} X
Last scan: 7/31/2020 1:21 AM (quick scan)
0 threats found.
= Scan lasted 22 seconds Who's protecting me?
16348 files scanned. .
Manage providers
@y Home Quick scan
| J  Virus & threat protection Help improve Windows Security
Scan options
i Give us feedback
2 Account protection Allowed threats
@) Firewall & network protection Protection history
Change your privacy settings
&3 App & browser control View and change privacy settings
i i for your Windows 10 device.
B Device security oy Virus & threat protection y
settings Privacy settings
P Device performance & health Cloud-delivered protection is off. Your device Privacy dashboard
may be vulnerable. Privacy Statement
& Family options
Turn on
Manage settings
Dismiss
~ Virus & threat protection
L 1
updates
Protection definitions are out of date.
Check for updates
Check for updates
@ Settings
12




Establish SangforVPN

Windows Security

&«

@ Home

| O Virus & threat protection
2 Account protection
@) Firewall & network protection

B App & browser control

@ @

@ Settings

Device security

Device performance & health

Family options

- Virus & threat
protection settings

View and update Virus & threat protection
settings for Microsoft Defender Antivirus.

Get help

Do you have a question?

Help improve Windows Security

Real-time protection
Locates and stops malware from installing or
running on your device. You can turn off this

automatically.

o Real-time protection is off, leaving your
device vulnerable.

Cloud-delivered protection

Provides increased and faster protection with
access to the latest protection data in the cloud.
Woarks best with Automatic sample submission
turned on.

A Cloud-delivered protection is off.  Dismiss
Your device may be vulnerable.

@ or

Automatic sample submission

Send sample files to Microsoft to help protect
vou and ofhers from notential threatrs. We'll

Give us feedback

Privacy settings

@ Off Privacy dashboard
Privacy Statement

setting for a short time before it tumns back on Change your privacy settings

View and change privacy settings
for your Windows 10 device.

4. Troubleshooting can be turned on for the test IP to avoid the interception of related data packets due
to the NGAF policy configuration.

Navigation <

4 General
System
Logging Iptians
Alarm Dptions

Central Mansgement

+ Security Capability Update
+ Administrator
* Maintenance

Pl

=
=

+ High Avadahility

Statuss Not conducting troubleshooting currently

Method:  (® Precise traffic analysis () Global passthrough snd snshysis 12 packet passthrough
This i recommended mhen individual network, service or appication i dsconnected. Specy & IF ar dst [F/domain name to anslyze matching dsta packets and locate sues presisely.
sec 1p: P L D wotocal: v
Passthrough: ® Enable O ciose
Status: v [ slowed D

Turn o

Results (0)

2 Refresh

Stous: QD) Oenied (0)  Aowed (0] Whitchsted (0)

No. Time Gocurred Sec TP Dst TP Dst Port. Pratocol TIncoming Interface  Outgoing Interface

Status

Description
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