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Chapter 1 Scenario 
XX National Postal Company has branches and stores in various provinces and cities. Now the 
customer's network requirements allow branches and stores to access the web services of the 
headquarters, while ensuring that data transmission is secure and encrypted. The customer's business 
system is mainly located in the headquarters, and has long been faced with hacker attacks and various 
security issues. The customer has been using a certain manufacturer's firewall device for many years, but 
cannot defend against hacker attacks. In order to obtain better security protection capabilities, the 
customer decided to replace the original security device in the headquarters with Sangfor device. 
However, there are many customer branches, and it is difficult to replace all branch equipment at one 
time without affecting the network. Therefore, the branch will not replace the original device 
temporarily. Because the branch device is not a Sangfor device, so it can only establish a standard 
IPsecVPN solution and cannot use SangforVPN.  

About IPsecVPN: Standard IPSEC VPN connection can only be used in main mode when both ends have 
a fixed public IP and no NAT. It is recommended to use aggressive mode connection when either party 
has a dynamic IP address or NAT.  

The current environment branches and headquarters are static IP, so choose to use the main mode. This 
article takes NGAF as an example in both the branch and the headquarters. 

 

1.1 Configure Steps 
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Chapter 2 Configure HQ Device A 
1. Check if IPsec license is enabled on the device. IPsec authorization is required to use IPsec license.

 
2. Choose a WAN port as the IPsecVPN outgoing interface and designate it as a line.
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3. Configure the first phase of IPsec parameters

 
Need to select the exit line, for example, line 1 as the main line, here select line 1 as the line established 
by IPsecVPN. Fill in the IP of the branch device and the shared key; name the peer device, for example, 
name the peer device NGAF2.
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Click "Advanced", select the main mode, and confirm the authentication algorithm and encryption 
algorithm. When configuring the local device later, it needs to be consistent with the peer device.

 
4. Configure the parameters of the second phase of IPsec.

 
The Inbound Policy fills in the intranet network segment of the branch, which means that compared to 
the current device, which network segment of the branch data packets need to transport to  the VPN 
tunnel of the device so that the current device can establish the route to return packet, and the peer 
device selects the NGAF2 device we named in the first stage. Inbound Service usually needs to be 
selected as "All Services", and the default option is "All TCP Services". If the default option is used, the 
ping test will fail for only TCP Services are allowed to enter the VPN tunnel.
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Outbound Policy means to advertise the internal network segment of the current device so that the peer 
device can establish route to return packets. Outbound Service usually needs to be selected as "All 
Services", and the default option is "All TCP Services". If the default option is used, the ping test will fail 
for UDP traffic cannot enter the VPN tunnel.

 
5. Configure the third stage of IPsec. The third stage is usually the encryption algorithm, usually without 
modification, just click OK.

 
6. Configure the internal network interface and network segment.
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7. Enable the VPN service. The VPN service is turned off by default. You need to manually enable it 
before the VPN service can be used normally.

 

Chapter 3 Configure Branch Device B 
1. First select a WAN port as the IPsecVPN outgoing interface and specify it as the line.

 
2. Configure the first phase of IPsec parameters.
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The configuration parameters include the IP and shared key of the headquarters. The shared key must be 
consistent with the shared key configured on the headquarters device. It should be noted that you 
generally need to select "Auto connect". At least one of the devices at both ends needs to enable "Auto 
connect". If the devices at both ends cannot use "Auto connect", the VPN cannot be established.

 
The mode, authentication algorithm, and encryption algorithm of the branch device must be consistent 
with the headquarters device, otherwise the authentication will fail.

 
3. Configure IPsec Phase 2 parameters.
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The Inbound Policy fills in the intranet network segment of the branch, which means that compared to 
the current device, which network segment of the branch data packets need to transport to  the VPN 
tunnel of the device so that the current device can establish the route to return packet, and the peer 
device selects the NGAF1 device we named in the first stage. Inbound Service usually needs to be 
selected as "All Services", and the default option is "All TCP Services". If the default option is used, the 
ping test will fail for only TCP Services are allowed to enter the VPN tunnel.

 
Outbound Policy means to advertise the internal network segment of the current device so that the peer 
device can establish route to return packets. Outbound Service usually needs to be selected as "All 
Services", and the default option is "All TCP Services". If the default option is used, the ping test will fail 
for UDP traffic cannot enter the VPN tunnel.
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4. Configure the third stage of IPsec. The third stage is usually the encryption algorithm, usually without 
modification, just click OK.

 
5. Configure the internal network interface and network segment.

 
6. Enable the VPN service. The VPN service is turned off by default. You need to manually enable it 
before the VPN service can be used normally.

 

Chapter 4 Check IPsecVPN Status 
1. Check the system logs corresponding to the VPN service on the headquarters device and branch 
device.
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Check whether there is an error log and an alarm log. If there is an error log, you need to modify the 
relevant configuration according to the error log prompts. 

2. Check the status of the VPN service. If the tunnel-related information can be queried, the VPN has 
been established successfully. 

 
3. At the branch intranet PC, try to ping the headquarters intranet PC, and check whether the branch 
intranet PC192.168.2.2 can ping the headquarters intranet PC192.168.1.3. If you can ping, the 
communication is normal.
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Chapter 5 Precaution 
1. It is recommended to use IE browser to configure VPN related functions and enable the browser 
compatibility adaptation function. 
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2. The VPN configuration has a large number of "OK" options, please be sure to click "OK" after finishing 
the configuration to ensure that the configuration takes effect.

 
3. When testing connectivity, it is recommended to turn off the system firewall of the headquarters and 
branch intranet PCs to avoid failure of the ping test because the system firewall is not disabled. 
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4. Troubleshooting can be enabled for the test IP to avoid interception of related data packets due to the 
NGAF policy configuration.
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