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Establish IPsecVPN

Chapter 1 Scenario

XX National Postal Company has branches and stores in various provinces and cities. Now the
customer's network requirements allow branches and stores to access the web services of the
headquarters, while ensuring that data transmission is secure and encrypted. The customer's business
system is mainly located in the headquarters, and has long been faced with hacker attacks and various
security issues. The customer has been using a certain manufacturer's firewall device for many years, but
cannot defend against hacker attacks. In order to obtain better security protection capabilities, the
customer decided to replace the original security device in the headquarters with Sangfor device.
However, there are many customer branches, and it is difficult to replace all branch equipment at one
time without affecting the network. Therefore, the branch will not replace the original device
temporarily. Because the branch device is not a Sangfor device, so it can only establish a standard
IPsecVPN solution and cannot use SangforVPN.

About IPsecVPN: Standard IPSEC VPN connection can only be used in main mode when both ends have
a fixed public IP and no NAT. It is recommended to use aggressive mode connection when either party
has a dynamic IP address or NAT.

The current environment branches and headquarters are static IP, so choose to use the main mode. This
article takes NGAF as an example in both the branch and the headquarters.
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1.1 Configure Steps
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Establish IPsecVPN

1. Confirm License and Network Inofmation

2. Configure phase I, Need fill in Device2 information

. ' 3. Configure phase II
~ { 1. Configure Devicel ] { —
| 4. Configure phase III

5. Enable the log audit function of AD Server

1. Confirm License and Network Inofmation

Configure Steps

2. Configure phase I, Need fill in Device1 information

J‘ 3. Configure phase II

o ~[ 2. Configure Device2 } 'l

4. Configure phase III

5. Enable the log audit function of AD Server

1. Check the system log for errors

| 2.Check if IPsec is established
| 3. Check Status |~
| 3.Check whether the two parties communicate normally

Chapter 2 Configure HQ Device A

1. Check if IPsec license is enabled on the device. IPsec authorization is required to use IPsec license.

Navigation <

b Status | system Time || network | Localact || webur | swre senver || Authorization | erivacy options |
» Network Authorized User: test, Expiration Date: 2020-09-23
» Objects

» Policies

- System @

4 General
» System
» Logging Options &
» Alarm Options

» Central Management
» Security Capability Update
» Administrator
|» Maintenance
|» Troubleshooting

¥ High Availability

» Authentication System

b Security Solution

Device Basics
Gateway ID: F977ACE3

Network License

Device License SSL VPN

Determine how many WAN links and VPN branch Determine the maximum number of concurrent
sites are allowed users

« Branch VPN Sites: 2 « Max Concurrent Users: 2

« Bandwl icense: ps

Security Capabilities Update and Security License

# Basic and Advanced Security License

Basic Functionality Advanced Functionality

Access Control, Intrusion Prevention, APT Detection, Web App Protection, Realtime Vulnerability Analytics,
Content Security and more to ensure gateway Anti-defacement and more to ensure security of
security business systems

# Sangfor Engine Zero License

Sangfor Engine Zero Function License Engine Model Update
Sangfor Engine Zero based fi ification identifies Continuously updates Sangfor Engine Zero on file

s varia ith engine's verification to detect and defend against known and
self-learning capability unknown viruses

vi

known and unknow

2. Choose a WAN port as the IPsecVPN outgoing interface and designate it as a line.
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Establish IPsecVPN

Mavigation

3. Configure the first phase of IPsec parameters

Navigation

Need to select the exit line, for example, line 1 as the main line, here select line 1 as the line established
by IPsecVPN. Fill in the IP of the branch device and the shared key; name the peer device, for example,
name the peer device NGAF2.
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Establish IPsecVPN

Navigation

» status
Lo o Add Delete
* Interfaces ] status Device address Authentication Connestion Made ISAKMP Uifetime(sec) Deseription Line operatan
+ Routing [ enaties  noarz 3030302 Pra-Shared Key Main Made. 3600 Line 1 Edit Delete
» virtual wire W4 [pager~] b oW @ Mo.11  Totall
Advanced Options
sswwen
avice Hame: WGAR2
A 1PSecVPN = L =
Status Description:
Basics
Gutgomg Line e T3]
Local Users
. Comtons addeess Type: Statc 1P =
o— Static 1P1 oz
Ve tnterfsce “Authenticat re-shared ey ]
Multine Optians:
Preshored Ky [asasaa
SD-WwaN Path Selection
Confim Key: [ansems
Local subnat
Tunnel Route

4TPSec VPN Wark a5 secondary appliance (I
Fhase |

-
e e Iy
Security Options:

Objects
Certificate Management advanced oK Caneel
» advanced

» Objects
» Policies.

Wihat's New

Click "Advanced", select the main mode, and confirm the authentication algorithm and encryption

algorithm. When configuring the local device later, it needs to be consistent with the peer device.
- ,

» status

Pha S ™ || eaces %] Logs

T Motmark s Ak Delste

5
? Interfaces [ status Davice Address

Routing [ enatied  nGarz 3;03030.2
> Virtusl Wire M 4 [Pageiv] b W@

Advanced Dptians.

onnection Mode ___ ISAXMP Lifstime{sec) Description Line Oparation
e Line 1 Edit Delete

Wo.11 Total 1

ssven
a1pSecven
Status

Hode. Vaim ot [v]

Besics
D-H Grous: MODP1024 Group( ]

Local Users
VPN Connections Menatla oF0
virtual 9 poal DPDSettings
VI Intartace Detection interval: & (=){5-60)
Multiline Options.
SO-WAN Path Selection
Local Subaet

1SAKMP Algarithm
Tunnel Route

Max Timecut Count: 5 (1)

Authentication: Encryation:
atpsec ven

[ 30E5 ]
Phase 1

Phase 11

Security Options

v

4. Configure the parameters of the second phase of IPsec.

statws || imtertaces * || toa
+ Status Al =
= Network Add__ Deleiz Pty Nameiource IPipeer ]G]
* tnkerfaces ld O s Hame Source 1P Feer device Inbound Service Descrption Sparation
Rauting 192.160.2.0/
HGAFZIN HGAF Al Serv Edt Delete
O Enabled iGAF2 — IGAF2 Services
Virtual Vire
H o4 [Pageiv] ¢ W & no. 11 Tomal1
* Advanced Optians.
ssLven
P Outbound Policy
stons add | Delete Py Hameisoure iPipeer 0]GL
O status Hame Sourcs 1P Peer device Outbound Service Security Ogtions Descrigtion Operation
182.168.1.0/
Enatied NGaFiOUT woARz All Services -mids-des Edt Delete
o 255.255.255.0 e
o4 [Pgeiv] v W2 e moR
Securty Options
Objects
Certficate Management
Advanced
+ Objects
EEEEE—
+ Policies

The Inbound Policy fills in the intranet network segment of the branch, which means that compared to
the current device, which network segment of the branch data packets need to transport to the VPN
tunnel of the device so that the current device can establish the route to return packet, and the peer
device selects the NGAF2 device we named in the first stage. Inbound Service usually needs to be
selected as "All Services", and the default option is "All TCP Services". If the default option is used, the
ping test will fail for only TCP Services are allowed to enter the VPN tunnel.
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Establish IPsecVPN

Navigation < || Dashboard || Phane

e Al - Inbound policy

~ Network Add Delete
» Interfaces [ status
= ] enables

+ virual wire

? Advanced Options W4 lapeaw
ssuvew

ATPSecvPN Qutbound Policy
Staius sdd | Delete
Basica [ seats
Local Users
VP Connections i
Virtus! P Poct o4 [Pagei
VEN Intartace

Wuling Options
SD-wan Path Selection
Lozal subnet
Tunnel Route.

pr——

Phase 1

Phase I

Security Options
Gbjects
Certifcate Management
Advanced

» Objects.
» Policies.

-

Hame
nGaFzIN

bodo@

Hame
NGAF10UT

oMo

Seurce IF
152.168.2,0/
255.255.255.0

Source 1P

182.168.0.0/
255.255.255.0

Nama: aarzi

Source: Subnat ~
Subnet: 19216820
Netmask: (255256 255.0

Expiry Time: (00090 0

] Enable This Pobcy

Cancal

brvice Security Options. Bescription

esp-mdS-des

Outbound Policy means to advertise the internal network segment of the current device so that the peer
device can establish route to return packets. Outbound Service usually needs to be selected as "All
Services", and the default option is "All TCP Services". If the default option is used, the ping test will fail

for UDP traffic cannot enter the VPN tunnel.

[ « Phase |

Huline Cptionz
SC-WAN Path Selection
Local Subnet
Tunnel Route
41PSec VPN
Phase 1
Phase 1l
‘Security Dptions
Objects.
© Certificate Management
Advanoed

» Objects.
» Policies

v

» status All - mbound palicy
mr— Add || Delete
* Interfaces O stots Hame
o [ Enstied nGAFZIN
* virtual Wire
WA [Fageiv] b oM &
» Advanced Options =
ssuven
#IPSeciPh Outbiound Policy
Status add || Oetete
o= 1 Status Hame
Lical Users. .
1 Ensbled WGAFIOUT
PN Connetions
Virtual 17 Pool W4 [geiv] b M@
P Interface

| Interfacer

Saurce 1P
192.188.2.0/
255.255.255.0

Source 1P
192.168.0.0/
255.255.255.0

Logs

Hame: AT TOUT
Gescriptio

] [ a——l|
Subnet: 192.168.1.0
Hetmask: [2s52852550 |
Peer Devcer __[NGAF )

Securiy Option

[ Enable exgiry time:

Einy Tme:  Bi068 @
Enable This peicy

[ Perfect Farwand Secrecy(PF5)

Caneel

Policy Name{Source IPIPesr D{QL

Description Operation
E6t Delete

Mo i1 Totsl1

ot eamefSoure PPes 1]

brvice Security Optinns Deseription Operation
as0-mds-des Edit. Dalots

No.3-1  Totsl1

» status Al
- expemds-des
expmds-des
| tertaces espemdseass
* Routing exp-mds-aea255
» virtual Wire esp-shal-des
Advanced Options wp-shat-Hes
e esp-shal-aes

wsp-shat-aeszss
Default security aption

Basice
Local users

Ve Connections
Virtual 1P Pral

VPN Interface

Multiling Options
SD-WAN Path Selection
Local Subnet

Tunnel Route

4TPSec VPN

Phaze |

Objects
Certificate Management
fdvanced

5. Configure the third stage of IPsec
modification, just click OK.

=
e
e
e
=
e
e
e
e

add

. The third stage is usually the encryption algorithm, usually without

Encryption Daseription Oparation
DES Edit Delete
30es edit Delete
255 Edit Delete
2ES756 Edit Delete
DES Edit Delote
30es Edit Delete
285 Edit Deieto
AE5256 Edit Deiete
285 Edit

6. Configure the internal network interface and network segment.
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Establish IPsecVPN

+ Routing Interface Status | LaN Interface ‘Subnet Mask aperatica

T [ enavied s 2552552550 ede

7. Enable the VPN service. The VPN service is turned off by default. You need to manually enable it
before the VPN service can be used normally.

Navigation sshhoard || Phase | e T oy Ol ntertace:

2. Configure the first phase of IPsec parameters.
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Establish IPsecVPN

Navigation

* Intertaces Sams  Devic address Austhentication Connection wode  154KMP Ufeime(sec) Descrption
+ Routing nabied  MarFs 1010102 Pra-Shared Key Main Mede 3500
+ virtual wire [emmiv] b oW @

+ advanced Options
SSLVPN
alPsecPn
Status
Basics
Local Users.
VPN Connactions
Virtunl 18 Pool
VPH Interface
Multiline Opticas
SD-WAN Path Selsttion
Local Subast
Tunnel feute

4 1¥5ec vPH

e T
Securty Options

Objests

Certiicats Mansgement

advanced

Lne 1

operation
Edit Delete

No.1-1  Total1

The configuration parameters include the IP and shared key of the headquarters. The shared key must be
consistent with the shared key configured on the headquarters device. It should be noted that you
generally need to select "Auto connect”. At least one of the devices at both ends needs to enable "Auto
connect". If the devices at both ends cannot use "Auto connect", the VPN cannot be established.

~ Matwork o add Delete.
? Intwrfaces [ status Device Address Authentication Cannection Made 1SAKM Lifstimelsec) Description
+ Roatina [ Embied  warF1 1010102 Fre-Shared Key Main Mede 3600
 Virtusl Wire W 4 [Foeiv] b o @

Dvice ama: WGAFT
S Description:
Basics
o [ovtoons Line: Line 1 =@ ]
VPN Connections addeesa Type: static 17 =
s
Ve Intarface = ey 2]
sultlne Opticns
- Fre-Shared Key:  ewsess
SD-WM Path Selection -
Confirm key:  lsasass
Local Subaet wer
Tunnel Route
41pSec ven Work a2 secondary spaliance ()
Phase 1
= SAtnatied ¥ huto connect
Securty Options
Objects
Certiicate Management aduanced ok cancel
aduancad
» Objects
» policies
» System
* Authentication System

? Security Solution

Operation

ne 1 Edit Delete

Dt

Wo. 14 Total1

» Status

- Natwark

+ | add | Delete

ST [ status Dewi

O enstied  HaAFL

N4 Eeivl r W@

Address
1010102

jon Mode
+ Roating

ISAKMP Lifstinelsec) Description

+ wirtusl Wire
+ Advanced Optians
ssLuEn

LSAKMP Lifetime: paoe ] 1)

pr———
st [ oce: i Hode
oass

M attempts: 0

ol

MODP1022 Group( [w]

N B-H Group:
VP Cannections
Vietual 8 Pool
Ve tntertace.

Multiline Opticns

¥ Enabile DPD.
DFDSettings
Detection intzrval: & (s}5-60)
Max Timeout Count: $. (1-8)
SD-WAN Path Selection

Local Subnet

ISAKHE Aigorithm
Tuanel Route =

Authensication: Encryption:
4TPSec VN

[ |- —
Phase 1
Phuase 11

Sacurty Dptions

Objscts.
Certificate Management
fdvanced

3. Configure IPsec Phase 2 parameters.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com

Operation
Edit Delete

The mode, authentication algorithm, and encryption algorithm of the branch device must be consistent
with the headquarters device, otherwise the authentication will fail.

Wo.l-1  Tetall




Establish IPsecVPN

Inbound Policy
~ Network Delete
Interfaces [ status Mame Source 1P Peer device Inbound Service Description
== [0 Enabled NGAFLIN 182158100 NGAFL All Services. Edit Delete
o4 [Pagerv] b oW 2 Mo.1-1  Total 1
‘Advanced Options. et
=
1PSecyPN Custhound Policy
= FIEs
Bazics Status Name Source IP Peer device Ouibound Service Security Options Description
. |
[ enabled NGAF20UT 1z.16.2.00 NGAFL All Services esp-mdS-des.
Vietual TP Pool H o4 [Pagiv] b W @

The Inbound Policy fills in the intranet network segment of the branch, which means that compared to
the current device, which network segment of the branch data packets need to transport to the VPN
tunnel of the device so that the current device can establish the route to return packet, and the peer
device selects the NGAF1 device we named in the first stage. Inbound Service usually needs to be
selected as "All Services", and the default option is "All TCP Services". If the default option is used, the

ping test will fail for only TCP Services are allowed to enter the VPN tunnel.

» Status

Inbound Policy
~ Netwark Add || Delete

* Interfaces [ st Hame Source IF

152.168.0.0¢
255.255.255.0

L= [ Enabled HGAF1IN

Virtual Wire

W4 [Peeiv] b W@
+ advanced Options

ssuen
pre—— Outbeund Posiy
Stotus 2dd || Delate
faucs

[ status Name. Source 1P Security Options Description

Local uzers

19216820/
[ nsbied nGAFZoUT sp-mds-des £ Dalete
VP Connections 255.255.255.0

Vietual F Fool W4 [Pgein] b W@ Wo.11  Totsl1
VP Interface

Multiine Opticns
‘SD-WAM Path Selection Enable This Policy
Local Subnet
Tunnel Route

4TPSac v

Phase 1

Phase Il

Security Cptions
abjects

Certiicats Management

e o cancal

» Objects
b Policies

» System
} Authentication System

? Security Solution

Outbound Policy means to advertise the internal network segment of the current device so that the peer
device can establish route to return packets. Outbound Service usually needs to be selected as "All
Services", and the default option is "All TCP Services". If the default option is used, the ping test will fail
for UDP traffic cannot enter the VPN tunnel.

» Status Inbound Palicy
= Network add || Delete . ofa.
* taterfaces status Hame Source 17 — —
T 192.168.0
== O Ensblet WGAFITN o Edit Delete
R 255.255.255.0
Aevamced Opti RN er 1 RIS Wo.11  Total1
B name: WGAFZOUT
sseem
Description:
pres—— Outbund Palicy
Source; Subnet <
Status Add | Delete s
= B ECrr— |
Basics Status Hame Source IF brce Secuty ptions Descrtion Gperat
Local users e I 152168200 Hetmeck: 25285 250 - i
PN Comnections el 255.255.255.0 peer Device: = & esp-mds-des £t Delete
wirtual TP Pool W4 [rgeiv] b W@ SA Litetime: joow [0} Wo.l1  Totsll
PN tnface Gutbound Serice: |All Services v
Muline Options Security Optm: | sspmds-des ]
S0-WAN Path Salaction ] Enable expir time
e [oonss & b s
Local Subnet Exgiry Tiny
Tunel Raute & Enabie This Pocy
atpsecven L] pesfect Forward Secrecy(PF5)
Phase 1
Phase 11
Security Options
Otjects
Canifcata Managamant
dvanced — -
» Objects
» rolicies
» System
» Authentication System
» Securty Solution
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Establish IPsecVPN

4. Configure the third stage of IPsec. The third stage is usually the encryption algorithm, usually without

modification, just click OK.

» Status Al[rame Protacal Authantication Algorithm Encryption Daseription
_7 esp-mds-des. EsP MOS. DES
" Interlaces esp-mads-aes. ESP MDS AES
* Routing esp-mdS-2es256 ESP MDS AES256
e ope esp-sha13des Y E
";‘;"'" Default security aption BsP SHAl 25
==
VPN Interface

SD-WAM Path Selection
Local Subnet
Tunael Route
TpSec vPH
Phase 1
Phase 1

Securty Options
Objects

Certificate Management
fdvanced

5. Configure the internal network interface and network segment.

0. Phas ogt

.
[ Enabled otha 255.255.255.0

VPN Tnterface 1P
® o

1 Address: 1701200258
) Speafied

Wliline Optiens
SD-WAM Path Selection
Local Subaet

Tunel Route

1PSec ven

Objects

Certiicate Management
Advanced

Oparation
edit Delete

Edt Delete
Edit Delete
£t Delets
Edt Delete
£dt Delets
Edt Deiete
Edit Delete
Fait

Operation

Edit

hat's New

6. Enable the VPN service. The VPN service is turned off by default. You need to manually enable it

before the VPN service can be used normally.

Navigation € | [ cashber

» Staws | ocal vem: Cannections: Remaining License for Third-party:[]
. - r o Outbaund:

Usermame Description Trpe Realtime Traffic (1n/Cut) Tnternet 1P LAN TP

4 1PSecurn

Basics
Local sars.
PN Connections
virtual 17 Pool
PN Interface
Multiine Opticns
SO-WAN Fath Selection
Local Subnet
Tunnel foute
41Psec vEH
Phase |
Phase 11
‘Security Dptiens
Obgacts.

Cantificats Management

advanced

» Objects.
» Policies

raffic: - Dutbaund:
 Interfaces
ries Per Page: tr Fage Total entries ~ Tunnel AT Status Refresh Cusplay Options.
* Routing

Chapter 4 Check IPsecVPN Status

1. Check the system logs corresponding to the VPN service on the headquarters device and branch

device.
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Establish IPsecVPN

Check whether there is an error log and an alarm log. If there is an error log, you need to modify the
relevant configuration according to the error log prompts.

2. Check the status of the VPN service. If the tunnel-related information can be queried, the VPN has
been established successfully.

» interiaces WAN Trafficr  Inbound: 114
VPN Traffic:  Inbound: 0.00

EresPucrage S| 4 <5 s U1 Page Towl 1 enies | Tunnel AT Stats Rairesh | Display options |  Disableven | [Famymaer 4]

Local VPN:  Running. Connections: 1 Femaining License for Third-garty:(3]
Kps Kbps
bps

Cutbound:0.00  bps

[Disconnest Cannection Usemame | Description Type Realtime Traffic (In/Gut) Intemat 1P (NP Time Connested _ Protocol
(] NGAFZIN-HGAFLOUT G2 SANGFOR device. 0.00605/0.00b05 30.30.30.2 192.160.2.0¢255.255.255.0 2020-05-01 16:43:10 _IFSEC_ESP

3. At the branch intranet PC, try to ping the headquarters intranet PC, and check whether the branch
intranet PC192.168.2.2 can ping the headquarters intranet PC192.168.1.3. If you can ping, the
communication is normal.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Establish IPsecVPN

BX Command Prompt

C:\Users\Sangfor>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPv6e Address

IPv4 Address.

Subnet Mask

Default Gateway

; Trom :

; Trom :

y from ! ]

y from 192.168.1.3: by 2 time=1ms TTL=126

Chapter 5 Precaution

1. It is recommended to use IE browser to configure VPN related functions and enable the browser
compatibility adaptation function.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Establish IPsecVPN

Zoom (100%) >
Safety >
Open with Microsoft Edge Ctrl+Shift+E
Add site to Apps

— View downloads Ctrl+)

<LIPPO Manage add-ons
SUPPORT More services in Sangfor Tech .

129 (7511) Support Community F12 Developer Tools
Go to pinned sites

S U P P e RT Compatibility View settings

M Internet options
About Internet Explorer

e,

Smart Choice, Sangfor Solution

Compatibility View Settings

Q Change Compatibility View Settings

A

Add this website:

Websites you've added to Compatibility View:

i | NGAF Platform  vAF-

Username

Password

[ Display intranet sites in Compatibility View
[J use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement
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Establish IPsecVPN

2. The VPN configuration has a large number of "OK" options, please be sure to click "OK" after finishing
the configuration to ensure that the configuration takes effect.

Navigation | T et onrs || Satus ¥ Toertces || Sasc St *| Loga *1| Witua 7 Poo *|| Routing *|] waT %1
» Status o, 1 dress

Subnet Mask

Operation
= Network add
Interfaces

Routing

Virtual Wire
Advanced Options
ssuvm

 tPsecven

Stotus
Basica
Loal Users

VEN Cannections

virtus) 1P Poct

SD-WAN Path Selection
Losal Subnet

Tunnel Route

1Psec PN

Objects

centficate Management

advanced

3. When testing connectivity, it is recommended to turn off the system firewall of the headquarters and
branch intranet PCs to avoid failure of the ping test because the system firewall is not disabled.
@ Windows Defender Firewall O x

— v P 0‘ « AIlC.. » Windows Defender ... v (V] Search Control Panel el

Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to

Allow an app or feature your PC through the Internet or a network,
through Windows Defender

Firewall

Update your Firewall settings
) Change notification settings

) Turn Windows Defender
Firewall on or off

G Restore defaults

Windows Defender Firewall is not using the
recommended settings to protect your
computer.

GUSE recommended settings

What are the recommended settings?
) Advanced settings

Troubleshoot my network . e Private networks MNot connected

. e Guest or public networks Connected (~)

MNetworks in public places such as airports or cafés

Windows Defender Firewall state: Off

Inceming connections: Block all connections to applications that are not
on the list of allowed applications

Active public networks: = Metwork 2

Motification state: Do not netify me when Windows Defender

See also Firewall blocks a new app

Security and Maintenance

Metwork and Sharing Centre

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Establish IPsecVPN

Windows Security

fit  Home
| O Virus & threat protection
2 Account protection
@) Firewall & network protection
B App & browser control
L Device security
% Device performance & health
h

Family options

@ Settings

Last scan: 7/31/2020 1:21 AM (quick scan)
0 threats found.

Scan lasted 22 seconds

16348 files scanned.

Quick scan

Scan options
Allowed threats

Protection history

s, Virus & threat protection
i -
settings
Cloud-delivered protection is off. Your device
may be vulnerable.

Turn on

Manage settings

Dismiss

~ Virus & threat protection
" updates

Protection definitions are out of date.
Check for updates

Check for updates

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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Establish IPsecVPN

Windows Security

&
6. Virus & threat

= o

protection settings

M Home View and update Virus & threat protection

settings for Microsoft Defender Antivirus.
| O Virus & threat protection

2 Account protection
Real-time protection

) Firewall & network protection Locates and stops malware from installing or
running on your device. You can turn off this

B App & browser control setting for a short time before it turns back on
automatically.

8 Devi i . L B

evice security o Real-time protection is off, leaving your

% Device performance & health device vulnerable.
@ o

dh  Family options
Cloud-delivered protection
Provides increased and faster protection with
access to the latest protection data in the cloud.
Woarks best with Automatic sample submission
turned on.
A Cloud-delivered protection is off.  Dismiss

Your devire may be vulnerable.

@ o
Automatic sample submission

@& settings Send sample files to Microsoft to help protect

vou and ofhers from notential threatrs. We'll

Do you have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

4. Troubleshooting can be enabled for the test IP to avoid interception of related data packets due to the

Navigation ot || o o
o Stanus: ot conducting roubleshsoting currently Help
» Network
Mathods  (® Preciz trafic snivis (1 O Glabsl passthrough and ansiysis 12 packet pessthraugh
+ Objects.
+ Policies Thisis recommended when individial network, service oe appliation is dscsmnected. Specfy srt 1P or dst 1F/domain name to anslyze matching data packets and locate izzues precisely.
~ System sec 1P hez.1se2.2 D) DstIP/Domeiname:  1on 1ge 1y D Protecl: Ly |w
4 General -
passthrough: [ @ Enable O lose

Logsing Opions status: v [ llowed (@

Alsrm Options.

* Central Mansgement

Turn O

* Secunty Capability Update
 Adminisrator Results (0)
» maintenance & Retresh Al protocols | | 17 sdaress, port |2

cublestrogting Status: Denied (0)  Allowed (3)  Whitelsted (0)

No.  Time Oceurred st o ip Dot Protocol | Incoming Interface | Outqoing Interface | Status Dascription Operation

togs
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