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Botnet Prevention

Chapter 1 Scenario

1.1 Function Introduction

Traditional firewall and anti-virus software have limited effectiveness in anti-virus trojans. In the APT
(Advanced Persistent Threat) scenario, traditional firewall and anti-virus software have weak detection
and defense capabilities. Therefore, post-incident detection mechanism is needed to detect and Locate
the infected machine of the endpoint to reduce the security risk of the endpoint. At the same time, the
recorded logs require high traceability.

1.2 Testing URL

You can use following URL to test:
ifferfsodp9ifjaposdfjhgosurijfaewrwergwea.com
iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
v.beahh.com

aghln.ws

mlmy.3322.org
www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
clptiiybpip.cn

task.attendecr.com

bddp.net

cqogflioz.cn

Chapter 2 Best Practice Recommendations

Check the licensing to make sure that Basic Functionality licensing is enabled on the device.

Navigation <“f—________________________
} Status ‘ System Time H Network || Local ACL || Web UL H SMTP Server ” Licensing ” Privacy Options |
* Monitor Authorized User: test, Expiration Date: 2020-09-23
b Network
. | Basics
» Objects .
}» Policies Version: 8.0.26 Gateway ID:  A63FD2AB
~ System
et | Licensing
System
Central Management Network

Security Capability Update
Gateway SSL VPN
Administrator Setermine \N link N ot ot

Maintenance b + Max Concurrent Users: 2
- Branch VPN Sites: 2
Troubleshooting . Bandwidth license: 100 Mbps

High Availability

* Authentication System
Security Capabilities Update and Security

» Next Gen Security System

» Basic and Advanced Security

Basic Functionality Advanced Functionality
erass ContoiiTntrusion Praver ST Detex o Veb App Protection. Realtime Vulne
1 Se s e o “A efaceme Sy

Update the database to ensure that the database is updated to the latest time.

—_
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) Status + Enable @ Disable | (@ 0ffline Update [gUpdate Now | % Intelligence Source | % Proxy Options | \ Cloud-Based URL Database Detection = 4% Refresh | Status: Unknown
» Monltor [] No. Database Current Version Latest Version Update Svc Exp... Auto Update Operation
» Network Neural-X Unknown Threat Database Update Interval: 5 minutes
» Objects [ 1 [QUnknown Threat Intelligence 2020-07-13 00:20:37 2020-07-13 00:20:37 2020-09-23 v B2
» Policies File Verification Model Database Update Interval: 1 month
~ System [] 2 % Sangfor Engine Zero File Verification Model Database. 2020-05-17 18:00:00 2020-05-17 18:00:00 2020-08-23 v ®9?
4 General MNeural-X New Threat Databases Update Interval: 14 days
» System
[ 3 URLDatabese 2020-06-16 09:00:00 2020-06-16 09:00:00 2020-09-23 v 9
» Central Management
[ 4 Exploit Protection Database 2020-07-07 17:00:00 2020-07-07 17:00:00 2020-08-23 v 9
» Security Capability Update [ 5 Application Ident Database 2020-05-09 11:55:59 2020-05-09 11:55:59 2020-09-23 v S99
i saar [] & WAF Signature Database 2020-07-05 15:00:00 2020-07-05 15:00:00 2020-08-23 v 9
b Maintenance [] 7 DataLeak Protection 2018-02-16 18:00:00 2018-02-16 18:00:00 2020-09-23 v %]
S [ 8 Vulnerability Analysis Rule 2020-07-03 17:00:00 2020-07-03 17:00:00 2020-09-23 v %]
[ Troubleshaating
[] 9 Anti-Virus Database 2020-05-19 11:00:00 2020-05-19 11:00:00 2020-09-23 v S99
» High Availabllity
10 Security Event: 2020-07-06 11:00:00 2020-08-23
- ] ecurity s It includes antivirus database, domain name, URL } v 292
Basic Databases and IP address databases. v
* Authentication System
11  Software Update = 2020-06-24 00:00:00 Never expire v 7
* Next Gen Security System o s " t. ?
[ 12 1P Address Database 2020-05-19 10:00:00 2020-05-19 10:00:00 Never expire v =9
[ 13 Threat Intelligence Database 2020-07-10 00:00:00 2020-07-10 00:00:00 Never expire v o

Botnet protection is recommended for both terminals and servers, both of which have the risk of

infection.

Remarks: If there is a DNS server on the intranet and the intranet endpoint uses the intranet DNS

for domain name resolution, the "Honeypot" technology must be enabled. Redirect malicious DNS
requests, set as shown below:

Navigation

» Intrusian Prevention Whitelist
» RT Vulnerability Analytics’

» Web App Protaction Whitelist
» Content Security

» Email Whitelist

» Fila Anti-Virus Whitalist

] Block Acce

This blocks
appliance. If
recommende

Settings

The IP address to a malicious URL will be redirected to the following honeypot
1P address upon access, so as to find the true IP address of the bot-infected
host by listening to the accesses to that honeypot [P address.

This is recommended only for the following situation:

1. Tha NGAF appliance is not daployed in Mirror moda.

2. A DNS server is deployed on the network, as shown in the figure below:

~ ,

s
I Use Sangfor online honeypot address (recommended)

¥ Globally E;

Excluded do
witheut any

pecified

(make sure internal hosts have access to this adgress)

Detection, R

2.1 Endpoint Protection Policy Recommendations
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Add policy and selection area, Endpoint protection direction selection needs to pay attention to the
source area is the internal network area, the destination area is the public network area.

Navigation

Add Policy for Internet Access Scenario

- Policies

Name: ‘ APT |

> NAT

Description: |optional, 0 to 95 characters |
Status: Enable

4 Access Control
» Application Control

+ Country Blocking Zone: [Lan Area 3
+ Connection Control Network '® Network Objects
et
e e [ =
4 Network Security | User/Group

» Palicies

[setect =

» Anti-DoS/DDoS

+ ARP Spoofing Prevention

+ Signature Model Learning Zone: |WAN_Area =l

Network Objacts: ‘ Al ‘il

' Bandwidth Management

» Deployment Wizard
¥ Blacklist/Whitelist

» Custom Webpage

To enable the botnet function, use the "Default template" for the policy template, and select "Deny” for
the action as the user requirements.

Navigation

Add Policy for Internet Access Scenario

~ Objects
» Network Objects

- Detection (for any scenario)
|4 APT Detection (i)

Default Template ~ | Action: @ allow () Deny

» Services

4 Sacurity Policy Template

+ Intrusion Prevention Local DNS Server Exists: ConfiguredChange

» Web App Protection

» APT Detection

—Respense (for any scenario)

Corrzlated Address Block (i) Settings
|#| Log event

» Content Security

[ Threat Signature Databases
[ Content Identification Databases
» IP Address Database

» Schedule

» Trusted CA

2.2 Server Protection Policy Recommendations

Add policy and selection areas are necessary. The direction of server protection needs attention that the
source area is the external network and the destination area is the internal network area.
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Navigation L8l | Policies -
» Status % Add ~ X Delete |  Enable @ Disable | # Move Up & Move Down T Move | 48 Refresh | [ Advanced Z Filter | Search L
» Monitor "] Priority Name Type Source Destination Risk Assessment Protection Detection and Respanse Status
) Network Add Policy for Server Scenario x ——
. - — _ e
~ Objects Basics * Risk Assessment * Protection + Detection and Response block against high
threats
Network Objects — pre—
B Description: Optional, 0 to 95 characters
4 Security Palicy Template Status: «# Enable
Intrusion Prevention Source
Web App Protection Zane: WAN_Area [}
APT Detection Network ® Network Objects The source address selects all IPs in the
Objects/Users: : .
Content Security S Al = external network area, and the destination
address selects the internal server IP.
| Threat Signature Databases ey
Content Identification Databases Zone: Lan_area
1P Address Database Nsbrodd@hiects: Server T
Schedule
Options (D)
Trusted CA
Server Scenario: Source is not processed via SNAT or CDN v
» Policies
» System
} Authentication System
} Security Solution S —
Next Cancel
W4 171l b M| @ Entries per Page| 50 | v 11of1

The policy template can use the "Default template”, and the action can be selected as "Allow" or "Deny”
according to user requirements.

Navigation <« | BN | APT Detection *
} Status 4 Add + X Dalate | o Enable @ Disable | 4 Move Up & Move Down ¥ Move | §8 Refresh | [@Advanced I Filter | Saarch el
» Monitor [] Priority Name Typ Source Destination Risk Assessment Protection Detection and Response Status
B Add Policy for Server Scenario X APT Detection
n 1 Botnet _ Correlate address o
~ Objects Basics  Risk Assessment * Protection *  Detection and Response block against high
threats
Network Objects Detection (for any scenario)
Services | APT Detection (i)
Default Template V] Acion: @ aAlow ( Deny Select action based on
4 Security Policy Template P . . N
Intrusion Prevention Local DNS Server Exists:  ConfiguredChange USEr's requirements.
Web App Protection
ajossston Response (for any scenario)
(BRI SRR Y Correlated Address Block (1)  Settings
7 Log event
Threat Signature Databases
Content Identification Databases
1P Address Database
Schedule
Trusted CA
» Policies
» System
» Authentication System
» Security Solution e —
Back oK Cancel |
W o« [ 1410 b M| @ Entries Per Page 50 |v| 1-10fL

Chapter 3 Precautions

The action of the botnet policy, no matter the "Policy for Server Scenario" or "Policy for Internet Access
Scenario ", the default action is "allow", if you want to turn on "Deny", you need to manually select;

The botnet function in the "Policy for Internet Access Scenario” can automatically reverse the area
selected by the policy. For example, the source selected in the " Policy for Internet Access Scenario” is
generally the external network area, and the destination area is the internal network area. Finally, for the

identification and processing of botnets, the source is the internal network area and the target is the
external network area;

The "Suspicious Traffic" function of the botnet does not block the behaviors that has been detected, and
only records logs, and at the same time records the original data packets for later traceability.
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Navigation

 Objects

» Network Objects
——————— Edit Template
» Services

Template Name:
Description:
~ Security

4 Security Policy Template
» Intrusion Prevention

» Web App Protection
» APT Detection

Suspicious Traffic Setti
» Content Security K 4 g5 ®

I Threat Signature Databases

1 Content Identification Databases
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