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Bandwidth Management

Chapter 1 Scenario

A small and medium-sized enterprise has limited network bandwidth, and increasing the bandwidth
requires more costs. A large number of people on the network currently browse Youtube during work
hours, which results in low work efficiency and at the same time online video takes up a lot of
bandwidth. Customers want to optimize bandwidth use.

The difference between limited bandwidth and guaranteed bandwidth:

The guaranteed channel is based on the guaranteed minimum bandwidth value. In the case of high
bandwidth usage, the priority of high bandwidth usage is guaranteed. The guaranteed bandwidth is
suitable for users with high priority, such as management; or web browsing, mail, office OA and other
priorities High application. Limited channel mainly limit the maximum bandwidth available to users,
and are suitable for ordinary employees or low-priority applications such as downloads and p2p.

Chapter 2 Basic Configuration

1. Bandwidth management uses a database to identify application, so make sure that the database has
been upgraded to the latest before configuring bandwidth management.

» Status v @ R Intelligence Source  \ Proxy Options | "\ Cloud-Based URL Database Detection | 45 Refresh = Status: Not updating
» Monitor [] Ne. Database Current Version Latest Version Update Svc Exp... Auto Update Operation
» Network Meural-X Unknown Threat Database Update Interval: § minutes
» Objects 1 ‘JUnknown Threat Intelligence 2020-07-13 00:20:37 2020-07-13 00:20:37 2020-09-23 v 9
+ Policies File Verification Model Database Update Interval: 1 month
~ System 2 Sengfor Engine Zero File Verification Model Database. 2020-05-17 18:00:00 2020-05-17 18:00:00 2020-09-23 v s 9
4 General Meural-X New Threat Databases Update Interval: 14 days
System
3 | URL Database 2020-06-16 09:00:00 2020-06-16 09:00:00 2020-09-23 v 39
Central Management
4 Exploit Protection Database 2020-07-07 17:00:00 2020-07-07 17:00:00 2020-09-23 v 39
Security Capability Update 5 | Application Ident Database 2020-05-09 11:55:59 2020-05-09 11:55:59 2020-09-23 v 39
Adminigtrator 6  WAF Signature Database 2020-07-05 15:00:00 2020-07-05 15:00:00 2020-09-23 v 39
e 7 Data Leak Pratection 2018-02-16 18:00:00 2018-02-16 18:00:00 2020-09-23 v 39
Maintenance =t
[] B Vulnerability Analysis Rule 2020-07-03 17:00:00 2020-07-03 17:00:00 2020-09-23 v 39
I Troubleshaating
[] 9 Anti-Virus Database 2020-05-19 11:00:00 2020-05-19 11:00:00 2020-09-23 v 39
. -
it STebikey) [] 10 Security Events 2020-07-06 11:00:00 2020-07-06 11:00:00 2020-09-23 g 39
Basic Databases
» Authentication System
. 11  Software Update 2020-06-24 00:00:00 Never expire e $ 'J
» Next Gen Security System
12 IP Address Database 2020-05-19 10:00:00 2020-05-19 10:00:00 Never expire v $ 'J
13 Threat Intelligence Database 2020-07-10 00:00:00 2020-07-10 00:00:00 Never expire ' $ -

2. Check the network port configuration, determine which port is the WAN port and check whether the

"WAN attribute" is checked. When configuring the line for bandwidth management, you can only select

network ports with "WAN attribute".

Navigation «

» Status

» Monitor

~ Network
Interfaces
Routing
Virtual Wire
Advanced Options
SSLVPN

IPSecVPN

» Objects

» Policies

» System

» Authentication System

» Next Gen Security System
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[ Physical nterface || sub-interace || viAN interface | GRE Tunnel || Zone || Link state propagation

v @ % Refresh
Name Interface .. WANA. Ping Type Zone 1P Assignment 1P Address MTU Link State Status

] etho i No  Allow  Route (layer 3) None @ Static IPv4/Static IPv6  10.251.251.251/24 1500 v
eth1 B No  Allow  Route (layer3) LAN Static IPv4/Static IPv6  192.168.3.1-192.168.3... 1500 v
eth2 [7] Yes  Allow  Route (layer 3) WAN Static IPv4/Static IPv6  192.168.20.90/255.25.. 1500 v
eth3 ] No  Allow  Route (layer 3) DMZasWAN Static IPv4/Static IPv6  128.23.24.1/255.255.2... 1500 v
eth4 ) No  Allow  Route (layer3) LAN Static IPv4/Static IPv6  192.168.1.1/24 1500 v
eths a No  Deny  Route (layer3) None @ Static IPv4/Static IPv6 1500 v




Bandwidth Management

Edit Physical Interface

Enable -
Name: eth2
Description: | |
Type: | Route (layer 3) |v|
Added To Zone: |WAN |v|
Basic Attributes:
WAN attribute
| |IPSec VPN outgoing line: @
IPv4 IPv6
@ Sja{ic () DHCP () PPPOE
Static IP: 192.168.20.90/255.255.255.0
Next-Hop IP: 192.168.20.1 |@
—Line Bandwidth
Outbound: | 1024 | Mbps +
Inbound: | 1024 | Mbps *
|—Link State Detection v

Only network ports configured with WAN attributes can be selected.

Navigation

~ Policies

» NAT

4 Access Control
» Application Control Edit Line
> Country Blocking
» Connection Control

4 Network Security
> Policies
» Anti-DoS/DDoS
» ARP Spoofing Prevention

» Signature Model Learning

4 Bandwidth Management
» Bandwidth Channel

# Line Definition

» Deployment Wizard

» Blacklist/Whitelist

» Custom Webpage

‘What's New

3. After the line is created, you need to configure the line policy to define the line.
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Bandwidth Management

Navigation iﬁzﬁﬁ

» Status Edit Line Policy
* Monitor

Internal Address
» Network

» Objects
~ Policies
» NAT (") Specify IPv6 IP or Range (i)

1P Address: @Al
" Specify 1Pv4 IP or Range (1)

4 Access Control
» Application Control
» Country Blocking
» Connection Control

Al
Specified

< Hetwork Sacurtty xternal Address
» Policies 1P Address: @Al
Specify IPv4 IP or Range
» Anti-DoS/DDoS OSpeaty Gy
ARP Spoofing Preventi
) & e () Specify IPv6 IP or Range (i)
» Signature Model Learning

4 Bandwidth Management ‘WAN Port: Al
» Bandwidth Channel Specified

» Line Definition

» Deployment Wizard

» Blacklist/Whitelist

¥ Customn Webpage

Chapter 3 Advanced Configuration

1. Now some websites use the QUIC protocol, and the current device cannot decrypt the QUIC protocol
or even recognize the URL in the data packet, so it is recommended to block the QUIC protocol during
testing. After deny the QUIC protocol, the browser will automatically negotiate to use the https protocol
for data interaction.

Select Application

View: Al Iv] Selected

amal NET Protacol/Quic |
() [W] Known categories
[others

2. The most important point is to see which rules the application traffic is recognized by NGAF. Only
then can the application rules be selected in the bandwidth management policy.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 3




Bandwidth Management

Navigation
» Status
* Monitor
4logs
» Application Control Logs
» Security Logs
» System Logs

4 Session
» Traffic Ranking
» Suspicious Traffic
» Top Sessions

» Bandwidth Manage

4 Statistics

» Application

» Traffic
[ System Status
' Report

I Logging and Alarm Options

» Network
» Objects.
*» Policies
» System

Top Hosts by Traffic

Top IP Addresses by Traffic

& Refresh: 10 seconds ~

% Refresh

= Filter

View: Top 60, Group (/)

No. Application Category
1 Youtube encryption Brow,
2 TeamViewer_Accept Re.
3 Encrypted Youtube Video
4 ssL

5 Google Data

Tag Line Outbound Speed

Reduce the Efficiency of .. Al lines 24.13(Kb/s)
Security Risk Al lines 400.7(Kb/s)
Reduce the Efficiency of . Al lines 18.44(Kb/s)
- Al lines. 62.33(Kb/s)
- Al lines. 5.8(Kb/s)

Inbound Speed
521.72(Kb/s)
68.47(Kb/s)
449.11(Kb/s)
77.63(Kb/s)
22.03(Kb/s)

Bidirectional =
545.85(Kb/s)
469.16(Kb/s)
467.55(Kbfs)
139.96(Kb/s)

27.84(Kb/s)

Percent
32.9%

28.3%

Select the corresponding application rule in the bandwidth management policy.

Navigation
» Status
*» Monitor

» Network
» Objects
~ Policies

» NAT

4 Access Control
» Application Control
» Country Blocking
» Connection Control

4 Network Security
» Policies

» Anti-DoS/DDoS
» ARP Spoofing Prevention
+ Signature Model Learning

4 Bandwidth Management
» Bandwidth Channel

» Line Definition

» Deployment Wizard

» Blacklist/Whitelist

» Custom Webpage

youtube |x.2

Selected

TM/Youtube Posting
IM/Youtube_Channel_Access

Network storage/Youtube Video Uf.
Web Streaming Media/Youtube Bro
Web Streaming Media/YouTube Vid
Web Streaming Media/Youtube enc
Web Streaming Media/Encrypted Y

NEREEE

Name

IM/Youtube Posting
IM/Youtube_Channel_Access
Network storage/Youtube Video Upl...
Web Streaming Media/Youtube Bro...
Web Streaming Media/YouTube Video
Web Streaming Media/Youtube enc.

Type
Application
Application
Application
Application
Application
Application

Web ypted Yo.

Then check the traffic status to see if the traffic has entered the flow control channel corresponding to
the bandwidth management policy.

Navigation

¥ Status

%2 Refresh: 5 seconds

%2 Refresh

Status: Running @ Bandwidth Management

~ Monitor
4logs
» Application Control Logs
» Security Logs
» System Logs
4 Session
» Traffic Ranking
» Suspicious Traffic
» Top Sessions
» Bandwidth Management
4 Statistics
» Application

» Traffic
I System Status

' Report

I Logging and Alarm Options

» Network
» Objects
+ Policies

» System
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Bandwidth Channel || WAN Speed

Excl Rule

Realtime =

Youtube

17:34:40

Tips: The two values in some columns respe

Transient Speed: Outbound: 40.41Kb/s Inbound: 1.01Mb/s

17:34:50 17:35:00 17:35:10

—— Outbound Rate — Inbound Rate]

vely stand for Outboundt / Inbound)

17:35:20

17:35:30

View: All channels

EIEE]

Name
Youtube
Default channel Al

Line.
Line 1

Percent Users.
3% 102% a

0% 0% a

Transient Spaed
140.41(Kb/s) |1.01(Mby/s)
10(b/5) L0(b/s)

Min Bandwidth

Max Bandwidth

- 11013.76(Kb/s) |1013.76(..

- 130(Mbys) |30(Mb/s) Running

Status

Running

| E.:tech.support@sangfor.com
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