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How to use Cyber Command to Manage Assets

Chapter 1 Scenario

1.1 Scenario
Difficult to manage asset life cycle

Due to the continuous evolution of IT architecture and the continuous innovation of system
applications, coupled with the continuous addition of enterprises' assets on the cloud, the enterprise's
assets have shown explosive and diversified growth. Asset categories are diversified, asset storage and
withdrawal are frequent, asset information adjustments and changes are frequent, all of which make
asset life cycle management more and more complicated and difficult to control.

Inefficient asset management methods

The difficulty of asset management has increased, and the current methods of asset management are low.
Although many products currently have asset management functions, the management method still
generally stays in the manual registration method, which is prone to omissions and errors. At the same
time, each product is limited by manufacturers and functional applications, each forming an isolated
island of asset information, leading to repeated maintenance and repeated configuration of information,
increasing the difficulty of data maintenance, and making asset management face huge challenges.

Asset vulnerability has increased significantly

Due to the frequent changes of IT assets, enterprises cannot control the status of existing assets in real
time, and thus lose the cornerstone of conventional security inspection and emergency security
reinforcement, and the vulnerability of assets will be more obvious. Corresponding to it is the increasing
number of vulnerabilities and the ever-accelerating speed of response to black production, all of which
make asset risk management and control face new challenges.

Long enterprise risk emergency response cycle

Under the traditional IT deployment method, enterprises spend the most time combing affected assets in
the emergency response process, accounting for about 40%. Therefore, when a risk occurs, it is difficult
for enterprises to accurately locate the affected assets, leading to risk spread The cycle is lengthened, and
time is the lifeline of security offensive and defensive confrontation. Traditional risk emergency
response cannot meet the gradually evolving security management and technological development
needs.

1.2 Topology
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1.3 Correlation Introduction

1. IAM before 13.0.15 version doesn’t support synchronize assets to Cyber Command, only support
synchronize online users information to Cyber Command by Sangfor Appliance of SSO.

2. 1AM after 13.0.15 version supports synchronize assets to Cyber Command, also supports synchronize
online users information to Cyber Command by Sangfor Appliance of SSO.

3. NGAF after 8.0.23 version doesn’t support synchronize assets to Cyber Command for NGAF use new
structure of database

Chapter 2 Correlate with Endpoint Secure to
Manage Assets

2.1 Configure Cyber Command

1. Go to System Path.
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9 admin -

1 Threat Intelligence

@ Help

;. Service Packs

() Exit
NGAF :ﬁ' o: BBC
® Online: 0 Offline: 0 “fiy @ Online: 0 Offline: 0
Today's Synced Logs: 0 N/A (sync not supported)
Search
ynced Logs Today's Logs Last Synced Status Alerts (30 days) Operation
- - 2021-03-1616:11:18 @ Nor... 0 -

2. Go to Correlated Devices-> Correlated Devices path, and click New to create Correlation.

@ Cyber‘ Command o Home Response Detection Assets Reports More

1/2 > @ Error connecting check for network connectivity issues.  Details
System « Correlated Devices
. Refresh
= Correlated Devices v C Refres
Correlated Devices Total Logs (today): 204 3 Sangfor devices licensed, 7 licenses remaining
Monitor .
= Endpoint Secure === NGAF IAM
-, ine: ine: g L] ine: ine: . : ine:
@ System > == Online: 1 Offline: 0 Online: 1 Offline: 0 Connected: 1 Offline:
2 Update > Today's Synced Logs: 0 Today's Synced Logs: 204 N/A (sync not supported)
2, Maintenance > .
99 Databases N Delete C' Refresh
No. Name (IP Address) Type IP Address Version Licensed Sync Mode Today's Synced Logs To
1 af (192.168.20.51) Next Gener... 192.168.20.51 AF8.0.26.345 Licenses Used Simplified 6.96MB
2 Sangfor IAM (192.1...  Internet Acc...  192.168.20.52 Sangfor--IA...  Licenses Used

3. Input the IP of Endpoint Secure and the Port, if Endpoint Secure deployed after a NAT device, Please
map the 443 port of Endpoint Secure to the NAT device. For example, here is the 4430 port mapped to
the NAT device.
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New

* Device IP:

192.168.20.51

* Device Name:

Type:

Sangfor Endpaint Secure

[ Internet Access Management

© Endpoint Secure
() SSLVPN

() Wireless Access Controller

(' Branch Business Center

O STA, NGAF, FTA, Visioner, and Host Security
can be connected without being configured
on Cyber Command. Connecting Endpoint
Secure or DAS needs to enable port 7443.

Port:

[o]

Remarks:

Advanced v

4. After click OK, you can see the correlation status in console.

System «
= Corelated Devices
Total Logs foday) 204 3 Sanglor devices eemsed, 7 lcenses remaining ot .
Henier = Endpoint Secure =) NGAF 1AM STA g, BBC
& System > = onine Offins 0 + Online: 1 *offine0  Connected: 1 +offing 0 o Online:0 - Offinec0 o online:0 « 00
L Update > Today's synced Logs: 0 Today's Synced Logs: 204 NJA (5yT¢ mot supponted) Today's Synced Logs: 0 /A [y not supported)
2, Maintenance > .
80 Databases N ™ C Refesh Search ]
Na.  Name (IP Address) Type 1P Address Wersion Licensed Syme Mode: Today's Synced Logs  Total Synced Logs Teday's Logs. Last Synced Status. Alerts (30 days) Operation
1 agsieazosn Nest Genr...  192.168.2051 AFRD.26.345 Ucemes Used Simlifod ssmE assme 04 WBIBIGIT ® Mo
2 Samglor M (1921602, ImemetAce. 1921682052 Songfor1AM-120..  Licemses Used - A0LIE IS . o
[0 5 oo topoimsccn. enspomse 2siainan saaien st pances | o o

5. You can check whether there exists assets in Endpoint Secure.

)

Sangfor Endpoint Secure Endpoints
Endpoints « Groups + New ~ Endpoints (4 online / 5 in total)
Group name = v ~ & Send Message () Refresh Endpoint

CJ Inventory > [=} B Endpoints [[]  No. Endpoint Endpoint Status Group 1P Address

© Security Protection [] B Local site [] 1 [ Windows @ Online Ungrouped Endpoints  20.10.0.3
Ungrouped En... O 2 2 Windows2 @ Online Ungrouped Endpoints  20.10.0.8
Branch_CN O 3 & server1 ® Offline Ungrouped Endpoints  20.10.0.10
Branch_US O 4 & Centos @ Online Ungrouped Endpoints  20.10.0.11
HQ O 5 J Windows3 @ Online Ungrouped Endpoints  20.10.0.9

6. If you there exists in Endpoint Secure, you Go to Assets->Assets in Cyber Command to check whether
assts has been synchronized to Cybercommand.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 4



How to use Cyber Command to Manage Assets

@ Cyber Command = Home

Response  Detection

Assets

& Overview

m T -

J Staff

€ Setlings

Host . 2021-03-15 16:12:54 etail

0.1 Server Servert 2021-03-16 161254
sihastlocaldomain fefcteed3ns use Serv . 202103-16 161254 ol

201 . fedeter ko ost Windlera 2021-03-16 161254 sils

202103-16 1612:54 sl

7. You can view the details to see the assets source, such as following detail, you can see this asset
discovered by Endpoint Secure.

# Tagz @ site 1P Ranges ~ akimport * @ Export C Refresh Asset Details x
Groups T " Unapproved Inaciive - 20.10.0.3
" win Addresswindows@testeom  Phone12345678901
. 12
Type : Critical | Nencritical e Offi
- EEH - —Tor + Attributes Edi
Basics
One
Type Gro
No. 1P Hostname MAC Address o5 Type Service (Port]
MAC
1P Address:
1 fefcfe69:4£80 windowes Hast Address
Critaity: M Location
2 B-F fedfefefaaatbe windows Host
ow Approved:
3 1 IN-6L8J2GTITUQ — windows rver
Tag Hostname:
! 1 localh fefcle33n3 Server
Remark sset Name
Bop ferfcdect Seita0 windows: Host
Saftn
Domain
o5 Name:
Sarvice
{Port) o
Hardws
Madet
Hor
Discanerer

Chapter 3 Correlate with IAM to Manage
Assets

3.1 With IAM Before 13.0.15 version

3.1.1 Configure IAM

1. Go to Users->Single Sign On->Sangfor Appliance, then fill in the IP of Cyber Command and set the
destination port as 1775, 1775 port is general port for authentication between two sangfor devices.
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» Status

Single Sign-On{SS0)

» Proxy

» Objects

~ Users

4 Authentication
Authentication Policy
External Auth Server
Single Sign-On
Custom Webpage

Internal Portal Server

Users
Self Services

Advanced

2.Go to System-> General->Device Correlation, input the IP of Cyber Command and you can set

Third-Party Server
Sangfor Appliance
Database

Others

username and password.

s SANGFO

» Status

Device Correlation

Forward Credentials To: (i)

%192.168.20.96:1775;%

Shared Key : (i)

sennse

y

One rule per line. Format:

Objects%Dst Appliance%Description

Object entries (IP address or range or controller
name) are separated by semi-colone(;), e.g.,
192.168.0.0/16%200.200.64.115% test rule
indicating that ip users on the 192.168 network
segment are forwarded to 200.200. 64.115 devices
Multiple conditions in the scope of application are
separated by semi-colone(;), support ip, ip
segment and controller name, such as:
192.168.0.0/16;

Multiple IPs in the target device usesemi-celone(;)
Separate, you can enter IP or IP: port.Default port
is 1773, support IPv4, IPv6, such as:

192.168.0.1

152.168.0.1:1773

2001::1

[2001::1]:1773

Category << || sangfor Appliance
MS AD Domain User credentials stored on any Sangfor appliances could be shared, including credentials from local user database,
external authentication server and SMS server, and SSO or USB key information.
PPPOE
Radius (] Receive user credentials from other Sangfor appliances
Proxy
POP3
Web Send user credentials to other Sangfor appliances

| n Enable correlation to Sangfor devices |

» Proxy

X Delete I 9, Correlation Options |

» Objects

|:]| Device Name

| Gateway ID

Type

b Users

» Access Mgt

» Bandwidth Mgt

P shared Secret

» Endpoint Device

Username (i) :

» Security

Password (i) :

~ System

I Network
I Firewall
4 General
» Licensing
» Administrator
» Date/Time
P Update
» Alarm Options
» Global Exclusion
» Backup/Restore
» Custom Webpage

» Report Center

» Advanced

| Diagnostics

Peer IP Addresses (i

sangfar

192.168.20.96

Commit || Cancel

3.1.2 Configure Cyber Command

1. Go to System->Correlated Devices-> Correlated Devices.
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< Details

System «

B Comelated Devices C hefrosh

Total Logs flocayk: 796 | 2 Sanglor devices kensed, B ienses remaining (ot count in STA, fle reputa
faner = Endpoint Secure NGAF STA o 1AM sgp BBC

& system N S «onine 1 = Offne:0 niine: +Offine: 0 «Cniinec0 + Offine:0 sComecteta  wOHfine:0 = nline:0 Fp—

2. Update . Todays Synced Loge 0 Today's Synced Loge: 776 Todays Synced Logs: 0 NJA tsyne not supported) [T —

24 Maintenance > .

2 Databases > + e X e C Refresh Search
No.  Name (P Address) Type 9 Acdess Version Licemied SyncMode  TodeysSymced Lok Tota Synced Logs Todaystlogs  LastSymced Stus S Mlerts(00days) ©  Opsration
1 stguziseznst MertGeper. 1921602051 Arazeus Licenses Used Simplifisd asame sz 76 MGMNIGIED e Mo s -
2 Sangfor Endpoint Secu EndpolntSe.. 1921682031 322 Ueonses Used Advanced o o8 - anaioRiie e N o -

2. Click New to create correlation, you must input the correct the username and password that you
configured in IAM, and if you need to synchronize online users of IAM to Cyber Command, you must
input the Shared Key same as you configured in IAM SSO Options.

Edit

* Device IP:

*Device Name: Sangfor IAM
Type: @ Internet Access Management
Shared Key:

Remarks:

Authentication Required (D)

Username @ : sangfor
Auth Password @

Collapse ~

3. If you are not sure whether the username and password were correct, you can click Test to check the
account validity.
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Edit
# Device IP: W
o Authentication passed.
# Device Nam.. gt
Type: Internet Access Management
Shared Key: sseses @
Remarks:

Authentication Required (%)

Username (@) : sangfor
Auth Password (§):  sessesesssssesses Test
Collapse ~

4. If you configure password based authentication policy in IAM, when PC try to access the internet, the
IAM will direct the access page to authentication page, if user authenticates successfully, the username
will be online in IAM and IAM will forward the authentication to Cyber Command.

d=08&url=http://mail.qq.com%%2f

' Identity Authentication System

Account

to log in

sangfor

l ..... 4 |

") Remember me Change Password Forgot Password

2]
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~ Status. & auto Refresh: S second(s) + S Refresn | D niter | 2 @uogow | Fexport Search by Usemname » 503
v [N ————
e - User Growp O Members
e : —
T o oo o 7 ExTren . e i o 7 s 27 sncnds 2
3 mavos 7 w00 = e T 2
e
+ s ) 000 ertyng.. cremnite S —— 2
o 5 2010000 ; 20.10.0.100 vertying Open suthervication 2021-03.02 15:45:30L0gin 191 hours 26 rimLRS 34 seconds 2
e

5. You can Go to Assets->Assets path and select the Users as following picture.

@ Cyber‘ Command - Home Response Detection

. Tags o Site IP Ranges ™ dlm ort ¥ h'" Export ™ Refresh
88 Overview € T < P P c

= Groups T " fano Active Una d Inacti
Assets pprove nactive
S Staff w=| [i=] | Search Q

3 Settings
T : Al v Tags: Criticality : All Critical
=" Uncategorized ... yee a0 “ ritcalty

0s: All windows unix linux mac Others

© New

No. IP Hostname MAC Address
1 20.10.0.3 A-PC fe:fc:fe:69:41:80
2 20.10.0.8 B-PC fe:fc-fe:fa:aa:bc
3 20.10.0.10 WIN-6L9)2G79TUQ fesfofe:de:eB:27

6. Then you can see the user information already synchronized to Cyber Command.

More. Q Holistic > 6 admin -

Assets “ ssers

B Overview C efeesh  Disable Server Port

Mo Usemame MAL Address Hostrame Latest 1P Detected By Location Last Oniine Last Offine
£ Stalf sangfon - - 201003 ] - 2021-03-10 150139
& settings 2 administsto - - 192.168.2081 2,165,209 - 2021-02-18 033330
sanglor - 192.168.2059 Unknown Device{192.166.20.58) 2021-03-08 112821 20210308 11:29:42

3.2 With IAG After 13.0.15 version
3.2.1 Configure IAG

1.Check whether there exists assets in IAG, you can go to Status->Endpoint Visibility> Endpoints to
check.
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~ status nnsonsxa v Enpom ok x V] oy pasavee [ R -
Dssrbaard Bouns: [ | togress Client tnsaled: | 5
#Endpcunt sty | Endpoint Type  Custom << | Endpoints
o Q| g Auto Refresh: 10 seconds » | 8 Refresh | & Select e X . 2 expoct
1 Ranges Blanace 1® Add MAC Address  User Endpairt Type Operating Sys— Endgoint Nama  Endpoine Vendor  MICVendor  UserStatus  AuthStatus  Endpoint Check | Ingress Client .. Baund Lockout
Set Endant scvery Erostiss 1521 fectesster : - E ofine " ™ "o Unlocked
Windows{21 fesfe:fv:af:Sc - - - Offine. No No No Unlacked
o MACLS tete:te:23:05. Server ofmine. ~ "o o Unlocked
e Checle e fesfcfe:cedl.. - Cffline. o No No Unlocked
Troubleshooting Center Tin Chan fe:fccfe:08:de.. testmichael wandows. Windows. User-$C - - Offiine. o No No Unlocked
Traffic Stanstics Seimom Low 86 feifcife:67:68 Router Iocamast Offine N N No Unlocked
Emobie endgane
— i otine "o ™ "o Unlockes
Locked sers et oine ™ ™ "o Unlocked
i s o otine ™ " "o Unlockes
Felveniak haved Unx Lo cetine ™ ™ ™ Uniocked
i At Server(24) Ui Linux - - - Offiine o No No unl

Songtor Dence: 192166205 urinawn Host Vare Ve, nc. Offne ™ ™ "o Unlocked

“Switch vancows. Offine No No Mo Unlocked

o) wandows. Windows RayVMo001 - - Offine. N No o Unlocked

SR e U Unux - - OfMine o No o Unlocked

e Offiine. No No No Unlocked.

p— ofine ™ ™ "o Unioced

o

Unknoawn Network O Offine » No No Unlocked

b a wncows wedows Iyt oetine " "o o Unlocked

o ofine " " o Uniocked

30 Printer(0 Unux Lo = = S ofine o "o "o Unlocked

oo vancows wedows  Royvoooz ortine ™ " "o unlockes

Barcode Scarmer(0) Server z 5 5 ofine ™ ™ "o Unoceed

Smact TV Server ; - - omine o " ™ unlocked

‘Securty Equipmenti wandows. ‘Windows KT Offiine. N No No Unlocked

— S ofine " "o "o Uniocked
e ki Server : = = ofine o "o "o Unlocked
- omine ™ " "o Unlacesd

» Online Activities. #OS(0)

o 192.168.20.90 Server 5 5 5 ctine " " "o Uniocked
| » Bandwiath mat i A fefctenncion.. - vancoms wedows - : ofine ™ n " unlocked
| » Activity Audit o s 192 Sarver omine " ™ "o Unlockad

» Endpoint Mgt Radiclogy Informatic

» System . B Poge  tof3| b M @ Entrespurpager S0

2. Go to System-> General->Device Correlation, input the IP of Cyber Command and you can set
username and password. If you want to Synchronize the assets to Cyber Command, please check the
Asset Data Reporting.

sme

Navigation Sl | Device Correlation

} Status IE Enable correlation to Sanafor devices |

» Proxy | Correlation Options

» Access Mgt -
| Shared Secret yee

» Online Activities = cosd_for_ac
Username (i) : sangfor

» Bandwidth Mg Password (i) : escessecne

b Activity Audit Peer IP Addresses (j) :

» Endpoint Mgt

192.168.20.188

« System
| Objects

> Network
> Firewall

4 General

» Licensing

» Administrators Asgset Data Reporting:

» Date/Time Enable

I Update (1) Top 8 devices will be reported.

» Alarm Options )
Source Device: (@ All connected devices

» Global Exclusion () specified (i)
@

» Backup/Restore

Commit Cancel

» Custom Webpage 7| |

> Report Center
» Device Correlation

» Advanced

' Diagnostics

3. Go to Access Mgt->Web Authentication->Single Sign On->Sangfor Appliance, then fill in the IP of
Cyber Command and set the destination port as 1775, 1775 port is general port for authentication
between two sangfor devices.
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Navigation <

Q|| single Sign-On(S50)
» Status category < || sangfor Appliance
» Proxy MS AD Domain User credentials stored on any Sangfor appliances could be shared, including credentials from local user database,
external authentication server and SMS server, and SSO or USB key information.
~ Access Mgt PPPOE
User Management Radius [J Receive user credentials from other Sangfor appliances
4 Authentication Proxy

4 Web Authentication POP3

Authentication Policy B Send user credentials to other Sangfor appliances.

Auth Server Forward Credentials To: (i)
. Third-Party Server S
Single Sign-On(S50) %192.168.20.188:1775;%
R Sangfor Appliance
Database

|» Correlation Connection
Others
Advanced

Endpoint Check

Ingress Client Settings

Shared Key : (i)

3.2.2 Configure Cyber Command

1. Go to System->Correlated Devices-> Correlated Devices.

9 admin -

Threat Intelligence

@ Help

.;. Service Packs

() Exit

[¥a)
[§7]
o
-
=

2. Click New to create correlation, you must input the correct the username and password that you
configured in IAG, and if you need to synchronize online users of IAG to Cyber Command, you must
input the Shared Key same as you configured in IAG SSO Options.
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New

* Device IP: 192.168.20.90
* Device Name: Sangfor IAM

Type: © Internet Access Management
_ Endpoint Secure
() SSLVPN
| Wireless Access Controller

_ Branch Business Center

Q STA, NGAF, FTA, Visioner, and Host Security
can be connected without being configured
on Cyber Command. Connecting Endpoint
Secure or DAS needs to enable port 7443.

Shared Key:

Remarks:

Authentication Required (@)

Username () : sangfor
Auth Password @ :

Collapse A

3. If you are not sure whether the username and password were correct, you can click Test to check the
account validity.

4. After Correlation configured successfully, you can see the assets already synchronized Cyber
Command.

5. If you want to check the online user information of IAG in Cyber Command, just configure password
based authentication policy in IAG same as Chapter 3.1.2.
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