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How to Correlate with NGAF to Simply the Operation

Chapter 1 Scenario
1.1 Scenario

1.2 Environment

1.2.1 Network Environment

oS

192.168.20.96/24

-

Cyber

Command
192.168.20.51/24

& 2o NGAF

Endpoint

Secure |
4‘

192.168.p0.52/24

20.10.0.3/24 20.10.0.8/24

1.3 Test Introduce

1. It only needs to analyze the traffic of the Botnet URL domain name to pass through NGAF, and it does
not need to visit these URLs.

Chapter 2 Configuration

2.1 Configure NGAF

1. Go to Monitor->Logging and Alarm Options-> Logging Options Path, configure the correlation
options, such as IP of Cyber Command, you can set up an account and password, it will be used in Cyber
Command.
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How to Correlate with NGAF to Simply the Operation

@ SANGFOR | near

« Logging Options

» Status Central Management | The page can be configured.
~ Monitor e Logging and Archiving
I Logs Security Logs Application Control Logs Traffic Audit Logs (i) NAT Logs
I Statistics
I System Status Log Location: Log Location: Log Location: Log Location:
" Report Syslog [J  syslog (Recommended) [ syslog (Recommended) [ ]  Syslog
v v
e ) A @S Local (Recommended) /] Local /] Local
» Logging Options Cyber Command Cyber Command Cyber Command
» Alarm Options
» Log Database
e Local Logs
» Network Log Preservation/Deletion: (@ Auto-delete logs cached for 180 days
» Objects () Delete logs of the earliest day if disk usage reaches threshold =0 % Settings
» Policies Merge Logs of Same Type: Enable @
» System Maximum Exported Entries: Export the latest| 1000 entries@
DL e =1 Cyber Command and NTA Settings
» Next Gen Security System
Address: 192.168.20.96 Test
Communication Port: 4430
Data Sync Account: sangfor
Password: sesssssene
| Save |

2.Go to Objects-> Security Policy Template->APT Detection, add an APT template.

N | -~

» Status Central Management | The configuration pushed dowm from CMC device cannot be edited. You can adit local configuration only.
» Monitor | + acd |x £ Refresh
[ No. Name Protection
» Network O
1 default Remote Access Trojan, Suspicious Traffic
~ Objects
-2 Default Template Remote Access Trojan
» Network Objects £ B Anti-ransomware via bot reconnecting prevention Remote Access Trojan
» Services

4 Security Policy Template
Intrusion Prevention
Web App Protection

APT Detection

Content Security

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2



How to Correlate with NGAF to Simply the Operation

@ SANGFOR | near

Vvig (<4 APT Detection

» Status Central Management | The configuration pushed down from CMC device cannot be edited. You can edit local configuration only.
» Monitor =+ Add X Delete 45 Refresh
» Network [ No. ‘ Name
. F B default
« Objects
S 2 Default Template
» Network Objects ) : ) )
3 Anti-ransomware via bot reconnecting prevention
» Services

Edit Template

‘

4 Security Policy Template

» Intrusion Prevention Template Name: | default
» Web App Protection Description: default
» APT Detection Security Options

» Content Security Remote Access Trojan

[ Suspicious Traffic settings .@
[* Threat Signature Databases

I» Content Identification Databases

‘ OK | ‘ Cancel
» 1P Address Database = —

» Schedule

» Trusted CA

3.Go to Policies->Network Security->Policies path, add two policies to block the botnet traffic.

@ SANGFOR | near

Navigal Policies
» Status Central Management | The configuration pushed down from CMC device cannot be edited. You can edit local configuration
i +AdvaX; v En @D 4 Move Up § Move Down 53 Move 2 Refresh E@Advanced
» Network Policy for Server Scenario Type Source
R Policy for Internet Access Scenario Server Zone: WAN
» Objects Network Objects: All
~ Policies Zone: LAN
o 2 LAN Internet Access Network Objects: All
» NAT

[» Access Control

4 Network Security
» Policies

» Anti-DoS/DDoS
» ARP Spoofing Prevention

» Signature Medel Learning
[» Bandwidth Management
» Deployment Wizard

» Blacklist/Whitelist

» Custom Webpage
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Edit Policy for Internet Access Scenario

Basics " Protection ' Detection and Response
Name: LAN
Description: Optional, 0 to 95 characters
Status: Enable
Source
Zone: LAN m@
Network (@ Network Objects
Objects/Users: i o
() User/Group
Select =
Destination
Zone: WAN =]
Network Objects: All e ]
Next | | Cancel

Edit Policy for Internet Access Scenario

Basics ~* Protection * Detection and Response
Basics Protection ({for any scenario)
) Intrusion Prevention (i)
Default Template_Internet Access ScenaMi .
] Content Security (Sangfor Engine Zero file verification) J)
Default Template ol Gl
Back | Next | | Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



How to Correlate with NGAF to Simply the Operation

Edit Policy for Internet Access S

Basics ' Protection * Detection and Response

Detection {for any scenario’
APT Detection (i)

default w | Action: (O Allow | @ Deny

Local DNS Server Exists: () Yes @ No

Response (for any scenario)

Correlated Address Block (i)  Settings
Log event

Back | 0K |‘ Cancel |

» status Central Management | The configuration pushed down from CMC device cannot be edited. You can edit ocal configuration only.
+ Monitor +add+ X 4 @ + 4 M T M & Refresh | [ Advanced Z Fiiter | Search 2
o [ Priority  Name Tyoe Source Destination sk assessment Protection Detection and Response Stwtus
. . Zone: waN o T o

» Objects L R Server Network Objects: All Network Objects: LAN : S &
« Policies . Zone: LAN Zone: wAN : T

[} ? LA TNCEMET ACCESS ook Objects: All Hetwark Objects: All S CEE v

» NAT

Access Control
4 Netwark Security
Policies
ANti-DoS/DDOS
ARP Spocfing Prevention
Signature Model Leaming
Bandwidth Management
» Deployment wizard
» Blacklist/Whitelist

» Custom Webpage

2.2 Configure Cyber Command

1. Go to System path.
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Q Holistic

e admin ~

=1 Threat Intelligence

= Endpoint Secure

: ® Online: 0

Today's Synced Logs: 0

Offline: 0

@ Help

T

[—]

Service Packs

BBC

,;'io:
*fis @ Online: 0

() Exit

N/A (sync not supported)

2.Enable Two-way authentication, then input the account and password that you configured in NGAF.

@ Cyber Command =

System

5 ConelatedDevices  ~ | © P

— ToulLog o293 2 Sanglor devkes cnsed censes v (1o cunt ST, gt vt sl e

b it NGAF 1AM ¥ STA 12 Endpoint Secure BBC
& System 5 = Gl 1 = Offine-0 R it =« Oniine:0 * Offine: 0 * Oniine: 0, *Offine:0
2, Update > Today's Synced Logs: 293 /A (sync not supported) Today's Synced Loge: 0. /A (sync not supported)
2, Maintenance 4
B e 5 | kNew  XCe  CRefsh Seuch
(] No  Name(PAddess) < Type S P Address Version Total Synced Logs © Todeystogs  LastSynced S Sttt Merts (0 days) ©  Operation
11 anglor AM (1921682,  IntemetAcc. 1921682090 Sangfd - 0210323160624 ® Nor.. o -
2 atpeiesdasy Nest Gener... 1921682051 AFBOJ o8 3 2021032160147 @ Nor. a4 .
o]
2.3 Run Botnet Program
1.Run Botnet Program PC.
: -IEI [t o
{_" P - . -
UU | » AF vl"v’H search AF ,Ql
Organize « (= Open Share with = Print New folder =~ [l @
e
R Name Date modified Type Size
Bl Desktop |_| Botnet_Test_URL.b¢ 3/18/2021 10:42 AM  Text Document 1KB
4 Downloads [ Run.bat 3/23/2021 412 PM Windows Batch File 1 KB
= Recent Places Open
Edit
4 Libraries Print
¢ Decuments “!' Run as administrator
& Music Troubleshoot compatibility
= Pictures 1-Zip »
B Videos CRC SHA »
'S’ Use Endpoint Secure Agent to Scan
& Homegroup
Share with »
™ Computer Restore previous versions

W.: www.sangfor.com |
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2.4 Check Logs and Correlated to Block
2.4.1 Check Security Logs in NGAF

1. Check whether there’s generate Secure Log.

Navigation

- Status [ sumnary || stack vers |

+ Dashtnard [ 8 neteesn

» Ransomware Procecion User Security by Severity and Certainty

+ Securny Operavons
ight 0

[ — I Compromised:

+ Business system searry -

» User Seasity - e

» Correinted adcress Block. - o

» Manitor seveny Lo

. Carinty

+ policies = us File | (G Mark as F 2 [ Auto Fix | 53 Faed Evants:

Z Fitor |[20.19.03 %8

o . o 204003 peocig CBE Communicaticn 0

» system O W user Stats Sewrty Attack Type Attack Siage Getections
Compred (WO, COMErOmL.._IP/DomlrCAC Comemurication

Malicious Files.  Corraltion

o 89

Operation

2-B

- statos [ summary || saack vecrs

» Dashooard eackto Summary B Refresh | T]Fixed Events

Ransommare Protection
m Peer=Ee
SeaTeY Corramees Compromsed (WOHD, CompronisedB)  Status: pen
 Asset Management
» Business System Securtty Summary

15 severty and certainty are relativety high @

» User Secnty This Most s uncerorie Ge type of Security Ureats, malloous GuBOUNG ComMECTONS (0 0re BESTNSLION (€00, requent vanced UNeats, few altacks 3t nghttime, and

© -

» Correlated Address Siock

ns. (Mgt time traf.

Top 3 Attacks

(AF Location: Aste-Pachic RegiorMalayss Settings)

1P/DOMain-C&C

: a
Unknown LJ
o000 caco 2000 2100

W Theat Detection 1 NIght Howrs (20:00-08:00)

Hast Activities.

Mo threat detectad

3. Confirm whether the URL is included in Botnet Tools.

+ Ransomware protacion
Securry Operaticns

» Asset Managarmank

» Business System Secutty

: 8 Correlsted Address Block - Whitesst ) View Analysis
Basics.
» Comelated Adoress Block
Basics

» Monitor 2 e E
» Hetwork. 2021-03-23 14131137 1003

» Objects s
» Policies o

By u

’ = Destination =
» Next Gen Securty System

201003
21003 - - B

(4§88 §§8§88538§83838§¢13

tif

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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How to Correlate with NGAF to Simply the Operation

@ Cyber Command — Home Response Detection

& Tags Q site 1P Ranges ~ M Import ~ 51 Export ~ (' Refresh

B8 Overview

ot " e Jrepponee e

- | [i2] | Search Q
JE Staff = =2 -
. All
1 Settings
Type: | All A Tags : “ Criticality : All Critical Noneritical
5" Uncategorized ...
&' Internal IP Range 0s: All windows unix linux mac Others

=" 1AG

0 New

No. IP Hostname MAC Address 0s

2 20.100.8 - - -

2.4.2 Check Security Log in Cyber Command

1. Ensure Cyber Command generates assets according to logs and traffic that NGAF synchronized.
Otherwise, you need create asset manually in Cyber Command.

@ Cyber Command = Home  Response  Detection Reports  More

Assets «

B Overview d @ site 1P Ranges. ~ o impart - & epor ~ C Retresh Asset Details

5 staft

20.10.03 GeldenE

= intemal P Range

A
5 Settings

Balcs
o
O Type: al
No. Hottnarte WMAC Address os Type Service (Fort) 1P Address: y
2 ' . sen . : . .
owner Approved: N
Tz Hostname:
Remari ot Name:
Software
. Domain
- Name:
service .
por
Hardware
Vendos Mozt
Serial ow §
Nurmb: Discovered: .

[ ]

o

2.Go to Detection->Logs Path, filter the IP of your test PC, and check whether there exist related security
logs.

@ Cyber Command = Home  Response t s Reports  More
Logs
#epon® G CodeConensr  @Tps W opeMonor  CoRefiesh O Auo Rehush = 4 v view
Ailtogs - w0 P— - 2021032000000 - 2021-0321 162302 = « HEE
Mo v @ ScP-01003 +

* Total Entries : 81 tnterval: 20min)

- - - s = =R - - = - = - - - . - n - - - . - . - - - . - - =
Mo Mark T s T secpon T ot T DstPon T Data Source T
[T e 201003 w0355 oa0a 53 alfis2. 1682051
. R 201003 w0368 onan 53 sinsz1eazosn
i # 201003 a5 oa0a 53 aif1s2.1682051)
* Log Type
+ @ 00003 1997 anon 5 a9z 169.2051)
+ seetp x
# 201003 s1907 asoa 53 aifis2.1882051)
» s port x
5 # Bomet 201003 53859 aooa 53 si(192.168.2051)
> Da e x
) 021.03-23 143657 Botaet 01003 s7s0s aana 5 sinsz1eazosn
» Dt Pt x
5 @ Hotnet 201003 anaa 53
» Dt x
5 @ 7 oma 01003 aana
| Avaitable Fields o @ 2021.03-23 140712 Botet 01003 5337 anaa

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 8



How to Correlate with NGAF to Simply the Operation

3.Go to Response->Security Events->By Correlation path, then check whether Cyber Command
generates Security Events.

@ Cyber Command = Home Detection  Assets Reports More > 6 admin -

B Risky Servers Pending £ AllEvents
0 Riskp Hosts © Pending Event Fiter  (* Refresh  (C Auto Rehesh: 3 minutes ¥ Lot 24 hauss =]
B8 Risky Security Domains. Endpoint Hast Confidence: A v Ta: oA v Severity: Al - oR
@ Security Fvents v - & Eport

m No.  Desciption Seveity Tags Risy Endpoins ©  Last Detected St
@ Response 1 The endpoint accessed the WannaCry ramsommare sddress Compromised D ) 7 | 20210323 153335
[E) Fix History

No.  isky Enclpoint Type Groups s Detected stans Operation
1 el e R " Host ternal ® Range ma1-03-23 153315 pending pork as

4.Go to Response->Risk Hosts, and check whether risk hosts is generated.

@ Cyber Command = e R Detection  Assets Reports More Q Holistic - 6 aimin -

B Risky Servers Pending Hosts All Hosts Users. e
2 Risky Hosts. €F Pending Object Flter ' Refresh  C Auto Refresh: 2 minutes = — -
B8 Risky Security Domains. Rz | A v | Critialty: | A v Tegz A v Tager: Al - o
@ Security Events > | oY
@ Respanse Polcies 11 1 0

al Q.. oo
[ Fix History an

W cternal @ Range
& tport v
" Hossname Risk Level Tags Last Detected Status

1 0 F0)compromiced Samzmaare] [ 210323153 Pending

2.4.3 Correlated to Block Botnet Traffic

1. Click Correlated Response.

@Cyber Command = e Detection  Assets  Reports  More =

[ Risky Servers

5 Risky Security Domains

Albosts  Users © Oisplay Options

Internal IP Range (20.10.0.3)
© Security Events. | e U

@ Response Policies

B Fix History
Taget  EnyPont  NetworkConnection (@ GoidenEye
« Impacts 0 + Impact Scope
Data Loss System Control Network Disconnection g information from other Intermal eridpolnts poving securky sk 1 intermal metwirk
Reputation Damage Legal Risk 0 0 0

fhss} free) ervers Hosts victims

- Stages of Attack  Risk Levels
7
o llegal /
/
Vul . & /
Detected  Attacked o /
/
scan aterally Da /
Intanet  Propagate  Thet /

2. Select Correlated Response.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 9
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Correlated Response

A Botnet event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files. Enable

forensics to clean up malicious files.

99@

Correlated Block

Block all outbound accesses from a specific host or inbound accesses to that host.

®
@

M g o

Access Control

Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

Browsing Risk Notification

Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan A

Start a full/quick scan on host and quarantine/trust detected malicious files.

Forensics /.

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

3. Click Start and set up lockout time, then click OK.

4. After a few seconds,

W.: www.sangfor.com

Correlated Block

Direction: @ Al () Outbound ) Inbound

Lockout @: 1 days

Remarks:

you can see the policy issued successfully.

| W.: community.sangfor.com | E.: tech.support@sangfor.com
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How to Correlate with NGAF to Simply the Operation

Correlated Response
Asset IP: 20.10.0.3
Correlated Block

Device: Hot

IP Address:

Correlated Block @ Locking (1 days 0 hours 00 mins)

Direction: Qutbound Lockout: 1 days

Remarks: Manually correlate is a correlate policy that be pushed do...

Again

5.You can log in NGAF we console, and go to Status-> Correlated Address Block path,
check the IP that blocked by Cyber Command.

Create Response Policy @

edit | (Unlock ) |~

Close

then you can

Navigation
o Cesr Al @ Lockout Period (§
os ot

~ Status + s o

Lockout Period + Modde Viciated policy

2021-03-23 15:50:38

s
201003

ost 1P Remaining Lockoue

23 bours 59 minutes 36 seconds Manus Block

Dasrooard
Ransammare Protection
Securty Operatons
aset Management

Business System Securty.

Conrelated Address Block

» Monitor

» Network
» Objects.
» Policies

» System
» Authenticatian System
» Next Gen Security System

Command from Secy

urky Service Piattorm

6. If you want to use access control policy to block botnet traffic, you can select Access Control.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Correlated Response X

A Botnet event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files. Enable

forensics to clean up malicious files.

E Correlated Block
® Block all outbound accesses from a specific host or inbound accesses to that host.

o Access Control
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

@ Browsing Risk Notification
@ Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

o

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan A

Start a full/quick scan on host and quarantine/trust detected malicious files.

N
l\

Forensics /A

for

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

Close

7.Click Start and configure the Zones and IP that you want to block.

Access Control

Selected IP: @ As src IP [ AsdstIP

*Src IP/IP 20.10.0.3
range:

*Src Zone: LAN

Src Port: O Al ) Custom

*Dst IP/IP 0.0.0.0-255.255.255.255
range:

*Dst Zone: WAN

Service: Predefined Predefined Service/any

|| Custom Select

Remarks: Optional

8. After a few seconds, you can log in NGAF web console, and you can find Access Control policy issued

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 12
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successfully.

Appication Camtrul

Cental Management | The corfguraten pushed don from CH device cannat be s, ¥ou can et ocal canfquratn oy,

|| ['patices | _potcy i || oy cvange Tracking |

|| Hadd X Oelete | o cnobie @ s | ByMove s | & Settings | -+ ore = | §8 Refresh
o

search )

Priorky  Name Tag. Src Zone ‘Source Address. Dst Zone Destination Service/ Application. Schedule Adtion: Hit Count. Stats  Operation
1. UBseiGeoup () ,
2. SIP Polcy Group (1> 3 22 Pelior ()
Ao 3. Defauit Fokcy Grow ¢4 | £ 1 Cyber Command_20210. an SAC_Cyver Command_20710323... WAN DST_Cyber Command_20210373... sny{TCP:0-65535; UDP.0-65.. Al week = PR @D x—
» Appiication Contral 3 3 Default Palicy Group(4)
e 02 Pe_pock e a wan w SITCP0-65535: UDPII-65.. Al ek o o @ mexe
e Duzsswan
(a]E} quic Ln L any Al Al Al wesic Allow " @ Bsx—
 eswark secuty DMmwan  OME
P — Oa Defauz any I any al Al Al weskc Alow, moa R
i B Defautt Poscy an A a al Al Al ek Deny 18 B
+ Deplaymert Vizard
s

9.If you want to unblock the access control policy, you can click Unblock.

Message

Are you sure you want to unlock
Control?

The established Access Control will be

deleted after unlock operation

Cancel

10. You can log in NGAF web console and check whether access control policy deleted by Cyber
Command.

Tener [seren

+ad0 X potete | ¥ Enavie @ Dissoie | Bymeve« | A Settings |+ More -
Priorey  Hame g sre zone ‘Source ancress ot zone Desurssion Service/pplication senedule. adion HRCot  Swns  Operaon

1. UBRGouR (0)
2. SIF Policy Group {03
3. Default Paicy Group 4

(@]
@ . Default Policy Groun(4)
(a]FY PC_Biock. L A

A ncease Comeral " ary{TCP:0-65535; VDRSS All sk = e @ msxe

» Application Contro
o O 2 Quic L un any a Al A e anow o @ mexe
» Country Bisciing DMz oMz
+ Conmestion Control s Dersunz sy ~ any ~ Al Al e wow  zmme v s xe
- la Detauit Fatcy a a - - Al Al e ooy 18 e
 Mstwark Security L)
penpep—
+ Deplaymert. ¥izard

» BlacWtalst
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