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How to Correlate with IAM to Simply the Operation

Chapter 1 Scenario

1.1 Scenario

Cyber Command collects data from security detection probes of each intranet node, presents users with
intranet business assets and attacks and potential threats against intranet key business assets in a visual
form, and uses the platform to attack all security systems on the existing network Carry out unified
management and policy issuance.

IAM supports the visual control of endpoints, applications, data, and traffic across the entire network,
and intelligently senses internal risks such as endpoints’ access violations, Internet violations, and
sensitive data leakage, and realizes the integration of endpoints’ access control, Internet access control,
and data leakage control. Behavioral safety control.

In the Cyber Command and IAM Correlation, IAM synchronizes online users information to Cyber
Command for unified summary and analysis, helping to quickly locate users with security risks, so as to
realize accurate reminders and account blocking, and strengthen the control of online security.

1.2 Environment

1.2.1 Network Environment
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Command

192.168.20.96/24
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Endpoint

Secure
QMV

20.10.0.3/24 20.10.0.8/24

1.3 Precautions

1. IAM not support Synchronize security logs to Cyber Command and not support anti virus in endpoint,
Cyber Command only support issue the lockout or reminder policy to IAM, so you need install the
Endpoint Secure to let JAM to correlate to scan virus and synchronize the security logs to Cyber
Command, then you can configure response policy in Cyber Command.

2. Please ensure that Endpoint Secure synchronized all assets to Cyber Command.
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How to Correlate with IAM to Simply the Operation
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3. Disable the Realtime File System Protection and other Protection, for we should avoid Endpoint Secure
kill virus directly, after disabled Realtime Protection of Endpoint Secure, then IAM can detect the traffic
of Botnet. The virus samples we use are only for internal testing of the correlation effect, and
real-time detection needs to be enabled on when the correlation effect is tested or when the
implement is completed.

@ Sangfor Endpoint Secure ¢ Endpoints
CIETED
Endpolnts « Groups Basics Malware Realtime Protection Server Protection Trusted Files Vulnerabilities Peripheral Control
Groups i Windows ~
CJ Inventory > B Endpoints
| Realtime File System Protection ¥
© Security Protection H Local site o )
Enable realtime file system protection
Ungrouped En, Protection Level
Branch CN
Branch_US *
File Type:

Scan Options:

Engine

Sangfor Engine Zero Cloud-Based Engine

Action;

| WebShell Detection ¥

Enable WebShell detection

Chapter 2 Configure

2.1 Configure IAM

1.Go to System-> General->Device Correlation.
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Correlation Options

Shared Secret
Username (i) :

Password (i)

Peer IP Addresses (i) :

‘ sangfar

192.168.20.96

2. Go to Security-> Security Capabilities path. Input the IP address of Endpoint Secure.

» Patch Check

Network Security
» Endpoint Device

» Anti-DoS

» Status [ Overview H Security C iliti |

> proxy Endpoint Security

— » Malware betecton Endpoint Secure

T > Endpoint Secure An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations cen
» Access Mgt IAM and Cyber Command, Sangfor Endpoint Secure is viewed as the next-generation security solution.

w Security

» ARP Protection

» Malicious URL Detection

» Security Events 4 Logging In and Correlation to Endpoint Secure

» Security Capabilities
e » sangfor Engine Zero

Endpoint Secure Server ‘ZU.IO.D.IUO ‘

Address (i) :
Connect Now
+ Highlights

’ Artificial Intelligence, Accurate Identification %4 Correlated & Responsive Remediation

V Integrate Sangfor engine Zero applying Al % Correlate to Sangfor NGAF, Cyber Command, IAM
technigues to identify different patterns of and Neural-X to form a comprehensive defense
ransomware. system covering cloud environment, network and

endpoints.

3. After IAM connected to Endpoint Secure, you can see the endpoint counts that how many endpoints

already connected to MGR

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 3
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Security Capabilities 2

‘ Qverview ‘ Security C ‘

Endpoint Security

Reminder Options | Remove Service

Endpoint Secure

Malware Detection @
Endpoint Secure An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click may quarantine potential

threats as continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, IAM and Cyber Command, Sangfor Endpoint Secure is viewed as

patch Check the next-generation security solution.

Network Security ‘ Visit GUT ‘ ‘ View Correlation Details

Anti-DoS

ARP Protection
+ Service Details
Malicious URL Detection

sangfor Engine Zero .
9 9 SETE=Rcve Connected Endpaints Correlated Actions

Endpoint Secure Server Address:20.10.0.100 w 3 O
RuNNing For:188 day(s) u Count

+ Highlights
Artificial Intelligence, 3 Correlated & Responsive Multi-Layered Detection, Broad Device, Platform &
\V) Accurate Identification é‘)‘s Remediation Comprehensive Protection (A system support
XZ e : Q. rer more comprenens o .

ngfor engine
g Al techniques
fferent patterns

endpoints.

4.In order to IAM could redirect reminder page to risk endpoint, you must configure reminder policy in
IAM.

First, configure risk reminder page address in Endpoint Secure, you can you System-> Agent
Deployment-> Correlation to Sangfor IAM page and configure ES agent download address so that IAM
can direct PC to ES agent download page.

Note: You must ensure that the internal endpoints are able to access the ES agent download address.

System

System «

% Agent Deployment
Agent Installation on Physical Machines

X, Update W 3 . .
Download the installer, save it to a removable storage device like USB devices, copy and install it onto computers.

Agent Deployment

Manager and Agent
Database and Engine
Redirection to Agent Installer Download Page
Vulnerability Database . = ' . X § .
Distribute a link to an installer download webpage via email, OA, etc., so that users can be reminded to download and install the Agent.
It Correlated Devices

£ Remote Sites
Correlation to Sangfor 1AM

JE Administrators AL . —— ” i . 4

Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and install the Agent.
S Licensing
2 System >

1. Copy and paste the link to Security > Security Capabilities > Endpeint Detection and Response(EDR) Download Redirection on the Sangfor IAM manager

https ,an 1D‘OJOﬂhwi,‘\l.‘eb_ir\stal\‘phn | Preview

@ if this link becomes invalid, generate a new one under Redirection to Agent Installer Download Page.

2. Users are redirected to the above webpage and have to download and install the Agent before being able to access the Internet.

Second, configure reminder policy in IAM, please ensure the redirection URL is same as you configured
in ES.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 4
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[overvew |[*security
Endpoint Security
= Remove Service
. Malware Detectian Endpoint Secure
» Endpoint Secure An Endpoint Secure solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click may quarantine potential
threats as continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, IAM and Cyber Command, Sangfor Endpoint Secure is viewed as
» Patch Check X .
the ne:
der on Sangfor Endpoint Secure allatio
Network Security
A— Enabled
» ARP Protection Applicable Object: (i)
+ Service Details
» Malicious URL Detection 0.0.0.0-255.255.255.255
» Sangfor Engine Zero .
2 Status:Active T s A Correlated Actions
Endpoint Secure 0
Running For:188 Count
+ Highlights Redirection URL:
https://20.10.0.100/ui/web_install.ph|
- Artificial In ” Do/l /ul/web ] e I ‘ yered Detection, (. \ Broad Device, Platform &
S~ Acurate I Sangfor Endpoint Secure Platform ensive Protection A system support
" Integrate re i ®—®  support installation on

Zero applyi Interval(s): 300 \ rate threat servers and computers by

to identify with multi-layered Huawei, H3C, VMware and

of ransom techniques like AT more.

behavioral engine
d-based engine.

2.2 Configure Cyber Command

1. Go to System->Correlated Devices-> Correlated Devices.

* @ admin -

System «

B Comelated Devices v | C Pekeh .
TotalLogs (hodayk 76 | 2 Sanglor devices kenssd, B Kenses ramaining (ot count i STA. i reputation & theest snaltics sy ryp———
o = Endpoint Secure NGAF STA g s B8C
£ System > =« oniine: 1 = ffine: 0 + Gnline: 1 « Offine 0 o Gnline: 0 * Offfne: 0 * Cannected: @ « ffine: 0 & Cmline: 0 « OHfine:0
L Update E Today's Synced Logs: 0 Today's Synced Logs: 776 Today's Synced Logs: 0 N/A lsync ot supported) /A (sync not supported)
2, Maintenance. > .
8 Databases R + New © et Search
No.  Name (IP Address) Type 1P Acddess Version Licensed Syne Mode Today's Synced Logs  Total Synced Logs Todoysings  Lost Symeed Status Alerts (0 days) ©  Operation
T siqo2ieea0sy NeGener_ 1921602081 Ara26 345 Ueemses Used Simpilfied ssaue a5 75 0010108101530 o 517
2 Sangforindpoim secur  EndpalntSe.. 1921602051 122 Ucerass Used advancad o o - mneremmiie e o o

2.Click New to create correlation, you must input the correct the username and password that you
configured in JAM.

Edit

* Device IP:

*Device Name: Sangfor IAM
Type: Internet Access Management
Shared Key:

Remarks:

Authentication Required (D)

Username ® sangfor

Auth Password @: | **

Collapse ~

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 5
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3.If you are not sure whether the username and password were corretc, you can click Test to check the
account validity.

Edit
* Device IP: @®
o Authentication passed.
# Device Nam.. gt
Type: Internet Access Management
Shared Key: sessss 0]
Remarks:

Authentication Required (3)

Username (@) : sangfor
Auth Password (§):  sessesesssssesses Test
Collapse A~

2.3 Configure Endpoint Secure

1. Go to System Path.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 6
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9 admin -

1 Threat Intelligence

@ Help

;. Service Packs

() Exit
NGAF :ﬁ' o: BBC
® Online: 0 Offline: 0 “fiy @ Online: 0 Offline: 0
Today's Synced Logs: 0 N/A (sync not supported)
Search
ynced Logs Today's Logs Last Synced Status Alerts (30 days) Operation
- - 2021-03-1616:11:18 @ Nor... 0 -

2. Go to Correlated Devices-> Correlated Devices path, and click New to create Correlation.

@ Cyber‘ Command o Home Response Detection Assets Reports More

1/2 > @ Error connecting check for network connectivity issues.  Details
System « Correlated Devices
. Refresh
= Correlated Devices v C Refres
Correlated Devices Total Logs (today): 204 3 Sangfor devices licensed, 7 licenses remaining
Monitor .
= Endpoint Secure === NGAF IAM
-, ine: ine: g L] ine: ine: . : ine:
@ System > == Online: 1 Offline: 0 Online: 1 Offline: 0 Connected: 1 Offline:
2 Update > Today's Synced Logs: 0 Today's Synced Logs: 204 N/A (sync not supported)
2, Maintenance > .
99 Databases N Delete C' Refresh
No. Name (IP Address) Type IP Address Version Licensed Sync Mode Today's Synced Logs To
1 af (192.168.20.51) Next Gener... 192.168.20.51 AF8.0.26.345 Licenses Used Simplified 6.96MB
2 Sangfor IAM (192.1...  Internet Acc...  192.168.20.52 Sangfor--IA...  Licenses Used

3. Input the IP of Endpoint Secure and the Port, if Endpoint Secure deployed after a NAT device, Please
map the 443 port of Endpoint Secure to the NAT device. For example, here is the 4430 port mapped to
the NAT device.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 7
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New

* Device IP:

192.168.20.51

* Device Name:

Type:

Sangfor Endpaint Secure

[ Internet Access Management

© Endpoint Secure
() SSLVPN

() Wireless Access Controller

(' Branch Business Center

O STA, NGAF, FTA, Visioner, and Host Security
can be connected without being configured
on Cyber Command. Connecting Endpoint
Secure or DAS needs to enable port 7443.

Port:

[o]

Remarks:

Advanced v

4. After click OK, you can see the correlation status in console.

System «
= Corelated Devices
Total Logs foday) 204 3 Sanglor devices eemsed, 7 lcenses remaining ot .
Henier = Endpoint Secure =) NGAF 1AM STA g, BBC
& System > = onine Offins 0 + Online: 1 *offine0  Connected: 1 +offing 0 o Online:0 - Offinec0 o online:0 « 00
L Update > Today's synced Logs: 0 Today's Synced Logs: 204 NJA (5yT¢ mot supponted) Today's Synced Logs: 0 /A [y not supported)
2, Maintenance > .
80 Databases N ™ C Refesh Search ]
Na.  Name (IP Address) Type 1P Address Wersion Licensed Syme Mode: Today's Synced Logs  Total Synced Logs Teday's Logs. Last Synced Status. Alerts (30 days) Operation
1 agsieazosn Nest Genr...  192.168.2051 AFRD.26.345 Ucemes Used Simlifod ssmE assme 04 WBIBIGIT ® Mo
2 Samglor M (1921602, ImemetAce. 1921682052 Songfor1AM-120..  Licemses Used - A0LIE IS . o
[0 5 oo topoimsccn. enspomse 2siainan saaien st pances | o o

5. You can check whether there exists assets in Endpoint Secure.

)

Sangfor Endpoint Secure Endpoints
Endpoints « Groups + New ~ Endpoints (4 online / 5 in total)
Group name = v ~ & Send Message () Refresh Endpoint

CJ Inventory > [=} B Endpoints [[]  No. Endpoint Endpoint Status Group 1P Address

© Security Protection [] B Local site [] 1 [ Windows @ Online Ungrouped Endpoints  20.10.0.3
Ungrouped En... O 2 2 Windows2 @ Online Ungrouped Endpoints  20.10.0.8
Branch_CN O 3 & server1 ® Offline Ungrouped Endpoints  20.10.0.10
Branch_US O 4 & Centos @ Online Ungrouped Endpoints  20.10.0.11
HQ O 5 J Windows3 @ Online Ungrouped Endpoints  20.10.0.9

6. If you there exists in Endpoint Secure, you Go to Assets->Assets in Cyber Command to check whether
assts has been synchronized to Cybercommand.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 8
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@) Cyber Command ==

Home  Response  Detection

Assets “ Aasats
B Overview O Quiephanges = abimpot © @Bepon 0 CRen w
& Settings L

s - I o EEI e ot -
F—
: sious x| e | O
O
e = o = por sn o omer e Tt Cporaion
ot Widena a0 11254 '
a1 . fetctaste st . FHp—
. - e 0051 161254
4 docal fedcteediigs eIV . 2021-03-16 161254 Detail
w01 e etersi0 Widowss PP

7. You can view the details to see the
discovered by Endpoint Secure.

assets source, such as following detail, you can see this asset

asels
o Tags @ site 1P Ranges * ¥ impont * & Bport ¥ C* Refresh Asset Details x
Groups T New Active Unapproved Inactive - 2003
" Windows 11 Emeil Addresswindows@testeom | Phone12345678901
ine: 2021-03-16 16:12:54
e A T ! Critcal | Nonaritical St Online  off
 Uocusgorind... ; = = =1
+ Attributes Edi
< HEE e [ mac  Oth
Basics.
© e
Type Group:
No. 1P Hostname MAC Address 3 Type Senvice (Port)
MaAC
P Address: fete
1 2011003 A-PC fefcfe69:4£80 dows Hast Address
Crivcality: M Location
2 X fefcfef4sabe windows Host
ow Approved:
3 10 fedciedmen2 cowrs ve
Tag Hostnare:
4 201001 [ ferfefee3:33:33 Server
Remarks Asset Name
Bop ferfcdect Seita0 windows Host
Saftw
Domain
o5 Name:
Service
{Port hop:
Hardwa
vend

Chapter 3 Correlation

3.1 Synchronize Logs to Cyber Command

1.

Ao T <ecurity Events

users * Security Events
18
[} 0 0
W) irfected W0 Ukely nfected Botnet Inside DeS Attack virus Malicious URL
users (1) ||_Securay Everns (1)
[T 1P Address Security Rating Evert Type
1 saoglor 20.10.0.3 Infected Batnet

2. Click Analyze via Endpoint Secure to issue scan task.

W.: www.sangfor.com | W.: community.sangfor.com | E.

# Hot Events

Threat count

18

When IAM detected the Botnet traffic, you can see the logs in web console.

First Detected

0317 16:19:12

urred

Mot cerurred

T Filter | User

Last Detected | ENdpoink Securs Correl...

03-17 16:29:37

tech.support@sangfor.com

a

rectad
(last 30 days) 1,797 count

1P address e
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+» prowy
o vsermame BN
Corrsata that host ta Sangfor Endpoint Secure to fx this sud v Endpoin Secure

» users 1 adcress: 20,1003

» Access Mgt :

s y Ratng: Tofocted

memrero— Endpoint Seaure Comtation (&)

- Security |

1| security Events
Seanty Everes
15
o o ° o o o

Type e Threst Leved acuen Deserieen Oats Packer Trrest ntelgence | Detats
setnet 844 . Resect Hos vsts makcious doman name (cpteybecn) ce [P adcress -
sotnet 8888 Ragect
setret 844 - Regect
actost 8888 Low nagect
setnet ss88 Rt
sotnet 5544 Aagect
sotret 888 Resect
sotnet 5544 Resect
sotnet 8844 v Ragect
actnet 5544 - Aagect
sctrat 5358 - Reject
sctnet 5544 . Resect
actnec 5588 ow Aagect
sctner sss8 Low Aot
sctret 554 Resect
sotnet sste Reject
setret 5588 Aaject
sotnet ss4s Rt Host wsts mabcious domain rame (update T com) o 17 adcress (8.5.0.4) rovided by crcert
sctnet 540 Lo neject Host stz makcious domam rame (bddp.net) or 1P sddress (8.8.4.4) rovided by cncer crganizst

» System | 2 Ertries per Page: 50

Then, you can see the scan task running in endpoint.

@ Protect Agent 7 & 0 = — X

O . Quick scan, 6 threats detected

00:01:17 C:\\U ynch-11-1-0.dll

00:01:17 C:\Users\Administr

Security

’ System Processes

Virus Scan 48 files scanned

©

Realtime Protection

Startup Items

5 files scanned

S|

Drivers and Services
2 files scanned

Critical System Files 6 files v
106 files scanned

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 10
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8 mexee ==n
LX. =
» P Address: 201003
for oo Secure o 403 4 s fles), Plouse T the ssues o bme. Ve Anayoes Resudt | Close
; Grouwp: /
%-’ e [Ee—
Bl SN [P —
PP enco sec cormoon: @ Qs v Uk iy
Enpolmbeds . No. Homts) VinsType  Infectea Fies stans Operavn
ZRecy, Vestcious Ples: c\usersisdmimitrator desktos S
= 1 2003 Ransom vius e Hash: QOBDE7CFCCF7LAICAFBECS224438 Wating
Time Detected: 2021.03-17 18:11'39 i3 Cats Ay
» Securty Coparties
2 e Vstcous Ples: c\usersisdministrotor cesktos
2 w1003 Othor viruses  Fie Hash; 0002A4B8656AF37901 6234315806
. Tine Detected: 2021-03-17 1811 g s ey
Maicous Fes: ¢ \userstaamimstrato Seskiog ’ »
100 3 21003 Other viruses  Fée Hash: G OAEDSSSBATL TFOEISDRSI9A1 5
Time Detected: 2031:03-17 18:11:3 49 Dot Analy
° o
o Waloous Fes: c\users\admistrstordeskios
o <5 + 01003 Other viuses  Fie Hash: COBSGR7A31 TES43EATEL IC 18813 T 555
- vl Time Detected: 2021.03-17 16:11:39 g Dt a =
sslicous Fles: co\users\agminstrator|desktos
o s 201003 Other viruses e Nash: COBSEB78281TESAJASEL 1C18813 isting Oats Packet. Tvest nteligence | Detas
Tire Detected: 20210317 18:11:39 "
1037174953 Bt Joress (.8.4.4) prowied by encert organizat view wen Detads
2 e eormer Maioous Fles: c:\usersiadmimsrator deskios ciste, st e | JO0ERS (8.9.8:5) prowided by cncer arganizt) view en Detas
et & 1003 Sansom s Fée Hash: COL40BIACSDOSOADEDCEASTESCD Wsting A1l
3 e oo Tt Do om0 1811 40 ots ol " o D
pormet view . Detats
Vlicious Fies: cuser adminstrator ceskt . , view sen Detats
e 7 201003 Ransom virus Fie Hash: BOCBESOCFUIOCAIZIHOE 3002561 Wating
botner Time Detected: 2 40 D3t view o Detats
Botrer Jiress (8.8.4.4) prowiced by encert organizat view e o
Malicious Fles: ¢ \users\adminstrator Geskio T 5 B ¥
Botner s 201003 Other ruses  Fie ash: 20270647855 18880C2FEAEBS034 isting biress (8.8.8.5) prowide by ccert organizss view . petsts
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Response «

1t Endpoint Patching

c Security Events

O Theeat Tracking

Endpoint Group

el (20,100 e s J

Detection  Assets

0

Endpos Group

Pending/Tatal Thieats  Last Dotected

1 Risky Servers Pending Hosts Users
C Refresh | C i Relesh  mimtes Lot 7
& Rsky Securty Domains | K | A v Criesitys a . Teg v Toga: A - sews: a - ol
@ Security Events 5 | GroupsY
@ Response Poicles Q 2/ 0o =1y
[3 Fix History A
Uncatsgorised ups (21
-~ sepon
[T— fe— [T ——
upC fidcompromised 202108 Fired (Correlated) B
2 B [i)comnpromised } 22103 e B

@ Cyber Command ==

& aamin -

Fespens “
3 Risky Servers Pending Hosts. H Users
&5 Risky Security Domains

A-PC (20.10.0.3)

@ Security Fvents

@ Response Pol

Host sk Virus Infoction, Rick Levet: Compromised 10
[ Fix History
Tagel  EnyPoml  Network Connetion () GaldenEye
« Impacts @
Data Loss System Control Network Disconnection
Reputation Damage Legal Risk
+ Stages of Attack
o egal
Profit
Vel v cac
Detected  Attacked  Comm
scan Laterally  Data
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+ Details
. EE——— -
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How to Correlate with IAM to Simply the Operation

3.2 Response in Cyber Command

3.2.1 Lockout the Account
1. If you want to block the botnet host, you can click Correlated Response.

@ Cyber Command = Home Detection Assets Reports > 6 admin -

Resporss « R o

B sk Servers Albosts  Users © Dislay aptions

#ack O Refren Last 7 days. =]

B8 Risky Security Domains
A-PC (20.10.03)

. -
@ Response Policies Vot ik Vi nfction, Rik Levet Low 1
[ Fix History
Sutmary  Tagel  EniyPoil  NetwokContection (B GaldenEye
« Impacts @ + Impact Scope
DataLoss System Control Network Disconnection This endpoint s collecting nfosmation rom otherntenalendpolas, posing securly sk 0 nternal network
Low =3 =3 A% mpacte WAN impaced
Reputation Damage Legal Risk 0 0 0
= = Servers Houts victims

2. Select Account Lockout.
Correlated Response

A& Choose one correlation type as required.

Correlated Black

) Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control

Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

Browsing Risk Notification

Notify users of risks and solutions when surfing the Internet with browser.

0 (]  Account Lockout

L= = Block infected hosts from accessing the Internet to reduce the risk of requlatory notification, and speed up response.

Threat Scan

Start a full/quick scan on host and quarantine/trust detected malicious files.

Forensics

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

3. Select related IAM and click Start to set lockout time.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 12
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Correlated Response X
Asset IP: 20.10.0.3 Create Response Policy @

Account Lockout

Device: O 1am

Q It is detected that the current endpoint has no IAM-related user information. Please sync the user information first.

IP Address: | Sangfor IAM(192.168.20.52) v
Account Lockout Start
Back Close

M
Sending request...

4. Wait for a while, you can see the Cyber Command shows that policy issued successfully.
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Correlated Response
Asset IP: 20.10.0.3 Create Response Policy (D
Account Lockout

Device: Hot

Q It is detected that the current endpoint has no IAM-related user information. Please sync the user information first.

IP Address:
. . N
Account Lockout @ Locked (1 days 0 hours 00 mins) Edit (_Cancel )| =
Period: 1 days Remarks: Manually correlate is a correlate policy that be pushed do...
Again Close

5. Log in IAM web console and go to Status-> Online Users path, you can see the user already locked by
IAM

s SANGFOR | 112 : % sdminv Business Intelligence %7 ¥ |

~ Status 45 Auto Refresh: 5 second(s) » = 45 Refresh | = Fiter &, s @ Logout | (PExport Search by Usemame » | Search
Dashboard Status: All  Endpoint Device: All Objects: none
» Online Users |user Group ] [Memoers
Troubleshooting Center Search term £||[] No. usemame(alias) Group 1P Address Endpoint Device - Auth Method | Time Logged In/Locked = Online Duration Operation
[ 1-03-17 15:10 , ocked, %
Trafmic Statistics B8, 4usen 1 sangfor / 20.10.0.3 PC{Windows PC) User Account 2021-03-17 15:10:12L00) Locked, 23 hours 57 minut. a
[ P [ 2 2010011 / 20.10.0.11 Verifying... Open authenticati... 2021-03-05 11:07:37Login 292 hours 04 minutes 47 s...
» Internet Activities i detaulk’ 0 Users &
[ 3 201009 / 20.10.0.9 venfying... Open authenticati... 2021-03-04 09:21:50Login 317 hours 50 minutes 34 s... &
> ked Ust
Lec R [l 4 20100.100 7 20.10.0.100 Venfying... Open authenticati... 2021-03-02 15:45:30Login 359 hours 26 minutes 54 s... &

» Saas Applications

» Security Events.

3.2.2 Browsing Risk Notification

1. If you just want to notify the endpoint user to know the security issue, you can click Correlated
Response.
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Correlated Response X

A Choose one correlation type as required.
9 Correlated Block
® Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

Q @\ Browsing Risk Notification
® Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

No

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan

N
l\

Start a full/quick scan on host and quarantine/trust detected malicious files.

Forensics

for

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

Close

2. Select predefined notification page or you can custom page by yourself.

Browsing Risk Notification

Method: | © Remind upon opening browser

Message: | © predefined @ Template () Custom

Remarks:

3. Click OK and wait for a minute, you can see the policy issued successfully.
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Correlated Response

Asset IP: 20.10.0.3 Create Response Policy 3
Browsing Risk Notification
Device: Hot

Q It is detected that the current endpoint has no IAM-related user information. Please sync the user information first.

IP Address:

Browsing Risk Notification & Reminded Edit 'C Cancel )' v

Method: Notify in browser Contents: Predefined

Remarks: Manually correlate is a correlate policy that be pushed do...

Again Close

4. When endpoint user try to access the internet, IAM will direct the access page to notification page.

@ Lll3/freeze user/notice userh X o lel®@] &8 ]
< C A Notsecure | 1.1.1.3/freeze_user/natice_userhtm * O :
/\ Reminder

You received a new message on Internet access. If you have any doubt, contact network administrator.

The host is infected with virus.

1. The log is reported by Sangfor Endpoint Secure Client. It is recommended to log into Sangfor Endpoint
Secure Web admin console to isolate the host.

2. In addition, you can download Sangfor Endpoint Secure Client for virus scan and removal:
https://www.sangfor.com/product/sxf-network-security-endpoint_secure.html|

[ok]
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