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How to Correlate with Endpoint Secure to Simply the Operation

Chapter 1 Scenario

1.1 Scenario

Customers use Cyber Command to collect network traffic and system logs, effectively detect overall
network security, quickly sort out asset information, monitor abnormal access behaviors in real time,
and perform real-time detection and alerting on external attacks, active server outreach, internal
horizontal penetration and other behaviors , Once a security incident occurs, it can be quickly alerted
and dealt with to protect the overall safe and effective operation of the private network. Through
linkage, Sangfor Endpoint Secure platform issues security policies to block corresponding attacks in a
timely manner. For lost hosts of servers and terminals, a one-click scanning strategy is issued through
the linkage with the Endpoint Secure management platform to quickly detect and kill malicious
programs, and the Micro-Segmentation function of Endpoint Secure Agent is used to block host attacks
and prevent further threats from spreading.

1.2 Environment

1.2.1 Network Environment
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Command
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1.3 Precautions

1. Please ensure that Endpoint Secure synchronized all assets to Cyber Command.
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@ Cyber Command == b Detection

Assets
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2. Disable the Realtime File System Protection and other Protection, for we should avoid Endpoint Secure
kill virus directly, after disabled Realtime Protection of Endpoint Secure, then the virus will not be killed
automatically by Endpoint Secure and Endpoint Secure will synchronize the security log to Cyber
Command. The virus samples we use are only for internal testing of the correlation effect, and
real-time detection needs to be turned on when the correlation effect is tested or when the
implement is completed.

@ Sangfor Endpoint Secure b Endpoints
CIETED
Endpoints & Groups Basics Malware Realtime Protection Server Protection Trusted Files Vulnerabilities Peripheral Control
Geoups i% Windows ~
CJ Inventory > B Endpoints
| Realtime File System Protection ¥
@ Security Protection Bk Local site o )
Enable realtime file system protection
Ungrouped En. Protection Level: f
Branch CN

Branch US

File Type:

Scan Options:

Engine

Sangfor Engine Zero Cloud-Based Engine

Action;

| WebShell Detection ¥

Enable WebShell detection

Chapter 2 Configuration

2.1 Configure Cyber Command

1. Go to System Path.
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9 admin -

1 Threat Intelligence

@ Help

;. Service Packs

() Exit
NGAF :ﬁ' o: BBC
® Online: 0 Offline: 0 “fiy @ Online: 0 Offline: 0
Today's Synced Logs: 0 N/A (sync not supported)
Search
ynced Logs Today's Logs Last Synced Status Alerts (30 days) Operation
- - 2021-03-1616:11:18 @ Nor... 0 -

2. Go to Correlated Devices-> Correlated Devices path, and click New to create Correlation.

@ Cyber‘ Command o Home Response Detection Assets Reports More

1/2 > @ Error connecting check for network connectivity issues.  Details
= Correlated Devices v C Refresh
Total Logs (today): 204 3 Sangfor devices licensed, 7 licenses remaining
Meniter = Endpoint Secure mnm NGAF IAM

@ System > 3 ® Online: 1 Offline: 0 ® Online: 1 Offline: 0 @ ® Connected: 1 Offline:

2 Update > Today's Synced Logs: 0 Today's Synced Logs: 204 N/A (sync not supported)

2, Maintenance > .

99 Databases N Delete C' Refresh

No. Name (IP Address) Type IP Address Version Licensed Sync Mode Today's Synced Logs To

1 af (192.168.20.51) Next Gener... 192.168.20.51 AF8.0.26.345 Licenses Used Simplified 6.96MB
2 Sangfor IAM (192.1...  Internet Acc...  192.168.20.52 Sangfor--IA...  Licenses Used

3. Input the IP of Endpoint Secure and the Port, if Endpoint Secure deployed after a NAT device, Please
map the 443 port of Endpoint Secure to the NAT device. For example, here is the 4430 port mapped to
the NAT device.
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New

* Device IP: 192.168.20.51

* Device Name: Sangfor Endpaint Secure

Type: [ Internet Access Management
© Endpoint Secure
() SSLVPN
() Wireless Access Controller

(' Branch Business Center

O STA, NGAF, FTA, Visioner, and Host Security
can be connected without being configured
on Cyber Command. Connecting Endpoint
Secure or DAS needs to enable port 7443.

Port: | @ |

Remarks:

Advanced v

4. After click OK, you can see the correlation status in console.

network comnectivty s, Dntalls -

System «

5 Comelated Devices

Total Logs ftoay) 204 3 Sanglar device Heemsed, 7 lcenses remaining (o cout n 575 . .
Henier = Endpoint Secure =) NGAF 1AM STA g, BBC
& System > = onine Offins 0 + Online: 1 *offine0  Connected: 1 +offing 0 o Online:0 - Offinec0 o online:0 « 00
L Update > Today's synced Logs: 0 Today's Synced Logs: 204 NJA (5yT¢ mot supponted) Today's Synced Logs: 0 /A [y not supported)
2, Maintenance > .
% Databases > ™ . Creteh Y
Na.  Name (IP Address) Type 1P Address Wersion Licensed Syme Mode: Today's Synced Logs  Total Synced Logs Teday's Logs. Last Synced Status. Alerts (30 days) Operation
1 agsieazosn Nest Genr...  192.168.2051 AFRD.26.345 Ucemes Used Simlifod ssmE assme 04 WBIBIGIT ® Mo 2
2 Samglor M (1921602, ImemetAce. 1921682052 Songfor1AM-120..  Licemses Used - - - - A0LIE IS . o o -
[0 5 oo topoimsccn. enspomse 2siainan saaien st pances | o o o

5. You can check whether there exists assets in Endpoint Secure.

@ Sangfor Endpoint Secure Endpoints
Endpoints « Groups + New ~ Endpoints (4 online / 5 in total)
Group name = v ~ & Send Message () Refresh Endpoint

CJ Inventory > [=} B Endpoints [[]  No. Endpoint Endpoint Status Group 1P Address

© Security Protection [] B Local site [] 1 [ Windows @ Online Ungrouped Endpoints  20.10.0.3
Ungrouped En... O 2 2 Windows2 @ Online Ungrouped Endpoints  20.10.0.8
Branch_CN O 3 & server1 ® Offline Ungrouped Endpoints  20.10.0.10
Branch_US O 4 & Centos @ Online Ungrouped Endpoints  20.10.0.11
HQ O 5 J Windows3 @ Online Ungrouped Endpoints  20.10.0.9

6. If you there exists in Endpoint Secure, go to Assets->Assets in Cyber Command to check whether
assts has been synchronized to Cyber Command.
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Chapter 3 Correlation

3.1 Generate Security Logs and Synchronize to Cyber

Command

1. After the customer decompresses the file, use Endpoint Secure scan or scheduled scan.

Open
1-Zip
CRC SHA

Use Endpoint Secure Agent to Scan

Share with

Restore previous versions
Include in library

Send to

Create shortcut
Delete
Rename

Properties

2.If a virus file is detected, you can see the related virus log on Endpoint Secure MGR.
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@‘ Sangfor Endpoint Secure £ © O xnn
GIETEY
Response “« points  Security Events
125 Endpoint Patching = K % 3 0 0 @0
Victin Endpoines romis scal ook

© Theeat Tracking

Q Retest Type = Group EP—
Wo.  Endpoine Group Severty Security Events PendingTotal Thieats  Last Detected Operation

. o tpoicts (TR [ Favsomaace |
ngrouped Endpoint: (TR [ Ransomaee | 20210317 18402 ix ol

3. Endpoint Secure will synchronize the virus log to Cyber Command, and you can see the detailed virus
log on Cyber Command.

Q Hoisic  ~ @ admin -

Detection  Assets  Reports  More

@ Cyber Command ™ Home

B Risky Servers Pending Hosts . Users © Olsplay Options

@ik C Refresh Last 7 days ®

£ Risky Security Domains

C-PC(20.10.09)

9 Seuly B R ] Jemame: Not speci : toek 1 i
O Response
[3 Fix History )
Togel  EniyPont  NetworkComnection (@ GoldenEye
+ Impacts @ + Impact Scope
Data Loss System Control Network Disconnection
Reputation Damage Legal Risk 0 0 0
= Servers Hosts victims
« Stages of Attack - Risk Levels
o llegal //
r
Vol /
Detected  Attacked m of
/

+ Details
Risk File Threat(0 Email Theeat

4. Click Correlated Response, and you can choose different action to deal with the victim host, such as
you can choose block the victim host.
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Correlated Response X

A Virus event occurred. Suggestion: Enable access control to block connections with controller. Enable threat scan to clean up virus-infected files.

o & Carrelated Block
® Block all outbound accesses from a specific host or inbound accesses to that host.

Access Control
Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

@\ Browsing Risk Notification
O Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

Mo

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan

Start a full/quick scan on host and quarantine/trust detected malicious files.

NNV
4

Forensics

oo

Perform forensic investigation against a malicious domain to locate which parent or child process accesses that domain.

Close

5. Select Endpoint Secure as the correlated device and click Start.

Correlated Block

Direction: (") All © outbound ) Inbound
Lockout (@: | 1 days

Remarks:

6. After click OK, just wait for a few seconds, then you can see the block policy issued successfully.
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Correlated Response
Asset IP: 20.10.0.9 Create Response Policy ®
Correlated Block

Device:
Hot

IP Address:

Correlated Block @ Locking (1 days 0 hours 00 mins) Edit 'f: Unlock ::' -

Direction: Qutbound Lockout: 1 days
Remarks: Manually correlate is a correlate policy that be pushed do...
Manually correlate is a correlate policy that be pushed down in Response and

other pages after log in the Cyber Command.

Again Close

7.You can go to Response->Threat Response->Isolated path, and then you can see the host that has been
isolated by policy that issued by Cyber Command.

£ @ O -

@ Sangfor Endpoint Securs
Ty

Response « Endpoints  Security Events

2t Endpoint Patching g 3 % 3 0 0 1

© Theeat Tracking

Group Action Blocked IP Block Pont Period (Days) Time Fixed St Operation

Ungrouped Endpaints  No Outhound -~
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