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Sync Log to Report Center

Chapter 1 Scenario

For some medium and large enterprises, IAM has limited built-in disk space and hopes to use an external
log center to store more logs, so as to facilitate the storage of audit logs and the traceability of
information in the future.

Chapter 2 Configuration

2.1 Configuration in Windows Server

1. Prepare a Windows Server, which requires a version newer than Windows Server 2018 x64.

View basic information about your computer

Windows edition

Windows Server 2012 R2 Standard
© 2013 Microsoft Corporation. &ll rights reserved.

System
Processor Intel(R) Core(TM)2 Dua CPU T7700 @ 240GHz 210 GHz
Installed memeory (RAM): 8,00 GE
Systern type: B4-bit Dperating System, x64-based processor
Pen and Touch: Limited Touch Support with 11 Touch Points

Computer name, domain, and workgroup settings

Computer name: WIN-EL9I2GTITUC
Full computer name: WIN-BL92GTITUC.SCCORP. local

Computer description:

2. Run the Report Center installation package with administrator permission.

R ENn - A TS DataCenterSetup_12.0.40_R_A1_066_20191010_113457_ba_eng NEIES
Home Share Wiew Manage v 0
'y | |+ DataCenterSetup_12.0.40_R_A1_066_20191010_113457_ba_eng v G | | Search DataCentersetup_120... 2 |
A Favorites Narme - Date modified Type Size
B Desktop @ DataCenterSetup_12.0.40_R_A1_066_207~ 6 “ e anaossienl
4 Downloads -
| Recent places
&3 | Share with Skype
‘Ml This PC Troubleshoot compatibility
a Pin to Start
€ Network T-Zip 3
CRC SHA 3
[&f | Edit with Notepad++
Share with 3
m Add to archive...
M | Addto "DataCenterSetup_12.0.40_R_A1_066_20191010_113457_ba_eng.rar"

3. Click "Next"
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i Setup - Sangfor Business Intelligence M

Welcome to the Sangfor Business

Intelligence Setup Wizard

computer.

continuing.

Click Mext to continue, or Cancel to exit Setup,

This will install Sanafor Business Inteligence 3.0.12 on your

It is recommended that you daose all other applications before

| | Cancel |

4. Click "Next"

i Setup - Sangfor Business Intelligence
License Agreement

Flease read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Please read this software license agreement (hereafter refers to "Agreement”)
carefully before installing the software. Drag the scroll bar down to read the rest
of the contents followed.

If you agree to the terms and conditions contained in this Agreement, select ™I
accept the agreement™ at the end of this Agreement and the installation process
will continue; if you do not agree to all of the terms and conditions in this
Agreement, select "I do not accept the agreement” and the installation process
will not continue,

(®) T accept the agreement:

i) I do not accept the agreement

L)

< Back Mext = | | Cancel

5. Select the disk partition for storing logs and attachments. Generally, it is not recommended to place it
in the system partition, but it is recommended to place it in a partition with larger remaining storage

space.
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Specify Directory
Recommend disk with more than 32GE free space. File system must be NTFS
(directories cannot be changed once specified)

Program Directory:

||:::‘|Pr0gram Files\sangfor\DataCenter

Attachment Directory

|c:‘|.DcAtIad’1es

6. Assign a port to the Report Center to use it to access the Report Center Web page after installation.
When services such as IIS are running in Windows Server, please select an unused port for Report
Center to use.

Sangfor Web Server Port Setting
Web-Access Port

Port for Sangfor Web Server (not occupied by any other programs)

Fort:
445
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7. Click "Next"

Disk Usage Alarm Options
Specify the following disk usage alarm options.

Logs can be preserved for days (180 days is recommended).
Alarm email will be sent when logs or attachments disk partition usage exceeds
85 %%, but maximum preserved days is not reached. (Disk usage threshald

shiould be between 30 and 0%,

When logs or attachments disk partition usage exceeds 0%, logs or attachments
of the earliest day wil be removed.

8. There is no need to configure the disk alarm for the time being, and it can be configured on the web
page after the installation is complete.
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[ | Disk Usage Alarm Options
Alarm email will be sent when logs or attachments disk partition usage exceeds
threshold, but maximum preserved days is not reached.

[]sangfor Business Inteligence related alarm
When Sangfor Business Intelligence encounters slow indexing, middle table
alert email will be sent,
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SMTP Server

Please specify email recipient address (containing digits, letters, dot,
underscore, hyphen and @ only

Sender Address:

Mail Server:

example @example. com

example @example.com

example example.com

[ ] Authentication required

(addresses are separated by semicolon)

9.Install Report Center.
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15 Setup - Sangfor Business Intelligence

Completing the Sangfor Business
Intelligence Setup Wizard

Setup has finished installing Sangfor Business Inteligence on
your computer, The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

10. Login in Report Center Web Console.
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AppPS

PuTTY Manual

PuTTY Web Site

PuTTYgen

Open Sangfor Business Intellige...

Start Sangfor Business Intelligen_.'_/

Pin to Start

el ¥ Run as administrator

Run as different user

- Open file location
Uninstall P -

Solarwinds License Manage... NEW

Kiwi Syslog Server Console NEW

Kiwi Syslog Server Help

Kiwi Syslog Sever Licensing NEW

Uninstall Kiwi Syslog Server NEw

SunloginClient NEW

Uninstall SunloginClient NEw

Calculator

Notepad

Paint

Remote Desktop Connection

Steps Recorder

WordPad

Magnifier

Narrator

On-Screen Keyboard
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Apps

PuTTY Manual Solarwinds License Manage... NEW Calculator

PuTTY Web Site Notepad

PuTTYgen Kiwi Syslog Server Console NEw Paint

Kiwi Syslog Server Help Remote Desktop Connection

Kiwi Syslog Sever Licensing NEw Steps Recorder

Uninstall Kiwi Syslog Server NEw WordPad

Run as different user

Open file location

Uninstall Sangfor Business Intelli... SunloginClient NEW : Magnifier
Uninstall SunloginClient NEw Narrator

On-Screen Keyboard

11. Use admin/admin account and password to login.

- a
@ Business Intelligence x |+ BT
C A Notsecure | 127.0.0.1/ui/login.php w e

Hotline: +60 12711 7129(7511 ' :.} Business Intelligence
— r—
TECHNICAL SUPPORT ‘More services in Sangfor Tech Username

+60 12711 7129 (7511) Support Community
admin

Password

12. Configure a synchronization policy after logging in, and use this synchronization policy to
synchronize logs later on IJAM.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 9



Sync Log to Report Center

C A Notsecure | 127.0.0.1/store/mgr/web/ui/index.php?fromlogin=1

e

Business Intelligence w12 Data Analytics Apps System
o

Add Sync Task

Sync Task Select Logs:
=
Name: SYNC B L
O @ Activities
Password: censes P o . X
[ Website Browsing
Retype PWD: sesses &) File Upload
Description: 123456 @ IM Chats
& Application
System Sync Options More... [=} @ Duration
-~ W Traffic
- @ Onli :
€ Sstatus Sync logs generated since | 2020-03-25 " @l Online Duration
q ~ ¥ Others
@ Licensing - | Attachments
B Sync Task
© App Options v
% Log Export
& System Options

13. Turn off the windows firewall, or release the data on the relevant ports separately. When the
windows firewall is turned on, the data on ports 801 and 810 used by IAM and Report Center
communication will be blocked by default.

© -7 E » Control Panel » All Control Panel ltems » v c,‘ [ search Control panei o]

View by

Adjust your computer’s settings

¥ Action Center Administrative Tools [53 AutoPlay | Color Management Credential Manager
£ Date and Time [E3 Default Programs & Device Manager & Devices and Printers & Display

@ Ease of Access Center Folder Options JA Fonts Internet Options. € i5CS! Initistor

B Keyboard €% Language & Mouse EX Network and Sharing Center & Notification Area Icons
7 Penand Touch [ Phone and Modem B Power Options I Programs and Features @ Region

5 RemoteApp and Desktop Connections & Sound {8 System [ZL, Taskbar and Navigation & Text to Speech

Troubleshooting 82, User Accounts P Windows Firewsll B Windows Update

'E—) (—2' > T |ﬂ v Control Panel » All Control Panel ltems » Windows Firewall

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.

through Windows Firewall
@) Change notification settings l @ Domain networks Not connected @‘
'@' Turn Windows Firewall cn er

off l '@ Private networks Connected @

’S‘ Restore defaults

Metwarks at heme or work where you know and trust the people and devices on the network
'@' Advanced settings

Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active private networks: Q Metwork
Notification state: De not notify me when Windows Firewall blocks a
new app
l @ Guest or public networks Not connected @‘
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|ﬁ + Control Panel » All Control Panel ltems » Windows Firewall » Customize Settings

2.2 Configure IAM

Customize settings for each type of network
fou can modify the firewall settings for each type of network that you use,
Domain network settings

a () Turn on Windows Firewall

Block all incoming connections, inc

ing those in the list of allowed a

Motify me when Windows Firewall blocks a new app

Q (® Turn off Windows Firewall (not recommended)

Private network settings
a ) Turn en Windows Firewall

Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

@ [ @ Turn off Windows Firewall (not recommended) ]

Public network settings
0 () Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Firewall blocks a new app

@ (® Turn off Windows Firewall (not recommended)

1. Test connectivity in IAM, IAM and Windows Server must be able to access each other’s 801 and 810

ports.

Navigation |

» Status

» Proxy

» Objects

» Users

» Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

- System

Network

Firewall

General

4 Diagnostics

System Logs
Capture Packets
Troubleshooting
Restart

Device Health Check

web Console [

ree Lonsod

2. Enter the IP of the Windows Server, then select the synchronization policy, and select the
corresponding synchronization strategy name and fill in the secret key.
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e Rl s o

I Network

I Firewall Add Sync Policy

4 General — . Enabk

IP Address: 192.168.20.89 (0]
Type: BA B

» Licensing

» Administrator

» Date/Time

[ Update Listening Port: 810

» Alarm Options Policy Name:

» Global Exclusion Pre-Shared Key: SYNC

» Backup/Restore ‘Web-Access Port:

» Custom Webpage

» Report Center

» Device Correlation

» Advanced

I Diagnostics

3. Test connectivity and choose to synchronize logs.

Message

4. If the logs can be synchronized normally, you can see the following logs in the system log of the
report center.

Systam System Logs 20wz @fiseen @
© Status. © Refrosh
g Mo Source Type Pericd Details
1 syne oo ] 185441 STt sync log table20200831_1140_107_FEFBSBIC_V.dat
° syncTask 2 syme o 185441 start sync log table20200831_1140_107_FSFBSBIC Hlat
s ol[3 e (] Tasaan art sync atach table20200831 1140.0,FSFBSSIC Xt
4 Sync. o 185441 start sync Jog table20200831_1140_104_FSFESBIC_ Qdat
« Logempont s one (] s art sync og table:20200831_1140,108,FSFBSSIC, Gt
& o 3 Symc i | 1835041 start sync Jog table20200831_1140_112_FFBSSIC_T.dat
7 Syme. firio | 185441 start sync log table20200831_1140_128 F6FRSSIC_ Adat
W Admin Account 'y Syme o frey Decompress attachment successfully!
' o ome (] tasaan ar sy og toble 20200831 1140,107 FGFBSSIC_F.dat
10 Syme. f iio | 185440 start sync fog table20200831_1125_104_F6FBSSTC_Hdat
* iogs " Sync ("] 185440 art sync hog table 20200831 125,11 FSFBSBIC Ldat
” Syme. o 185440 tart sync log table20200831_1125_105_F6FESBIC_G.dat
S D8k Lebee " e [:] Tases0 st ync fog table 20200831 _1125_3 FE6BSBIC Edat
= Systom Logs 14 sync [ v ] 185440 Start sync log table20200831_1125_105_FEFBSBIC_ Y.dat
15 Syme. 185440 start sync log table20200831_1130_105_F6FBSSIC_H.dat
1 Syme A 185440 start sync log table:20200831_1130_12 F6FBSS1C Ldat
” e ca 185440 sort syne fog table20200831_1130_106 FEFBSBIC_G ot
® Syme 185440 start sync log table20200831_1130_102_F6FBSSIC_Qdat
10 e m tasat0 Sart sy og tabie 20200831_1130_110_FGFBSSIC 7ok
» St (] 185440 sart syne fog table 20200831_1130_105_FSFBSBIC_F dat

5. Query the progress of the log center index and mediate table, and the log at this time can be queried
when the index and mediate table are generated.
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Business Intelligence 1012 Data Analytics Apps

Sangfor Business Intelligence
Be Aware of Online Behaviors
P Dig for Data of More Values

88,193.29_

s Status
i Used. 19.65C8
sm
4 Ucensing

B gyncTack

© App Options v

« Log Bxport

© System Options.

W Admin Account
-]

Schedule

Available. 480,00G8

v log 196.07%)

& Ditk Usage  Retiesh E Comins
No. | Device Name Lastsync SymcindexTo Sync Intermedite Table To Sync Data To Servr 1P v e

= system Logs
T awoss 2200921 19:36 2020.08-16 020800 2020.08-14 2225 2020.08-21 1720 1921682088

v Devce Name

v LeaSme

v SmcDauTo

v Sever®

Geteway 1D

8 Actties
[ = All Activities ~ 2e0s0000000 [ A1 Al W Options |[@ Epart -

_ Mo Usermame Graup Endpoint Device App Category appication Aetion Time Details
L il 1921682089 ! 3 Unknoun. Mall Exchange MAPI v tog 2020-08-16 00:17:08 a
2 102,168,205 / @ Unknown Mai Exchange MAPI —E 20200816 017,08 -]
Tl Statiy 3 192168.2089 ' ) Unknown Mail Exchange MARI v log 20200816 00:16:57 -]
B moemat At p 1921602089 ' ) unknown wal Ehange MAPI v g 020-08-16 0011657 -]
5 192,168,205 / @ Unknown wal Exchange MAPI v log 20900816 001545 2
[y & 192.168.20.89 ' () Unknown Mail Exchange MAPI v log 20200816 00:16:85. a
7 192.168.20.89 ! Unknawn Mail Exchange MAPI w log 2020-08-16 00:16:33 a
s 8 192.168.20.89 1 ) Unknown Ml Exchange MAPI  Log 2020-08-16 00:16:33 (-]
s 102,166,205 ' ) Unknown Mai Exchange MAPI v Iog 20200816 1615 -]
" o 1w ; 3 unknown wall Exchange AR Hi 2020.08-16 001618 ]
" 192.168.20.69 I 7] unknown il Exchangs MAPI « log 2020-08-15 00:16:06. a
2 192.168.20.88 ! 3] Unknown Mail Exchange MAPI v iog 020-08-16 DO-16:06. a
" 192.168.20.89 ! Mail Exchange MAPI w log 2020-08-16 00:15:54. a
W 102,168,205 / Wil Exchange MAPI s 20200816 0011554 2
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