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SSL Content Decryption

Chapter 1 Scenario

The R&D department of a software company needs to audit the content of emails sent by developers to
avoid leakage of code information, so it wants to use IAM to audit users' encrypted content.

Chapter 2 Configuration

1. Check the authorization and rule base version to ensure that the Multi-Function License contains
Content and SSL (;ontent Ident

» Status
Authorization Method: Authorization via Licensing Server
» Proxy
Authorized User: test
» Objects Software License Expiration Date: 2020-09-23
» Users Service License Expiration Date: 2020-09-23
» Access Mgt
» Bandwidth Mgt — Device License v Multi-Function License Neural-X License
= 2 Ejfb Lics @ ticensed Moduse
» Endpoint Device v APT Dete
» Secs 2 2. Malicious URL Detection
u
), 3 License Status:
s Licensed Modules: Expiry Date: 2020-09-23
ystem License Stat 1, VPN Setup
4 Network >
Deployment
Tnberfeces » Sangfor Engine Zero License g Applicati 5 Froxy base = Software Update License
! Extens i Uicensed Modules i &
Protocol Extension Uosassd oltle [ - B3 Lcense status: vaid
Optical Bypass Expiry Date: 2020-09-23 Expiry Date: 2020-08-23
License Statu:
High Availability Expiry Date
Routing
Advanced g Sangfor URL Database
Lﬁ Licensed Moduies:
Fruwal 1. Cloud-based URL Identification
Uicense Status: Vald
#General Expiry Date: 2020-09-23

Navigation
» Status - @ R, Update Server | §5 Refresh
» Proxy [] Mo. Database Current Version Latest Version Update Service Expires On

[1 1 Engine Zero 2020-06-22 2020-06-22 3015-01-01
» Objects

2 URL Datsbsse 2020-07-14 08:00:00 2020-07-28 2020-09-23

LA 3 System patch SP_LFD SP_fsu SP_ume SP_htc SP_ses S SP_sec0101 MNever expire
¥ Acoess Het 4 Appiication Signature Database 2020-07-14 12:34:56 2020-07-14 2020-09-23
» Bandwidth Mgt ] S AudtRule Database 2020-07-15 2020-07-15 2020-09-23 |

» Endpoint Device

» Security

~ System
| Advanced =
Firewall

4 General
+ Licensing

Administrator
Date/Time
aUpdate
System Update
Proxy Server

Database Update

2. Make sure that the network traffic passes through the IAM device in both directions. If the traffic is
only one-way, the application cannot be identified and controlled

Navigation

» Status. 4 Refresh X A @ stop

» Proxy. Status: Program is running.

» Objects. ]/ No. Name Size
mm— 0 & 2020-07-27-143016_etho_tepdump.pcap 350(KE)
2 2020-07-27-143016_eth2_tcpdump.pcap 874.62(KB)

» Access Mgt
+ Bandwidth Mgt
» Endpoint Device
» Security

- System

Hetwark

Firewall

Genenal

aDiagnostics

‘System Logs
Capture Packets
‘Web Consale
Troubleshoating
Restart
Device Health Check
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SSL Content Decryption

Miopsirom 0

Length Bytes

in flicht Info

192.168.1.3 216.58.196.36

50121 » 443 [ACK] Seq=1 Ack=1 Win=2102272 Len=8

10 2020/209 14:30:40.844082

12 2020/209 14:30:40.844806 216.58.196.36 192.168.1.3 443 > 50121 [ACK] Seq=1 Ack=518 Win=65536 Len=8
13 2020/209 14:30:40.118146 216.58.196.36 192.168.1.3 TLSv1.2 1010 956 Server Hello, Certificate, Server Key Exchange, Server Hello Done
14 2020/209 14:30:40.120615 192.168.1.3 216.58.196.36 TLSv1.2 61 7 Alert (Level: Fatal, Description: Certificate Unknown)

15 2020/209 14:30:40.120619 216.58.196.36 192.168.1.3 TP 54 443 > 50121 [ACK] Seq=957 Ack=525 Win=65536 Len=0

192.168.1.3 216.58.196.36 54 50121 » 443 [ACK] Seq=526 Ack=958 Win=2101248 Len=0

18 2020/209 14:30:40.121032

3. Configure the audit policy, because the application often contains multiple rules, it is necessary to
check which rules the application traffic is recognized by the IAM database.

Navigation Policies.
) Status [BEBGGE X Delete |  Edit |  Enable @ Disable | # Move Up ¥ Move Down % Move To | fImport [BExport

) Proxy Access Control  Applicable Users | Applicable AP(Group) ' Endpoint Device Destination Created By
 objects Audit Policy
Y] Quota Control lt activities 2. All users Al Al Al admin

Reminder Policy
~ Access Mgt

Ingress Folicy
» Policies

+ Using Template »

> Advanced

Select Ttem

| HTTP Data File name of downloaded file
Outgoing

Email
Website

» Browsing 3 Outgoing email(SMTP) (@
/Download Incoming email(PGP3/IMAR) (D)

» Email ™

s IM Chats (@
S FTP IM Software: MSN, Yahoo, Google-talk, Fetion, ...

-, Other IM chats )

¥ licati FTP
FTP file upload (file name and contents)
FTP file download (file name only)

Telnet

Commands executed via Telnet

[ Access to other applications (exclusive of contents)

[ Access to unidentified applications (on which address and port. It
incurs massive logs)

Schedule: All Day

4. Now many websites and browsers use the QUIC protocol to transmit data, and the data encrypted by

the QUIC protocol cannot be controlled, so the QUIC protocol needs to be disabled. After disabling the

QUIC protocol, the website and browser will automatically negotiate the use of HTTPS to transmit data.
Navigation « [ senice ]

» Application Signature Add Service

» Advanced App Signature Serviee Name:

» Custom Application Jquic
» URL Database Services: @
T o |[uoe ] 1owe | oter |
» service 80 |

a43|

» IP Address Database
» Schedule

» Keyword Group

» File Type Group

» Location
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Navigation

Enabled

[[]saas Options
=123 55L Contents

[CJContents.
255 Email

[JJEmail
2£3QQ Whitelist

[]QQ whitelist

S Audit Policy (1 Name: |glock o)
ﬂ‘ 1 Variou Description: | |
Options | Object || Advanced
» Policies Access Control Service
CEEs |Secess tonte Service
> Advanced &5 3 Application +add X Delete | = Allow @ Reject | 4 Move Up ¥ Move Down
Ul N [[] Mo. Destination ~ Service Name Schedule Action Delete
P service
CProxy [ [+ quic [][an pay [+ reject [~]
[CJsearch Keyword I - p— J
[_JFile Type "

1. If you want to perform more detailed control over the behavior of the https website, such as allowing
browsing but not uploading attachments, then you need to check the description of the database apps to
determine whether you need to decrypt the relevant domain name. For example, after querying the
description of the database, you can confirm that Gmail uploads attachments need to enable SSL data

decryption.

Select Application

Tag Application 10| selected(0)
#* AIl(6735) Select: All - Deselect All
= an

' Al known applications
& security Risk(174) B il

M Gmail[Upload_st
& High Bandwidth ... T T cmeisend_tosi]
& Reduce the Effici M Gmail{erowse]
[J™M Gmail[Download_.

& saas(696)

& Forum and Micro
< send Email(37)

Details

Gmail[Upload_Attachment]

App Category: Mail

Tag: SaaS,Disclosure Risk

Gthers: Individual app,

Encrypted

SSL Decryption: Required
Webbased Grail

Action: Reject +

Schedule: [ all Day [v

Tag

Selected(1)

 ai116)

Note; It fiiters SSL contents by SSL webmail, web-bbs, imap and 3
Eﬂ-ﬁvuanm_uﬂ“ml_&‘—

Decryption @ Middle man Orlogin.

[Secme i <
=

Ca
® Specfied

M saas/Mail/Gmail

Details |
Application: Gmail

App Category: Saas

Tag:

Others: Individual app, Encrypted |
Description: Official Site

=5
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SSL Content Decryption

3. Download the root certificate recognized by SSL from the IAM device and import it into the system.

Access Control [Block]

Enabled

Name: | Biock

Desaription: |
[Accesscontrol |

B3 Appheation gmall.com
@ Application emailgoogle.com
i googleemail.com
SWW mail.google.com
Cleroxy www.gmail.com
[)search Keyword g{mvs.gml:gle.mm
e.google.com
Olrile ype dreamdever.org
[[Jsaas options
SEEEETD (7] Reject data transmitted over QUIC pratocal (1)
Excluded...
-
Oemail

9£39QQ Whitelist - [JFilter encrypted
JQQ whitelist

On ports 25, 465, 995, 143, 993 and 587.

Download Server SSL Certificate ()
How to Remove Alert in AD Envil

& | Certificate X

General Details Certification Path

gj:mumum

This certificate is intended for the following purpose(s):
» All issuance polides
= All application polices

Issued to: VeriSign Class 1 Extended Validation CA

Issued by: VeriSign Class 1 Extended Validation CA

Valid from 3/23/2020 to 3/21/2030
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' & &* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

| A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location
(®) Current User

(Gl

To continue, dick Next.

Next Cancel
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€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

X

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:

Next
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Select Certificate Store

Select the certificate store you want to use.

E Personal
! B Trusted Root Certification Authorities
. -1 [Eerprnse [rus

7] Intermediate Certification Authorities
----- [ Trusted Publishers
L0 Himtrieted Cartificates

tificates are kept.

oK Cancel

store, or you can specify a location for

e based on the type of certificate

re

Next Cancel
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X

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

i You have specified the following settings:
gl e e = Trusted Root Certification Authorities
Content Certificate

4. IE and Chrome call the built-in certificate of the Windows system, and the Firefox browser does not
call the built-in certificate of the Windows system and needs to be imported separately.
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- X Options

‘ﬁ' General
Q Home
Q Search

©) Firefox about:preferences#privacy

| O Find in Options |

|% | AIUW FIIEIUX W RS PEUNGIZEU EALENISIUN TELUNTTIEIUGUUNS  LEDHTTHUIE
\il Allow Firefox to install and run studies View Firefox studies

\:| Allow Firefox to send backlogged crash reports on your behalf Learn more

| n Privacy & Security

p —
SecUrty

s Sync

@ Cirsfry Stinnart

#  Extensions & Themes

tive Content and Dangerous Software Protection
\ZI Block erous and deceptive content Learn more

ous downloads

[/] Block dan

|z| Warn you about u nted and uncommon software

Certificates
When a server requests your personal certificate
( | Select one automatically

. Ask you every time

— Query OCSP responder servers to confirm the current validity of

~ certificates
Security Devices...

Certificate Manager

Your Certificates Authentication Decisions People Servers | Authorities |

You have certificates on file that identify these certificate authorities

Certificate Name \ Security Device
W AC Camerfirma S.A,

Chambers of Commerce Root - 2008 Builtin Object T

Global Chambersign Root - 2008

v AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root in Object Token

Camerfirma Global Chambersign Roof Builtin Object Token

Edit Trust... Export... Delete or Distrust...

-

v N B & =

@ Ssign inte Firefox
b Protections Dashboard

B Mew Window
©3 New Private Window

B Restore Previous Session

Zoom — (100%
Edit X
I\ Library
w0 Logins and Passwords
& Add-ons

47 Customize...

Open File...
Save Page As...

= Print...

Q, Find in This Page...
More
Web Developer
T What's New

@ Help
® it
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@ Select File containing CA certificate(s) to import x
4 Bl » ThisPC » Desktop v | D & Search Desktop
Organise + New folder =« [H o
Name Date modified Type Size
7 Quick access
I Deskt » 5] rootea 72772020 11:17 PM Security Certificate 2KB
esktop
4 Downloads +
Documents -
[&=] Pictures -
J'! Music
m Videos
@ OneDrive
[ This PC
L‘ Metwork
< >
File name: v| | Certificate Files v/
| Open | | Cancel |

Certificate Manager

| Downleading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust *VeriSign Class 1 Extended Validation CA” for the following purposes?

|| A Trust this CA to identify websites.
[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine s certificate and its policy and

procedures (if available).

Examine CA certificate
Edit Trust... Import... Export... Delete or Distrust...

4. You may also use the cert installer download from IAM’s link.
http://IAMip/httpscert/index.html IAM’s ip is any IAM ip that can connect from PC to IAM.
For example: http://1.1.1.3/httpscert/index.html
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@ Identity Authentication System X

& C @@ Notsecure | 1.1.1.3 e @ Incognito (2)

' Identity Authentication System

Install Certificate

ot ctart
aet started

E@ WINDOWS

Download
installca_windows.exe

D iPhone&iPAL

5. Check whether the certificate used to access the website is "VeriSign Class 1 Extended Validation CA",
if it is, it means that the SSL decryption is successful.

; Sangfor_lAM - SANGFOR 1AM X M Starred - yanzhijiemas@gmail.cc X +

&« & & [nail.google.com/mailfu/0/7pli=1#starred

— M Connection is secure

Your informaticn (for example, passwords or credit

card numbers) is private when it is sent to this site.
Learn more
I— Compd

ssages. Stars let you give messages a special

Inbox B Certificate (Valid)

%  Starred & Cookies (47 in use)
© snooze
L& Site settings
= Sent
B Drafts -
A Maore
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n  Certificate X

General Details Certification Path

| = ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of @ remote computer

Issued to:  mail.google.com

Issued by: VeriSign Class 1 Extended Validation CA

valid from 7/7/2020 to 9/29/2020

Issuer Statement

5. Use Gmail to send mail, you can get the title and body content of the mail.

= IVI Gmail Q isistarred

Dv

Inbox
Starred
Snoozed
sent

Drafts

<« ®BV e x0O

More

Meet

c

No starred messages. Stars let you give messages a special status to make them easier to find. To star a message, click on the star outline beside any message or conversation.

@qg.com
123456

1est123456796

0.02 GB (0%) of 15 GB used Terms - Privacy - Progra

B Startameeting
Manage

B Join a meeting

Hangouts

°
- +

No recent chats

~~~~~~~~~~~~~

X - @
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Dashboard || Online Users || policies * || Licensing * | Rt eas ot

~ Status 2 Auto Refresh: 5 second(s) ~ | I Filter
» Dashboard Filter: Group (/)  Objects: Search term Email IM chats Others Forum & Microblogging Outgoing Files Website Browsing  Action: Reject Log Alert
» Online Users No. | Time Occurred Username: Group 1P Address App Category Application Action Details.
1 7seconds age sangfor / 182.168.1.3 Mail Gmail[Send_Mail]  Log URL: mail.google.com -
» Troubleshooting Center Contents: <div dir="1tr">test123456796 </div>
nder: _ mas@gmail.com
b Traffic Statistics Receiver: 123456
Receiver: » 2aq.com
& iz A il = 2 7seconds age sangfor ! 192.168.1.3 Visit Web Site Search Engine Log URL: taskassist-pa.clientsé.google.com
» Lodked Users. 3 7seconds ags sangfor / 102.168.1.3 Visit Web Site Search Engine Log URL: translate.googleapis.com
R 4 7seconds ago sangfor 7 102.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
5 gssecondssgo  sangfor / 152.168.1.3 it Web site Search Engine Log URL: translate. googleapis.com
» Security Events. 6 1 minutes ago sangfor ! 192.168.1.3 Mail Gmail[Browse] Log URL: mail.google.com
7 1 minutes ago 'sangfor ! 192.168.1.3 Mail Gmail[Send_Mail] Log URL: mail.google.com/mail/u/0/?pli=18sw=2
Website: mail.google.com
8 1 minutes ago sangfor ! 192.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
9 1 minutes ago sangfor ! 192.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
10 1 minutes ago sangfor / 192.168.1.3 Visit Web Site Search Engine Leg URL: taskassist-pa.clients6.google.com
11 1 minutes ago sangfor / 182.168.1.3 Visit Web Site Mailbox(Web) Log URL: mail.google.com
12 1 minutes ago sangfor 7 192.168.1.3 Mail Gmail[Browse] Log URL: I 1 mail/u/0/?ui=28ik=687af392f7
Website: mail.google.com
13 1 minutes ago sangfor / 182.168.1.3 Mail Gmail[Browse] Log URL: mail.google.com
14 1 minutes ago sangfor 7 192.168.1.3 Mail Gmail[Browse] Log URL: mail.google.com
— 15 1 minutes ago sangfor / 152.168.1.3 Visit web Site Search Engine Log URL: translate. googleapis.com
16 1 minutes ago sangfor / 192.168.1.3 Visit Web Site Search Engine Log URL: translate.googleapis.com
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