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Chapter 1 Scenario 
The R&D department of a software company needs to audit the content of emails sent by developers to 
avoid leakage of code information, so it wants to use IAM to audit users' encrypted content. 

Chapter 2 Configuration 
1. Check the authorization and rule base version to ensure that the Multi-Function License contains 
Content and SSL Content Ident

 

 
2. Make sure that the network traffic passes through the IAM device in both directions. If the traffic is 
only one-way, the application cannot be identified and controlled.
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3. Configure the audit policy, because the application often contains multiple rules, it is necessary to 
check which rules the application traffic is recognized by the IAM database.

 

 
4. Now many websites and browsers use the QUIC protocol to transmit data, and the data encrypted by 
the QUIC protocol cannot be controlled, so the QUIC protocol needs to be disabled. After disabling the 
QUIC protocol, the website and browser will automatically negotiate the use of HTTPS to transmit data.
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1. If you want to perform more detailed control over the behavior of the https website, such as allowing 
browsing but not uploading attachments, then you need to check the description of the database apps to 
determine whether you need to decrypt the relevant domain name. For example, after querying the 
description of the database, you can confirm that Gmail uploads attachments need to enable SSL data 
decryption.

 
2.Enable SSL recognition and select the website that needs SSL decryption as Gmail.
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3. Download the root certificate recognized by SSL from the IAM device and import it into the system. 
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4. IE and Chrome call the built-in certificate of the Windows system, and the Firefox browser does not 
call the built-in certificate of the Windows system and needs to be imported separately.



SSL Content Decryption 

W.: www.sangfor.com   |   W.: community.sangfor.com   |   E.: tech.support@sangfor.com 9 

 

 



SSL Content Decryption 

W.: www.sangfor.com   |   W.: community.sangfor.com   |   E.: tech.support@sangfor.com 10 

 

 
4. You may also use the cert installer download from IAM’s link. 
http://IAMip/httpscert/index.html    IAM’s ip is any IAM ip that can connect from PC to IAM. 
For example: http://1.1.1.3/httpscert/index.html 

http://iamip/httpscert/index.html
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5. Check whether the certificate used to access the website is "VeriSign Class 1 Extended Validation CA", 
if it is, it means that the SSL decryption is successful. 
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5. Use Gmail to send mail, you can get the title and body content of the mail.
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