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Radius SSO

Chapter 1 Scenario

Radius is the abbreviation of Remote Authentication Dial. Radius was originally designed to authenticate
and charge dial-up users. These functions are often used by telecommunications departments. The bills
we receive after dial-up Internet access are counted by the Radius server. After using Radius for a period
of time, everyone found that the Radius protocol is powerful, easy to use and easy to expand. Therefore,
after improvements, Radius has now become an internationally accepted authentication billing protocol,
which is widely used in ordinary telephone Internet access, ADSL Internet access, community
broadband Internet access, Many occasions such as IP telephone.

A large factory uses commercial wireless to allow employees to access the Internet, while using IAM to
manage and audit users' online activity. At the authentication level, the IT department hopes to
authenticate users in order to better manage the network. User names and passwords will be added to
the Radius Server of the intranet when employees enter the company. The IT department hopes that
users who have passed radius authentication do not need to pass IAM's secondary authentication.

Generally, the endpoint does not communicate directly with the Radius Server, but communicates with
the Radius Client. For example, the wireless access controller here acts as the Radius Client.

INTERNET

Mirror Port

Radius Server
192.168.19.88

@ Radius Client

192.168.19.84
PC
192.168.1.3

Chapter 2 Configure IAM

1. Configure Radius SSO, you must specify the address and port of the Radius Server. The default ports
are 1812 and 1813. If it is Cisco’s Radius Server, the default ports are 1645 and 1646.

Navigation Ll | single Sign-On(SS0)

» Status

Category << | Radius
T MS AD Domain Enable RADIUS 550
» Objects PPPOE
If RADIUS authentication and accounting data de not go through this device, go to the Others tab and enable
~ Users mailis mirror interface to mirror them to the device
RADIUS Server Addresses: (j
4 Authentication Proxy

. 192.168.19.88:1812
Authentication Policy EEE 192.168.19.88:1813
External Auth Server
Wweb
Single Sign-On
Third-Party Server
Custom Webpage
Internal Portal Server Appliance

Database [CJRead RADIUS attribute and assign value to custom user attribute
Users
Others

Self Services

Advanced
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Radius SSO

Navigation 248 | single Sign-On(SS0)
» Status Category << | Others
» Proxy MS AD Domain
If SSO requires external authentication server and the packets of users logging into the external server do not
» Objects PPPoE go through this IAM device, enable mirror interface to send the packets to another port on the IAM unit that is
not busy.
w Users
Radius Enable Mirror Interface
4 Authentication Proxy Mirror Interfaces (selected interface will be listened):
Authentication Policy s []| Interface
[] etho -
External Auth Server B
ef
v| ethi
Single Sign-On [v]
Third-Party Server ] eth2
Custom Webpage 0
eth3
Internal Portal Server GrEE s A
Database
Users
Others
I self Services
Advanced

2. Configure the switch to mirror the radius traffic to the mirror port of JAM.

3. Capture packets at the mirror port to check whether the data packet is sent to the IAM mirror port.

Navigation 8l | Capture Packets
» Status 2 Refresh X Delete | W Options | @ Stop
» Proxy Status: Stopped
» Objects wl Nao  Name
Options X
» Users
» Access Mgt PEAE
» Bandwidth Mgt Max Packets: 10000 @

» Endpoint Device

4 Diagnostics

System Logs

Web Console

Restart

Capture Packets

Troubleshooting

Advanced Mode (TCPDUMP)

» Security
v System Interface:
[> Network IP Address:
I Firewall Port:
Expression:
|> General

ethl

Cancel

Capture

Check whether the packet include the IP address of PC, if packet is not include the PC IP address, IAM
will not know which IP will be authenticate. The NAS-IP-Address field Record the IP of radius Server,
The Framed-IP-Address field record the IP of PC. If the user must be authenticated successfully, the
packet must include Framed-IP-Address and Username field. Some packet not contain the Framed-
IP-Address field, just need configure radius setting in Radius Server.

2194 11:15:31.702640 192.200.19.84
L2194 11:15:31.764323 192.168.19.88

I

192.168.19.88

192.200.1

9.84

[ Frame 219419: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
Ethernet I, Src: Dell _#8:a8:89 (e0:db:55:f8:a8:89), Dst: LannerEl 47:43:¢3 (00:99:00:47:43:¢3)

Internet Protocol Version 4, Src: 192.200.19.84, Dst: 192.168.19.88
User Datagram Protocol, Src Port: 61605, Dst Port: 1812

v RADIUS Protocol
Code: Access-Request (1)
Packet identifier: x5 (5)
Length: 56

Authenticator: 20202020202031353632383134393331

[The re e his request i
v Attribute Value Pairs

AVP: t=User-Name(1) 1=6 val=test

n frame

AVP: teUser-Password(2) 118 valEncrypted
4

NAS-TP-Addr
AVP: t=Framed-IP-Address(8) 16 val-192.168.19.100

4,
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Radius SSO

4. Create authentication policy and choose SSO.

Authentication Policy

Oa D
» Status + Add | # Edit | X Delete | v Enable @ Disable | 4 Move Up ¥ Move Down % Move To | [ Import Example Fik
» Proxy | Authentication Policy
- O
» Objects Enable
O
v Users O Name: Radius S50
4 Authentication ‘ Description:
I » Authentication Policy I D‘
» External Auth Server L * Objects Auth Method: () Open authentication
» Single Sign-On Fl » Auth Method () Password based
» Custom Webpage D‘ I (®) single Sign-0On(Ss0) |
» i =
' T Rel SERET D‘ Action () None (requests are rejected always)
S50 Enabled: AD server,SS0 using HTTP request
I Users | SS0 Settings
b Self Services O For User Fails 550
N —— D‘ (") Open authentication
0O ‘ (@ Password based
0O Auth Server: Local user database 7
Captive Portal: Preview
E \
D‘ Login Redirection: Previously visited webpage
(Goto Predefined webpage
gl
O () CAS server v
| Back | | Next |

5. Then you can see that PC192.168.1.3 is online and the authentication method is SSO on the IAM.

- Status.

§ nuto Refresh: 5 second(s) » | G Refresh | [ rrer G & @ 1sgoue | (Fexport

Search by Username +

Dashboard

Status: Al Endpaint Device: Al Objects: nane

| User Group | Members

» Troutieshesting Genter
Taff Susmstes

+ Intermet Actities
Loched Users

» S8 Apphcatns

Security Events

W.: www.s

2|01 o, usemametatas) Group 1P Adress Endpeirk Device Time Logged In/Locked =

pma_ — : — e e e

1 pomain ser 1 o[£ 2 15216810 ' 19216810 PC(mmdows PC)  Dpen sumenbeaton . 2020.07-21 18:28: 4ksgm
12 sangorcom 1 us,
3% Local Users 1 sers
Boypass 0 vsers
B omautt 0 users
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