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Bandwidth Management

Chapter 1 Scenario

A small and medium-sized enterprise has limited network bandwidth, and increasing the bandwidth
requires more costs. A large number of people on the network currently browse Youtube during work
hours, which results in low work efficiency and at the same time online video takes up a lot of
bandwidth. Customers want to optimize bandwidth use.

The difference between limited bandwidth and guaranteed bandwidth:

The guaranteed channel is based on the guaranteed minimum bandwidth value. In the case of high
bandwidth usage, the priority of high bandwidth usage is guaranteed. The guaranteed bandwidth is
suitable for users with high priority, such as management; or web browsing, mail, office OA and other
priorities High application. Limited channel mainly limit the maximum bandwidth available to users,
and are suitable for ordinary employees or low-priority applications such as downloads and p2p.

Chapter 2 Basic Configuration

1. Bandwidth management uses a database to identify application, so make sure that the database has
been upgraded to the latest before configuring bandwidth management.

» Status @ A, Update Server | §% Refresh

» Prosy No. Database Current Version Latest Version Update Service Expires On
2020-08-18 2020-08-18 3019-01-01
» Objects

» Users

2020-09-15 09:00:00 2020-03-15 20210828 ]
SP_LFD SP_fsu SP_ume SP_htc SP_ses SP_WPC SP..  SP_sec0101 Mever expire

2020-09-15 12:34:56 2020-03-15 2021-08-28 l

2020-09-17 2020-09-17 2021-08-28

» Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

- System
Network
Firewall
4 General
Licensing
Administrator
Date/Time
4Update
System Update

Pro

2. Please fill in the real bandwidth value, because the bandwidth management policy is based on the
percentage of the total bandwidth of the line to allocate, so you need to ensure that the line bandwidth is
the true bandwidth of the line. Note that the units b and B, and the actual bandwidth of the line may not
reach the value provided by some ISP.

L ——————I—I————  ————
Navigation Rl vireoe! Line- [
TEELE I Virtual Lines ” Virtual Line Rule l
» Proxy =+ Add | A Advanced
» Objects Line
» Users : ‘ el

Edit Virtual Line

I

» Access Mgt

~ Bandwidth Mgt

Name: Linel
Bandwidth Channel

Qutbound: 50 Mbps ~
Virtual Line

Inbound: 50 Mbps -
DNS Proxy

Link Load Balancing == e

—_
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Bandwidth Management

Chapter 3 Advanced Configuration

1. Now some websites use the QUIC protocol, and the current device cannot decrypt the QUIC protocol
or even recognize the URL in the data packet, so it is recommended to block the QUIC protocol during
testing. After prohibiting the QUIC protocol, the browser will automatically negotiate to use the https
protocol for data interaction.

Add Service

Service Name:

‘quer

Services: (i)

[ 7cp [[ wop || 1cmp || others |

80
443

Access Control

Enabled

Name: | Block_Quic ‘®

Description: | ‘

Options ” Object ” Advanced ‘

=53 Application + Add X Delete | @ Allow @ Reject | 4 Move Up & Move Down
[JApplication
L D‘ No. ‘ Destination M _Schedule Action | Delete ‘

 Mservice
[CIProxy ‘A” HU QuIC ‘VIIA“ Day ‘ Reject ‘v }I

(Jsearch Keyword

[IFile Type [ e

[CIsaas Options
943 SSL Contents

[Dcontents
193 Email

[DEmail
1249QQ Whitelist

[)QQ Whitelist
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Bandwidth

Management

2. The most important point is to see which rules the application traffic is recognized by IAM. Only
then can the application rules be selected in the bandwidth management policy.

Navigation Top Applications by Traffic

= Status

% Auto Refresh: 20 second(s) = | §5 Refresh | T Filter

» Dashboard

» Online Users

4 Traffic Statistics
+ Top Users by Traffic
+ Top Apps by Traffic
» Connections
» Flow Control

» Global Traffic Status
» Quota Control

» Internet Activities

» Locked Users

» Saas Applications

» Security Events

+ Troubleshooting Center

+ Link Load Balancing Stat

Filter: Top 60, user group (/)

No. App Category
1 Encrypted Youtube Video

~

Visit Web Site

w

TeamViewer

Line ) idirectional -
Al 102.18(Kb/5) 2.53(Mb/s) 2.63(Mb/s)
Al 228.66(Kb/5) 258.72(Kb/s) 487.38(Kb/s)
Al 329.7(Kbfs) 9.13(Kb/s) 338.83(Kb/s)

Select the corresponding application rule in the bandwidth management policy.

— |
Select Application

Tag

Percent Top Users
76% 192.168.20.89

14% 192.168.20.89

10% 192.166.20.89

Selected(2)

## All(6802)

& saas(713)

& security Risk(1...
& Disclosure Risk(...
& High Bandwidth...
& Reduce the Effic...
& Forum and Micr...

& Send Email(40)

Select: All - Deselect All
San
F Al known applications
S
[l @mYoutube Posting
[l @ voutube_Channel_Access
J Network storage
Tl @ voutube Video Upload
I Web Streaming Media
] e¥voutube Browsing
L] @ vouTube Video
¥l @ Youtube encryption Browsing
¥l @ Encrypted Youtube Video

B Web Streaming ...
B Web Streaming ...

Details

Application: Youtube Video
Upload

App Category: Network
storage

Tag: SaaS

Others: Individual app,
Encrypted

Description:

| ok || concel |

Then check the traffic status to see if the traffic has entered the flow control channel corresponding to
the bandwidth management policy.

= Status

» Dashbaard
+ Oline Users
+ Traubleshoating Center
aTraffc Seatisics
 Tap Users by Traffic
* Top Apps by Traflic
+ Connactions
> Flow Control
+ Link Load Balancing Statj
+ Giobal Traffic Status
 Guota Contral
» Internet Activities
» Locked Users.
+ SanS Applications
» Securty Events

Linel

[ Back

2020-09-21 (%

|| vourbe LT

A Channel Settings

Default Channel Real-time Speed

#2773k * Luoes

« Transfer Rate on Channel

Outbound | tnbound

Mips

1858

No.. Agp Categary
1 ENCIYRIEC Youtube Video

2 ¥k Web Suz

Ussge
®0% *2w

o

1900 1901

Outbound
37 s6{kbis)
4.98(Kb/s)

inbourd -
526 9(Kbis)
165.05(Kkbis)

Mo, Username

1 192.166.2089

Aops

2

1802

18 Address
192.169.20.69
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W outube | Reference Tools W

Channel Guaranteed Bandwidih. 50 Mip:

19.03

Outbound Inbound =

42.84(Kb/3) 954.03(Kb/s)
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