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Activity Domain ADSSO

Chapter 1 Scenario

A customer uses a Microsoft AD server to manage intranet users. All end users are Windows systems.
The client's office applications are mainly applications from Microsoft companies such as Outlook; the
customer wants to control intranet users and requires visualization of control, that is, a specific domain
can be queried. The user's online behavior and traffic information also perform identity verification for
intranet users. Integrating all customer needs, and at the same time, the customer uses the Microsoft AD
domain to manage users. Among the several ways of combining Microsoft AD domain authentication,
the script SSO has the highest success rate, but the customer does not allow to deliver scripts through
the Microsoft AD domain, so we can choose ADSSO method.

Core Switch

| AD Server
R ‘ u s e 192100 1. 478
AD Server:

IP: 192.168.1.4

Domain Name: sangfor.com

Account/Password: administrator/@sangfor123

Test PC:

IP: 192.168.1.3

Account/Password: administrator/@sangfor123

Domain Account/Password: sangfortest/@sangfor123

1.1 Configure Steps

The configuration steps are as shown in the figure below. It should be noted that in order to make
everyone familiar with the AD domain faster, we add the method of configuring the AD domain, which
is the part marked "not necessary". If the customer has used the AD domain before and does not need to
reconfigure the AD domain, then only need to configure other parts.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Activity Domain ADSSO

1. Install MS AD function

| 2.Configure the domain controller server

"". 3. Create usernames and passwords
| LConfigure AD Server I

4. Join the PC to the domain

| 5.Enable the log audit function of AD Server

Configure Steps

1. Add LDAP server

2. Configure S80 authentication options
—| 2.Configure IAM =
| 3. Configure authentication policy on IAM

Chapter 2 How to Configure Activity
Domain Server

2.1 Install MS AD function

1. Open Server Manager in Windows Server 2019.
— Recently added Windows Server

& >

Windows
Server Manager PowerShell ISE

q Google Chrome

Google Chrome

Search g g

Windows
Server Manager Administrativ... Task Manager Control Panel

Settings
n ™

Windows Accessories Event Viewer File Explorer

Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows Security

P
5]
&
£
B
B
L
L
v

Windows System

2.Click "Add roles and features".

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2



Activity Domain ADSSO

s Server Manager

Server Manager * Dashboard @1 F Meage  Tools
ﬁ Dashboard WELCOME TO SERVER MANAGER
i Local Server
i All Servers . ) . i )
o Configure this local server
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW A Froat S —
& (reale a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:0 | Server groups:1 | Servers total 1
i Local Server ii All Servers
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

3.Click "Next".

fiz Add Roles and Features Wizard

- DESTINATION SERVER

| Before you begin WIN-OSSRTDLORUS
i
i_ A Before You Begin This wizard »helps you install roles, role services, or features. Vou‘deSErm:ne which ro‘IeS, role services, or
o features to install based on the computing needs of your organization, such as sharing documents, or
A Installation Type hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

Performance Services
BPA results Performance
BPA results

A00N £.57 DA s

Hide

4. Click "Next".
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Activity Domain ADSSO

fz Add Roles and Features Wizard o

mE3
DESTINATION SERVER

= Select installation type WIN-OSSRTILPRUS

Select the installation type. You can install roles and features on a running physical computer or virtual

o
L O machine, or on an offline virtual hard disk (VHD).
=

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

w
3

OR Desktop Services installati
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide
Performance Services
BPA results Performance
BPA results
5. Click "Next".

R Server Manage D

= Add Roles and Features Wizard

DESTINATION SERVER

Select destination server WIN-OSSRTOLRUS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Ty

() Select a virtual hard disk

Server Pool
Fitter: | }
Name P Address Operating System
WIN-OS8RTOLPRUS 192.168.1.4 Microsoft Windows Server 2019 Datacenter

Hide

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Performance H Services
BPA results Performance

BPA results

Ao020c.c2 D

6. Select the functions that need to be installed "Active Directory Domain Services" and "DNS Server",
then click "Next".

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 4
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[ Add Roles and Features Wizard

DESTINATION SERVER

Select server roles WIN-OSSRTILERUS
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes

Active Directory Certificate Service
hve Dlrecto Domain Servn(e
Active Directory Federation Services 7
[] Active Directory Lightweight Directory Services this information available to users
[C] Active Directory Rights Management Services and network administrators, AD DS
] Device Health Attestation uses domain controllers to give
[] DHCP Server network users access to permitted
resources anywhere on the network
] FaxServer

through a single logon process.

1 [M] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[ Hyper-v
[C] Network Controller
[C] Network Policy and Access Services
[T Print and Document Services
[C] Remote Access
[] Remote Desktop Services
] Volume Activation Services
[] Web Server (IIS)
[C] Windows Deployment Services

Hide

< Previous ] Next > Install
Performance - Services
BPA results Performance
BPA results
(4m000 6.5 na

DESTINATION SERVER
WIN-OSSRTILPRUS

Select one or more roles to install on the selected server.

ol Installation Type Roles Description

r Selection

[C] Active Directory Certificate Services Dom_am Name System (DNS) Server
Active Directory Domain Services provides name resolution for TCP/IP
[C] Active Directory Federation Services networks. DNS Server is easier to
[] Active Directory Lightweight Directory Services manage when it is installed on the
[C] Active Directory Rights Management Services same server as Active Directory

_——— [C] Device Health Attestation Domain Services. If you select the
DNS Server Active Directory Domain Services
[] DHCP Server y
Confirmation IDNS Serve role, you can install and configure
] Fax Server DNS Sgrver a{nd Active Directory
I [M] File and Storage Services (1 of 12 installed) Domain Services to work together.
[] Host Guardian Service
D Hyper-V Hide

[C] Network Controller

[] Network Policy and Access Services
[C] Print and Document Services

[C] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[C] Web Server (IIS)

[[] Windows Deployment Services

Performance - Services
BPA results Performance
BPA results

04070 £.67 DA

7. Click "Next".
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= Add Roles and Features Wizard

View

Select features

Before You Begin

Installation Type

Select one or more features to install on the selected server.

Features

ICIB.NET Framework 3.5 Features (1 of 3 installed|

(W] .NET Framework 4.7 Features (2 of 7 installed)

Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption
BitLocker Network Unlock

DESTINATION SERVER
WIN-OS8RTOLPRUS

Description

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect

BranchCache your customers' personal identity
Client for NFS information, enable seamless and

Confirmation Containers secure communication, and provide
Data Center Bridging the fabi\ity to model a range of
Direct Play business processes.

Enhanced Storage

Failover Clustering

Group Policy Management

] Host Guardian Hyper-V Support

[] /O Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[] IP Address Management (IPAM) Server
[ iSNS Server service

Hide

ROOOOOoOooo

Performance Services
BPA results Performance
BPA results

ADOON .50 DA

8. Click "Next".

fi Add Roles and Features Wizard

DESTINATION SERVER
WIN-OS8RTILPRUS

Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users.

Before You Begin

Instaliation Type

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps. Hide
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

Performance - Services
BPA results Performance
BPA results

L4000 £.87 DAA

9. Click "Next".
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&, Add Roles and Features Wizard

— DESTINATION SERVER

I: D DNS Server WIN-OS8RTOLPRUS
iL

=_ Before You Begin Domain Name System (DNS) provides a standard method for associating names with numeric Internet
E& A - = addresses. This makes it possible for users to refer to network computers by using easy-to-remember

g Installation Type names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ction ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

Confirmation

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

Hide

Performance Services
BPA results Performance
BPA results

040NN 7.00 N

10. Click "Install".

2 Add Roles and Features Wizard

DESTINATION SERVER

Confirm installation selections WIN-OSBRTOLPRUS

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type | Restart the destination server automatically if required |
/ t plional Teatures (Such as agministration tools) mig isplayed on this page because they have

been selected automatically. f you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
DNS Server
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools Hide
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Next> ol | [ concel |

Performance Services
BPA results Performance
BPA results

40020 7.0 D0
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& Add Roles and Features Wizard

Installation progress i osaTe s

WIN-OSBRTSLPRUS
View installation progress

0 Starting installation

Active Directory Domain Services
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell Hide
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
DNS Server Tools

Export configuration settings

< Previous Next > Install Cancel
Performance H Services
BPA results Performance
BPA results
AMnnn 700 oas

11. Click "Close" after installation.

B

f& Add Roles and Features Wizard

. . DESTINATION SERVER
Bl [nstallation progress WIN-OSSRTaLBRUS

iL

- View installation progress

B Al

W Al o Feature installation

&0 |

- Configuration required. Installation succeeded on WIN-OS8RTILPRUS.

g Fi

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools Hide
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Services Services
Performance Performance
BPA results BPA results
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2.2 Configure the domain controller server

1. According to the following figure, select "Promote this server to a domain controller".

s Server Manager

Server Manager * Dashboard

Post-deployment Configura...

Configuration required for Active Directory Domain

File and Storage

-'i Services # Local Server
@ Manageability @ Manageability
Events - Events
Performance Services
BPA results Performance

BPA results

§ Local Server . NIN-OSRRTO! PRLIC Hide
- LEARN MORE Services at WIN-OS8RTILPRUS
H& Al Servers Promote this server to a domain controller I
i§ ADDs
Feature installation
&2 DNS ROLES AND SERVER GROUPS
- Roles: 3 | Servergroups:1 | Server
BE File and Storage Services P Configuration required. Installation succeeded on
. WIN-OSBRTILPRUS
i
I§! ADDs Add Roles and Features
@ Manageability Task Details
Events
Services Services
Performance Performance
BPA results BPA results

2. Configure the domain name for the AD domain, such as sangfor.com.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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[ Active Directory Domain Services Configuration Wizard

Deployment Configuration

Domain Controller Options

Additional Options
Paths
Review Options

Prerequisites Check

Select the deployment operation

(O Add a domain controller to an existing domain

[ do g an existing forest
Add a new forest

Specify the domain information for this operation

Root domain name: sangfor.com

More about deployment configurations

Next >

™ Services

@ Manageability

Events - Events

Performance B Services

BPA results Performance
BPA results

3. Set a password, for example @sangfortest.

Deployment Configuration

Paths

B Active Directory Domain Services Configuration Wizard

Domain Controller Options

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016 =

Domain functional level: Windows Server 2016 ¥

Specify domain controller capabilities

+| Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssssssne

@ Manageability

-coo--cl

Confirm password: .

More about domain controller options

4.Click "Next".

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com

™ Services
@ Manageability @ Manageability
Events - Events
Performance Services
BPA results Performance
BPA results

- O X O
v
TARGET SERVER Manage Tools View
'WIN-OS8RTILPRUS A
Hide
- (] X O

TARGET SERVER
WIN-OS8RTILPRUS

Tools

0 M.
lanage
L

Hide

Cancel
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Activity Domain ADSSO

f& Active Directory Domain Services Configuration Wizard = (] X

g
; TARGET SERVER Manage Tools  View
DNS Options WIN-OSSRTOLPRUS 1Y

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x I

Deployment Configuration
3 2 Specify DNS delegation options Hide
Domain Controlier Options

Create DNS delegation
DNS Options

Additional Options

Paths

ew Options

Prerequisites Check

More about DNS delegation

< Previous

~™ Services
@ Manageability @ Manageability
Events - Events
Performance Services
BPA results Performance
BPA results

5. Set NETBIOS Domain Name, you can use the default SANGFOR.

- O X O

[ Active Directory Domain Services Configuration Wizard

Tools

» . TARGET SERVER anage
Additiona OpthﬂS WIN-OSSRTOLPRUS  [[1Y Hona

Deployment Configuration . . o

Verify the NetBIOS name assigned to the domain and change it if necessary
ontroller Options H
—_— The NetBIOS domain name: SANGFOR e

Additional Options

Paths

ck

)

Prerequisites Chi

I
b

Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

6.Click "Next".

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 11
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f& Active Directory Domain Services Configuration Wizard - O X O .
TARGET SERVER B M, Tool Vi
ianage 00ls ew
Paths WIN-OSSRTOLPRUS  [[1Y

Deployment Configuration . 3
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

o Hide
I Database folder: C\Windows\NTDS [=]
£dditional Options Log files folder: C:\Windows\NTDS EI
- SYSVOL folder: CAWindows\SYSVOL [=]

Review Options

Prerequisites Check

More about Active Directory paths

~™ Services
(® Manageability (® Manageability
Events - Events
Performance - Services
BPA results Performance
BPA results
7.Select "Install".
f& Active Directory Domain Services Configuration Wizard = a X
TARGET SERVER i M Tool: Vi
" T, lanage 00Is ew
Prerequisites Check WIN-OSSRTOLPRUS  [T1Y
| @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x I
Deployment Configuration 3 3 f SITRCA ¢
Prerequisites need to be validated before Active Directory Domain Services is installed on this Hide
Domain Controller Options | computer
DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
\ ) . Windows Server 2019 domain controllers have a default for the security setting named
“"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkid=104751).

L. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

&, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisited

—

Services
@ Manageability

-
®
Events - Events

Manageability

Performance Services
BPA results Performance
BPA results

8. Wait for the equipment to install and deploy related functions.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 12
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- O

[ Active Directory Domain Services Configuration Wizard
TARGET SERVER
WIN-OS8RTILPRUS

Installation

Progress

Starting
# ) View detailed operation results
B Windows Server 2019 domain controllers have a default for the security setting named
L t atible with Windows

Installation

More about installation options

sia Lance

9. After the installation is complete, Windows Server will automatically restart.

Applying computer settings

10. After the Windows Server restarts, you can see on the login page that the default local administrator

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 13
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administrator who logs in to the operating system has become the administrator administrator in the
domain, and the login password is the same as the password of the local administrator account.

~e .\V\
a

SANGFOR\Administrator

leoceenneed -8

R SANGFOR\Administrator

,Q Other user

2.3 Create usernames and passwords for other users in
the domain

1.0pen "Active Directory Users and Computers".

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 14



Activity Domain ADSSO

Recently added Windows Server

& >

Windows
Server Manager PowerShell ISE

&) Google Chrome

Google Chrome

Search F- g E

Windows
Server Manager Administrativ... Task Manager Control Panel

Settings

% 85 | &

Windows Accessones Event Viewer File Explorer

Windows Administrative Tools
Eﬂ Active Directory Administrative Ce...
ma Active Directory Domains and Trusts
P Active Di rectory Module for Windo...
3 - : o o -
E Active Directory Sites and Services

Active Directory Users and Compu...

-~
B ADsiEdit

™

%0 Camnonent Servicec

2. In order to facilitate the management of users according to the company's organizational structure, a
logical container is created here to represent a department. For example, create a department called
Sangfor Tech.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 15
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] Active Directory Users and Computers -
File Action View Help
e 2@ b0z Hm 3eavTa%h
[ Active Directory Users and Com|| Name Type Description
> g\‘; Saved Queries 17 Buitin builtinDomain
e “_"g"fl"'_“’"‘ [ Computers Container Default container for up...
uiltin
’ j o e Domain Controllers Organizational.. Default container for do...
@ o rallers ForeignSecurityPrincipals Container Default container for sec...
s [ ForeignSecurityPrincipal [ Managed Service Accounts Container Default container for ma...
» (1 Managed Service Accour|| = sangfor Organizational...
> &1 sangfor [ Users Container Default container for up...
> [ Users
Delegate Control...
Find...

Change Domain...
Change Demain Controller...
Raise domain functional level...

Operations Masters...
New > Computer
All Tasks > Contact
Refresh EELD
Export List... InetOrgPerson
msDS-ShadowPrincipalContainer
o ’ mslmaging-PSPs
Arrange lcons > MSMQ Queue Alias
Line up Icons Organizational Unit
Properties Printer
Help User
Shared Folder
= o
q New Object - Organizational Unit X
4 o
H =2 Createin:  sangfor.com/
g Type Description
builtinDomain
M Name: Container Default container for up...
[Sangfor Tech Organizational... Default container for do...
1 Protect container from ac Container Default container for sec...
Container Default container for ma...
Organizational...
Container Default container for up...
[ ok || Cancel | | Hep
3. Create a user in the container, for example called sangfortest.
] Active Directory Users and Computers - (=)

File Action View Help
L AR (RENEREIETN Rl R N =

[ Active Directory Users and Com|| Name Type Description
> [ Saved Queries
v 3 sangfor.com There are no items to show in this view.
> ;‘ Builtin Delegate Control...
> [T Computers
- Move...
> 2] Domain Controllers
> (71 ForeignSecurityPrincipal Find...
> @ Mir;ged Service Accou New 5 G
> &l sangfor
s & Users All Tasks > Contact
1 sangfor Tech Refresh =12
InetOrgPerson
= R o e T B
Arrange lcons > mslmaging-PSPs
Line up Icons MSMQ Queue Alias
Properties Organizational Unit
Help Printer
I User
Shared Folder

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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New Object - User X

& Createin:  sangfor com/Sangfor Tech

ml o i

<

g .

e | |

Full name: ‘sangfoﬂea I

User logon name:

|sangfonest| | | @sangfor.com ~
User logon name (pre-Windows 2000):

|SANGFOR\ | |sargfndsd |

o (o] [ G |

Set a login password for this user.

| New Object - User X
L
= & Create in:  sangfor.com/Sangfor Tech
=
~
Password: [--u--u--- ‘
Confim p i [ |

[[] User must change password at next logon
[] User cannot change password

[] Password never expires

[ Account is disabled

| <haok [het> ] | concn

Type

Description

There are no items to show in this view.

New Object - User

il & |- i

& Createin: sangfor.com/Sangfor Tech

Type

Description

There are no items to show in this view.

r'a

When you click Finish, the following object will be created:

Full name: sangfortest
User logon name: sangfortest @sangfor.com
The password never expires.

Type Description

There are no items to show in this view.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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2.4 Join the PC to the domain

1. Configure the PC's network card, and configure DNS as the IP of the domain control server:
192.168.1.4.

Internet settings

8:49 PM
A T de BNG 00
< Settings
@ Home Status
Find ) . If you have a limited data plan, you can make this network a
I it i i I metered connection or change other properties.
Network & Internet f._—l Ethernet 2 24GB
From the last 30 days
I B status Properties Data usage
T Ethernet
@ Show available networks
View the connection options around you.
% Dial-up ) F !
%® VPN Advanced network settings
@ Proxy g Change adapter options
View network adapters and change connection sattings.
% Network and Sharing Centre
For the networks that you connect to, decide what you want to

share.

A Network troubleshooter

Diagnose and fix network problems.

View hardware and connection properties

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 18



Activity Domain ADSSO

i Network Connections - o
1+ E‘ » Control Panel > All Control Panel ltems > Network Connections v O Search Network Connections r
Organise v Disable this network device Diagnose this co O Ethernet 2 Status % tction Change settings of this connection
= | Ethemnet2 s :
* _ Network enerd
G Sangfor FastlO Ethemet Adapter
N Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 9 days 01:42:24
Speed: 10.0 Gbps
Activity
-
Sent — &g —— Received
C 4
Bgs: 1,329,525,934 | 1,396,806,809

Grropertes | | @Disable || Diagnose

litem  1item selected

A & > Control Panel > All Control Panel ltems > Network Connections v | @ | Search Network Connections y)

Organise v Disable this network device Diagnose this co| [ I

. fction Change settings of this connection

— | net rties Internet Protocol Version 4 (TCP/IPv4) Properties
| Ethemet2 {
Network Networki General Alternati i
@7 Sangfor FastlO Etheret Adapter g = e Sonpas Sy
Connect using: You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
@ Sangfor FastiO Ethemet Adapter for the appropriate IP settings.
Configure... (® Obtain an IP address automatically
This connection uses the following items: (O Use the following IP address:
&3 Ciient for Microsoft Networks A IP address :]
¥ % Fie and Printer Sharing for Microsoft Networks

.4 Intemet Protocol Version 4 (TCP/IPv4) \ D -
1" 4 Microsoft Network Adapter Muttiplexor Protocol
.. Microsoft LLDP Protocol Driver

4. Intemet Protocol Version 6 (TCP/IPv6) v server address automatically
< > (@ Use the followi ver addresses:
—t T preferedonssever
i T | eeeosnes [ ]
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication S
across diverse interconnected networks. [ validate settings upon exit Advanced...

] o ][ come

litem  1item selected

2. Join the PC to the domain.
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= < | This PC = [m} X
Computer View o
“ v o B, ThisPC > v o O Search This PC
v 3 Quick access v Folders (7)
[ Desktop * 3D Objects Desktop Documents
‘ Downloads * j -
il Documeits of Downloads Music Pictures
[&] Pictures » ‘ [:
D Music
Vi
B Videos E et
> @ OneDrive z %
 Devices and drives (2)
> [l wiene D
o Expand CD Drive (D:)
> @b N 59.4 GB L g
Manage
Pin to Start
Map network drive...
Open in new window
Pin to Quick access
Disconnect network drive...
Add a network location
Delete
Rename
oi
Properties
i g System - o X
1 4 B35 Control Panel » All Control Panel ltems » System v »

Control Panel Home . . .
View basic information about your computer

® Device Manager Windows edition

Q Remote settings Windows 10 Pro

® System protection © 2020 Microsoft Corporation. All rights reserved.

Advanced em settings
|® syst g

System
Processor: Intel(R) Core(TM)2 Duc CPU  T7700 @ 2.40GHz 2.10 GHz
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain and workgroup settings
DESKTOP-EIO0A%4
DESKTOP-EIQOAS4

Computer name:

Full computer name:
Computer description:
Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software Licence Terms

Product ID: 00331-10000-00001-AA299

See also

Security and Maintenance

am Windows10

& Change settings

@ Change product key
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System Properties
Computer Name  Hardware Advanced System Protection Remote

Windows uses the following information to identify your computer

on the network.

Computer description: I
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: DESKTOP-EIOOAS4

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click

ity =4 Network ID... |

To rename this computer or change its domain or | Change I
workgroup, click Change. !
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System Properties

Computer Name/Domain Changes X h.m

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
DESKTOP-EIOOAS4 |

Full computer name:
DESKTOP-EIOOA94

Member of
(®) Domain:
‘smo‘or.mm |

[ T
poe.. |

O Workgroup:
WORKGROUP

[ ok | conce

0K [ Camcel || el

3. In the process of joining the domain, you need to verify your identity, just use the sangfortest user
created on the AD domain control 192.168.1.4 for testing.

Windows Security

Computer Name/Domain Changes

X

Enter the name and password of an account with permission to
join the domain.

sangfortest@sangfor.con{ X

4. After successfully joining the domain, you need to restart the PC.
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System Properties

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

. lmote

DESKTOP-EIOOAS4

Full computer name:
DESKTOP-EIOOAS4

Member of
(® Domain:
|san;(or.cum |

() Workgroup:
WORKGROUP

computer

lary’s

Computer Name/Domain Changes

o Welcome to the sangfor.com domain.

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

DESKTOP-EIOOAS4

Full computer name:
DESKTOP-EIOOAS4

Member of
(® Domain:
| sangfor.com |

(O Workgroup:
WORKGROUP

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.
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Microsoft Windows X

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

| oo ]| vt

5. After restarting, you can see the login page of the PC, choose to use the domain account sangfortest to
log in.

Other user

angfor.com

s <}
Sign in to: sangfor.com

How do | sign in to another domain?

2.5 Enable the log audit function of AD Server

1. Open "Run".
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Apps and Features
Power Options
Event Viewer

System

Device Manager

Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

2. Enter "gpmc.msc".

Run pd

¢+ Typethe name of a program, folder, document, or Internet
=== resource, and Windows will open it for you.

Open: |gpmn:rmsc v

ﬁ This task will be created with administrative privileges.

Cancel Browse...

3. Right-click to edit "Default Domain Controllers Policy".
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= Group Policy Management

& File Action View Window Help

o= 257 XalHE

- & X

v [55 Domains

> @ Sites

| & Group Policy Management
v A\ Forest: sangfor.com

v g sangfor.com
= Default Domain Policy
v 2] Domain Controllers
= Default Domain Controllers Policv

> (3] sangfor |

Edit...

» |2 Sangfor Tech

> L5 Group Policy (/
> [ WMI Filters

» [ Starter GPOs

565 Group Policy Modelir
[ Group Policy Results

Enforced

Link Enabled

Save Report...

View

New Window from Here
Delete

Rename
Refresh

Help

Open the GPO editor

4 Enable "Audit account logon events" and "Audit logon events".

Default Domain Controllers Policy
Scope Details Settings Delegation

Links

Display links in this location:
The following sites, domains, and OUs are linked to

sangfor. ~

Location
Domain Controllers

~

Security Filtering

Name
82 Autherticated Users

<

The settings in this GPO can only apply to the follow

WMI Filtering

This GPO is linked to the following WMI fitter:

File Action View Help

1=/ Group Policy Management Editor

e @ XE= HE

=] Default Domain Controllers Polj
v (& Computer Configuration
v [ Policies
5> [ Software Settings
Name Resolution
2 Scripts (Startup/S
» = Deployed Printer:
T Security Settings|
> Lj Account Poli
v i Local Policies|
b J Audit Poli

<

Policy

Policy Setting

[ Audit account logon events

Success, Failure

(] Audit account management Not Defined

Audit logen events
(L4 Audit object access
' Audit policy change
(24 Audit privilege use

(g Audit process tracking
(54 Audit system events

> i UserRight
> i Security C|
> &l Eventlog
> [ Restricted Grc
> [ System Servic
> [A Registry
> [4 File System
> o/ Wired Netwoi
» [2] Windows Def
(] Network List ||
> Eaf Wireless Netw
> 71 Public Key Po
» [ Software Rest|
» [] Application C|
> & IP Security Po
» [7] Advanced Au
> ol Policy-based Qo
> (] Administrative Temp|
> [ Preferences
v & User Configuration
> [ Policies
> [ Preferences

5. Enter "gpupdate /force” in CMD to force refresh of group policy.

Audit directory service access

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
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BN Administrator: Command Prompt

Computer

Chapter 3 How to Configure IAM

3.1 Add LDAP server

1. Add Microsoft AD server on IAM.

» Status Central Management | Unable to edit settings pushed down from cent

ocal device can be edited

agement ¢

+ add ~ ¢ 2\ LDAP Options

with all LDAP server:

Np or Registered Login

SMS Based Authentication Authentication Port Status Delete

» Objects

~ Users

4 Authentication

single Sign-On

Custom Webpage
Internal Portal Server
Users

Self Services

Advanced

2. Pay attention to the user name to enter the complete domain name, you can use the created
sangfortest@sangfor.com, but usually it is recommended to use the administrator account, to avoid the
lack of permissions that cause IAM to be unable to interact with the Microsoft AD server. BaseDN can
choose sangfor.
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Navigation Authenticati licy Group/User Advanced Global Exclusion User Binding Online
» Status Central Management | Unable to edit settings pushed down from central management consale, but the settings on local device can be edited.
» Proxy
» Objects

Add LDAP Server
~ Users
4 Authentication Epable
» Authentication Policy Server Name: ‘LDAP
» External Auth Server Type: ‘MS Active Directory
» Single Sign-0n
) Custom Webpage Basics || Sync Options. ” Advanced
» Internal Portal Server IP Address: ‘192.1&3.1.4
aUsers e 369
» Local Users Timeout (sec): ‘5
» User Import Search: [C)Anonymous
» User Binding n DNT min DN oF name € Server agmin accoun
> IP&MAC Binding |
» Wechat Binding Admin Passord: ""
— [CJ Enable encryption (i)
I Self services
. Encryption Method:
» Advanced
(O verify certificate ()
Domain ‘
Name:
Certificate: “.cer
BaseDN: ‘ DC=sangfor,DC=com
Test Validity

3.IfIAM and AD can interact normally, then in the local user, you can see that IAM has obtained the
domain user information of the AD server, including the sangfortest user we created before.

Navigation
» Status Central Management | Unable to edit settings pushed down from central management console, but the settings on local device can be edited.
»prox e
» Objects Search term [2l|| rype: -
vu Path: 0U=5angfor Tech,DC=sangfor,DC=com
4 Authentication
N Members | Policies
» Authentication Policy
Doman User Search by Name| search ]
» External Auth Server i
B} sangfor.com No. m Type ‘

sesncn Pt (R vy e
+12) Domain Controlers
|, ForeignSecurityPrif
B Managed Service A

» Custom Webpage

» Internal Portal Server

4 Users.

B Program Data
e e
» User Binding ﬂ <yatem
» IP&MAC Binding E Ueers

» Wechat Binding
D Self Services

» Advanced

3.2 Configure SSO authentication options

1. Configure SSO authentication according to the preset Microsoft AD Server information.
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Add Domain Controller

1t listens to logon/logout event and sends user credential to IAM unit to

perform §50
Domain DNS Server:
Domain Name:

Controller 1P:

Domain Account:
Password:

Log eventID:
Advanced

192.168.1.4

| (Sccatee Bormain)

192.168.1.4

3.3 Configure authentication policy on IAM

1. Set the scope of the authentication strategy, that is, which IP should match the authentication policy.

Navigation

4 Authentication
» Authentication Policy

> External Auth Server
» Single Sign-On

> Custom Webpage

> Internal Portal Server

4 Users
> Local Users
» User Import
» User Binding
> IP&MAC Binding
» Wechat Binding

> Self Services

» Advanced

Authentication Policy [JIelGITNIE g

Authentication Policy

@ Enable

Name: | Default

Description: [

> Objects IP/MAC Address: (D)

» Auth Method | | 192.168.13

» Action

2. Select the authentication method as "SSO".
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Navigation Kl | Authentication Policy JEEITIVETSEY -
) Status Central Management | This page is editable ‘
Npee + add 7 edit | X Delete |+ Enable @ Disable Move Move Down '3 Move To Import Search by IP Address * | Search ﬂ
» obj |[]_No.  Name A in Users) Move Delete Status

(2] R 2 X v
~ Users Enable |
il 2 Defau + X v
4 Authentication Name: Default
Authentication Policy Description:

» External Auth Server
Single Sign-On
Custom Webpage

» Internal Portal Server

4 Users
» Local Users
> User Import
» User Binding
> IP&MAC Binding
» Wechat Binding

I> Self Services

» Advanced

» Access Mgt

EaEn Auth Method:

> Auth Method

? Action

SSO Enabled:
S50 Settings

(O Open authentication
assword based

ingle Sign-On(SS0)

For User Fails S50

@ Password based

Auth Server:

(U None (requests are rejected always)
AD server

() Open authentication

Local user database 7
Captive Portal: Preview
Login Previously visited webpage
OGoto Predefined webpage
(O CAS server =
| commit || cancel |

3. Restart the test PC192.168.1.3 and log in to the PC with a domain account. You can see that
PC192.168.1.3 is online and the authentication method is SSO on the IAM.

&« C A Notsecure

& Sangfor IAM - SANGFORIAM X +

192.168.1.2/index.php?name_jpgraph_antispam=1329266383#

ine Service ¥

» Locked Users
» Saas Applications

» Security Events

B Local Users 2 Users
|- bypass 0 Users

T default 0 Users

Chapter 4 Precautions

1. It is usually recommended to turn off the system firewall of Windows Server, because the security
mechanism of Windows Server is very strict, which usually causes other devices to be unable to obtain
relevant data from AD Server.
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Navig
 Status & Auto Refresh: 5 second(s) * | 5 Refresh | T Fiter | & -% @ Logout | (P Export Search by Username ~ | Search
» Dashboard Status: All  Endpoint Device: All  Objects: none
» Online Users T — | Fr——
» Troubleshooting Center Search term P ||[[] No. uUsername(alias) Group IP Address Endpoint ... Auth Method | Time Logged In/Locked ~ | Online Duration Operati...
fi f. .168.1. . -08- 157:
b Traffic Statistics BI‘E/ S [0 1 sangfortest /sangf 192.168.1.3 PC(Wind. SsO 2020-08-05 19:57:53Lo... 03 minutes 19 sec. &
. O 2 192.168.1.5 / 192.168.1.5 Verifying... Open authe.. 2020-08-05 09:41:56Lo. 10 hours 19 minu
» Internet Activities [=] = pomain User 1 Users &
| [k sangforcom 1us |[] 3 19218814 / 192.168.1.4 PC(Wind.. Open authe.. 2020-07-21 18:28:34Lo.. 361 hours 32 min a
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Recently added

&) Google Chrome

Google Chrome

Search
Server Manager

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows Security

EemmEEE° Py g °

Windows System

Windows Server

=

Server Manager

¢

Windows
Administrativ...

=3

A

Windows
PowerShell

o

Task Manager

Event Viewer

D=

=
Windows
PowerShell ISE

Control Panel

File Explorer

[E2 All Control Panel ltems — O X
1 [EZ » Control Panel » All Control Panel ltems » v & ch Control Panel p
Adjust your computer’s settings View by] Smallicons ~
=1 Administrative Tools '—4; AutoPlay B Colsr I‘;‘Ianagement
[@ Credential Manager 7 Date and Time © Default Programs
% Device Manager s Devices and Printers Z@F Ease of Access Center
=] File Explorer Options Flash Player (32-bit) A Fonts
¢ Indexing Options €21 Internet Options &, i5CS! Initiator
= Keyboard g Mouse 5% Network and Sharing Center
Wzl Phone and Modem &l Programs and Features
'{? Recovery ?j RemoteApp and Desktop Connections
| of Security and Maintenance iy Sound & Speech Recognition
@ Sync Center 2 System i Taskbar and Navigation
22| Text to Speech +& Troubleshooting 82, User Accounts
ﬁ Windows Defender Firewall
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& Windows Defender Firewall - O
« = v ‘« All Control Panel ltems > Windows Defender Firewall v ® Search Control Panel yel

ol itiome Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature PC through the Internet or a network.

through Windows Defender

Firewall
Update your Firewall settings
O Change notification settings

- Windows Defender Firewall is not using the S - |
% T}‘"‘ Windows Defender recommended settings to protect your [ ®Use recommended selma
Firewall on or off computer.
o Restore defaults What are the recommended settings?
& Advanced settings
TouBleshootimy setwork l g Domain networks Connected ()]
Networks at a workplace that are attached to a domain
Windows Defender Firewall state: Off
Incoming connections: Block all connections to apps that are not on the
list of allowed apps
Active domain networks: i sangfor.com
Notification state: Do not notify me when Windows Defender
Firewall blocks a new app
. g Private networks Not connected ()|
Se dk . g Guest or public networks Not connected ()

Security and Maintenance

Network and Sharing Center
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ﬂ Customize Settings —

X
&« v 4 i@ « Windows Defender Firewall > Customize Settings v @ | Search Control Panel R
Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Domain network settings
o () Tumn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app
g (® Tumn off Windows Defender Firewall (not recommended)
Private network settings
o () Tumn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app
g (® Tumn off Windows Defender Firewall (not recommended)
Public network settings
o () Tumn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
MNotify me when Windows Defender Firewall blocks a new app
g (® Tumn off Windows Defender Firewall (not recommended)
[ ok ]| concel
Or you can manually add firewall rules to allow related devices to access AD Server.
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| 01 Filters v

Sar

o Best match

£4 Windows Defender Firewall with Advanced Security
Desktop app

Settings (5)

£ firewal
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File Action View Help

s | 7@l 2 HE

i3 Inbound Rules

3 Outbound Rules

®a Connection Security Rules
> B, Monitoring

f® Windows Defender Firewall with Advanced Security
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W Windows Defender Firewall wit] [l Lo o] Actions
Name Group : Profile | Ensbled | Action 2 |
Active Directory Domain Controller - Ec... Active Directory Domain Ser... All Yes Allow &3 NewRule..
Active Directory Domain Controller - Ec... Active Directory Domain Ser.. All Yes Allow T Filter by Profile N
Active Directory Domain Controller - LD...  Active Directory Domain Ser.. All Yes Allow i
W A ki T Doasin lee LD Ak M n. im € An v} Al 7 _Filter by State 4
& New Inbound Rule Wizard X p »
Scope 4
Specify the local and remote IP addresses to which this rule applies.
Steps:
@ Rule Type
@ Program Which local IP addresses does this rule apply to?
@ Protocol and Ports O Any IP address
@ Scope (@ These IP addresses:
@ Action 19216812 Add.
Profil
oo Edt.
@ Name
Remove

Customize the interface types to which this nule applies: Customize...

‘Which remote IP addresses does this rule apply to?

O Any IP address

(®) These IP addresses:

192.168.1.2 I Add... I
Edit
Remove
< Back Next > Cancel
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