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Chapter 1 Scenario 
The R&D department of a software company has strict control over intranet users and needs to prohibit 
users from accessing Facebook during working hours. In addition, in order to ensure information 
security, users are prohibited from using Gmail to send files, and IAM can be used for behavior control 
related behaviors. 

Chapter 2 Configuration 
1. Check the authorization and database version to ensure that the rule base has been updated to the 
latest date. The application control policy for processing data packets relies on the database. If the 
database is not updated to the latest version, the identification of some traffic may be wrong.  

 

 
2. Ensure that network traffic passes through the IAM device in both directions. If the traffic is only one-
way, then the application cannot be identified and controlled.
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3. Configure audit policies. Actual applications often contain multiple rules. It is necessary to check 
which rules the application traffic is recognized by the IAM database.

 

 

 
4. Now many websites and browsers use the QUIC protocol to transmit data, and the data encrypted by 
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the QUIC protocol cannot be controlled, so the QUIC protocol needs to be disabled. After disabling the 
QUIC protocol, the website and browser will automatically negotiate the use of HTTPS to transmit data.

 

 

Chapter 3 Configuration 

3.1 Block Facebook 
1. Use a browser to access facebook.com, and check which rules Facebook traffic has been recognized in 
Internet Activities. 
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2. Add the corresponding Facebook[Broswe] rule in the application control policy, and select the action 
as reject. 

 
3. Select the users who need to be matched by the policy, you can choose by username or by source IP.
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4. Access Facebook again, you can see that Facebook is no longer accessible. 

 

3.2 Block Gmail Outgoing Attachments 
1. If you want to perform more detailed control on the behavior of the https website, such as allowing 
browsing but not uploading attachments, then you need to check the IAM rule description to determine 
whether you need to decrypt the traffic of the relevant domain name. For example, after querying the 
description of the rule base, you can know that Gmail uploading attachments needs to enable SSL data 
decryption.
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2.Enable SSL recognition and select the website that needs SSL decryption as Gmail.

 
3. Download the root certificate recognized by SSL from the IAM device and import it into the system. 
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3. It shows that Gmail has been unable to upload attachments, and the log of rejecting attachment 
uploads can be queried in Internet Activities.
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Chapter 4 Precaution 
1. It is recommended to upload a new file that has not been uploaded. If the file exists on the Google 
server, it will not be re-uploaded. It will display that the upload is completed within an instant. In this 
way, the traffic of the uploaded attachment does not actually pass through IAM, so IAM cannot Blocked. 
To create a brand-new file, you can take the following operations: manually create a txt file, then fill in 
any fields in it, and keep copying and pasting to make the file size around 5MB. 

2. Before selecting the rules in the application control policy, it is recommended to open the audit policy 
first, then use the application and trigger the relevant application traffic, and then observe which rules 
the actual application traffic contains in Internet Activities.
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