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Access Control Policy

Chapter 1 Scenario

The R&D

department of a software company has strict control over intranet users and needs to prohibit

users from accessing Facebook during working hours. In addition, in order to ensure information

security, users are prohibited from using Gmail to send files, and IAM can be used for behavior control
related behaviors.

Chapter 2 Configuration

1. Check the authorization and database version to ensure that the rule base has been updated to the
latest date. The application control policy for processing data packets relies on the database. If the
database is not updated to the latest version, the identification of some traffic may be wrong.

ion via Licensing Server

Navigation g
» Status.
Method:
» Proxy Authorized User: test
» Objects Software License Expiration Date: 2020-09-23
» Users

Service License Expiration Date: 2020-09-23

» Access Mgt

» Bandwidth Mgt

Device License Multi-Function License Neural-X License

» Endpoint Davice

5 Sangfor Engine Zero License

Licensed Modules:

L

1. Max WAN Lines: 2
2. Max Branch Sites: 2

Licensed Modules:
1. VPN Setup

Licensed Modules:

» Security

1. APT Detection

1. Sangfor Engine Zero
3. Max Bandwidth: 100 Mbps 2. Malicious URL Detection

2. Activity Audit License Status: Valid

~ System

Gateway ID: FD9D8055 3. Content Audit

License Status: Valid
License Status: Valid

Expiry Date: 2020-09-23

I Network
b Firewall
4 General
» Licensing
> Administrator
> DatefTime
I Update
» Alarm Options
» Global Exclusion

» Backup/Restore

» Custom Webpage

) Expiry Date: 2020-09-23
License Status: Valid

[[Reset [Terms of use & privacy, poliey,

Options (©

Application Signature Database Software Update License() sangfor URL Database
Licensed Modules:

1. Cloud-based URL Identification
License Status: Valid

Expiry Date: 2020-09-23

License Status: Valid
Expiry Date: 2020-09-23

License Status: Valid
Expiry Date: 2020-09-23

Online Service ¥

Auto Update
v 2 A Update Server | ¢ Refresh
No. Database

Current Version Latest version

» Access Mgt

» Bandwidth Mot

» Endpoint Device

Update Service Expires On Auto Update Operation
1 Engine Zero 2020-06-22 2020-06-22 3019-01-01 v 9
2 [ URL Database 2020-07-14 09:00:00 2020-07-21 20200923 | v 89
3 System patch SP_LFD SP_fsu SP_ume SP_htc SP_ses SP_WP.. SP_sec0101 Never expire v 89
4 [(application Signature Database 2020-07-14 12:34:56 2020-07-14 2020-09-23 v 39

71 5 Audit Rule Database 2020-07-15 202007-15 2020-09-23 v 39

» Security
~ System
Network
Firewall
4General
Uicensing
Admiristrator
Date/Time
+Update
System Update
Proxy Server
Database Update

2. Ensure that network traffic passes through the IAM device in both directions. If the traffic is only one-

way, then the application cannot be identified and controlled.
T —

[OTITRR| Capture Packets ]

» Status % Refresh X% a © Stop

» Proxy. Status: Program is running.

» Objects. No. Mame Size Download Delete
T 1 2020-07-27-143016_ethd_tepdume.peap 360(KB) Dewnload x
TT— 2 2020-07-27-143016_eth2_tcpdump.peap 874.62(KB) Download x

+ Bandwidth Mgt

» Endpoint Device

» Security
- System

Hetwark

Firewall

Genenal

4 Diagnostics

System Logs
Capturs Packets
‘Web Consale
Troubleshoating
Restart
Device Health Check
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Miopsirom 0

Destinstion Protocel Length Bytes in flight Info

10 2020/209 14:30:40.844082 192.168.1.3 216.58.196.36 50121 » 443 [ACK] Seq=1 Ack=1 Win=2102272 Len=8

12 2020/209 14:30:40.844806 216.58.196.36 192.168.1.3 443 > 50121 [ACK] Seq=1 Ack=518 Win=65536 Len=8
13 2020/209 14:30:40.118146 216.58.196.36 192.168.1.3 TLSv1.2 1010 956 Server Hello, Certificate, Server Key Exchange, Server Hello Done
14 2020/209 14:30:40.120615 192.168.1.3 216.58.196.36 TLSv1.2 61 7 Alert (Level: Fatal, Description: Certificate Unknown)

15 2020/209 14:30:40.120619 216.58.196.36 192.168.1.3 TP 54 443 > 50121 [ACK] Seq=957 Ack=525 Win=65536 Len=0

18 2020/209 14:30:40.121032

192.168.1.3 216.58.196.36 50121 » 443 [ACK] Seq=526 Ack=958 Win=2101248 Len=0

3. Configure audit policies. Actual applications often contain multiple rules. It is necessary to check
which rules the application traffic is recognized by the IAM database.

Navigation

[BERGGE X Delete | # Edit |  Enable @ pisable | 4 Move Up § Move Down T Move To | import BExport

» Status

Neses Access Control  Applicable Users  Applicable AP(Group) | Endpoint Device Destination Created By
» Objects |1 Audit Policy

i Quota Control ¢ activities a. All users All Al Al admin

Reminder Policy
~ Access Mgt
Ingress Policy

» Policies

+ Using Template

» Advanced

Select Ttem

| HTTP Data File name of downloaded file
Out

Email

Website
» Browsing 2 Outgoing email(SMTP) @
/Download Incoming email(POP3/IMAP) (D)

» Emal T

r M M Chats (@

S FTP IM Software: MSN, Yahoo, Google-talk, Fetion, ...

. Other IM chats @

» Applicati FTP

FTP file upload (file name and contents)
FTP file download (file name only)

Telnet

Commands executed via Telnet

[ Access to other applications (exclusive of contents)

[ Access to unidentified applications (on which address and port. It
incurs massive logs)

Action:
Schedule: All Day

Edit IP Group

Name:

| Test

Description:

IP Address: (i)
192.168.1.3

4. Now many websites and browsers use the QUIC protocol to transmit data, and the data encrypted by

2
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the QUIC protocol cannot be controlled, so the QUIC protocol needs to be disabled. After disabling the
QUIC protocol, the website and browser will automatically negotiate the use of HTTPS to transmit data.
Navigation « [ service 7]

Add Service

» Application Signature

» Advanced App Signature

Serviee Name:

» Custom Application lquic
» URL Database Serviees: ()
I =B
» service 60 |

43|

» IP Address Database
» Schedule
» Keyword Group

» File Type Group

» Location

Access Control

Ensbled
Mame: | Block |®
Deseription: | |
Options | Object || Advanced
833 Application + Add X Delete | = Allow @ Reject | 4 Move Up & Move Down
0 ) - [] Me. Destination ~ Service Name | Schedule | Action | Delete
- Eservice
' Dproxy Al [v|[quic [/ Bay v Reject [~
[_|search Keyword = "
~ [JFile Type

- []saas options
23 S5L Contents
[CIContents

2 E3Email
 [CJEmail

=253 QQ Whitelist
~[1QQ Whitelist

[CcommtJ[_ cance

Chapter 3 Configuration

3.1 Block Facebook

1. Use a browser to access facebook.com, and check which rules Facebook traffic has been recognized in
Internet Activities.
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x

Navigation Dashboard Internet Activities

w Status
» Dashboard Filter
» Online Users Type
1 ds age fi /
» Troubleshooting Center
2 2 4 ds age sangfor / O user group
I Traffic Statistics 3 28seconds ago sangfor / @
» Internet Activities 4 S@seconds ago sangfor / O Username
5 1.5 minutes ago sangfor !
» Locked Users &
6 6 minutes ago sangfor /
» 5aaS Applications 7 16 minutes ago sangfor / ® IP address
3 i 192.168.1.3
- BT 8  16.5 minutes ago sangfor / |
9  29.5 minutes ago  sangfor !
10  29.5 mi L]
ag sangfor / Object
11 29.5 minutes age  sangfor /
12 29.5 minutes ago  sangfor / [ search term Forum & Microblogging
13  29.5 minutes ago sangfor v EEmail Qutgoing Files
14 31 mi ago sangfor 7 1M chats Website Browsing
15 31 minutes ago sangfor / Others
16 31 minutes ago sangfor !
» Proxy 17 31 minutes ago sangfor I Action
» Objects 18 31 mi ago sangfor / .
. 19 31 minutes sangfor / G Reject — G atert
b Users o
20 31 minutes ago sangfor !
b Access Mot 21 31 minutes ago sangfor I/
» Bandwidth Mgt 22 31 ma ago sangfor / @
5 Auto Refresh: S second(s) ~ | I Fiiter
Filter: 1P Address ( 192.168.1.3 )  Objects: Search term Email IM chats Others Forum & Microblogging Outgoing Files Website Browsing  Action: Reject Log Alert
» Ovdine Users No. Time Occurred Username Group 1P Address App Category Application Action Details
1 29seconds ago sangfor / 192.168.1.3 Mat Web Site. Aog. URL: cx.atdmt.com &
E o e 2 29seconds ago sangfor / 192.168.1.3 | Social Networking Facebook{Browse] Log |
[ Traffic Statistics 3 S3seconds ago sangfor / 192.168.1.3 SSL Data Microsoft Data Log
> Iraamet Acbvities 4 1minutes ago sangfor ! 192.168.1.3 SSL Data Microsoft_Account... Log
S 2 minutes ago sangfor ¥ 192.168.1.3 Visit Web Site IT Related Log URL: dns.googie
Pt e 6 6.5 minutes ago sangfor £ 192.168.1.3 SSL Data Google Data Log
» SaaS Applications 7 16.5 minutes ago sangfor L4 192.168.1.3 SSL Data Microsoft Data Log
> Sacerty Brerte 8 17 minutes ago sangfor ! 192.168.1.3 SSL Data Microsoft_Account . Log
9 30 minutes ago sangfor / 192.168.1.3 Visit Web Site Personal Website Log URL: www. yishime:.cn
10 30 minutes ago sangfor / 192.168.1.3 Mail Exchange MAPL Log
11 30minutesago  sangfor ! 192.168.1.3 Visit Web Site IT Related Log URL: js.users.51.la ot

2. Add the corresponding Facebook[Broswe] rule in the application control policy, and select the action
as reject.

Taal Application e facenack ||| | Selected(0) Clear
Block % Al(735) -mled Al
M San
5 All known applications
‘Options & Security Risk(174) & Social Networking
& Disclosure Risk(6 C)dracebcol-tlog
9 Facebook
& High Bandwidth I3 Facebook[Browse]
o & Reduce the Effici. I3 Facebookiupioad_..
~serviee
! & Forum and Micro DB rscebooidpoat)
| 'tD"_ = Mail
H - Dsearch Keyword & Send Email(37) [ B3 Facebooke-mail
~ OFile Type @
| ™
i .
~ [JJ5aeS Options [ B@Facebook_Messenger
- SSL Contents. File Transfer Details
" (DJContents
m] L Es Facebook ! Application: Facebook[Browse]
LDﬁli W‘EE“'"‘"“ Media App Category: Social Networking
Email Facebaolk_\fideo Tag: Reduce the Efficiency of
5E300 whitelst [ & Facebook_Live ey
e El
(Jq whitelist G"“D!lir 5 SSL Decryption: Not Required
on LTS Deseription: Facebook access to
EScREacklg amel browse. Official Site
Action: Reject 4
Schedule: | All Day i

oK. Cancel

3. Select the users who need to be matched by the policy, you can choose by username or by source IP.
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of 1P Address: ()
192.168.1.3

Online
Chat

4. Access Facebook again, you can see that Facebook is no longer accessible.
& Sangfor IAM - SANGFORIAM X @ www.facebookcom X+

& 5 C @ facebook.com

B

This site can’t be reached
The connection was reset.

Try:
= Checking the connection
» Checking the proxy and the firewall
= Running Windows Network Diagnostics

ERR_CONNECTION_RESET

Cow]

3.2 Block Gmail Outgoing Attachments

1. If you want to perform more detailed control on the behavior of the https website, such as allowing
browsing but not uploading attachments, then you need to check the IAM rule description to determine
whether you need to decrypt the traffic of the relevant domain name. For example, after querying the
description of the rule base, you can know that Gmail uploading attachments needs to enable SSL data
decryption.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



Access Control Policy

Tag Application Gmail % P || Selected(0) Glear|
* AlE73s) Select: All - Deselect All
Block
]
& saas(s96) &)
9 Al known applications
& security Risk(174) 2 mail
Options
ail
applcation & vigh Bandwidth TT™ Gmaillsend_Mail]
& Reduce the Effici M Gmailisrowse]
 Bsenvice & Forum and Micro [CIM Gmailipownioad_.
E'D . & Send Email(37)
- [Jsearch Keywore
~ OJFile Type
* [(Jsaas options
ssL Details.
~Olcontents GmaillUpload_Attachment]
- App Category: Mail
- CJEmail Tag: Saas, Disclosure Risk
3(3QQ Whitelist Others: Individual app,
- (JQQ Whitelist Encrypted
SSL Decryption: Required
pCzr T
Action: Reject 7
Schedule: | ll Day [~

Select Application

Selected(1)
|| M saasmaivGmait

IS El.m;

3 Al(116)

Details
‘Applcation: Gmail

App Category: Saas

Tag:

Others: Individual app, Encrypted |
Description: Official Site

Navigation —— |

Access Control [Block]

Enabled

Name: Block (6]

Description:

options || Object || Advanced |

> Advanced 33 Application omailcom i
- Application emallgoogle.com
Service googleemail.com

mail.google.com

OProxy www.gmail.com
[Jsearch Keyword g;mns- E“'fﬂ'e-‘“m
es.google.com
[CIFile Type dreamdever.org -
[_JSaas Options
93 SSL Contents. [JReject data transmitted over QUIC protocol (i)
[ contents
Excluded...
I Email =
Oemail
29 QQ Whitelist [JFilter encrypted emails
JoQ whitelist

On ports 25, 465, 995, 143, 993 and 587.

Excluded... | |_Advanced

I Download Server SSL Certificate () I
How to Remove Alert in AD Environment

‘ >

Commit || Cancel
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p  Certificate

General Details Certification Path

_n Certificate Information

This certificate is intended for the following purpose(s):
« All issuance polides
+ All application polices

Issued to: VeriSign Class 1 Extended Validation CA

Issued by: VeriSign Class 1 Extended Validation CA

Valid from 3/23/2020 to 3/21/2030

[tnstall Certificate...| | Issuer Statement
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' & &* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

| A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location
(®) Current User

(Gl

To continue, dick Next.

Next Cancel
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€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:

Next
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Select Certificate Store

Select the certificate store you want to use.

SRl Trusted Root Certification Authorities
". ErrEE 1T

+~{] Intermediate Certification Authorities
----- [ Trusted Publishers

L 1intrieted Certifirates

tificates are kept.

oK Cancel

store, or you can specify a location for

e based on the type of certificate

re

Next Cancel
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X

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

I The certificate will be imported after you dick Finish.

i You have specified the following settings:
gl e e = Trusted Root Certification Authorities
Content Certificate

3. It shows that Gmail has been unable to upload attachments, and the log of rejecting attachment
uploads can be queried in Internet Activities.

< C @& mailgoogle.com/mail/u/0/#inbox/FMfegxwHMGBFPcCvksvzXKkrIfjdWT2compose=CligCIvkXgjGaQxssXPrxRISCqtzCjtcbmIQhhKMNjVQW PjrHpdmjSSghkFSddfBrLmfHNhcL ® W
= M Gmail Q search mail - ®
¢« 8 6§ & 06 &€ Db » 6of154 < > Pt~
|- Compose
Safety reminder inbox < I8 B
[ Inbox 140 Y
W Starred Google <no-reply@accounts. google com= SunMar1,1146PM Yy & i
tome ~
oo
> Sent
B Drafts 2
test
v More
Google et

Someone signed in or
&

Someone just signed in to your Google ¢
Meet device. Therefore, we send you this ema

W Start ameeting yours

BB Join a meeting

Hangouts

[ ]
- +

Atxt (6,335K) Attachment failed. Retry Help x

/& are sending you this email to let yo
No recent chats
Qhark 2 e © 2020 Google LLC, 1600 &

>
u

Il ®a A &

11
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Navigation < || Dashboard || Online Users * || Policies * =

~ Status 4§ Auto Refresh: § second(s) * | I Filter
Dashboard Filter: Group (/) Objects: Search term Email IM chats Forum & Microblogging Outgoing Files Website Browsing  Action: Reject Log Alert
Online Users No. | Time Occurred Usemame Group 1P Address App Category Apphication Action Details
i iSminutesago  sangfor / 192.168.1.3 Visit Web Site Search Engine Log RL: mail.google. con
Troubleshoati .
Froubleshooting Cente 2 1LSminutesago sangfor 192.168.1.3 Visit Vieb Site Search Engine. Reject
Traffic Statistics 3 2 minutes ago sangfor / 192.168.1.3 Mail Gmail[uplosd_Att_ Reject
P 4 2minutes ago sangfor / 192.168.1.3 Visit Vieb Site Mailbox{Web) Reject
5 &minutes oo sangfor ! 192.168.1.3 Mail Gmail[Browse] Log R
Locked Users ey
6 &minutes ago sangfor / 192.168.1.3 Visit Web Site Mailbox(Web) Log
SaaS Applications 7 6 minutes ago sangor / 192.168.1.3 visit Web Site Mailbox(web) Log RL: mail. google
Encanity Bvents 8 & minutes ag0 sangfor 192.168.1.3 Mail Gmail(rowse) Log
9 6 minutes ago sangfor ] 192.168.1.3 Mail Gmail[Browse] Log RL: mai
10 6 minutes ago sangfor / 192.168.1.3 Visit Vieb Site Mailbox{Web) Log RL: mail.goog
11 & minutes ago sangfor ' 192.188.1.3 Visit Vieb Site Mailbox{Web) Log RL: mail.goog
12 6.5minutesago  sangfor 1 192.168.1.3 Mail Gmail{Browse] Log
13 6Sminutesage  sangfor ' 192.168.1.3 Mail Gmail[Browse] Log R
14 6Sminutesago  sangfor / 192.168.1.3 Visit Vieb Site Hailbox{web) Log RL: mail.google
15 &Sminutesage  sengfor ' 192.188.1.3 Visit Vieb Site Mailbox{Web) Log RL: n
» Prox
¥ 16 7 minutes 290 sangfor / 192.168.1.3 Mail Other Web Mail[P._ Log RL: mail-ad
» Objects 17 7 minutes ago sangfor ’ 192.168.1.3 Mail Gmail(Browse] Log URL: mail.google.co

Chapter 4 Precaution

1. It is recommended to upload a new file that has not been uploaded. If the file exists on the Google
server, it will not be re-uploaded. It will display that the upload is completed within an instant. In this
way, the traffic of the uploaded attachment does not actually pass through IAM, so IAM cannot Blocked.
To create a brand-new file, you can take the following operations: manually create a txt file, then fill in
any fields in it, and keep copying and pasting to make the file size around 5MB.

2. Before selecting the rules in the application control policy, it is recommended to open the audit policy

first, then use the application and trigger the relevant application traffic, and then observe which rules
the actual application traffic contains in Internet Activities.
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