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Use Micro Segmentation to Anti Ransomware

Chapter 1 Overview

This program demonstrates the process and effect of ransomware attacks when the endpoint does not
run the Endpoint Secure Agent, as well as the detection and protection effect against ransomware
attacks after deploying the Endpoint Secure Agent. It is suitable for showing customers how the
Endpoint Secure Agent detects ransomware attacks and provides protection.

Chapter 2 Preparation for Demonstration

2.1 Environment

2.1.1 Network Environment

Endpoint Secure MGR

Switch

PC2
Device Account/Password IP Description
PC1 administrator/111111 20.10.0.3 PC initiating ransomware attacks
- PC attacked by ransomware with
pPC2 administrator/111111 20.10.0.8 RDP brute-force cracking
MGR admin/Endpoint 20.10.0.100 Endpoint Secure MGR
Secure@support

2.2 Attacking Process

The virus sample is put in C:/windows/evil of PC 1. During the attack, the virus first cracks PC 2 on the
same LAN via RDP brute-force attack. After the cracking is completed, computer files on the local PC
(PC 1), as well as computer files on PC 2, are encrypted.
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Use Micro Segmentation to Anti Ransomware

2.3 Content

sharing ports), and demonstrate the attacking
process and effect of ransomware.

Stage Content Expected Result
1. Files on PC 1 are encrypted by
ransomware.
On the Endpoint Secure MGR, enable the )
protection policy for PC 1 and PC 2 (enabling 2. _PC 21s protect?d by the
Round 3 the micro-segmentation policy to block the micro-segmentation policy of

Endpoint Secure, which blocks
virus cracking and spread. As a
result, files are not encrypted by
ransomware.

2.4 Description

(1) This demonstration is only applicable to the virtualization environment deployed on a client or

personal computer, and the demonstration environment needs to be isolated from the customer business

network, so as to prevent ransomware from encrypting other computers.

(2) You can set up MGR, PC 1, and PC 2 by yourselves. PC 1 and PC 2 need to install the Endpoint Secure

Agent.

(3) Usually, PC 1 and PC 2 run Windows 7 SP1.

(4) PC 1 and PC 2 can use the addresses of network segment 20.10.0.0/24. The ransomware program will

automatically scan other PCs on the same network segment.

(5) You are advised to turn off the system firewall of Windows and enable the RDP service of PC 2 as

ransomware will crack through port 3389 of PC 2.
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Use Micro Segmentation to Anti Ransomware

System Properties @
Computer Name | Hardware | Advanced | System Protection | Remote

Femote Azsistance

J|Allow Remate Assistance connections to this computer;

Vhat happens when | enable Bemote Sssistance?

Advanced...

Femote Desldop

Click an option, and then specify whio can coninect. £ nesded.

Dont allow connections to this computer

@ Allow connections from computers running arry wversion of
Femote Deskiop (ess secune)

Allow conmections anby from computers mnning Femaote
Desktop with Network Level Authentication {more secure)

Help me choose | Select Users. |

Administrator: C:\Windows\system32 crd. exe EI@

Microsoft Windows [Uersion 6.1_YV6U11] -
Copyright {(c) 2889 Microsoft Corporation. HAll rights reserved. -

C:\Users“\Administrator>netstat —anoifindstr "3387"
TCP P.0.0.09:3389 A.A.8.8:8 LISTENIMNG
TCP [::1:3389 LISTENIMNG

C:N\Users\Administrator_

(6) The ransomware sample needs to be put in a specific directory.
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fo | o]
@QE” ¢ Computer » Local Disk (C:) » Windows » evil - ‘ +3 | ‘ Search evil yel |
Organize = ﬁ Open - Print Mew folder = - [ @
Je Favorites Name . Date modified Size il
B Desktop 1 7/4£2019 12:57 AM 2KE
& Downleads | =1 7/23/2019 510 AM 26 KB
:'E'.‘ Recent Places Hinn 7742019 12:57 AM 1KB
attack 7/10/2019 2:08 AM 1KB
=l Libraries attackd 7/4/2019 12:57 AM 1kB
= Documents %] cygerypto-100.di 2019 12:57 AM LI78 KB 3
o Music %] cyggee_s-Ladil 7442019 12:57 AM 108 KB
| Pictures (%] cygiconv-2.dlIl /472019 12:57 AM 1,000 KB
EE videos %] cygidn-11.dll f2019 12:57 AM 109 KB
%) cygintl-8.dll 77472019 12:57 AM 41 KB
ll& Homegroup %] cyglber-2-4-2.dlI 7742019 12:57 AM 49 KB
4] cygldap_r-2-4-2.dil /4/2019 12:57 AM 281 KB b
1% Computer 1% cygmysglclient-18.dll /472019 12:57 AM 2,820 KB
4] cygpere-1.dil 77472019 12:57 AM 276 KB
€ Netwark %] cygpq-5.di 74472019 12:57 AM 157 KB
%] cygsasl2-3.dll 7/4/2019 12:57 AM 103 KB
%] cygssl-1.0.0.dll 7/4/2019 12:57 AM 3E5 KB
4] eygssp-0.dil #472019 12:57 AM 13 KB
(%) cygwinl.dll 77472019 12:57 AM 3253 KB
@ rune dil /4721191257 &M AIKR o
ke 1 Drate modified: 7/23/2019 5:10 AM Date created: 7/23/2019 4:43 AM

Text Document Size: 259 KB

(7) Passwords used for virus cracking cover those normally recorded in text files. Therefore, when using
your own Windows 7 system, make sure that the passwords used are covered by the text file (containing
normal passwords) in the virus toolkit. It is recommended to use administrator/111111 as the username

and password.

=

/1 - Notepad
@ uv| \ » Computer » Local Disk (C:) » Windows b evil File Edit Format View Help
}agm'i nistrator: 1%33 56789
g - administrator:abcd4321
LA | Open = s Rieietay administrator:1234567890-
= administrator:66665555
457 Favorites blame Datel administrator :887766554433221
' administrator:998877665544332000
B Desktop administrator:998877665544332000
Download administrator:887766554433221000
o BELLTER S administrator:99887766554433200000
%l Recent Places administrator :880088
administrator:3132353933
agm‘i nistrator:3430961122
=T administrator:12661266
“ &l Libraries attackl administrator:zsedcftgb
9 Documents %, cygerypto-100.dl administrator:963852741
J ) administrator:solarisl0
Music 2| cyggec_s-Ldll administrator:1237894560
Pictures : ;i .2, administrator:8511281209
= &) cygicony-2.di administrator :dd157dd157
B videos | cygidn-11.dll administrator:6702250276
: ; administrator:7a66673134
2] cygintl-&.dil administrator:3635313132
# Homegroup %) cyglber-2-4-2.dI administrator:4153444647
- administrator :E97A296977
%] cygldap_r-2-4-2.dll agm'in'istrator 17128888888
T : R administrator:2869233300
I¥] Computer & cygmysglclient-18.dll administrator:1111144444
=) eygpere-Lall administrator:2440600214
€ Network RelTT administrator:abcd123456
M =l 2 orgpg—. administrator :16888888
%] cygsasl2-3.dll 7/47] administrator:9874123650
o B administrator:4257141009
%] cygssl-1.0.0.dll 174 agm'i nistrator:AABBC12345
" gy administrator :AABBCC1234
] cygssp-0.dll 741 administrator : 66990066
%] cygwinl.dll 7/4/) administrator:1928374650
— . administrator:1029384756
&l evar dll 1A 3dminictrarar -ATw2E2D4

2.5 Risks

Risk Item

Description

Isolation of demonstration

Since ransomware is run, the demonstration will be
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Use Micro Segmentation to Anti Ransomware

environment carried out in a virtual environment and needs to be
isolated from the real network. If failing to do so, other
computer files on the network will be attacked by
ransomware.

During the demonstration, PC files will be encrypted by
Snapshot of the PCs used for ransomware. To quickly restore to the previous status for
demonstration the next round demonstration, you need to snapshoot the
PC in advance.

Chapter 3 Demonstration Process

3.1 Round 3

3.1.1 Content

On the Endpoint Secure MGR, enable the protection policy for PC 1 and PC 2 (enabling the micro-
segmentation policy to block the sharing ports), and demonstrate the attacking process and effect of
ransomware.

3.1.2 Expected Results

(1) PC 1 files are encrypted by ransomware.

(2) PC 2 is protected by the micro-segmentation policy of Endpoint Secure, which blocks virus cracking
and spread. As a result, files are not encrypted by ransomware.

3.1.3 Steps

3.1.3.1 Restoring from Snapshots
(1) Roll back PC 1, PC 2, and Endpoint Secure MGR to the previous status using their snapshots.
(2) Check Endpoint Secure MGR and find that both PC 1 and PC 2 get online, as shown below:

@ Sangfor Endpoint Secure Home Endpoints  Micro-Segmentation Detection Response

Endpoints « Groups + New Endpoints (2 online / 2 in total)
3 Inventory > [H Endpoints No.  Endpoint Endpoint Status  Group 1P Address MAC Address
I Security Protection B Local Site 1 Windows @ Online 20.10.0.3 FE-FC-FE-69-4F-80

20.100.8 FE-FC-FE-F4-AA-BC

3.1.3.2 Policy Setting
(1) Disable all real-time protection policies.

As shown below, choose Endpoints > Security Protection. Set the Ungrouped Endpoints policy and
go to the Realtime Protection tab. Disable Realtime File System Protection, Ransomware
Protection, Advanced Threat Protection, WebShell Detection, and Brute-Force Attack Detection.
Turn on the lock icon.
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Use Micro Segmentation to Anti Ransomware

int Secure

Endpoints

«

Endpoints Groups
2 Groups
3 Inventory > B Endpoint

Ungrouped En...

Basics Malware Realtime Protection

f Windows ~

| Realtime File System Protection ¥2

Enable realtime file system protection

Protection Level

File Type:

Scan Options:

Engine

Sangfor Engine Zero

Action:

| WebShell Detection ¥2
Enable WebShell detection

Endpoints

Server Protection

Do not show this agair

Trusted Files Vulnerabilities Peripheral Control

Cloud-Based Engine

Endpoints Groups

& Groups

3 Inventary >

[ Security Protection

B Endpoints
B Local Site

Ungrouped En.

Basics Malware Realtime Protection

Action:

| Brute-Force Attack Detection
Enable RDP brute-force attack protection

Trigger : Over

Action :

Enable SMB brute-force attack detection

Trigger : Over

Action :

| Ransomware Protection 5

Enable ransomware honeypot (@

Action:

Do nat show thi

Server Protection Trusted Files Vulnerabilities Peripheral Control

login attempts per minute G

login attempts per minute

| Fileless Attack Protection W5 @

Enable suspicious PowerShell script detection (1

Action.

(2) Set the micro-segmentation policy to deny access to the sharing ports and remote desktop of PC 2.

Define the sharing port service. As shown below, choose Micro-Segmentation > Services. Sharing
ports include 135, 137, 138, 139, and 445, and the remote desktop port is 3389.
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Edit Service

Name Share

Protocol ed uop

Port 135,137,138,139,445
Traffic Type : @) Other traffic _ Business traffic ' Maintenance traffic

Remarks

Edit Service

Name : Remote

Protocol ; TP upp

Port : 3389

Traffic Type : @ Other traffic Business traffic Maintenance traffic

Remarks : It is used for world wide web proxy and website browsing.

Define the business systems of PC 1 and PC 2. Choose Micro-Segmentation > Business Systems, as
shown below.

Sangfor Endpol Home Endpoints  Micro-Segmentation

Your license will expire in 4 day(s), on 2020-11-26. Please call Sangfor at +60 12711 7129 (7511) to renew the license

Micro-Segmentation <« Business Systems + New Endpoints

[& Policies Windows2 + New (Q Refresh

3] Traffic Statistics Windows1 No. Endpoint 1P Address Group
Tags

IP Groups

3 Services

& Miscellaneous

Define the micro-segmentation policy blocking sharing ports, as shown below, to deny PC1's access to
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Use Micro Segmentation to Anti Ransomware

the sharing ports and remote desktop port of PC 2.

Edit Policy

Policy Name :  Anti-Ransom

Source : Windows1

Destination: = Windows2

Services : Remote(TCP,UDP:3389),Share(TCP,UDP:135,137,138,...1=

Action :

Cancel

Enable Micro-Segmentation and Report traffic statistics. As shown below, Choose Micro-
Segmentation > Miscellaneous.

@ Sangfor Endpoint Secure Home Endpoints Micro-Segmentation Detection Response

o . « )
Micro-Segmentation Miscellaneous

(& Policies | Micro-Segmentation

Traffic Statistics ON (once disabled, all micro-segmentation palicies will become invalid)

& Business Systems
| Report traffic statistics

Tags i ] . S
ON (once disabled, all agents will stop reporting traffic statistics)
IP Groups
® servi | Backup and Restore
ervices

. Back up Configurations
6% Miscellaneous

Download Configurations

3.1.3.3 Initiating an Attack

(1) Before initiating an attack, check the status of PC 1 and PC 2. Their computer files are not encrypted
and can be normally opened, as shown below:

File Edit Format View Help

sangfor Endpoint Secure, the future of endpoint protection, manages the endpoint asset security life cycle, from
prevention, detection, defense, all the way through response. The Endpoint Secure Protect agent provides the most
accurate identification and mitigation of rogue or malicious processes and applications, such as ransomware and
other Advanced Persistent Threats (APTs). The Protect agent’s host firewall capability prevents the east-west
spread of malicious activity by blocking suspicious or unauthorized network communications.

(2) Run ransomware (ready in the OVA environment) on PC 1, as shown below:
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E R

Administra

Organize v [ﬂ Open New folder

W Favorites Name
B Deskiop %] cygssl-1.0.0.dll
% cygssp-0.dil

1] cygwinl.dil

% cygzdll

[77 Globelmposter

5| Documents B hydra

J’ Music __| hydra.restore

(% LIBEAY32.dll

% libgcc_s_dw2-1.dll

1%/ libssh.dll

%] libz.dll

| passwd

@ Downloads
] Recent Places

w9 Libraries

(&) Pictures
B videos

+& Homegroup

T s
1% Computer M pw-inspector

(@] result
€ Network L result
15! resultl

sleep

@_Ov‘ J. » Computer » Local Disk (C:) » Windows » evil

Date modified
7/4/2019 12:57 AM
7/4/2019 12:57 AM
7/4/2019 12:57 AM
7/4/2019 12:57 AM
7/10/2019 1:50 AM
7/4/2019 12:57 AM
11/24/202011:24 ...
7/4/2019 12:57 AM
7/4/2019 12:57 AM
7/4/2019 12:57 AM
7/4/2019 12:57 AM
11/24/2020 11:18 .
7/4/2019 12:57 AM
7/10/2019 2:04 AM
7/10/2019 2:04 AM
7/10/2019 1:52 AM
7/4/2019 12:57 AM

v [ 49 |[ search evit

Size

385 KB
13KB
3253 KB
83KB
54 KB
445KB
49 KB
1,150 KB
111 KB
374 KB
107 KB
0KB

50 KB
1KB
1KB
1KB

1 KB

m worm

7/4/2019 12:57 AM

4,747 KB }I

P worm Date modified: 7/4/2019 12:57 AM
Application Size: 4.63 MB

3.1.3.4 Attacking Effect

Date created: 7/18/2019 9:08 PM

The attack lasts 2 to 5 minutes. PC 1 is cracked, and computer files on PC 1 are encrypted. For PC 2, the
micro-segmentation policy blocks the sharing ports to stop cracking, and computer files on PC 2 are not

encrypted by ransomware.

After PC 1 runs ransomware, PC 1 is cracked. Log out and re-log in using administrator/111111, as

shown below:

Administrator

Logged on remately from hydra S

. Windows 7 Uttimate

PC 1 runs ransomware, and computer files on PC 1 are encrypted, as shown below:
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==
_ Endpoint Secure Agent.LNK - Notepad
File Edit _Format View Help_
As'lOﬁbOx %«Inhé»0GE. ..qOAOuu.eLpDE a-x4>7?" i+ ARA pCORE
¥O&XET #Y | A<} -OyesT:3) « 66 11112 E"2101-22x¥U~0Nd«k’ éA @1%*d
67,0>137n" & EE.O)AAn'ABwy\.L[yo-A!‘b—— p u EMA,‘ZK ,UA 4UedR~QeAk: *>KK-GiXa 661213
[s1C R @OMIA] 03G. | 2<ON <3 112" soomAae-(mng(n AaXE’ Z =
CISVEVIREf<ATET ) % ew<ih YTCSAD™4€ "B ¢ o £2) 11
-l)¢45< Ay‘le fOE) NzzDTC Y92 ' g2 " Z UK. NC U
<0DIxBY [M -r§2 Q06»0%" gd[- D1fY | g-lé. Naseé 6!o~-£ua-u>xa¢/v z=
SSECU =A¥_ 9y’ ao fc, onleﬁ‘l§u:~1ﬂp 4?) Jktavo2eto3nk, "ydis | katscd"i™y
» fUSI4AfE (S's «A"QS"<SPEVOWEOAUN. EAMIwaIC
“an a zxav ,abawa 1az-~: A[mu 2 by;g A® wgspth » oi r]t!.,A mo‘-(sn- Ji 08%1z/Zaw-
3 % HOR( ' ?aa}i, U, SU-vEQEMYIA-5-81«00
[{P=a” " Ezr.x.ol—ootacxm' §DE ovb -+TetN<I " €097 f=
Sv(rwkylk *RIPOIEY3(~ BAf7PKEDH~<BI_e| px30* jg RfxEY. ~u6-%! 1wbx>v,\umun9( 2.
o.qutvh §$z)avalx(%uw§u'[.1csaa ZE €} ]5U-E1. \>A100+/ GO Yw'6150v\ =41
“ERdy 545! - 3E -C=» lHoA ke %01A0<z
)G ~p§” > USuﬂaA 2: M 1e1 GOUT0°5CeVv-mO8fsw| °R
iy -EdalAVI L >{whe (&1 =[ 1* “£ 1C202y«Y"’® aex[ €EA-\+ 37-wpl. %P> $s
m vz:*ad"uz!x-t:soséo«vonhzwooe-v.a )—ub"-Ag
Q" DoV .,u»r\) 1y0-Y03-A " AChp ! § (:Nr<UOT]
K 1 ‘YUF..—«9 &% %9¢) 60-‘0“- fu~=;"17: SOAwyD vv8%S¥IMAU-X-E
§ aos =x0&800A0#Se)8pu |"7' "SWATAY CYRN340 Tutyxfoo-
x)“'m.nom nétquohAe 7YUL-AREH, t&ub "-c/ig]bé'n-—i gz <
KO205%Y-AE04; 0 JERyTeq1 * 68° OCOFU+a~ | YomArT1-Q 3 \xcoAa::erm VX" 4T
_) cre"o[1-e2: s-.aaom—dc—»sn po kaGSaI!O )I ~|"'¢ustwiTx-a38 32 74 8A 49 6C 62
0C 09 73AB 04 C2 2D FC 65 97 AE 50 75 4D C9 75 01 73 E845 8F B3 E9 99 52 21
0933 04 63 75
7F42 97
91F2 68
5083 7

4 C7 6B EA 19
“fucfets

For PC 2, the micro-segmentation policy blocks the sharing ports to stop cracking, and computer files on
PC 2 are not encrypted by ransomware. See the figure below:

| Endpoint Secure.tet - Notepad =l o=
File Edit Format View Help

sangfor Endpoint Secure, the future of endpoint protection, manages the endpoint asset security life cycle, from prevention,
detection, defense, all the way through response. The Endpoint Secure Protect agent provides the most accurate jdentification and
mi!iga!iun of rogoe or malicious processes and applications, such as ransomware and other Advanced Persistent Threats (APTs). The
Protect agent’s host firewall capability prevents the east-west spread of malicious activity by blocking suspicious or

unauthorized network communications.

e NIAM
Y= T 1147200

View the traffic logs of micro-segmentation. Choose Micro-Segmentation > Traffic Statistics. Click
PC 2 and view its access records. You can find that PC 1's access to sharing ports of PC 2 is denied, as

shown below:
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T

Response Logs

Traffic Statistics

@ Sangfor Endpoint Secure Home Endpoints  Micro-Segmentation Detection
[recicciccr |

Response System

Micro-Segmentation « Traffic Statistics

[@ Palicies

[Z) Traffic Statistics

Business Systems

Details

Source Destination Services Matched Poli... Traffic Statist... Latest Match
@ IP Groups

B Services

8 Miscellaneous

Chapter 4 Precautions

1. When the virus program runs, the system may stop responding sometimes and is stuck at the
following position for 2 minutes. In this case, you should close and restart the program.

o[-E-]Sa]

A C\Windows\evil\worm.exe
start time I Tue MNov 24 11:47:48 2828

20.18.8.3:3389 is opened...
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