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Prevent Brute Force Attack to Anti Ransomware

Chapter 1 Overview

This program demonstrates the process and effect of ransomware attacks when the endpoint does not
run the Endpoint Secure Agent, as well as the detection and protection effect against ransomware
attacks after deploying the Endpoint Secure Agent. It is suitable for showing customers how the
Endpoint Secure Agent detects ransomware attacks and provides protection.

Chapter 2 Preparation for Demonstration

2.1 Environment

2.1.1 Network Environment

Endpoint Secure MGR

Switch

PC2
Device Account/Password IP Description
PC1 administrator/111111 20.10.0.3 PC initiating ransomware attacks
- PC attacked by ransomware with
pPC2 administrator/111111 20.10.0.8 RDP brute-force cracking
MGR admin/Endpoint 20.10.0.100 Endpoint Secure MGR
secure@support

2.2 Attacking Process

The virus sample is put in C:/windows/evil of PC 1. During the attack, the virus first cracks PC 2 on the
same LAN via RDP brute-force attack. After the cracking is completed, computer files on the local PC
(PC 1), as well as computer files on PC 2, are encrypted.
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2.3 Content

Stage Content Expected Result
1. Files on PC 1 are encrypted by
Brute Demonstrate the attacking process and effect | ransomware.
Force of ransomware without enabling the 2. PC 2 is cracked. Ransomware
Attack protection policy for PC 1 and PC 2 on the spreads to the LAN through
Endpoint Secure Agent. RDP, and PC 2 files are
encrypted.

2.4 Description

(1) This demonstration is only applicable to the virtualization environment deployed on a client or

personal computer, and the demonstration environment needs to be isolated from the customer business

network, so as to prevent ransomware from encrypting other computers.

(2) You can set up MGR, PC 1, and PC 2 by yourselves. PC 1 and PC 2 need to install the Endpoint Secure

Agent.

(3) Usually, PC 1 and PC 2 run Windows 7 SP1.

(4) PC 1 and PC 2 can use the addresses of network segment 20.10.0.0/24. The ransomware program will

automatically scan other PCs on the same network segment.

(5) You are advised to turn off the system firewall of Windows and enable the RDP service of PC 2 as

ransomware will crack through port 3389 of PC 2.
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System Properties @
Computer Name | Hardware | Advanced | System Protection | Remote

Femote Azsistance

J|Allow Remate Assistance connections to this computer;

Vhat happens when | enable Bemote Sssistance?

Advanced...

Femote Desldop

Click an option, and then specify whio can coninect. £ nesded.

Dont allow connections to this computer

@ Allow connections from computers running arry wversion of
Femote Deskiop (ess secune)

Allow conmections anby from computers mnning Femaote
Desktop with Network Level Authentication {more secure)

Help me choose | Select Users. |

Administrator: C:\Windows\system32 crd. exe EI@

Microsoft Windows [Uersion 6.1_YV6U11] -
Copyright {(c) 2889 Microsoft Corporation. HAll rights reserved. -

C:\Users“\Administrator>netstat —anoifindstr "3387"
TCP P.0.0.09:3389 A.A.8.8:8 LISTENIMNG
TCP [::1:3389 LISTENIMNG

C:N\Users\Administrator_

(6) The ransomware sample needs to be put in a specific directory.
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fo | o]
@QE” ¢ Computer » Local Disk (C:) » Windows » evil - ‘ +3 | ‘ Search evil yel |
Organize = ﬁ Open - Print Mew folder = - [ @
Je Favorites Name . Date modified Size il
B Desktop 1 7/4£2019 12:57 AM 2KE
& Downleads | =1 7/23/2019 510 AM 26 KB
:'E'.‘ Recent Places Hinn 7742019 12:57 AM 1KB
attack 7/10/2019 2:08 AM 1KB
=l Libraries attackd 7/4/2019 12:57 AM 1kB
= Documents %] cygerypto-100.di 2019 12:57 AM LI78 KB 3
o Music %] cyggee_s-Ladil 7442019 12:57 AM 108 KB
| Pictures (%] cygiconv-2.dlIl /472019 12:57 AM 1,000 KB
EE videos %] cygidn-11.dll f2019 12:57 AM 109 KB
%) cygintl-8.dll 77472019 12:57 AM 41 KB
ll& Homegroup %] cyglber-2-4-2.dlI 7742019 12:57 AM 49 KB
4] cygldap_r-2-4-2.dil /4/2019 12:57 AM 281 KB b
1% Computer 1% cygmysglclient-18.dll /472019 12:57 AM 2,820 KB
4] cygpere-1.dil 77472019 12:57 AM 276 KB
€ Netwark %] cygpq-5.di 74472019 12:57 AM 157 KB
%] cygsasl2-3.dll 7/4/2019 12:57 AM 103 KB
%] cygssl-1.0.0.dll 7/4/2019 12:57 AM 3E5 KB
4] eygssp-0.dil #472019 12:57 AM 13 KB
(%) cygwinl.dll 77472019 12:57 AM 3253 KB
@ rune dil /4721191257 &M AIKR o
ke 1 Drate modified: 7/23/2019 5:10 AM Date created: 7/23/2019 4:43 AM

Text Document Size: 259 KB

(7) Passwords used for virus cracking cover those normally recorded in text files. Therefore, when using
your own Windows 7 system, make sure that the passwords used are covered by the text file (containing
normal passwords) in the virus toolkit. It is recommended to use administrator/111111 as the username

and password.

=

/1 - Notepad
@ uv| \ » Computer » Local Disk (C:) » Windows b evil File Edit Format View Help
}agm'i nistrator: 1%33 56789
g - administrator:abcd4321
LA | Open = s Rieietay administrator:1234567890-
= administrator:66665555
457 Favorites blame Datel administrator :887766554433221
' administrator:998877665544332000
B Desktop administrator:998877665544332000
Download administrator:887766554433221000
o BELLTER S administrator:99887766554433200000
%l Recent Places administrator :880088
administrator:3132353933
agm‘i nistrator:3430961122
=T administrator:12661266
“ &l Libraries attackl administrator:zsedcftgb
9 Documents %, cygerypto-100.dl administrator:963852741
J ) administrator:solarisl0
Music 2| cyggec_s-Ldll administrator:1237894560
Pictures : ;i .2, administrator:8511281209
= &) cygicony-2.di administrator :dd157dd157
B videos | cygidn-11.dll administrator:6702250276
: ; administrator:7a66673134
2] cygintl-&.dil administrator:3635313132
# Homegroup %) cyglber-2-4-2.dI administrator:4153444647
- administrator :E97A296977
%] cygldap_r-2-4-2.dll agm'in'istrator 17128888888
T : R administrator:2869233300
I¥] Computer & cygmysglclient-18.dll administrator:1111144444
=) eygpere-Lall administrator:2440600214
€ Network RelTT administrator:abcd123456
M =l 2 orgpg—. administrator :16888888
%] cygsasl2-3.dll 7/47] administrator:9874123650
o B administrator:4257141009
%] cygssl-1.0.0.dll 174 agm'i nistrator:AABBC12345
" gy administrator :AABBCC1234
] cygssp-0.dll 741 administrator : 66990066
%] cygwinl.dll 7/4/) administrator:1928374650
— . administrator:1029384756
&l evar dll 1A 3dminictrarar -ATw2E2D4

2.5 Risks

Risk Item

Description

Isolation of demonstration

Since ransomware is run, the demonstration will be
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environment carried out in a virtual environment and needs to be
isolated from the real network. If failing to do so, other
computer files on the network will be attacked by
ransomware.

During the demonstration, PC files will be encrypted by
Snapshot of the PCs used for ransomware. To quickly restore to the previous status for
demonstration the next round demonstration, you need to snapshoot the
PC in advance.

Chapter 3 Demonstration Process

3.1 Round

3.1.1 Content

On the Endpoint Secure Agent, enable the protection policy for PC 1 and PC 2 (for detection and
blocking of brute-force attack), and demonstrate the attacking process and effect of ransomware.

3.1.2 Expected Results

PC 1 and PC 2 are protected by the Endpoint Secure policy against brute-force attacks, which blocks
virus cracking and spread. As a result, files are not encrypted by ransomware.

3.1.3 Steps

3.1.3.1 Restoring from Snapshots
(1) Roll back PC 1 and PC 2 to the previous status using their snapshots.
(2) Check MGR and find that both PC 1 and PC 2 get online, as shown below:

Endpoints | Micro-Segmentation Detection Response Logs

Endpoints «“ Groups + New ~ Endpoints (2 online / 2 in total)
Group name % Move To v/ Enable Agent & Send Message ( Refresh
J Inventory > & Endpoints No.  Endpoint Endpoint Status  Group 1P Address
&) Security Protection i Local Site 1 J Windows1 @ Online Ungrouped Endpoints 20.10.0.3
Ungrouped En... 2 1 Windows2 @ Online Ungrouped Endpoints 20.10.0.8

3.1.3.2 Policy Setting

Set the security policy. Enable the policy of detecting and blocking brute-force attacks, and disable other
real-time protection policies.

Choose Endpoints > Security Protection. Set the Ungrouped Endpoints policy (both PC 1 and PC 2
get online on ungrouped endpoints by default) and go to the Realtime Protection tab. Disable other
real-time protection policies, such as Realtime File System Protection, Ransomware Protection,
and Advanced Threat Protection. Turn on the lock icon. Enable RDP brute-force attack protection
and check Block for XX mins, as shown below:
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Da not show this again

Endpoints “  Groups Basics  Malware  Realtime Protection  Server Protection  Trusted Files  Vulnerabilities  Peripheral Control
& Groups 5 Windows ~
03 Inventory > B Endpoints

| Realtime File System Protection ¥

Security Protection B Local Site
Enable realtime file system protection

Protection Level

Ungrouped En.

File Type:

Scan Options:

Engine
sangfor Engine Zero Cloud-Based Engine

Action:

| WebShell Detection ¥

Enable WebShell detection

Type

Endpoints

Endpoints « Groups Basics Malware ealtime Protection Server Protection Trusted Files [ Pkl Coiial
& Groups
2 Inventory > B Endpoint

Action:

@ Security Protection B Local Site
Ungrouped En
| Brute-Force Attack Detection ¥3
Enable RDP brute-force attack protection

Trigger Over 15 fogin attempts pes minute

Action O Blockfor 30 mins

No Action - Report Only

Enable SMB brute-force attack detection

Trigger Over login attempts per minute

Action

3.1.3.3 Initiating an Attack
(1) Before initiating an attack, check the status of PC 1 and PC 2. Their computer files are not encrypted
and can be normally opened, as shown below:

" Endpoint Secure - Notepad o=@ ==
File Edit Format View Help
sangfor Endpoint Secure, the future of endpoint protection, manages the endpoint asset security life cycle, from -

prevention, detection, defense, all the way through response. The Endpoint Secure Protect agent provides the most
accurate identification and mitigation of rogue or malicious processes and_applications, such as ransomware and
other advanced Persistent Threats (APTs). The Protect agent’s host firewall capability prevents the east-west
spread of malicious actiwvitly by blocking suspicious or unauthorized network communications.

(2) Run ransomware on PC 1, as shown below:
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[E=3 E=R 3
@uv‘ r Computer » Local Disk (C:) v Windows » ewl - ‘{'TH Search evil o
Crganize * Include in library = Share with = Mew folder =« [l E@J
I Faverites WTar3
B Desktop %] cygmysqlclient-18.dl1
4 Downloads (2] cygpere-1dll

°| Recent Places (%] cygpq-5.di

%) cygeasl2-3.dil 102 KB
4 Libraries _2_ cygssl-1.0.0.dll 385 KB
3 Documents _:_o. cygss.pfﬂ.dll 13 KB
_' Music _-l;o_ cygwinl.dil 3,253 KB
&) Pictures _¢_ cygz.dll 83 KB
CE
B videos Globelmpaoster 54 KB
& hydra 1/8/2019 12:57 Al 445 KB
| LIBEAY32.dII 7/4/201912 1,150 KB
"3 Homegroup —
%] libgec_s_dw2-1.dll 111 KB
B Computer (%) libssh.dll 374 KB |
(%] libz.dll 107 KB T
*i‘* Network W"l pw-inspector 50 KB
) result 1 KE
| result 1 KB
& resultl 1 KB
cleep 7 0 : by 1 KB
32 tems

3.1.3.4 Attacking Effect

The virus attacks in such a way as cracking both PC 1 and PC 2, encrypting PC 1 files, and spreading to
the LAN and encrypting PC 2 files. In this round, the Endpoint Secure Agent runs the policy against
brute-force attacks to block cracking. Therefore, virus cracking fails, and files on PC 1 and PC 2 are not
encrypted. You can see the cracking blocking logs on the Endpoint Secure Agent.

Log in to PC 1. You can find that the virus attack stops, as shown below (since Endpoint Secure blocks
cracking on PC 2, the virus cannot spread further).

start time : Tue Nov 24 11:18:41 2020
3389 is opened...
administrator 111111
administrator 111111
3389 is opened...

i! C\Windows\evil\worm.exe E== ”,,EJ@

E

Check and find that computer files on both PC 1 and PC 2 are not encrypted. See the figure below:
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| Endpoint Secure - Notepad = Ech ===
File Edit Format View Help
sangfor Endpoint Secure, the future of endpoint protection, manages the endpoint asset security life cycle, from -

prevention, detection, defense, all the way through response. The Endpoint Secure Protect agent provides the most
accurate identification and mitigation of rogue or malicious processes and_applications, such as ransomware and
other advanced Persistent Threats (aPTs). The Protect agent's host firewall capability prevents the east-west
spread of malicious actiwvitly by blocking suspicious or unauthorized network communications.

View the logs of brute-force attacks on the Endpoint Secure Agent. Choose Response > Threat
Response -> Security Events > Brute-Force Attacks. The brute-force attack initiated from PC 1 has
been successfully blocked, as shown below:

@ Endpoint Secure Agent

Brute-force login attempt and blocked
or 30 mins

Hackers crack system passwor
ds by inputting automated cha
racter combinations.

20.10.0.3
RDP

2020.11.24 11:20
Blocked

Do not show this again

£ 0 O -

Response “ Endpoints  Security Fuents

1 Endpoint atehing 0 0 )1 0 0 0
© Trweat Tracking
- Remote Access >
QR cted ¥
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Chapter 4 Precautions

1. When the virus program runs, the system may stop responding sometimes and is stuck at the
following position for 2 minutes. In this case, you should close and restart the program.

1

,! C:AWindows\evil\worm.exe = = |@
start time * Tue Nov 24 11:47:48 2820 -

20.18.8.3:3387? is opened...

2. brute force attack threshold

RDP brute force attack threshold:

Quick detection mode: Configure in web console

Slow detection mode: 100 login failures within 20 minutes

Distributed detection: the same user fails to log in on 8 IP addresses within 60 seconds
SMB brute force attack threshold:

Quick detection mode: Configure in web console

Slow detection mode: 200 login failures within 20 minutes

Distributed detection: the same user fails to log in on 16 IP addresses within 60 seconds

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



g SANGFOR

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind,

express or implied.The information in this document is subject to change

without notice. To obtain the latest version, contact the international service

center of SANGFOR Technologies Inc




