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Chapter 1 Scenario

Chapter 2 Overview

This document is suitable for Endpoint Secure to guide the implementation of the Endpoint Secure
security policy in the context of protecting the server security. The document includes two parts:
identifying server security risks and implementing server security policies. Identifying server security
risks guides users on how to identify client security risks in advance, makes users aware of the security
risks and impacts of Server, and guides users to deal with security risks; implement server The security
policy refers to which security policy should be configured by Endpoint Secure and how to configure the
security policy in order to ensure the subsequent security of the server.

Chapter 3 Identify the Security Risks of
Server

Identifying server security risks is to guide users how to identify client security risks in advance, make
users aware of the security risks and impacts of the server, and guide users to deal with security risks.
This chapter guides users to identify client security risks in advance and deal with them from three
parts: baseline check, system vulnerability check, and virus killing.

Note that if there are many servers, it is recommended to choose 1 or 2 servers to guide users on how to
identify server security risks and how to deal with them.

3.1 Security & Integrity Check

Security & Integrity Check is a compliance check for windows and linux systems according to security
compliance requirements, helping customers find non-compliant terminals and non-compliant items in
the intranet, and provide repair suggestions.

3.1.1 Security & Integrity Check

Go to Detection-> Security & Integrity Check, Perform basic security checks on the server.

Detection

‘4 Virus Scan

[@ Vulnerability Scan

@ Security & Integrity Check

3.1.2 Deal with Non-conformities

Reinforce the non-compliant items in the system security check results according to the security
compliance setting document provided by Endpoint Secure, as shown in the following figure:
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Details x

(1) Check completed. 18 out of 31 requirements are not met

Time Completed: 2021-03-15 16:09:29

* Account policy

=] 1.Password
. Minimum password length: > = 8 characters
. Minimum password age: »= 2 days

. Maximum password age: <= 90 days

. Password history remembered: >= 5

=] 2.Account

. Account lockout counter: >= 15 minutes

. Account lockout duration: >= 15 minutes

. Account lockout threshold: <= 10

[=]  3.Auto-login

. Auto-Login account ]

- Application control policy

[=] 1.Local user accounts
. Accounts without passwords
. Accounts with weak passwords

. Guest accounts

Close

@ Endpoint Security and Integrity Requirements (Windows)

Account Policy ~ Account Policy > Password >
Password
Account Lockout Policy Password
Auto-login

P eI Minimum password length: > = 8 characters

Security Audit Policy Minimum password age: > = 2 days

. . y Maximum password age: <= 90 days
History Information Protection P g€ < ¥

; q Password history remembered: >= 5
Intrusion Prevention

v v v v v

Malicious Code Prevention Security Enhancement - Steps:

1. Open Control Panel and click Administrative Tools > Lacal Security Policy

O_Owﬁ » Control Panel » All Control Panel Tterms » -

Adjust your computer's settings

W Action Center {& Administrative Tools AutoPlay W Backup and Restore.

B BitLocker Drive Encryption B Color Management @ Credential Manager 5 Date and Time
@ Defautt Programs [ Desktop Gadgets & Device Manager & Devices and Printers
B Display @ Ease of Access Center B Folder Options [ Fonts
4 Getting Started & HomeGroup & Indexing Options € Internet Options
& Keyboard Location and Other Sensors & Mouse 3 Network and Sharing Center
Notification Area Icons &8 Parental Controls W Performance Tools &
Z Phone and Modem @ Power Options & Programs and Features & Recovery
& Region and Language ) RemoteApp and Desktop Connections & Sound @ Speech Recognition
@ Sync Center 18 system L Taskbar and Start Menu [ Troubleshooting
88, User Accounts Windouws CardSpace B Windows Defender P Windows Firewall
& Windows Update
% (%1 » ControlPanel »/ All Control Panelterns » Administrative Tool: <

Organize v 7 Open
S Ngrme - Date modified Type Sze

B Desitap . Companent Services T/L3/2000 846 PV Shorteut 218

(8 Downloads Computer Managerment /1372000 941PM  Shorteut K8

. RecentPlaces Data Sources {ODBC) 7/13/2009 B:41PM  Shorteut KB

] Event Viewer /13/2009 9:42PM  Shorteut 2k8

4 Libraries B, iSCSInitistor /1372003 341PM Shorteut L

[ Documents [ Local Security Polcy | 13/20/2018 834 AM_ Shorteut 2k8)

& Music erformance Monitor T/13/2000 341PM  Shorteut K8

=) Pictures & Print Management 12/20/2018 834 AM  Shorteut 218

1 videos (B Senvices 1713/2000 9:41PM  Shorteut K8
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3.2 System Vulnerability Check

Help users identify high-risk vulnerabilities in servers and provide repair suggestions.

3.2.1 Vulnerability Check

Go to Detection-> Vulnerability Scan path, Check servers for vulnerabilities.

£ © O anmn -
Detection “ Task Details
4 Virus Scan Endpoint Type ™ Endpoint Status ™ Group. L
[@ Vulnesability Scan Task Type * ask Status + | No  TaskStatus Endpoint Status Endlpoint Group 1P Address o5 o
@ Security & Integrity Check | 1 smpleted ® Online & Server Ungrouped Endpoints 20100.10 Windows Server 2012 14

@ Sending task..

© Completed

3.2.2 Dealing with Vulnerabilities

Repair the unfixed vulnerabilities in the vulnerability check results, as shown in the figure below:

=

Server1 x
@ Ignore © Unignore () Refresh Severity ¥ Impacts ¥  Restart ¥  Status ¥ | Patch name or ID

No. Severity © Patch Type Patch Name Patch ID Date Released Status

1 [ High ] Remote Code Execution 2021-01 Security Monthly Quality Rollup for... KB4598285 2021-01-11 Pending
2 [ High | Elevation of Privilege ... 2020-11 Security Monthly Quality Rollup for... KB4586845 2020-11-07 Pending
3 o None 2020-10 Security Only Quality Update for W... KB4580358 2020-10-09 Pending
4 [ High ] None 2020-10 Security and Quality Rollup for .NE... KB4579979 2020-10-08 Pending
5 [ High | Information Disclosure 2020-09 Security Only Quality Update for W... KB4577071 2020-09-07 Pending
6 [ High ] Elevation of Privilege ... 2020-08 Security Only Quality Update for W... KB4571723 2020-08-10 Pending

141 entries - 2 3 4 5 6 7 8 .. 15 > » Entries Per Page| 10 ™
Close

Note that after clicking "Patch", it is recommended not to check "Force endpoint to restart after this
operation" for patches that can only take effect after restarting the computer, as shown in the figure
below:

Confirm

Are you sure you want to patch the 10 selected vulnerabilities?
This operation is applicable to unpatched vulnerabilities.

2 Vulnerability vulnerability patches will take effect after endpoint restarts.

Force endpoint to restart after this operation

“ Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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3.3 Scan Virus

Perform a full investigation and killing of servers, discover and deal with threat files in advance.

3.3.1 Scan Virus

Organizations or departments with the same business environment will promote implementation
according to the following ideas.

Find a test computer: Find a computer in the same business environment to install the Endpoint Secure
client test for a full-scale killing test.

Analyze and kill results: Analyze the threat files found by the test computer.
If it is confirmed that it is a misjudgment, add a whitelist.
Confirm that it is not a misjudgment, contact Sangfor Engineer to deal with

Verify business availability: Verify and test the computer business availability to ensure that the business
can be used normally.

Promote the installation of other computers: the test computer is verified and the business is not
affected, then it will be promoted to other computers in the same environment to install and kill.

Chapter 4 Server Security Policy
Implementation Guidance

The implementation of server security policy refers to which security policy should be configured by
Endpoint Secure and how to configure security policy in order to ensure the subsequent security of the
client. The server security policy is configured from the basic policy, virus detection and killing policy,
real-time protection policy, trust list, vulnerability detection and repair detection, and alarm policy to
protect server security.

4.1 Basic Policy

Go to Endpoints->Security Protection path, configure the basic policy of the group where the servers are
located, enable asset information registration, and set the terminal Exit Password/Uninstallation
Password, as shown in the figure below:

@ Sangfor Endpoint Secure
CETD

Endpoints Groups Basics  Malware  Resltime Protection  Server Protection  Trusted Files  Vulnerabilities  Perigheral Contro

& Groups 2 Windows

D inventary

| Netifieation on Endoints

Do Mot Disturb Made

| Agent Passwerd Protection

4.2 Anti Virus

Go to Endpoints->Security Protection path, configure the virus detection and killing policy of the group
where the servers are located, as shown in the following figure:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 4
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@ Sangfor Endpoint Secure . Eadooints
[ 1o caivon J
Endpoints * Groups Basics  Malwa Realtime Protection  Server Protection  Trusted Files  Vulnerabilities  Peripheral Control
3 Groups | Scheduled Scan
2 Inventory > Enable scheduled scanning
i i fverydsy 00 - - 5
1@ Security Protection
ped En Schedule Task Type CPU Usage Status Operation
B
1 Virus Scan[[¥ |
ha Scan Options.  Skip files larger than 50 M8
Sean compressed flesupto 3 layers deep
Action © Standard
Enhanced
No Action - Report Only
Engine
l Gene Analytic Engine Behavioral Analytic Engine Cloud - 8ased Engine |

[Scheduled Scan] Turn on regular automatic scanning. It is recommended that the time to check killing
intent is once a month, the scanning type is quick scanning, and the scanning mode is balanced.

[Action] Keep the default configuration; the disposal action after the threat file is found is recommended
to be configured as "Standard"; if the scanning engine is fully turned on, it will occupy a relatively high
resource. If the client CPU and memory are configured with 4 cores and 8G or more, it can be fully
turned on. If you configure the following here, it is recommended to open the gene feature engine
instead of the behavior analysis engine.

4.3 Realtime Protection

Go to Endpoints->Security Protection path, configure the real-time protection policy of the group where
the servers are located, including real-time file monitoring, ransomware protection and advanced threat
protection, as shown in the figure below, set the windows real-time protection policy.

@ Sangfor Endpoint Secure Horm Endpoints
[ 1rai Edition ]
Endpoints « Groups Basics Malware Realtime Protection Server Protection Trusted Files  Vulnerabilities Peripheral Control
3 Groups | Webshell Detection| 72|
O idten > B Endpoints Enable WebShell detection
Type Gne-time G
[T Security Protection B Local Site Realtime @
TR 4 Scheduled  Everyday ~ - -
B Action: Fix

© No Action - Report Only

| Brute-Force Attack Detection ¥4

l Enable RDP brute-force attack protection

Trigger Over 10 login attempts per minute
Action Block for 30 mins

© No Action - Report Only

Enable SMB brute-force attack detection |

Trigger Over 100 login attempts per minute

Action : Block for 30 mins.

© No Action - Report Only
| Ransomware Prolecnon@

Enable ransomware honeypot G

Alert - Fix Manually

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 5
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@ Sangfor Endpoint Secure ome Endpoints  Micro-Segmentation
CCEED
Endpoints « Groups Basics  Malware ealtime Protecti Server Protection  Trusted Files  Vulnerabilities  Peripheral Control
[————
Groups Type: One-time 7
LI Inventory > Endpoints [ Realtime G

Fix

[ Scheduled  Everyday ~ 00 -
@ Security Protection Local Site
Action
Ungrouped En.

O No Action - Report Only

| Brute-Force Attack Detection W&
Enable RDP brute-force attack protection
. Trigger over 10 login attempts per minute @
Action Block for 30 mins

© No Action - Report Only

Enable SMB brute-force attack detaction
Trigger : Over 100 login attempts per minute (&
Action Block for 30 mins

© No Action - Report Only

| Ransomware Protection ¥g
Enable ransomware honeypot (i
Action O Fix

Alert - Fix Manually

| Fileless Attack Protection ¥ G
Enable suspicious PowerShell script detection @
Action: Block script execution

© No Action - Alert Only

[Realtime File System Protection] Enable the small lock icon on the right, and the file real-time
protection policy is issued from the MGR to the ES agent.

[Protection Level] It is recommended to configure the protection level as "Medium";
[File Type] It is recommended to select all file types;
[Scan Options] It is recommended to keep the default configuration for file scanning;

[Engine] If the scanning engine is fully turned on, it will occupy a relatively high resource. If the
server's CPU and memory are configured with 4 cores and 8G or more, it can be fully turned on. If the
configuration is below, it is recommended to turn on the gene feature engine instead of the Sangfor Zero
artificial intelligence engine. .

[Action] The default action after a malicious file is found is recommended to be set to "standard
disposal”

[Ransomware Protection] Enable the small lock icon on the right, and the ransomware protection policy
will be sent from the management terminal to the ES agent.

[Action] It is found that the recommended configuration for ransomware behavior is "Fix".

[Fileless Attack Protection] Enable the small lock icon on the right, and the advanced threat protection
policy is issued from the management end to the ES agent, and check "Enable suspicious PowerShell
script detection”.

[Action] When a suspicious powershell script is found to be executed, it is recommended to set it to
"Block script execution".

Set the Linux server real-time protection policy. The Linux server real-time protection policy only has

webshell detection and brute force cracking detection, as shown in the figure below.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 6



Endpoint Secure Security Policy Implement Guide for Server

@ Sangfor Endpaint Secure Endpoints flcro:Sagrentatior Detectios - ” System £ 9 O amn-
R roe coivo ]

Endpoints « Groups Basics  Malware  Realtime Protectior Server Protection Trusted Files  Vulnerabilities  Peripheral Control

2 Groups ] A Linux = €2 sync Palicies for Windows

D inventory > H Endpoints

| WebShell Detection

5 Security Protection [ Local Site

Ungrouped En. Type Ona-tima (1
[ Reaitime (i
[ scheduled  Everyday ¥ 00 v 0
Bra
Action
HQ No Action - Report Only

| Brute-Force Attack Detection

Enable SSH brute-force attack detection

Trigger Over 15 login attempts per minute (

Action © Blockfor 30 mins

N Action - Report Only

Apply

4.4 Trust Files

Go to Endpoints->Security Protection path, Configure the whitelist policy of the group where the server
is located, and add files or directories that do not require antivirus and real-time protection to the trust list

(such as business system files), as shown in the following figure:

Endpoints

Endpoints « Groups Basics  Malware  Realtime Protection  Server Protection rusted Files  Vulnerabilites  Peripheral Control
& Groups Group name 21 Windows ~
CJ Inventory > Endpoints
| Trusted Files @

© Security Protection e File/Path Whitelist (=ntry =ndin

Ungrouped En

B h CN

ranch, File/Path Type Operation
Branch US i
c\Program File\Sangfor Fila Delete

HQ

Excluded IP Addresses from Brute-Force Attack Detection (i}

Excluded IP Address Operation

4.5 Vulnerability Fix

Go to Endpoints->Security Protection path, Configure the vulnerability repair policy of the group where
the servers are located, as shown in the following figure:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 7
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@ Sangfor Endpoint Secure
[ e oo 3

Endpoints - Groups 5 Malware Peripheral Control

) Groups 5 Windows

3 Inventory Endpoints

Ha © No Action - Report Only

| Security Patch Downloading Server

Server IP Address Remarks Status  Operation

[Scheduled Vulnerability Scan] Enables regular automatic scanning.
[Action] It is recommended to set the vulnerability scan result to "No Action-Report Only

", the network administrator will repair it according to the actual situation.

4.6 Micro-Segmentation Policy

1. Micro-isolation is based on five-tuples to control the inbound and outbound traffic of the server to
achieve the purpose of protecting the security of the server. It is recommended that necessary service
ports can be released through the micro-isolation policy, and non-essential high-risk ports can be
prohibited to improve service security. The configuration idea is as follows:

According to customer needs, sort out the access relationship between customer business
system/IP/role/service and each object, and prepare for the following micro-isolation policy, as shown in
the following table:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com

Objects Business Business Endpoint Included
System System Group Endpoints
Name
OA Server Server Group | OA_WEB
Database Server Group | Database
Server Server
IP Group IP Group IP Range IP Group
Type
Office 172.16.200.1- LAN
Endpoint 172.16.200.25
4
Services Services Services Port Traffic
Name Type Type
http TCP 80 Business
mysql tep 3306 Business
Access Access Source Destination | Services Action
Relationshi | Relationship
p IP Group: Business http Allow
Office System: OA
Endpoint Server
8
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Business Business mysql Allow
System: OA System:
Server Database
Server

2. According to the content of the first step, define the business system/IP group/service, and call it in
the micro-isolation policy, as shown in the figure below.

Add Business System

Mame : Business system .

Endpoint

Cancel

Add New IP Group

MName

IP Addresses

O Public Internal

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 9
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Add New Service

Name

Protocol : TCP UDP

Port : Separate ports or ranges by comma, e

Traffic Type : @ Other traffic Business traffic Maintenance traffic

Remarks

“ Cancel

3. Define the micro-isolation policy. According to the access relationship sorted out in step 1 and the
business system/IP group/service defined in step 2, define the micro-isolation policy, as shown in the
figure below

Add New Policy

Policy Name

Source : auto_187.1.85.126
Destination :

Services :

Action : O Allow

Cancel

4. Enable the micro-isolation policy switch and traffic report, as shown in the figure below.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 10



Endpoint Secure Security Policy Implement Guide for Server

@ Sangfor Endpoint Secure ndpoints Micro-Segmentation Detection

icro- i « .
Micro-Segmentation Miscellaneous

[ Policies | Micro-Segmentation

Traffic Statistics ON (once disabled, all micro-segmentation policies will become invalid)

£ Business Systems
| Report traffic statistics

Tags

ON (once disabled, all agents will stop reporting traffic statistics)
IP Groups
[ Services | Backup and Restore

] Back up Configurations
2 Miscellaneous

Download Configurations

Restore Configurations

5. Verify the micro-isolation effect and test the server port connectivity.

4.7 Alarm Policy

Configure alarm policies to notify the administrator in time when a threat event occurs on the intranet.
The configuration steps are as follows:

1. Configure SMTP Server.

@ Sangfor Endpoint Secure

System « General

%, Agent Deployment
Preferred DNS: 88838

2 Update >

Alternate DNS : 14114114114

[gy Correlated Devices
£, Remote Sites

Sk Administrators

| SMTP Server
JL Licensing Sender : Endpoint Secure Manager
63 System e SMTP Server Address smtp om
Interfaces Sender Address _sangfor@163.com
Routing Password () : seenne
Update Options Send Test Email

Alarm Options

Sangfor Cloud Security Program
Tools

| have read the Terms of Participating Sangfor Cloud Security Program and agree to participate in the program

By participating in Sangfor Cloud Security Program, you allow Sangfor Endpoint Secure to collect suspicious files to cloud for analysis purpose

Click Send "Send Test Email", if you can receive the test email as shown in the figure below, it means
that the mailbox server is configured successfully.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 11
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| << Back || Edit and send again Reply all v | Forward v|| delete move to v ‘ More w ‘

[Endpoint Secure]Test Mail [ P ©
From: | Endpoint Secure Manager< _sangfor@163.com=
Recipier, sangfor.  <sangfor ~ @gmail.com:=

.43

Time: March 02, 2021 17:13 (Tuesday)

Sending status: send successfully to  view details

@ Sangfor Endpoint Secure

Dear Customer:

This is a test email. Your SMTP server is configured successfully.

2. Configure alarm policy.

@ Sangfor Endpoint Secure Endpoints Segmentation Detection

Trial Edition

<« -
System Alarm Options
Agent Deployment . .
B Ag ploy | Alarm-triggering Event
I, Update > Enabled
@ Correlated Devices CPU usage is above 10 %, for Smins *
£ Remote Sites Memory usage is above 10 %, for 5mins ¥
£ Administrators Disk usage is above 5 %
Licensin
5 9 Within 24 hours, over 1 % endpoints infected by viruses
v
3 System Within 24 hours, over 1 % endpoints undergo brute-force attacks
P g
|
General Within 24 hours, 1 high-threat virus intrusions detected
Interfaces Within 24 hours, 1 high-threat WebShell backdoors detected
g
Routing Ransomware attack occurs
Update Options
Over endpoints fail to perform virus scan task
rm Options
Teols

| Alarm Delivery

3. Configure the recipient address, preferably as the mailbox of the network administrator.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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@ Sangfor Endpoint Secure e e n Detectio System

« .
System Alarm Options
@, Agent Deployment Disk usage is above 5 %
I, Update >
Within 24 hours, over 1 % endpoints infected by viruses
(&) Correlated Devices
Within 24 hours, over 1 % endpoints undergo brute-force attacks
4% Remote Sites i
Within 24 hours, 1 high-threat virus intrusions detected
S Administrators o .
Within 24 hours, 1 high-threat WebShell backdoors detected
Licensin
9’ 9 Ransomware attack occurs
8 System W
Over endpoints fail te perform virus scan task
General
Interfaces
| Alarm Delivery
Routi
aing Restrict email alarms
Update Options Within 1 hours, a maximum of 50 emails will be sent, and excessive ones will be sent next time
Tools
Name Email Address Operation
sangfor sangfor.yzj@sangfor.com Delete
Save

When an alarm event is triggered, the network administrator will receive the following alarm email.

Back || Editandsendagain | Replyall v | Forward v || delete | moveto v | More v
[Endpoint Secure]Endpoint Status Alarm H O &
Endpoint Secure Manager sangfor@163.cor

sangfor 41 <sangfor sngfor.com

fing status: send successfully to

angfor Endpoint Secure

Dear Customer:

Sangfor Endpoint Secure has detected the following alamm-triggering events at 2021-03-02 173705, Please log in to Endpoint Secure Manager and fix them
Type: Manager Resource Usage Alarm

Descripton: CPU usage of Endpoint Secure Manager exceeds 10% last fors minutes

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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