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Chapter 1 Background 
1. Switch not support to configure 802.1x authentication, and unable to use level 2 method to done 

authentication. 

2. User access to server packet unable to be controlled. 

3. User access to Internet packet unable to be controlled. 

 
 

Chapter 2 RST redirection authentication 
Solution  
 

1. IAG set as bypass at core switch, it will set reset packet reject the non-authenticated request; for 
the required authentication will send 302 redirection to redirect the traffic to authentication 
page. 

2. For unable to access to the Internal business before authenticated, and this method doesn’t need 
to go through the core switch, this solution is simply, it just required to mirror the traffic from 
IAG and the switch doesn’t need to do any configuration. 
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Chapter 2.1 Comparison between RST redirection 
authentication and 802.1x authentication 

 Client 
software 

Convenience Security Mirror Authentication 
process 

Scenario 

RST 
redirection 
authentication 

Not 
required 

High Middle Required User get the IP 
address, when 
access to 
specific URL, 
it will redirect 
to the portal 
authentication 
page, after that 
enter 
username and 
password to  

Layer 3 
authentication,  
for the switch 
unable to 
support 802.1x 
function or  
doesn’t 
required to 
docking with 
switch. The 
device is the 
3rd layer 
environment 
and packet 
access will go 
through core 
switch 

802.1x 
authentication 

Required Middle High Not 
required 

When user 
access to the 
layer 2 
network 
required to do 
authentication, 
it required to 
use client 
software to 
done the 
authentication, 
after done the 
authentication 
then can 
access to the 
internal 
resources. 

For scenarios 
where access 
to the internal 
network is 
strictly 
controlled, 
802.1x 
authentication 
is used, and 
the internal 
network 
(including the 
Layer 2 
network 
cannot be 
accessed) 
cannot be 
accessed 
without 
authentication, 
that is, it 
cannot pass 
through the 
Layer 2 
switch. 
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1. Chapter 2.2 RST Redirection authentication 
function description 
 
1. Endpoint access to business or the internet data go through switch, switch mirror the traffic 
to IAG, IAG will check the endpoint has been authenticated or not, if not authenticated, it will 
send the 302 redirection packet. 

2. When the endpoint received the 302 redirection packet, it will do the authentication on IAG. 

3. After endpoint authenticated, it will not send the redirection packet again and allow the traffic, 
if the authentication is not passed, it will send the reset packet to reject user access to the 
internal network resources. 

4. Except from the authentication, it also required to check the endpoint does it fullfill the rule 
before connect to the network, after authenticated and check all the rule, then it allow to access 
to the Internal network resources. 
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Chapter 2.3 Configuration Guide 
1. Switch configure the mirror port and connect to the IAG’s mirror port 

2. Configure a new authentication policy, navigate to Authentication -> Web Authentication -> 
Authentication policy and create new, Insert the IP range, authentication method can choose 
password based, SSO and None. 
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3. Action can select online to the certain group, also can  Add user into local user group and set 
the binding relationship, as below: 
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Precaution: 
1. The RST redirection only support bypass deployment mode. 

 

2. The reset packet only can support TCP request, UDP request is not supported, if the 
authentication page cannot redirect required to do packet capture on IAG to check whether the 
endpoint has sent the packet and the IAG has sent the RST packet. 
 

3. For the https traffic can take effect, the success rate of https redirection is depend on the speed 
of reply packet from  Website, if the packet is more than 10ms then the success rate will be 
higher. 
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