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Chapter 1 Demand Background

1. The traditional middleman decryption has a great impact on the performance of the device, requiring
companies to upgrade and replace IAG hardware, which greatly increases the company’s SSL
governance costs, but there are many risks of data leakage without decryption.

2. The traditional IAG plugin decryption method is mainly using the global proxy method to audit https.
This solution is limited to the version and type of the browser, which may cause compatibility issues
such as blue screen and system instability, and it does not support http2 .0.
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Chapter 2 Features Explanation

2.1 Introduction

e Ingress client decryption replaces the ingress plug-in decryption method to achieve high-throughput
decryption, install the ingress client without perception, and decrypt with higher compatibility.

e  Principle: The proxy traffic of PC surfing the Internet interacts with the server through the plug-in,
and directly extracts the master session key from the system level for decryption. At present, the
terminal proxy is adapted to windows, and the ingress client proxy is used to modify the data packet
to simulate the NAT function, so as to achieve the function of proxying all TCP/UDP connections on
Windows, and implement SSL middleman proxy, SOCKS proxy and other functions on this basis.

©
. ") Note: The proxy program is part of the ingress program and does not support separate
uninstallation. It will also be uninstalled when uninstalling ingress.

2.2 Explanation

e If proxied all the SSL traffic may cause the compatibility issue, in this version, the client decryption
only focuses on specific process to proxy the traffic.

e Proxy client only do decryption on specific web browser and other application that support the
audit.
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e Currently only support 34 applications added into the decryption list (21 web browsers, 11 Data leak
applications, 2 proxy applications):

Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser

Data Leak risk
Data Leak risk
Data Leak risk

Data Leak risk
Data Leak risk

Data Leak risk
Data Leak risk

Data Leak risk

Data Leak risk

Data Leak risk

Data Leak risk

e Added support for HTTP 2.0 protocol (traditional ingress client decryption only supports

Chrome

Firefox

IES

IES

IE 10

IE 11

Edge

360 Web Browser
QQ Web Browser
Maxthon Web browser
CM Browser

Opera Web browser
UC web browser

Baidu Wangpan
Evernote
Youdao Note

B

YunZhidia

mail
Q0 - \WelYun
115

xxxxxxxxxxx

DingDing Mail

Microsoft-onedrive

ltunes

HTTP 1.0 and HTTP 1.1 protocols).

1. The proxy program downgrades the HTTP 2.0 protocol to HTTP 1.1 protocol data.

2. According to the current TLS 1.3 protocol, it will be used in conjunction with HTTP 2.0, so

TLS 1.3 will also be downgraded.

Proxy Software

Web Browser Chromium
Web Browser Brave
Web Browser Maxthon Cloud
Browser
Web Browser Torch
Web Browser Vivaldi
Web Browser Tor Browser
Web Browser Epic Privacy
Browser
CC proxy
Rising Antivirus

3. If the downgrade fails, the server will reconnect. After the reconnection is successful, it will
perform an SSL handshake with the server again and set the same as the original client hello
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package to achieve a true transparent proxy, that is, the proxy program does not modify the
data packets, ensuring that the PC network is not interfered.

e Added process decryption list function.

1. Add a process decryption list to facilitate users to specify applications for decryption.

2. The custom process exclusion is currently only valid for applications that require proxy
decryption. (For example, adding the chrome browser to the list of custom excluded
processes will not decrypt the chrome data).

3. The process decryption list needs to be customized in the backend (that is, add
processes/applications that require proxy decryption, otherwise only the default 34
applications will be decrypted).

2.3 Comparison of Three Decryption Methods

Ingress Decryption Pros and cons Application
Client Method Scenarios

Ingress client
decryption

Ingress plugin
decryption

SSL
middleman
decryption

Needed

Needed

Not
needed

Ingress client
Transparent proxy
Replace certificate

Ingress client
Intercept
certificate

Proxy access
Replace certificate

Good compatibility.

The decryption throughput rate is high.
Richer audit content.

Low consumption of IAM performance,
support http2.0.

Can do decryption for specified software
applications.

Currently only supports WINDOWS system.

Low consumption of IAM performance.

Poor compatibility, http2.0 is not supported.

Only supports WINDOWS system.
Does not support the specified process for
decryption.

No restrictions on the operating system.
No compatibility issues.

Low decryption throughput rate.

High consumption of IAM performance.
Does not support the specified process for
decryption.

Chapter 3 Application Scenario

Applied to
routing/bridge/by
pass mode, IAM
audits SSL
protocol data
through the client.

Mainly used in
bypass mode, IAM
audits SSL
protocol data
through the client.

Mainly used in
bridge/routing
mode, the
middleman audits
the SSL protocol
data between the
endpoint and the
server.

The ingress client is mainly used in enterprises that have many website and application decryption
requirements and can accept the installation of ingress software, which can achieve high-throughput
decryption and greatly reduce the load on IAG device.

Chapter 4 Configuration

4.1 Configuration Steps:

1. The ingress installation reminder function is enabled on the IAG (enabled by default).
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2. The endpoint PC installs the ingress client, goes online on the IAG, and maintains network
connectivity with the IAG.

3. Enable the ingress client decryption function on the IAG [Access Control] - [SSL Decryption] -
[Ingress Client Decryption].

4.2 Configuration Case:

Recently, there has been an incident of data leakage within company B. For the information security of
the company, company B requires that it be able to audit the Internet traffic (including https data) of
internal endpoints to reduce the risk of internal employees leaking information through the Internet.
The IAG hardware is old but currently company B does not want to replace the device.

1. Enable the ingress installation reminder function on the IAG (enabled by default).

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com



IAG Configuration Guide Version 13.0.=15

Na 'ga ion 2 I Ingress Client Settings Check Policies * Ingress Client Based *|| Access Control *
} Status

Basics
F Proxy

Ingress Client Authentication
Enable Ingress Client 802.1x
4 User Management [J Enable portal authentication (i)

* Access Mgt

* Local Users [ Set Ingress Client uninstallation password

[* User Binding Mgt Tt

* User Sync .
Ingress Client Gateway

[+ Self Services 3 .
(® Obtain gateway automatically

[* Public API Service W T

» Advanced Primary IP

[» Authentication

4 Endpoint Check

» Check Paolicies Installation Reminder

4 Check Rules Remind users to install Ingress Client I
» Ingress Client Based

For macQS, mobile and dumb endpoints that do not support Ingress Client {applicable to all endpoint check policies)

» Ingress Client Settings
(") Reject Internet access

(@ Allow Internet access

2. Ensure that the user is online on the IAG and installed the ingress client:

| Members

[] Ne. u: (2 Group IP Address Endpoint Device Auth Method Ingress Client Check Result Time Logged In/Locked ~__ Online Duration

O 1 192165203 /UserGroup 162.165.20.83 Windows PC Open authentication Installed = 2020-05-02 13:05:58Lo . 142 hours 36 minutes 5
[ 2 152.166.20.84 /UserGroup 192.168.20.84 Windows PC Open authentication Not installed - 2020-09-02 12:25:22Ls 143 hours 19 minutes 2
[ 3 152.168.20.66 /UserGroup 192.168.20.66 Windaws PC Open authentication Not installed - 2020-09-02 12:24:03La.. 143 hours 20 minutes 4

3. On the IAG, select [Access Control] - [SSL Decryption] - [Ingress Client Decryption] and
select ingress client decryption:

Navigation Ingress Client Settings || Check Policies Ingress Client Based Access Control

+ Add ~ X Delete | # Edit | v/ Enable @ Disable | 4 Move Up ¥ Move Down T Move To | FImport [ Export

SSL Decryption

| » Access ot Bzncsicd
 Online Activities . N -
Name:  custom ingress client decryption palicy 0]
» Access Control Description:
» Advanced

SSL Decryption H Object || Advanced

Mote: It filters SSL contents by SSL webmail and web-bbs(enline banking and payment excluded) &

Decryption Method:

9 + 14M Decryption o 9 + Ingress Client Decryption
1AM device acts as a man in the middle between PC and Ingress Client installed on PC acts as a proxy to decrypt
V) server, which will lead to 1AM performance loss. Not \\’) SSL traffic. Root SSL certificate is distributed and installed
_'/ installing root SSL certificate will lead to alerts. c) together with Ingress Client.
(A
: Support Any 05 Mare > Support Windows Vista and Later  More >

Identify contents of encrypted Web application

Only traffic on port 443 will be identified.
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— M 1dentify contents of encrypted Web application

Only traffic on port 443 will be identified.

Oal @

(@) Specified
Identify contents of Saas application or website
|visit Web Site/All

[

Identify Web encrypted contents
One domain name per line. The wildcard character is not supported.

mazil.qqg.com -
gmail.com

emailgoogle.com

googlesmail.com

mazil.google.com

www.gmail.com

groups.google.com

sites.google.com

dreamsever.org -

Reject data transmitted over QUIC protocol G:}

[ Decryption Exclusion

4. Customize the addresses or domain names and processes that need to be excluded on the IAG (that
is, the list that does not need to be decrypted):

Add Excluded Address

Description:

Optional

Specify at least one item below {with AND logic):
1P Address: (i)

| IPV4/IPVE

Domain Name:

Process: (i)

|Process name ending with .exe

5. Configure internet access audit policy on IAG:
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Audit Policy |,
Search Q

» Web Mail Type

(

alv] Al -
| neoses 4[v] vieb Mail I
» Microblog 4 QQ Mail
» Cloud Drive QQ Mail (Content)

QQ Mail (Attachments)
» Web Note
4[v] 163 Mail

rm 163 Mail (Content)
5 HTTP 163 Mail (Attachments)
3 Network Protocol 4 Outlook Mail
Outlook Mail (Content)
MBS S OQutlook Mail (Attachments)
» Other 4 V] Gmail
» URL Gmail (Content)

Gmail (Attachments)
el iCloud Mail

iCloud Mail (Content)

iCloud Mail (Attachments)

4[] Sina Mall hd
Action: [ Audit =l
Schedule: | il ay ]
File Type: [an @

6. Verification: Enter the report center and query the audited logs:

All Activities Logs = All Activities | 2020-00-08 00:00:00 @ [ Al Al 6 | | T Options || 4@ Export ~ |
Time Taken: 0205 Period: 2020-09-08 00:00:00 to 2020-00-08 23:58:50 All Day | Action: Log Reject Alert = Column ~ |
No. Username: Group Endpoint Device App Category Application Action Time Details
1 mary /Product (=] Visit Web Site News Portal v Log 2020-09-08 14:01:37 2 i
2 mary fProduct =13 Visit Web Site. IT Related v Log 2020-09-08 14:01:37 B
3 mary Product =1 Visit Web Site. Search Engine v Log 2020-00-08 14:01:22 =]

4 mary fProduct (=] Visit Web Site Search Engine + Log 2020-09-08 14:01:04 B
Entries Per Page: [<|E(2 (3] s][s][s][7][e] - [>]

Details

Show Less ¥,

& User: mary | Group: /Product

Source P 192.168.20.83 Endpoint Device: c
Location: Not specified

URL category News Partal

Domain cdnthestar.com.my

URL < 7 ith-headli 1v1.mp3
Endpoint Details PC(Windows PC)

Dstip 65.8.113.102

Sreport 63314

Port aa3

Action Log

Time 2020-03-08 14:01:37

Decryption Decrypted

Protocol Tcp

mac fe-fc-fe-08-de-ea

Less Options

Chapter 5 Precautions

1. This function requires the PC to install the ingress client. Currently, it only supports Windows
system (XP system does not support). MAC system and Linux system can use SSL middleman for
decryption.
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2. This function needs to enable [Multi-function license] - [SSL content ident].

3. When SSL middleman decryption and ingress client decryption are configured at the same time, the
policy list is matched from top to bottom, and only the first one that is matched takes effect.

4. The ingress plug-in decryption function has been cancelled in this version, and replaced by the
ingress client decryption.

5. The ingress client only decrypts port 443 by default.

6. The ingress client has a built-in bypass financial domain name, and the bypass type is consistent
with the decryption of the middleman [bank website, online banking, foreign exchange, futures
market (Web), futures trading (Web)].

7. If the endpoint is a virtual machine, it is not recommended to use an ingress client for decryption.
You can use an SSL middleman to decrypt.

8. IAG does not support the proxy decryption function of the ingress client when the proxy function is
enabled.
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