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Chapter 1 Demand Background

e In a multi-branch scenario, each branch cannot achieve unified authentication control.

e The headquarters cannot know the compliance status of the branch endpoints, and the branch
endpoints cannot be visualized.

Branch

Chapter 2 Application Scenario

The function of violations reporting is mainly used in multi-branch scenarios. The managed
authentication of each branch IAG is hosted in the headquarters IAG to achieve the managed
authentication of the branches and the branch endpoints violation reporting function.

Scenario: Large companies usually have various branches, each in a different city. They deployed one
IAG in each branch and one IAG in the headquarters and configure managed authentication on the
branch IAG to the headquarters IAG.

-
Managed authentication
Violation reporting

IAM
Branch

Chapter 3 Configuration
3.1 Configuration Steps:
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Branch:
1. Configure managed authentication and host the branch IAG to the headquarters IAG.
2. Configure endpoint check policies to obtain the compliance status of branch endpoints.
Headquarters:

1. Enable the authentication center function to obtain the compliance report information of the branch
endpoints.

3.2 Configuration Case:
The customer's headquarters deployed an IAG, and each branch also deployed an IAG. At the same time,

some endpoint checking policies are enabled. Currently, the headquarters hopes to obtain the
compliance status of all branch endpoints.

1AM

HQ Compliance Status

3.2.1 Branch Configuration

Configure managed authentication and host the branch IAG to the headquarters IAG authentication
center.

Device Correlation | MLV IRl | Advanced *

Category <{ || Managed Authentication
Authentication Options Status
Managed Authentication
o Managed Visit Auth System
Enabled

Auth System IP: 192.168.20.90
Access Token: v =
Auth System Port: 340
Redirection Port: 30
LDAP Service Port: 389

Authentication Outage Remediat on(®

Auth Method: (® Open authentication (") Password based

Username: Take IP address as username W

[[] When authentication system recovers, open-authenticated users need to get reauthenticated.
Alternate Group (post c\utage}@: I L
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Configure endpoint checking policies to obtain the compliance status of branch endpoints.

Navigation PECUGREINM Check Policies *

4+ Add X Delete | # Edit | v Enable @ Disable | % Move Up ¥ Move Down T Move To | [HiImport [ Export

Endpoint Check

~ Access Mgt Enabled
4 User Management Name: @
» Local Users G

I User Binding Mgt

» User Sync Options || Object || Advanced

. Self Services Endpaint Check Ingress Client Based
1 Public API Service Elingress Client Based | 4 .o | % Ingress Client Settings
o Rl | Ne. Type Schedule Delete
— [test |~ | an oay ~
I Authentication test2
—_— et oK. Cancel l
4 Endpaint Checke es =S
e custom access control
custom access check
b G R block external device
» Ingress Client Settings

Enabled

Name: |test

(0]

Description:

| options || object || advanced

User Database

Local Users

Selected
-
[ user Filters v Select Search: deer
i 7 ]
|| All users. arl/ EE Type a2 All users
UserGroup

.} User Attributes default
-|di| Source 1P Product

T Local Users

Location
@Endpoml Device
: @‘Destlnatmn

Location

Ban

No data available

3.2.2 Headquarters Configuration

Enable the authentication center function to obtain the compliance status of the branch endpoints.
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Authentication

Enable

Pre-Shared Key:

(1T} o |

Interface: | 390 |

Enable whitelist

The whitelist will be pushed down to all IAM devices.
Whitelist:

wvaaooale.coml

3.2.3 Testing Result

Online status and endpoint check results of branch users:

View Casual User

Username:  |192.168.19.95

Alias: [

e |/ UserGroup

Policies ||_Bresches | Dynamic ttribute |

MiView Resultant Set

1] No. | Name | Applicable Users | Applicabl.. | Endpoint _

9 Access Control (2)
O 1 mreated All users Al A
[0 2 voutube Mews.. Al users Al A

5 Internet Access Audit (1)

[0 1 VeriousIntern.. All users

@ Endpoint Check (1)
O 1 test2 All users

3 Ingress Client Audit (1)

[0 1 moressclient.. Al users

3 SSL Decryption Policy (1)

[0 1 clientssLDe. Allusers
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View Casual User

Username: | 182.168.20.83

Alias: [

Group:

‘/Useleup

Polcies || Bresches || Dynamic atribute || Check Result

@ The endpoint has passed check.

Headquarters managed authentication success, you can see the online status of branch users.

X Delete | & Authentication s
Device Name Gateway 1D Status Type Time Joined Version
)| Itest 34737483 1M 2020-09-16 09:35:27 Sangfor--1AM-13.0.8

Online Users || Failed to Get Online (7 Days) |

2 Auto Refresh: Disabled ~ | 48 Refresh | 3 Filter | &b Lock & Unlock | @ Logout | (B Export | e e—— ]
Status: Al Type:all Inress Client:All Check Result: All Objects: none.
[ No. | U Group |1 Address  Endpoint Device | Auth Method | Ingress Client | Check Result  Controller | Time Logged In/Locke... Online Duration 14
EE/ 20 users O 1 192168.19.215 UserGroup. 192.168.19.215 Verifying... Open authentication ~ Not installed - kztest 2020-09-17 12:04:14... 23 hours 36 minutes
B product 0 Users [ 2 1321881085 UserGroup 182.168.19.85 Verifying... Open authentication  Not installed - katest 2020-08-17 12:03:54. 23 hours 36 minutes
" UserGroup 20 Users||[] 3 192.168.20.50 UserGroup 192.168.20.90 Windows PC Open authentication Nt installed = = 2020-09-10 20:05:04... 183 hours 35 minutes.
" default 0 Users. 4 192.168.20.83 UserGroup. 192.168.20.83 Windows PC Open authentication  Installed Faled ] katest 2020-09-10 20:00:50.. 183 hours 3 minutes.

Controller: |Enter or select | | Check Resuit: [anl v | | Name: Y

Filter: Group (/) Filter: Al Name: All

HNo. Time Username ' Group. 1P Address Controller Hame |  Details |
1 2020-09-18 09:40:46 192.168.20.83 JuserGroup 192.168.20.83 local windows system illegal 05: Windows 7 X64 Service Pack 1 (BuildNumber 7601)
2 2020-08-18 08:40:4¢ 192.168.20.83 JuserGroup 192.168.20.83 local Test legal checking

View Casual User

Username:

[epaman

Alias: [

Group:

| UserGroup

Policies || Breaches || Dynamic attribute ||

@ The endpoint violated endpoint check rules, posing risk.

Failed: 1

Name

Cause

[ Action

© windows sys.

05: Windows 7 X64 Ser.

Log event only
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Chapter 4 Precautions

1. After the managed authentication is turned on, high availability active-active mode is not supported.

2. IAG as an authentication center cannot add into CM/BBC.
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