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1 AD Domain Detection Configuration Guide.

The full name of AD is Active Directory: Active Directory is a commonly used management structure for
enterprises. After joining a domain, a PC can be authenticated in the domain, and administrators can
better manage computer resources. However, PCs on the corporate intranet are often due to various
reasons, the domain is not joined, then there needs to be an effective way to check whether the PC is
joined to the domain at this time.

2 Product Version
Version 13.0.8

3 Ingress Client Based Configuration

Go to Access Mgt > Endpoint Check > Check Rules > Ingress Client Based, click Add to add a new
Login Domain Based Rule policy:

b Status I Ingress Client Based || Combined Ingress Rule |
» Proxy | = Add ~ | > % Import i}
- Access Mgt I I I Login Domain Based Rule I
4 User Management — Operating System Based Rule
Local Users Process Based Rule
4 User Binding Mgt File Based Rule
User Binding Registry Based Rule
IP&MAC Binding Task Based Rule
WeChat ID Binding Patch Based Rule

Access Check
User Sync
) Access Control
4 Self Services
External Device Control
Mew Reguests

Windows Account Based Rule

Self Registration

4 Public API Service
Public API

QDpen LDAP API

Advanced

4 puthentication
802.1x Authentication

[+ Web Authentication
[* Correlation Connection

Advanced

I 4 Endpoint Check I

Check Policies

4 Check Rules

Ingress Client Based

Enter the name of the policy and category, select the option Login to domain or login to specific domain.
Select the action.
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Login Domain Based Rule x

Mame: Check Domain
Category: Check Domain h
Description:

Check Items

(®) Log in to domain
() Log in to specified domain

Domain:
Action: Reject request and give alert |v|
Prompt Text Reject request and give alert

Give alert | |
Log event only J
L

| Restrict user permission

4 Endpoint Check Policy Configuration

Go to Access Mgt > Endpoint Check > Check Policies click Add to add an Ingress client based.
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Navigation (Sl | Check Policies _

¥ Status =+ Add | X Delete Edit | «' Enab

b Proxy [ Mo. Mame

* Access Mgt

4 User Management

» Local Users
4 User Binding Mgt
» User Binding
» IP&MAC Binding

» WeChat ID Binding

» User Sync
4 Self Services
» Mew Requests

» Self Reaistration

4 Public API Service
» Public API

» Open LDAP API

» Advanced

4 Authentication

» 802.1x Authenticabion
[+ Web Authentication
[ Correlation Connection

» Advanced

4 Endpoint Check
» Check Policies

4 Check Rules

» Ingress Client Based

¥ Ingress Client Settings

-

Enter policy name > check the option Ingress Client Based > select the type
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Endpoint Check x

Enabled

Mame: |Check Policy @

Description:

Options | Object || advanced

Endpoint Check Ingress Client Based
El1ngress Client Based + add | X Delete Ingress Client Settings
[] No. Type Schedule Delete
[ [+ 8l Day ~
Check Domain
| 0K Cancel [

Select the users you want to apply this policy, in this scenario, I will select All users.

Enabled

Name: | Check Policy )

Description:

Options Object ” Advanced

User Database Local Users

-
EhulUser Filter: | & hd k Select
o All users

= Name
5D Local Users External

sHUser Attributes UserGroup
default
Product

- |db| Source IP
E Location
---.Endpoinl Device
'@‘ Destination

Mo data available
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