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Bab 1 Bind User MAC Address Secara
Otomatis

1 Konfigurasi

1.1 Tambah Authentication Policy Baru

Menu [Users] - [Authentication] - [Authentication Policy] dan tambahkan authentication

policy baru.

Search by IP Address + | Search

- o

tnternal Portal Server

| » Access uat

| » Bandwidth gt
» Endpoint Device
» Security

| » wirt Access

| > system

- .o

X % % % %X|¥

1

o000 06f

1.1 Konfigurasi Object dan Auth Method

1. Nama: sesuai dengen preferensi masing-masing
Deskripsi: Sesuai dengan preferensi masing-masing (opsional)
Objek: Masukkan segmen IP dari user intranet atau range IP
(contoh:192.168.1.0/255.255.255.0)
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Authentication Policy X

|#| Enable

Name: IAuto MAC Address Binding I

Description: I I OptI'OFI al
? Objects IP/MAC Address: (1)

b Auth Method | [192.168.1.0/255.255.255.0

* Action

[ Back ) Newt_]

2. Auth Method: Pilih metode authentikasi sesuai dengan kebutuhan (sebagai contoh:
autentikasi berdasarkan password)

Authentication Policy

[#| Enable
Name: Auto MAC Address Binding
Description:
Dl Auth Method: () Open authentication
% Auth Method I '® password based I
(! Single Sign-0n(S50)
* Action ) Disabled (requests are rejected always)
Auth Server: Local user database ¥
Captive Portal: Page: Without Slideshow | ¥
Login Redirection: Previgusly visited webpage

[ Back || Next |
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1.3 Konfigurasi Action

1. Cek [Automatic binding] dan [Bind user account to IP and MAC address]. .
Pilih [MAC Address] dan klik [Commit]

Authentication Policy

|#| Enable

MName: Auto MAC Address Binding

Description:
' Objects Add Non-Local/Demain Users To Group: (j)
» Auth Method | |/ i)
¥ Action || Add user account to local user database ®

[# Automatic binding
(] Bind IP to MAC address @
[+ Bind user account to IP and MAC address @

[ IP Address ® MAC Address

[_] Apply open authentication since first successful login

\alid Period
Advanced

l Back ]I Commit I

(Perhatian) Binding/ikatan ini tidak akan bekerja jika hanya centang [Automatic Binding]
tanpa centang di [Bind user account to [P and MAC address]
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1.4 Lingkungan Jaringan Intranet
IAM dijalankan pada jaringan, dilain sisi data penguna melalui gateway layer 3. Pada kondisi data
melewati perangkat, maka kamu harus mengaktifkan "MAC" aquisition across L3 network" pada

perangkat, dan snmp service harus diaktifkan pada layer 3 switch

#” INTERNET

10.0.0.2/24 ca——
fe:fa:fe:95:0c fe

192.168.1.2/24 192.168.1.3/24 192.168.1.4/24
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1.4.1 Konfigurasi MAC aquisition across L3 network pada IAM

1. Ke menu [Users] > [Advanced] > [MAC acquisition across L3 network] untuk
mengaktifkan fungsinya. Konfigurasi seperti gambar dibawah.

& acquisition across L3 network.

MAC address is acquired from captured ARP packets or DHCP packets (U

SNMP Servers: (1)

| #a0e x Acauiced IP/MAC Addessses
|1 19 adaress o macom ommaniy

Excluded MAC Address(of lsyer-3 swtch): (1

» Access Mgt

» Bandwidth Mgt
» Endpoint Device
» security

» Wifi Access

on one MAC address exceeds threshold, the MAC

Give alert when MAC address is excluded sutomatically () Alarm Options

Commit

» System

2. Tambahkan server SNMP baru

[P Address : IP dari switch Layer 3 (harus bisa berkomunikasi dengan IAM) IP
OID/MAC OID: Dapatkan OID IP dan MAC dari switch layer 3 Community: Angka
konfigurasi community ketika SNMP diaktifkan

Add SNMP Server X
IP Address: 10.0.0.2 @
IP OID: 1.3.6.1.2.1.3.1.1.3 @
MAC OID: 1.3.6.1.2.1.3.1.1.2 @
Community: public
Timeout{second): 5 @
Interval(sec): g @
Max MAC Addresses: 1000 |'®'
Server Details Commit ] [ Cancel ]
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3. Tambahkan MAC address dari layer 3 switch ke [Excluded MAC address of layer 3 switch] dan klik
Commit.

L » Authentcation Options || 9/ enable MAC acauisition across L3 network B
» Objects ) USB Key User -
1 MAC adde ARP packets packets L
~ Users » Custom Attrbotes 2
4 Authentcation , HAC acamibon sroms 3
Autherication Py etk SHMP Servers: (D)
e M s , instal Server SsL Hadd X Deiets | Acquiced IBIMAC Addresses
ogle Sign-0n Ceneate
o [) 19 Address wom MAC 01D Community
Custom Watwmg [l 10002 1361243043 1361213012  public
Interna Portal server
Users
» Advanced
‘Excluded MAC Address(of 1ayer-3 swich): 1)
infafessiacTc
Aute-exclude L3 swtch HAC address
1t calculotes how many 19 sddresses & MAC address has in 10 minates. For layer 3 switch, 8 MAC address
one 17 adaresses
| MAC Address Calculation
» Access Mgt HCAd s oot
4 Auto-exciude L3 switch MAC adress
> LS 1f number o; » a:d"‘ﬂ(s counted in l; minutes. DIR: ‘on one MAC address exceeds threshold, the MAC
e 14 hought to be MAC address of myer-3 swil
» ¢ Device |
Entpoin 1P Address Threshold: 10
» Security ~
| (Give alert when MAC address is exciuded automatically (1) Alam Options z
» wiFi Access
e B
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1.4.2 Konfigurasi Authentication Policy

1. Setelah konfigurasi [MAC acquisition across L3 network], ikuti langkah berikut untuk melakukan
konfigurasi authentication policy. (Ketika melakukan tes untuk binding MAC address, disarankan
untuk menggunakan MAC address sebagai username. Jangan bind informasi user address untuk
menghindari kesalahan informasi dan menyebabkan gagal akses internet.

Authentication Policy »

|#*| Enable
MName:
Description:
> .
Objects Auth Method: ® Open authentication
¥ Auth Method i) Password based
() Single Sign-0n(550)
¥ Action () Disabled (requests are rejected always)

Username: Take MAC address as username |E|

Back ] l Mext
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2. Konfigruasi Action

Authentication Policy »

|#| Enable
Mame:
Description:
L Add Non-Local/Domain Users To Group: (i)
Auth Method | |/ —
Action |_| Add user account to local user database ®
I_Iﬁ.utnmatic binding |Do not check it
| Advanced |
| Back | | Commit |

3. Setelah konfigurasi policy, kamu bisa melihat username pada [Status] > [Online user].
Kamu bisa memilih beberapa user untuk membandingkan MAC address didalam perangkatdan intranet

PC pengguna ketika username menunjukkan MAC address yang berbeda

a. Jika MAC address sama, maka tidak ada masalah pada konfigurasi MAC acquisition across L3
network. Kamu bisa melanjukan binding informasi MAC address user

b. Jika MAC address berbeda, maka lanjutkan mengecek konfigurasi MAC acquisition
across L3 network sampai masalahnya ditemukan
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1.5 Hasil Tes

1. User yang mengakses internet melalui perangkat akan secara otomatis bind MAC ke dalam
perangkat. Kamu bisa melihat informasi binding di [Users] > [Users] > [User Binding]

E Login successful
Dear 123, you have successfully logged in!

.

Example File [[] Error Reports

Fiter By

2dded Since Open Authencation Deiete.

fe-fe-fe-st-92-c0

2018-08-03 Dizable (Never xpre) X |

Tocal Users.
User import

TPAMAC Binding

» Advanced

| » Access Mot

Internal Portal Server

» Bandwidth Mgt

|| » Endpoint Device

| » security

| » wiF access

» System

Poge| 101

& Entries Per Page: | 50

11061

o
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2. User tidak bisa mengakses internet menggunakan akun lain

[

Account

2 I am staff. Use account to log in

456

[ ] Remember me Change Password
| Checking user-bind failed |
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2. Pencegahan

1. Padakondisi Layer 3 switch, jika kamu mengkonfigurasi dengan benar "MAC acquisition across L3 network"
tetapi tidak mendapatkan MAC address user yang valid, maka disarankan untuk mengubah angka dari
"Maximum number of each aquisition" ke angka yang lebih kecil (50 atau 100). Lihat pada gambar dibawah
untuk konfigurasinya. Ini terjadi karena terlalu banyak pembacaan dalam waktu yang singkat sehingga
menyebabkan timeout, dimana jumlahnya terlalu banyak, dan paket data akan terfragmentasi.

Add SNMP Server x
IP Address: 10.0.0.2 @
IP OID: 1.3.6.1.2.1.3.1.1.3 ®
MAC OID: 1.3.6.1.2.1.3.1.1.2 ®
Commmunity: public
Timeout{second): £ (i
Interval(sec): 5 (i
Max MAC Addresses: 100| (i
| Server Details | | Commit || Cancel |

2. Related OID Value

Cisco Switches: IP MAC OID sesuai dengan default IP OID:

1.3.6.1.2.1.3.1.1.3

MACOID:1.3.6.1.2.1.3.1.1.2

Huawei/Huasan switches: kebanyakan OID mengunakan konfigurasi berikut: IP OID:

1.3.6.1.2.1.4.22.1.3
MACOID: 1.3.6.1.2.1.4.22.1.2

3. Bagaimana mendapatkan angka OID dari layer 3 switch
a. Kontak produsen switch untuk mendapatkan informasi OID
b. Gunakan alat untuk scan angka OID dari switch

' BPSNMPUtil.chm
| BPSNMPUtil.exe
|| BPSNMPULil.XML
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