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IAM Panduan Konfigurasi

1 Aplikasi Skenario

Karyawan perusahaan dapat menggunakan VPN untuk terhubung ke perusahaan untuk mencapai berbagai
sumber daya di luar perusahaan.

Persyaratan :
SiapkanIAMversi11.x.

2 Konfigurasi dan Tangkapan Layar
2.1 Topologi

G spaen
Mobile PDLAN

2.2 Konfigurasi Webagent
Konfigurasikan route deployment mode dari IAM di kantor pusat dan konfigurasi webagent.

» System

Primary WebAgent: |10:254.254.254:4009 | Setup webagent | Change Password
» Proxy | Secondary WebAgent: [ || change Password |
» Objects | [Test primary WebAgent successfully |Test successful means webagent format is correct and usable

| Failed to test secondary WebAgent

» Users

MTU Value(224-2000): 1500 Shared Key . . .
» Access Mgt i ) . o If shared key is configured, then the mobile end also need to
. P eaeieeon G sty C— setup the same shared key only can establish VPN

9 | VPN Listening Port(default 4009): 009
» Endpoint Device ¥ Modify MSS(only for use of UDP)
» Security '® Directly connects to Internet ' Indirectly connects to Internet
) WiFi Access. When the public IP is static, webagent format: IP:4009
E— When the public IP is ADSL, webagent format Cg.?vabn%egppllcd from Sangfor Techinical Suppo &=
» Status =

2.3 Konfigurasi Virtual IP Pool
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Navigatio

< Wirtual IF Pool

) Gystem IP Range Subnet Mask
) proxy
» Dbjects
} Users A Mot secure | 192.200.19.80/htmifdlanfvip_operatehitm
F Access Mgt
» Bandwidth Mgt 0=

- - Assigned To: Choose the type of usens|hsing the IP address pool
} Endpoint Device Mahile user cers
N - |-ranci_user

ecurr i & -

£ Stantiig SRR Custom [P address range, notg:lthe address range cannot

» WiFi Access End IP: Bass consist of LAN users or devig€ls interface IP

« Sangfor ¥PN

Status

Note: When VPN uses mobile user to access, or VPN branch uses tunnel NAT,
BN then the virtual IP Pool only need to be configzurked, otherwise it can be
Lacal Users unconfigured

Connections

al IP Paol

Save Cancel

2.4 Konfigurasi VPN Users

} Proxy A Mot secure | 192.200.19.80/htm|/subfrm.html
} Objects Username and password for establishing VPN users authentication
b Users Username: sangfortest - Authentication: [Local v
} Access Mgt Password: Algorithmm: AES v

. Select the user type
» Bandwidth Mgt Confirm PWD: User Type: Mobile user v
» Endpoint Device .

Drescription: l:l User Group: Branch user

-

Security Inherit group attributes

-

WiFi Access

~ Sangfor YPN

Status Hardware verification Certificate: l:l

Basics Enable USB Key USE Key:
frcearuer] 2 Assign virual 1 D ey
Connections If the user type is mobile user, must tick assign virtual IP
Virtual IF Pool
Walid Tirme: all day v

Multi-line Options
Enabl iry i Expired At: 0-00-00 ) o 1] 10
Line Selection Paolicy SR CEpr it e

Local Subnets

Tunnel Routs #| Enabled | Tick enabled #| Enable My Network Places

4 Third-Party Connection #| Enable compression Mot allow Internet access once connected
Fhase I Allow users to log in concurrently Mot allow password change online
Phase IT

Security Options

4 Objects

Schedule LAN Service Advanced Cancel

2.5 Mobile UsersInstall PDLAN Client
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8Download and install
PDLAN from sangfor
community

Spinem create

zdouble

2.6 Konfigurasi PDLAN

After the installation,
the desktop and startup
will automatically

Sangfor DLAN,
click to open it.

(1) PDLAN basic config, PDLAN hanya mendukung sistem windows.

= @ vpn Setting
T}I System Info

Basic Setting
= & POLAM

g Basic config

ia Idain connection pararmeters setting
% Connection Managernent

e LAM service setting

Basic zetting includes setting of webagent VPN listening port,minimum
detai

Mote: Please click the "Apply” button to save any changes.

compact value and MTL value etc. Please refer to Help for setting method in

€3 Tunnel Route

Webagentl: IT 0.254 254 254:4009 I

Fill up the HQ webagent settings

Test

Dibvanced

‘wiebagent2: I

MTU Y alue(224-2000): I‘I 500
Min. Compact[33-5000): |1 oo
WPM Listen Port(4003]): IdUUQ

¥ Modify M55 (available in UDP made)

| Click to apply it

(2) PDLAN main connection parameters setting

Privilege

B @ VPN Setting

4 System Info User Setting

£ & POLAN
B You cah set usemame and password to connect to MDLAN here. It

afig
requires comect usemame and password to cornect to MDLAN

Main connection parameters setting

~OnRECtan MERagermEn Mote: Please click the "Apply" button to save ary changes.
e LAN service setting

@ Tunnel Route

Fill in the userpame gnd password set by HO

Username:; Eanglnltesl I

Password, I””“

Change

Suggest to choose UDP mode if high latency or loss packet envi
TransMode: [UDP =l

Change Onlin|

Cross-ISP Optimization
’7|7 Enable L0/ PACKETS LOS ¥ | Packet lost rate(%) W

Change Usemame and Password

*fou can change usemame and password here. In
case of Dkey user, only password can be changed.

onmen

3 Hasil Pengujian
3.1 PDLAN vpn terhubung berhasil
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S VPN Setting
05 E’E;E:Q Info DLAN Status
g
@ Basic config
Tt Main connection parameters setting
o Connection Management
= LAN service setting
@ Tunnel Route

Here shows the status of DLAN, including: Funning, Stopped and Failurs

Status: Running

Connected: 1

S/N_ | Mame Type Fieal time flu... | Flus figue(G... | Trans M... | intemet [P LAN IP Access Time Descriptio
1 MDLEN  0/0 uoP 1922001980 101010159 20190912 15:43

3.2 PDLAN users dapat mengakses HQ server secara normal

B Rernote Desktop Connection = || = || 28 |

| Remote Desktop
"¢ Connection

-

B Rernote Desktop Connection @
lﬁ The identity of the remote computer cannaot be verfied. Do pou want to
conhect anyway’?

The remate computer could not be authenticated due to problems with its
gecurity certificate, |t may be unzafe to proceed,
Marme rigmatch

(M Requested remote computer:
10101087

_pJ MHame in the certificate from the remote computer;
Jimy-PCINTERMAL local

= Certificate errors

The following emars were encountered while walidating the remote
computer's certificate:

/M The server name on the certificate iz incomect.

/0 The certificate iz not from a trusted certifving authoriby,

Do you want bo connect despite these certificate erorg?

Dion't azk me again for connections to thiz computer

| Wiew cerificate. .. | =3 | : Ha |

4 Tindakan Pencegahan

1. Perangkat Sangfor mendukung fungsi yang berbeda di berbagai deployment mode. Perangkat IAM
hanya memiliki route deployment yang mendukung fungsi VPN.

2. Versi VPN perangkat di kedua ujung koneksi VPN harus cocok. Versi pdlan yang sesuai tidak boleh
salah. Sebagai contoh, versi dlan4.x dapat saling berhubungan dengan versi dlan4.x dan versi dlan5.x,
tetapi versi dlan2.x hanya dapat digunakan. Terhubung dengan dlanZ2.
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3. PDLAN download link:

http://community.sangfor.com/plugin.php?id=service:download&action=tool
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