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Preface

The User Manual of Sangfor Central Manager has four major parts.

The first part gives an overview of the Sangfor Central Manager and describes the architecture and
key features of Sangfor Central Manager respectively.

The second part describes the installation and deployment methods of Sangfor Central Manager, it
states the hardware deployment and virtualized environment deployment, and also describes the
steps of authorization and activation.

The third part elaborates how to use, manage and maintain the Sangfor Central Manager, including
branch Access, quick deployment of mails, automatic creation of VPN, SD-WAN routing and unified
pushdown of branch policies.

The fourth part summarizes the FAQs for the installation and use of Sangfor Central Manager.
The preface contains the following contents:
® Target Audience
Product Version
Document Convetions
Data acquisition
Technical Support
Feedback
Revision History
The recommendations stated in this manual apply to the following objects:

Network design engineer

O & M Personnel
e Technical staff on site

Product version

The information of products and version contained in this document are as follows:

Product name Version

SANGFOR CENTRAL MANAGER 2.5.10
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Document Conventions

Graphic Interface Conventions

Text Description Substituted Symbol [Examples

Button Border + shadow + [The “OK” button can be simplified as OK
shading

Menu item [1 The menuitem “System Settings” can be

simplified as [System Settings];

Continuous selection of Select [System Settings]—[Interface

menu items and submenu N Configuration]

items

Options from drop-down The combo box option “Enable User” can be
box, radio box and combo [] simplified as [Enable User]

box

Window name [] Click to pop up the [Add User] window.

If the prompt box shows “Saving
configuration succeeded and the
configuration modified. Doyou needto

Prompt restart the service to take effect

immediately?”
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Symbol Conventions

This manual also adopts the following symbols to indicate the parts which need special attention

to be paid during the operation:

Convention Meaning Description
. Indicates actions that could cause setting error, loss
Caution .
of data or damage to the device
% . Indicates actions that could cause injury to human
Warning
body
r‘r' Note Indicates helpful suggestion or supplementary
g) information

Technical Support

Email for user support: tech.support@sangfor.com
Technical Support BBS: http://community.sangfor.com

Company website: www.sangfor.com

Acknowledgments
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Chapter 1 Terminology

Term

Interpretation

CM

Its full name is Central Manager, it aims to provide solutions for the
operation and maintenance management of branch offices. The CM
can flexibly deploy the cloud or private cloud of the enterprise, and it
also can directly purchase Sangfor hardware products.

SD-WAN

SD-WAN, namely a software-defined wide area network, is a service
formed by applying SDN technology to a wide area network scenario.
This service is used to connect to enterprise networks, data centers,
Internet applications and cloud services in a broad geological scope,
aiming at helping users reduce WAN costs and improve network
connectivity flexibility.

12
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Chapter 2 Installation and Deployment of CM
Sangfor provides hardware CM and software CM. The installation and deployment of hardware CM

is shown in Chapter 3.1. The software CM can be installed in Sangfor acloud, VMware, XYcloud,
AliCloud and other scenarios.

2.1 Deployment of Hardware Devices

2.1.1 Login to CM Web Admin Console

1. Use web browser to Access: https://"CM Management IP", then the CM Web admin console will
show as follows:

(== SANGFOR INFRA
=

Sangfor Central Manager

(\‘_!'.
E) Description:

1) The Web console is used to manage and configure the Sangfor SANGFOR CENTRAL MANAGER,
and requires the PC can Access to the management IP configured for the SANGFOR CENTRAL
MANAGER host during the installation. If the IP address is not manually assigned during the
installation, the default IP address will be 10.250.0.7. In this case, you need to connect the
physical port of the PC and the LAN port of the SANGFOR CENTRAL MANAGER host to the same
switch, and then configure an IP address at 10.250.0.x on the PC. Open the browser and enter
https://10.250.0.7 in the address bar.

2) Sangfor Central Manager console can be Accessed with the following browsers: Internet
Explorer, Firefox, Chrome, etc.

2. Enter the username and password in the login box, and click the Log In button to log in to the
Central Manager console for configuration. By default, the username and password are both
"admin" (excluding the quotes).

3. Upon login, you can change the password, as shown below:

13



= SANGFOR

Message *

Initial password has not been changed yet. Please change it ASAR

Change Password

After succesg

2.1.2 CM Setup

1. Check [System] -> [System Settings] to complete system configuration. It includes network
configuration, DNS settings, port settings and customization settings.

[Network] is used to configure IP address, netmask and gateway address.

System Settings

Interface ethl -

IP Address: | 10.118.210.118

& DNS Server

Netmask 25525200
Public Address

@

D Customization Gateway 10.119.255.254

S Privacy Options

L

v
The Central Manager only supports single-arm deployment mode, and does not need to
configure the deployment mode but configure the network settings directly.

14
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2.

3.

[DNS Server] is used to configure the DNS server address for Central Manager to ensure that the

device can parse the web page normally.

System Settings
Preferred DNS Server: 114114114114

@ Network

& Public Address

Alternate DNS Server: 3838

Save

[ customization

¥ Security

S Privacy Options

[Public Address] is used to set the address and listening port of the Central Manager, and it is

used for the port connecting the branch device to the Central Manager. The page is as follows:

System Settings
+ CM Address for Branch Devices to Connect (through which branch devices can visit Sangfor CM)

@ Network
&3 DNS Server Address: 11115000
@®

8 Public Address
[ customization
@ Security
S Privacy Options

Listening Port: = 5000

+ CM Access for Branch Devices to Connect via X-Central
Address: 10.118.208.118 @

15
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2.2 Deploy Central Manager on Sangfor acloud Platform

2.2.1 Resource Requirements

1. The configuration requirements for Central Manager deployment are as follows:

CPU Memory System Disk Data Disk el
Supported

4 cores 8 GB 240 GB 500 GB 2,000

2 cores 8 GB 240 GB 500 GB 200

2. Recommended CPU model for the physical machine where .OVA file is located:

Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz or higher

2.2.2 Download Template

1. Download CM template of the version 2.5.1

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all

® BBC256EN

Name Description Size File MD5 Last Update
BBC 2.5.6 EN BBC 2.5.6 EN upgrade file. Support to direct .\ 6FF6CAOAT94FSADDT25A93C72935B632 06 Nov 2019 19
upgrade from BBC 2.5.1
BBC 2.5.1 EN OVA
Name Description Size File MD5 Last Update
BBC 2.5.1 EN o . R R o
Sun English version BBC 2.5.1 OVA file 2.8GB 5A88C113BDDOCAACEETA32568047E1E4 23 Aug 2019 18

L

v
After the Central Manager is deployed, it can be upgraded to the latest version by installing

the corresponding update package.
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1.

2.

3.

2.2.3 Import CM Template

Log in to acloud platform, click New to create a new VM.

‘:‘:. SANGFOR aCloud
o«

?.: View By Group ~ | BEParel

Home

Networking Storage: Nodes Reliability System

(yRetiesn (DNew  [F]NewGroup BB Select |SSotv  sehore

Powerad Off

Click [Import Virtual Machine].

Powered Off Powered Off

Create New Virtual Machine

Clone VN

Choose a way to create a new virtual machine

': Create New Virtual Machine

Choose a way to create a new virfual machine

ﬁ Create Standalone Oracle Database

e wizard helps

% Create Oracle RAC Database (cluster)
The wizard helps to create Cracle RAC database

W Import Virtual Machine
* fio on ths loca

Browse a file on this loca

@  Create SQL Server

Select the downloaded OVA template with the version 2.5.0, specify the information such as

[Group], [Datastore], click [Import], then wait for uploading and complete the creation.

VM Image Files:

VM Group:

HA:

Datastore:

Run on Node:

0s:

Uploading file BB

T
7

BBC2.5.0_20180630.0va

Default Group

Migrate to another node if a node

Datastore_2_copy

<Auto>

Default

30.0va. Please do not close this page.

B.Progress: 151.3 MB, Upload Speed: 10.75 MB/s, Time Taken: 14 seconds, Time Remaining: 3 mi

Cancel

17
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4. After successful import, click on the Power On button on the VM summary page.

Compute > (BBC2.5_1F5%&%5_20120630)

£ Refresh =] Console:

0

3.3 GHz X 4 core(s)

CPU Usage

[> Power On

Total: 16 GB
Free: 16 GB

Memory Usage

0 «

[©] Take snapshot  [&] Backup

Disk Usage

1 -

= More »

‘ Throughput ¥ | cPU | Memory | 10 Speed ¥

Obps

Last 24 Hours

23:40 23:50

d0bps — Outb

d 0 bps

00:00 0o:10

The default IP address of the ethO port of Central Manager is 10.250.0.7/24. Configure computer
with an IP address residing on the same network segment, use the browser to Access
https://10.250.0.7 to log in to Central Manager, and then fill in the authorization information of

vCM.

2.3 Deploying Virtual Central Manager on VMware vCenter

2.3.1 Resource Requirements

1. The configuration requirements for Central Manager deployment are as follows:

. . Branches
CPU Memory System Disk Data Disk Suepperas
4-core 8G 240G 500G 2,000 pieces
2-core 8G 240G 500G 200 pieces

2. Recommended CPU model for the physical machine where .OVA file is located.

Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz or higher

18
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2.3.2 Download CM Template

1. Download CM template of the version 2.5.1
http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all

® BBC256EN
Name Description Size File MD5 Last Update Download Operation
BBC 2.5.6 EN BBC 2.5.6 EN upgrade file. Support to direct 55y BFF6CAOA194F5ADD725A93C72935B632 06 Nov 2019 19:04 & Copy Link
upgrade from BBC 2.5.1
BBC 2.5.1 EN OVA

Name Description Size File MD5 Last Update Download Operation

BBC 2.5.1 EN ) ) )
ovA English version BBC 2.5.1 OVA file 2.8GB SA88CT13BDDOCAACEETA32568047E1E4 23 Aug 2019 18:04 = Copy Link

L

%
After the Central Manager is deployed, it can be upgraded to the latest version by installing
the corresponding update package.

2.3.3 Import CM Template

1. Open VMware Workstation, click [Open].
2. Click [Browse] to specify a location to store the VM.
3. CIick to complete the deployment.

The default IP address of the ethO port of Central Manager is 10.250.0.7/24. Configure computer
with an IP address residing on the same network segment, use the browser to Access
https://10.250.0.7 to log in to Central Manager, and then fill in the authorization information of

vCM.

19
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Chapter 3 Licensing Central Manager

3.1 Authorization Methods

1. CM provides two authorization methods: [Online Licensing] and [Offline Licensing];

2. Online licensing: It is recommended when CM has Internet connection. If CM loses connection
to Internet, all management functions will become invalid, but branch devices can connect to
and report configurations to CM.

[Note]: The online licensing may cause delay in updating authorization due to network latency.
Generally, it will take around 10 minutes to complete the update.

3. Offline licensing: If CM does not have Internet connection, USB key can be used for
authorization. It is mainly used in the scenario where CM is deployed in  intranet (when CM
cannot connect to the Internet).

[Note]: When CM is deployed on Sangfor HCI platform as a software, it does not support the
authorization method by using USB key.

4. The two authorization methods are shown in the following figure:

Licensing =3 COnline Licensing
Licensing Methods Online Licensing(Trial Edition)
{, Offline Licensing Authorized User: hoxy
Gateway 1D T53CT-E252-4A53-0910-05ED-016E-3921-337E
License Key: A27TF-CI2A-CT795-5015-6364-BA18-EEEB-FFTF Edit License Key
Devices: 10
Expiration Date: 2020-05-19

High Availability License: @ Enabled

Reset Terms of Use & Privacy Policy @

1) [Online Licensing] Fill in the applied gateway ID and license key correctly. The device must be
connected to the Internet, and the authorization can be made successfully after the device is
connected to an authorization server.

Licensing = Online Licensing

Online Licensi
This system has not been authorized
&2 Offline Licensing Apply for Free Trial

This system has been authorized and is waiting the following for activation.

Gateway ID: ‘ T251B-E983-6025-1442-8603-61F3-2996-80CC ‘

License Key:

2) [Offline Licensing] It is required to use USB key and after the USB key is inserted into CM , it will

84A6-069B-A6CD-E7ES-OFEA-DE0C-5812-D0B9 ‘

20
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automatically identify the authorized user and the key ID, and fill in the license key information.
With this authorization method, the device does not need to be connected to the Internet, but
a USB key must be inserted. If the key is not inserted or the key is unplugged, the authorization
will turn invalid immediately.

Licensing = Offline Licensing

Online Licensing

USE Key: Mot plugged yet
£2 Offline Licensing

Authorized User: Type here

Key 1D: Type here

License Key: Type here

Reset Terms of Use & Privacy Policy ®

3.2 Licensing Test Device

On the [Online Licensing] page, click [Apply for Free Trial] to apply for license key for test device and
then enter the application page and fill in the required fields. After successful application, the
license key will be sent to specified mobile phone number by SMS.

?
This method is [Online Licensing] and requires the device be connected to the Internet in
order to apply and activate license key.

Name:

Mobile Number: m

SMS Passcode:
Company Name:

Purpose:

Referrer

Referrer Phone

21
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3.3 Port Requirements of Central Manager

1. The CM is deployed in single-arm mode. Generally, DNAT is required on the gateway device,
and the port used for branch device connecting to CM needs to be open to the public network.
The following ports need to be mapped on the gateway device:

2. TCP/UDP port 5000: A communication port through which the managed branch device is
connected to CM. It must be mapped, otherwise the branch device cannot connect to CM
platform.

3. TCP port 5530: A communication port through which branch devices can be managed remotely.
It must be mapped, otherwise the function of remotely login to the branch device cannot be
used on CM platform.

4. TCP port 443: It is a HTTPS communication port of CM. The administrator logs in to the CM
platform port for management.

[Public Address]: Specify listening port and CM addresses for branch devices to connect, which is
deployed with email containing quick deployment guide and deployed via cloud based quick
deployment.

System Settings =
CM Address for Devices to Connect (through which branch devices can visit Sangfor CM)

B Network

&% DNS Server Address 10.118.210.116:5000
[ customization

%) Security

SU Privacy Options
Listening Port: 5000

CM Address for Devices to Connect via Cloud Based Quick Deployment

Address 10.113.210.116:5001

22
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Chapter 4 Device Management

4.1 Adding Branch

[Scenario]

On Central Manager, create an account and password for the branch device, which is used by
branch devices to connect to CM, so as to ensure connection security.

[Prerequisites]

The CM deployment is completed. Branch devices and CM can communicate properly via the TCP
ports 5000 and 5530.

[Steps]
1. Add group.

c o N ]
bt s
& o )
2 e
2. Specify group name.
Add Group x
Name : NANSHANZHIYUAN]|
3. Add branch.
Branches Branches Virtual Machines
Search Q (0 Refresh X Delete i More
S .JiA““O} ¥ Name Status Device Version
i lill SHANGHAI (0)
il BEING (0) « NANSHANZ.. = Norma IAM 12.0.25
B HK (4)
il Other (0)

- {il SHENZHEN (1)
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New

* Branch Name:

* Branch Device(s):

* Access Token Show this
* Geo Location: China ¥ || None v || None

* Group:

Quick Deployment:

“ cancel

[Branch Name]: Specifies name of the branch for easy identification.
[Branch Device(s)]: It include aBOS, IAM,NGAF, MIG, WANO, and SG.

[Access Token]: It is used by branch devices to connect to Sangfor CM.

[Geo Location]: Specifies the location where the branch device is located and displays easily on the

Home page.

[Group]: Select the group which the branch belongs to.
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4.2 Email Deployment for Branch

[Scenario]

On SANGFOR CENTRAL MANAGER, configure the deployment mode of the branch. The branch
administrator receives mails and clicks relevant links in the mail to quickly deploy the branch device
online.

[Prerequisites]

1.

The SANGFOR CENTRAL MANAGER device deployment is completed, and the branch device can
normally Access TCP5000 and TCP5530 ports of SANGFOR CENTRAL MANAGER, and the
configurations for [Access Address Settings] are correct.

The mailbox provided by the branch administrator can normally receive the mails in terms of
quick deployment.

[Notes]

1.

3.

The device for quick deployment of mails must be a device in factory default. If the device has
been configured, it needs to be restored to factory default, otherwise the quick deployment
may fail.

Before setting the quick deployment configuration, it is required to set SANGFOR CENTRAL
MANAGER address in advance. The mail for quick deployment will be push down together with
this address. If the configuration is incorrect, the branch will fail to Access SANGFOR CENTRAL
MANAGER. The address mentioned here must be an address that can be Accessed by the
branch. If the single arm mode of SANGFOR CENTRAL MANAGER is enabled in intranet, and is to
be mapped in through the gateway, the mapped public IP address shall be configured here. See
the figure below:

System Settings =
CM Address for Branch Devices to Connect (through which branch devices can visit Sangfor CM)
@ Network

&% DNS Server Address 1.1.1.1:5000

£ Public Address

[ Customization
7 security

S\ Privacy Options

CM Access for Branch Devices to Connect via X-Central

Address: 10.113.208 116

The quick deployment mails as of WOC9.5.5 have been switched to using ethl port for
deployment. However, if the device is upgraded from version 9.5.3, then the quick deployment
network port is still eth0. To maintain consistency with the mail, it is required to restore the
device to factory default settings. (Operate on interface)
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[Steps]
Step 1: Configure the SMTP server

SMTP Server

* SMTP Server IP:
= Server Port:

Data Transfer: Enable SSL

Authentication required

[Server Address]: smtp.126.com (QQ: smtp.qq.com or 163: smtp.163.com)
[SMTP Server IP]: gxctest01@126.com (address of the sending mail)
[Service Port]: 25 (25 by default, do not select SSL)

[Username]: gxctest01@126.com (same as the sending mail)

[Password]: XXX (not the login password of the mail, but the authorization code of the mail, see as
follows)

Step 2: Configure quick deployment information of the branch

1. On the page of [New], click [Settings] of [Quick Deployment] to configure.

New X
* Branch Name: 153
* Branch Device(s) WANO - 153_WANO
© Add
* Access Token: Show this
* Geo Location: China - Chongging ~ Dadukou ... = None -
* Group: All -

Quick Deployment:
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Quick Deployment Setup - Branch 153

©) 2 3
Network Password Specify Email Recipient
153 WANO Deployment Mode () Route Mode Bridge Mods Single Arm Mode

LAN DMZ

Interface : WAN 1 -
Link Type: Static IP - Q@
187 China Mobile - Q@
IP Assignment : Use static IP -

* |P Address: 53.0.1.133

* Netmask: 255.255.255.0

* Next-Hop 1P : 53.0.1.254

Next
Quick Deployment Setup - Branch 153
© 3
Network Password Specify Email Recipient
(@ It is better to change initial password to ensure account security.
153_WANO
Usemame: | admin
Password: | ssesssssessers Show this
Back Next
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Quick Deployment Setup - Branch 153 X
° & (3)
Network Password Specify Email Recipient

Contact Person: adada

Recipient Address

& Preview Email

qasfa@sdisa.com

2. Click the [Preview Email] to preview the content of the mail.

Email Subject

Body.

Guide on Quick WANO Deployment

Step1

Connect the power port with a power supply cable and press the power b jtton to power on the apphance

Step2

Connect the Sangfor appliance to a computer via ETH1 port with network cable

28



= SANGFOR

Step 3: Send deployment mail

On the page of branch overview, select the branch created, and click [More] -> [Send Email] to send
deployment mail to the branch administrator.

Lo

t«

Ck & [+

Step 4: Configuration at branch
1. The branch administrator receives the deployment mail.

Email Subject.

Body

Guide on Quick WANO Deployment

Step1

Connect the power port with a power supply cable and press the power button to power on the appliance.

Step2

Connect the Sangfor appliance to a computer via ETH1 port with network cable

@ SANGFOR

2. Power on the device According to the instructions in the mail, connect network cables as
instructed, and configure the computer's IP address (the current version of MIG and WOC
supports obtaining IP address by using DHCP, that is, the computer configuration will be
obtained automatically, and then the computer will be directly connected to the device to start
quick deployment).

Step2

Connect the Sangfor appliance to a computer via ETH1 port with network cable

@ SANGFOR

Step3

Connect the ETH2 port (WAN port) on the appliance with network cable.

@ SANGFOR

29



g SANGFOR

3. Click the link in quick deployment mail

Step 5

Visit tﬁe link below and the Web browser will be redirected to the GUI of WAN optimization controller.

https://10.254.253. 254/bbc?

var=e051d446delalac03a7691931020188caddI35375ddI4df5760364 19954 3fb39c097 59006bb4e3dcef2 1aa06b07 475026228/ 0695092 T277e8c7205fd2
9d82d7353fB6d3446833 120550720577 3cc69bb 0122314097 36207 652035317 dfbbf32d8d0047Icfa&2e9a61855dd5520b0e e 3764736001 f305034c be308
Thd633db422a6fc 00b2c 424f3556cbe 7374221324 1928eb488b5cab 165858 20f306ea7720fd5856 16daff7 a576bde 6179222006622 17 1442d1d8232253305184da
38c408%e78fBe6b523106afcf7c 20552007337 7f2b43 155346004 328557473 3fdd0cce8143756847b1ef48655e528b6deb34b1701a33d01ab6befBebda a4 368
c51bd60db7 7 fdcbf7b820eeb2b7a7670669d9744cafb1e8812bb7121648b6a9d50a54b 3302253068264 189 1d9b30fe0afEina283efae2 7742524 75d41220bact
42217253faf18eac5b05b2570d28a265d0510dc0c Td4a5512f2bdf2c6444e7d9eac§9a620447273b1e0016c27 15769372 3100efc 2a04cb8340b8759abalfecdaigch
7bc24977b200690e7 16809c43110fab1dde2b1ff@dac7c213a78baas188702dd3bfec 3e4 3f09¢cfaf0eab3 2511 3d5D5037e 1ec622 7170716 56bbe0ba0202362614a
9281329068cf02204099cabflfIc683c2abedGdodI5dIe0f232¢f0cEb430de8364a37968bafdd69a02844f0f34108700d6 52607 caSaabebatifq4 1fa57fddf58c 530 T
Oba506e83cbia141e5b860dbe660{70a1baba18657e2a506f3%e 14876darTabe2d23a5adafl07b1534936bce5aras172180aecbbeatblodbd 17 ae26eceieSc34c

2a4a8

4. The browser will automatically open and log in to the device. After successful login, it will
prompt the deployment information. Click [Start Deployment] after checking the information
below.

Quick Setup Wizard

D WAN § LAN [J Central Management

Peer Address:
§ Line1 1P Address: 10.254.254.254

Netmask: 255.255.255.0 200.200.78.158:5000
Ethemnet Port:  eth2
1P Address: 53.0.1.153 = pMZ Usemame:
Netmask: 255.255.255.0 - 153_WANO
Next-Hop IP:  53.0.1.254 -
Preferred DNS:  8.8.8.8 1P Address: 200.200.79.153
Alternate DNS:  114.114.114.114 Netmask: 255.255.252.0

Password

Shared Key:

WOC Login Password:

Step 5: Effect of quick deployment

1. After the deployment of the branch is completed, you can see the prompt of successful
deployment.

Quick Setup Wizard X

The controller is deployed successfully.

+ Connect to Internet successfully.

v/ Connect to Sangfor BBC unit successfully.

Upon visiting GUI, change the initial password.
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2. Click [Visit Now] to log in to the device directly.

3. As shown in [Central Management], you can see that the device has automatically joined the

Network
» Status
Deployment Local Subnet
~ System
Service Mode
» System
Service Mode:
» Network
» Routing Deployment Mode:
Users
' LAN Interface(etho)
» Objects
IP Address:
» DHCP

Subnet Mask:
Syslog & SNMP

MTU (Bytes):
» Central Management
WAN Interface

» Sangfor VPN
» EoIP
» WAN Optimization Interface:
5 Line Type:
» Bandwidth Mgt
IP Address:

Firewall

Subnet Mask:

High Availability Default Gateway:

Maintenance MTU (Bytes):
DMZ Interface(eth1)
IP Address:
Subnet Mask:
DNS Servers

Preferred DNS:
Alternate DNS:

SANGFOR CENTRAL MANAGER.

Centralized Management Settings

Multiline NIC

Windows Domain

GRE Tunnel

© Acceleration Only
® VPN and Acceleration

Gateway v

10.254.254.254
255.255.255.0
1500

Linel | Line2 | Line3 | Line4
Enable this line

eth2

Ethernet i
53.0.1.153

255.255.255.0

53.0.1.254

1500

Multi-IP  Property

200.200.79.153

255.255.252.0

8.8.8.8

114.114.114.114

» Status
Status (j
~ System
Joined to central management ( Sangfor BBC unit is connected :200.200.78.158:5000) Remove
» System
» Network ¥ Join to Central Management (j
» Routing
Central Management: BBC X-Central i
» Users 9 ] o L
» Objects BBC IP Address : 200.200.78.158:5000 Test Validity i
» DHCP N
Device Name : 153_WANO Sync change of local device name as well
» Syslog & SNMP
Password : saeses
» Central Management
Shared Key : Shared Key

» Sangfor VPN

» EoIP

4. In SANGFOR CENTRAL MANAGER, you can see that the device is already online.

Branches Branches Virtual Machines
Search - C' Refresn © New B Cloud Based Quick Deployment o More
SR} Name Status Device Version Policy Template Bandwidtn usage is o. CPU Usage
level 1(5) 4 28OS 620 22% %
level_2 (13) Al aBOS_vV 958 41% 68%
level_3 (9) 9538 0% 2%
level_« (4) Apple3 . Normal WANO 958 0% 89%
level 5 (9) 153 Normal WANO 958 50% 74%
Applet 9538 7% 0%
4[] sangfor Normal 620 a5% 5%

27%

0%

25%
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Connection Status (i

Status: Joined to central management(Connected t0:192.168.20.20)

Remove Now

Commit

4.3 Branches Manual Connect to SANGFOR CENTRAL MANAGER

Besides the quick deployment, the branch device can also be connected to SANGFOR CENTRAL
MANAGER by manually configuration, where the SANGFOR CENTRAL MANAGER device can be
connected by properly setting the accounts on corresponding branch device in Accordance with the
branch information created by the SANGFOR CENTRAL MANAGER.

4.3.1 aBos Connects to SANGFOR CENTRAL MANAGER

The SANGFOR CENTRAL MANAGER can be successfully connected by the branch aBOS administrator
who logs in to the aBOS console, and opens the [System] -> [Central Management] to fill in the
address, port, device name and password which are provided by the SANGFOR CENTRAL MANAGER
administrator at the headquarters.

Status Not yet joined to BBC
Connect to Branch Business Center(BBC)
al
IP:Port 192.168.20 20:5000
IAM Connects via
IP-Port 192.168.20 20:5000

Device Name: SHANGHAI_aBOS

Cancel

4.3.2 1AM Connects to SANGFOR CENTRAL MANAGER

The IAM administrator in the site shall login the IAM Console, open [Systemt] -> [Genera] ->
[Central Management], and fill in address, port, site password and branch name provided by
SANGFOR CENTRAL MANAGER administrator in the headquarters, and then SANGFOR CENTRAL
MANAGER can be successfully connected.
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4.3.3 WANO Connects to SANGFOR CENTRAL MANAGER

The WANO administrator in the site shall login the WANO console, open [System] -> [Centralized
Management Configuration], and fill in address, port, site password and branch name provided by
SANGFOR CENTRAL MANAGER administrator in the headquarters, and then SANGFOR CENTRAL
MANAGER can be successfully connected.

Status (5)

Mot joined to central management

#| Join to Central Management (i)

BBC IP Address : Test validity (@

Device Name : Sync change of local device name as well
Password :

Shared Key : Shared Key

4.3.4 MIG Connects to SANGFOR CENTRAL MANAGER

The SANGFOR CENTRAL MANAGER can be successfully Accessed by the branch MIG administrator
who logs in to the MIG console and opens the [System] -> [Central Management] to fill in the
address and port provided by the SANGFOR CENTRAL MANAGER administrator at the headquarters
as well as the password and name of the branch.

Status: Mot centralized management
Join to Central Management (CM)
CM Console: BBC ¥-Central (i)
Sangfor BBC Address: Tast Validity
Username:
Access Token:

Shared Key:
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4.3.5 NGAF Connects to SANGFOR CENTRAL MANAGER

The NGAF administrator in the branch shall login the NGAF Console, open [General] -> [Central
Management], and fill in address, port, site password and branch name provided by SANGFOR
CENTRAL MANAGER administrator in the headquarters, and then SANGFOR CENTRAL MANAGER
can be successfully connected.

cenira Managenent [

Status (i)

Status: Not joined CM yet

#| Joined to Central Management (i)

Central Management ® BBC K-Central @
Console:

BBC/X-Central Address: | 10,254.254.254:5000 | @ | Test validity
Device Name: Guest

Password:

Shared Secret:

OK

4.4 Screen

The console is added with a new function of screen, which includes the Branches, VPN Topology,
and Global access, as shown in the figure below:
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4.4.1 Branches Screen

1. The middle part of the [Home] page displays the current branch access status in a map. Green
indicates that the current connected branch is normal, yellow indicates that an alarmon the
current connected branch, red indicates that the current branch is off-line. If there is any
inactive branch, the number of inactive branches is displayed.

2. The two sides of the home page are used to display the status of the SANGFOR CENTRAL
MANAGER connected branches, including the Branch Devices, the Top Branch Devices by Alarms
(24 hours), the Alarm Trending, the Alerting Branch Devices, the Branch Device Distribution, the
Top 5 Branch Devices by Traffic, the Resource Usage, etc.

[Branch Devices] indicates the total number of current branches and is classified in accordance with
different statuses. The green indicates the healthy branch devices. Yellow indicates the alarming
branch devices. Red indicates the off-line branch devices. Gray indicates the total number of
inactive branches.

[Top Branch Devices by Alarms (24 hrs)] indicates the alarm statistics of branch devices within 24
hours.

[Alerting Branch Devices] keeps statistics of unexpected error and alarm items of branch devices
and makes a ranking.

[Alarm Trending] displays the usage of the abnormal branch devices and makes a ranking.

[Resource Usage] shows the CPU usage, memory usage, and disk usage of the SANGFOR CENTRAL
MANAGER devices.

[Top 5 Branch Devices by Traffic ] counts applications with high traffic occupancy in all branch
devices, and then performs reasonable traffic control and monitoring.

[Branch Device Distribution] shows the total number of branch devices, and cities
corresponds to the cities where the branch points are distributed. Online users

shows the statistics of on-line users at all branch devices.
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3. Move the mouse to a different province on the map to check the status of connected branch of
the province.
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4.4.2 VPN Topology Screen

1. Click [Screen] -> [VPN Topology] to display the VPN connection information of the existing
branch devices on large screen, where green means that the VPN connection of the connected
branch is normal, orange means that the branch has alarms, red means that the branch is offline,
and gray means that the branch is not activated.

8 ~
)

o .-
e .
e -
L
&~
8 -
o -

[Search device] is used to search for a specified VPN device.
[VPN Devices ] counts the status of all VPN devices on the whole network.

[Alarms on VPN Device Over Last 24 Hrs] displays the alarm information of each VPN device within
24 hours.

[Top5 Devices by Bandwidth Usage] counts the Top 5 applications of traffic occupancy in all branch
VPN tunnels.

[Path Selection-Apps] intuitively shows the effect after the device has matched with the SDWAN
path selection policy.

2. Click on corresponding device to view the distribution of unilateral traffic on the device
regarding the SDWAN path selection result of the VPN device. Click the Sangfor5_WANO Device
on the VPN Topology to view relevant traffic distribution diagrams, as shown in the figure
below:

Sangfors_WANO @

Path Selection-Apps

3 (Highest)

7 (Medium)
11 (Low)

Device Overview Alarms on Devices

Stws  Object Alams Start Time.

7%
VPN Bandwidth
Usage

Alerting  Sangfor5 WANO  device(Sangfor5_WANG) vpn_iine_broken_aler 2019-12-02 21:15:45

VPN Bandwidth (Outbound/inbound)
40 Mbpsi112 Mbps
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[10s Refresh, 1min Refresh] indicates the refresh interval of VPN device traffic distribution diagram
for using SDWAN path-selection policy.

[Traffic-Top 5, Priority-Top 5] When there are many applications generating traffic or there are
many priorities of applications, it can be selected to display the SDWAN path-selection diagram of
the applications of top 5 traffic or top 5 priorities.

[Search] finds out the traffic diagram of corresponding application according to the application
name or IP.

[Application] identifies the application customized According to the SDWAN path-selection policy.
[Priority] identifies According to the priority customized in the SDWAN path-selection policy.
[Set as Default] After setup, display can be done in the lower left corner of the VPN Topology.

[Line] shows the effect diagram of traffic dispatched to specific line According to the SDWAN
path-selection policy.

[Device Overview] shows the utilization of VPN total bandwidth.
[Alarms On Devices] shows the status, object, alarm details and start time of device alarm.

3. Click the corresponding tunnel of two VPN devices to view the traffic distribution diagram of
SDWAN path-selection policy effect of VPN device inside the tunnel, as shown in the figure
below: click the Sangfir2_WANO-China_module_WANO tunnel to view the traffic distribution
inside the tunnel

Device (Sangfor2_WANO)- Device (China_Mabile1_WANO) @

Path Selection-Apps

1 (Highest)

2 (Highest)

5 (High)

7 (Medium)

10 {Low)

VPN Gonnection (H@<->Branch) Status Packe Loss Rate (Outin) i Outbound Inbound

WANZS->WAN1 Normal 6.08%/7.84% s 37ms 32Mbps 13.9Mbps

WANT<>WAN2 Normal BIIBBTE% s 83ms 1.4 Mbps 15.8 Mbps.

[10s Refresh, 1min Refresh] indicates the refresh interval of VPN device traffic distribution diagram
for using SDWAN path-selection policy.

[Traffic-Top 5, Priority-Top 5] When there are many applications generating traffic or there are
many priorities of applications, it can be selected to display the SDWAN path-selection diagram of
the applications of top 5 traffic or top 5 priorities.

[Search] finds out the traffic routing effect diagram of corresponding application According to the
application name or IP.
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[Application] identifies the application customized According to the SDWAN path-selection policy.

[App Priority (HQ)] identifies According to the priority customized in the SDWAN path-selection
policy.

[HQ Link] shows the dispatching effect diagram of traffic on headquarters line According to the
SDWAN intelligent routing policy.

[VPN Path (Branch)] shows the dispatching effect diagram of traffic on branch line According to the
SDWAN path-selection policy.

[VPN Connection (HQ <> Branch)] shows the VPN connection between HQ VPN device and branch.
[Status] shows the status of VPN connection.
[Packet Loss Rate, Latency, Jitter] shows the real-time line quality of VPN connection.

[Outbound and Inbound ] shows the real-time outbound and inbound bps of VPN connection.
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4.4.3 Global Access Screen

Click [Screen] -> [Global Access] to display the operating status of currently global accelerated
Access services, where green means that the existing branch connection is normal, orange means
that the existing branch has alarms, and red means that the existing branch has been disconnected.
See the figure below:

TR ETRE TOPS

EWEE 6
W
- e

- R

TR Lo i EREEAN TOPS

[TOP 5 Devices By Bandwidth Alarms] shows the number of full load alarms on each branch device
in the last 24 hours.

[Outgoing Lines] shows the connected status information of the lines of each branch, including
packet loss rate, latency, inbound and outbound, and shows the effect of lines optimization.

[Top 5 Devices by Alarms on Packet loss] shows the device reached the packet loss alarm threshold
in the last 24 hours, and shows the alarm times.
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4.4.4 Branch Overview

1. Click [Branch] to view the information such as currently configured branches, its online and
offline status, CPU usage and disk usage.

Branches Virtual Machines

c o -]  Quick D

Palicy Te & sage L
O test
= anch D
o i
{7
<3
o CD  oevicestatus visit GUI
9 L =
REE

eduction Ratio + Speed of Last Minute

2. Click the Online Branch to view the overview of the existing branches, or to do single sign-on
remotely.
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4.4.5 VPN Overview

1. Click [VPN] to view [Overview], where the status information of VPN tunnel of the branches can
be viewed.

PN : cr © Aseven © Ganerate Corticate

[
VPN o
p— ® oy

® 4e

2. Click the branch name to go to the page of VPN device overview of the existing branch.

[Branch Devices] indicates that the device type is HQ VPN device, and the following is the status of
all branches connected therewith.

[VPN Tunnel Traffic] If there is only this option, it means that the device type is the branch VPN
device, and the following is the status of each VPN link between the branch and the HQ VPN device.

[Throughput] displays the VPN trend of sending and receiving traffic in the latest day. Click to
enable the refresh of real-time traffic trend.

[VPN Tunnel Traffic]] is to check the connection status of the device and all HQ VPN devices,
including status, traffic distribution by applications, latency, inbound and outbound.
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Chapter 5 Centralized VPN Management

51 VPN

[Scenario]

The VPN function supports the creation of VPN on Sangfor Central Manager, the configuration of
basic information of HQ VPN device, and the selection of corresponding branch device; other
information will be generated automatically by the Central Manager, and corresponding VPN
configuration will be pushed down to establish VPN connection automatically, thereby simplifying
the configuration by the headquarter administrator.

[Prerequisites]

1. The HQ VPN device and the branch device are connected to the Sangfor Central Manager
platform.

2. Relevant VPN ports of HQ VPN device have been released on the Internet (SANGFOR VPN
TCP\UDP 4009); and normal VPN connection can be established through the Internet.

[Steps]

1. Click [Add New VPN] under the [VPNs] tab.
VPN = C Reftesh @ Add New VPN & Push Donn £ Tunnel Routes
Overvien Name Status HQ VPN Deviee Devices Created By Time Updated Description v
2 VPN “ zongbu_WANO_1 ® nomal zongbu_WANO H admin 2018-12-05 10:40:-02

4\ SD-WAN Paths

Global Acceleration
2. Input the name for the new VPN.
3. Select a HQVPN device.

Add New VPN X
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Select HQ VPN Device

Device Name Device Type
fenzhi_WANO WANO

O  test WANO WANO
asdi_SOW-R SDW-R
Zongbu_WANO WANO

() | SelectediTotal: 1/4 AC,MIG,WANO,SSLVFPN,SG,RT.IAM,AF,NGAF,SDW-R

Branch

fenzhi

test

asdf

zongbu

I("".
VPN Software Version
622
622
Cancel

4. Configure VPN authentication method, WeAgent address, local subnet and other settings.

Add New VPN

o O

VPN Basics HQ VPN Device

3

Branch Devices

HQ VPN Device: zongbu_WANO selected
HQ VPN device has settings applied already
Auth Method! Password Based

* Primary WebAgent: 172.17.1.1:4009 @
Secondary WebAgent:| Type here
Local Subnet:
© New
No Local Subnet (§) Netmask Next-Hop IP ()
Back
Q New
No.  Local Subnet () Netmask Next-Hop IP (i)
1 10100101 255 265 2550 10.10.10.10

Operation

Operation

Delete
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5. Select branch devices.

Add New VPN
VPN Basics HQ VPN Device
Devices: No device selected yet
Operation  Device Name Branch
No data available
Back

Branch Devices

VPN Version

Select Branch Devices

Search C Selected/Total: 1/4 AC,MIG, WANC,SSLVPN,SG RTIAMAF,NGAF SDW-R
=l All B Device Name Device Type Branch
; fest
fenzhi_WANO WANO fenzhi
None

Zongbu_WAND WAND zonghu

asdi_SDW-R SDW-R asaf

test_WANO WANO test

Device name Q
VPN Software Version

622

622

4inall n
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6. Click [Push Down] to distribute the configuration immediately to the managed branch devices .

VEN = C Refresn @ AddNew VPN £ Tunnel Routes

Name Status HQ VPN Device Devices Created By Time Updated Description Operation

Overview

2 VPN " zongbu_WANO_1 @ normal Zongbu_WANO 2 admin 20181205 10:40:02

Tunnel Routes
«- SD-WAN Paths >

Global Acceleration

7. After distribution, log in to the HQ VPN device and branch device to view pushed-down VPN
configurations.

@ WANO @ 2 A S
. & Local Users -

Statu
oS Usemame* Search Advanced Search
» System Groups:0 Tatal Users: 2 Selected: Default group Users in Selected Group: 2 Page: 1/1 Page 1V
~ Sanafor VPN Name Status Users | Inherited Atir. | Algorithm | Descrintion Ooeratio

» SD-WAN Path Selection EDefault group 2

» Status Lecal user:2ongou_WANO_131423 | Enabled No AES

o Default ussr Disabled No AES  Whena user is not in the listthe program will follow this process

Export

+ Local Users
» VPN Connections

» Virtual IP Pool

- AN =
= wano - A S
. - VPN Connections e
¢+ Status Eatus  Outgoing Connection Primary WebAgent Econdary WebAgent Usemname Protocol Certiicats-based AUth
Enabled zongbu_WANO_131423 172.17.1.1:4009 zongbu_WANO_131423 uop Ne
» System
OK.

= Sangfor VPN
» SD-WAN Path Selection
» Status
» Basics
» Local Users
» VPN Connections
» Virtual IP Pool

+ VPN Interface

8. VPN connection status shows whether a VPN connection is established between branch device
and HQ VPN device.

Status
» Status =
Local VPN:  Running Connections: 1 Remaining License for Third-party:(10]
» System WAN Traffic:  Inbound: 6.13 Kbos Outbound:16.83 Kbps
VPN Traffic:  Inbou bos Outbound:0.00  bos
=) Shagior VBN Entries Per Page: 11 Page T entries  [Page1v Tunnel NAT Status Refrash Display Options Disable VAN

» SD-WAN Path Selection Realtime Traffic (In/( Time Connected Protoc

Disconnect C

e 2019-12-04 18:30:38 uop

172.16.0.0/255.255.0.0

HQ

» Basics

» Local Users

» VPN Connections

9. On the Central Manager, it can be seen that the VPN branch and the VPN status are both
normal.

VPN = C' Refresn © Ada VPN Device © Generate Certificate & Push Down De:
oven Search o) Status Device Name Role Total Traffic (24nrs)  Latency inbound  Outoound  VPNSoft . Opera
Chis Al ngbu WANO N £
2 veN . @ Normal Zongbu_WANO HQ 0B 1ms 0Bps 0Bps 622 Edit
test
VPNs Branch 08 oms 08ps 08ps 622 Edit
None @ Normal P P

Tunnel Routes
~\- SD-WAN Paths >

Global Acceleration
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VPN = C Refresn @ AddNewVPN B ChangePassword & PushDown B Delete  # TunnelRoutes
Oueniew Name Status HQ VPN Device Deviees Created By Time Updated Deseription Operation
2, veN " Zongbu_WANO_1 @ Normal zongbu_WANO 2 admin 2019-12-05 10:40:02

Tunnel Routes
A SD-WAN Paths

Global Acceleration

10. If the HQ VPN device and the branch devices are connected to the Central Manager, the VPN
connection has been established manually, and the VPN supports VPN devices to automatically
report VPN configuration. Then the SANGFOR CENTRAL MANAGER can generate the VPN
configuration automatically According to the reported VPN configuration.

5.2 Tunnel Routes

CM2.5.6 supports the distribution of tunnel route configuration, in order to make branch devices
Accessed by each other via HQ VPN device.

[Scenario]

1. Access between branch devices: When branch A and branch B are connected to headquarter
VPN device, tunnel route can be used to establish connection between between branch A and
branch B via the headquarter VPN device.

2. Branch-to-Headquarter: When branch C is connected to the secondary headquarter B, tunnel
route can be used to connect branch Cand primary headquarter A via headquarter B..

3. Branch-to-Internet via Headquarter: When branch B has no Internet connection, but it is
connected to headquarter A, tunnel route can be used to allow the intranet users in branch B to
Access the Internet via headquarter A.

4. Backup Across HQs: Certain business system is Accessible from headquarters A and B.
Connection from branch C is firstly made through HQ A, then through HQ B when connection to
HQ A fails.

[Prerequisites]
1. The headquarter device and branch device are connected to the Central Manager.

2. VPN has been created for these devices , and the tunnel is established normally.
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[Steps]

1. Select [New] in the [Tunnel Routes].
VPN = C Retesn &, Push Down Configuration

g

- Scenaro Source e Subnet Destination Dst Subnet
B Overview A
5 e
2 vPN . -

VENs e

>

Tunnel Routes

a\ SD-WAN Paths >

& Giobal Acceleration

2. Select the type of tunnel routes According to the Actual scenario.

New X
Scenario : @ Inter-Branch Access Branch users access HQ
Branch users access Internet via HQ Backup Across HQs

Custom Tunnel Route

Diagram :
Inter-Branch Access
52| VPN connection cannot be
~ v. i i :
gt sy directly set up between branches
8 and C, but they can reach each
other via HQ A.
. «
VPN
1 R (o » S8R
Branch B Branch C

3. Select two devices that you want to connect.

New

A [f the following configuration fails to meet your need, you may go to Custom Tunnel Route
Mutually-Visited Devices : 7 Select Device |0 selected

Advanced (Specify priority for intermediate device)

Tunnel route settings need to be pushed down manually, or else they cannot take effect.
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4. Automatically select an intermediate device.

Add New Tunnel Route X

A [f the following configuration fails to meet your need, you may go to Custom Tunnel Route

Mutually-visited Devices: 2 Selected

Advanced (Specify priority for intermediate device) ™

Tunnel route setiings need to be pushed down manually, or else they cannot take effect.

5. Click OK to complete the configuration of tunnel routes.

Select X
Search Q Device name ()
- Al B  Device Name Branch wersion Na.
...... Mone
tests_SDW-R tests 400
------ level_4
...... level_5§ Sangfor3_WANC Sangfor3 09.5.8
------ level_1
Sangford_aBOS_vWAND  Sangford 958
------ level_2
...... level 3 Sangfori_WANC Sangfors 9.5.8
------ level_4
Applet_WANO Applet 958
------ level_5
AppleZ_aBOS_vIWAND Apple2 058
------ level_1
------ level_2 .
- 39im all 2 3 4 5 G 7 * »
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5.3 SD-WAN Path Selection

5.3.1 Basics

[Scenario]

SD-WAN path selection function is to schedule multiple lines flexibly According to business category;
it supports the link quality QOE identification, and supports assignment of dedicated line for
important business or selection of optimal line based on link quality.

Functions:

1. Identify applications based on LAN services.

2. Support four path selection modes:

1) Specified path: Select a path According to the LAN services. It is often used in video
conferencing service, or some services that have some requirement for lines.

2) Session based link load balancing by remaining bandwidth percent: assign connections based
on the real-time remaining bandwidth percent of lines. It is often used for file uploading or
downloading service, and other services that have fewer requirements for line quality.

3) Session based link load balancing by optimal path select optimal line According to the real-time
line quality. It is often used for services that have high requirements for line quality.

4) Packet based link load balancing: It is used for single bandwidth-intensive application , e.g.,
high-definition video conference, large file transmission over FTP.

a) In case of the line fault, line switchover occurs within 1 s, without interrupting services.

b) There are five levels of priority. the business with higher priority will be forwarded first.

c) Line switchover will occur when a line is loaded...

[Prerequisites]

1.
2.
3.

The headquarter device and branch device are connected to the Central Manager;
VPN has been created on these devices, and the tunnel is established normally;

The tunnel between HQ and and branch devices has2 or more VPN connections, e.g., 2
dedicated lines, 1 dedicated line and 1 Internet line.
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1.

2.
3.

L

5.3.2 VPN Paths

Configure the types and the ISPs of the headquarter line and the branch line respectively in
[SD-WAN Paths] - [VPN Paths].

Configure the specific bandwidth for lines on HQ VPN device and branch device, respectively.

Log in to the HQ WANO device and the branch WANO device respectively, and configure the line
bandwidth and IP address According to the Actual bandwidth of each line.

D New | [B Relesn | K ddvance
3 Enabls Malting [Gateway mode] ©
Aciated  Linel otos ok ® o Eat Delets
o Edt Dl
o ol
..... ru [
i Save and App
@ Line Attributes - Google Chrome =@ &
A F=2 | 200.200.79.153/html/system/mline_operate.html &
Line: Line 1
Line Interface: ~@

owad because the write permission on

s not allowed becauss the write permission on

46G/Satellite
Bandwidth Allocation

outbound o Kbps ¥
Inbound 0 Kbps ¥

Testing Domain: [www.sina.com

Note: Leaving Testing Domain blank under ethernet line stands for disable
DNS detection.
Testing DNS1:
Testing DNS2:
Note: After filling Testing Domain under ethernet line, leaving these Testing
DNS blank stands for using the interface DNS. Tf the line is ADSL, these
Testing DNS could be blank.

Use static Intarnet IP

1P Address: 0.0.0.0

Enable link state probe

1P Address

1P Address: Tips: Ping probe is performed by a route on the link. It is better
to use TP address t nrohe link state in leased line environment. TP

oK Cancel

i})

Because the device attempts to utilize line bandwidth much as possible and the bandwidth
provided by certain ISP may not be up to the nominal value, it is suggested to set the bandwidth of
multi-line device to 90%-95% of the Actual bandwidth of the line, in order to avoid the degradation
of link quality, the increase in latency, packet loss and bad service experience after the link is on full
load.
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5.3.3 Defining LAN Services Routing Object

Define LAN service under the [LAN Services]..

VBN = C Refesh @ New
B Overview e =
& ven TCPUDRICHP
SD-WAN Pain Senvices
Paih Scle
LA Services:
AliCHP Servces 1cmp AvICM
VPN Pams
B Giobal Acceleration
Custom Service
* Service Name:
Deseription
Protocol TCP [[JUDBP []ICMP (one o more protocols)
TCP
© New
Src IP Range Src Port Range DstIP Range Dst Port Range

Operation

Cancel
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5.3.4 Configuring Path Selection Policy

In SD-WAN Paths > Path Selection, click New to create the SD-WAN path selection policy. Then,
select the existing branch device, select service, select Specified path] as path selection mode, and
select a specific path.

Add Policy X
* Policy Name:
Devices: ‘ = Select ‘
LAN Services ‘ = Select ‘
Path Selection Mode: Q) Specified path (D Link load balancing
-
Paths (Local) (i): Path (Branch) Move

Priority: 1

“ l:anEEI

[Policy Name] means the name of the policy.
[Devices] specifies the applicable VPN devices.

[LAN Services] specifies the applicable LAN services.
[Path Selection Mode]: Select path selection mode.
[Priority]: Select the flow control priority.

‘(\‘_f',
v Move the SD-WAN path selection policy of the highest priority to the top, and policies will be
matched from top to bottom.
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5.3.5 Pushing Down Policy

1. After the policy configuration, the policy can be pushed down immediately.

2. After clicking the button \Push Down Policies|
pushed down policies.

, you may log in to branch devices and view the

5.3.6 Effect Display

Log in to corresponding branch device to view the VPN status and VPN traffic, where the traffic is

dispatched in Accordance with the specified path selection policy. The following figure shows the
effects of specified line.

Version: DLANG.2.2

Timeout: 20 second(s)

Local Line Peer Line Protocol Upload Download Latency(ms) Packet loss rate
[0]172.20.1.1 [0]172.17.1.1 UoP 11.96Kbps 1.79Kbps 2 0.00%
[1]172.22.1.1 [0]172.17.1.1 UDP 11.96Kbps 1.41Kbps 0 0.00%
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5.4 Global Acceleration

[Scenario]

Following the development of the Belt and Road, more and more domestic enterprises go abroad.
These enterprises need to establish networks between overseas branch offices and domestic
headquarters. However, the network experience from many foreign countries is poor, affecting the
data transmission between headquarter and branch offices. By establishing the global Access
connection through the WAO, Global Access large screen shows status of lines in real time, so as to
ensure line stability.

[Prerequisites]

1. The global Access service has to be provided, and corresponding license key files shall be
imported to the device. The service files are described as follows:

1) The global Access service license exists in the form of file; the format of the license file
used on Central Manager is different from that on WANO;

2) License key file on Central Manager: It includes the service information of all regions,
named license.xls;

3) License key file on WANO:It includes the service information of single region, named as:
region_bandwidth_start time_end time.csy, e.g., China_20Mb_20190603_20200603.csv;

4) This document only provides instructions on license key file used on Central Manager;
5) Importing non-official license key file is not allowed.

2. Add an outbound policy to allow TCP ports 443 and 12233 on the gateway device connected to
the corresponding WANO.;

3. For the WOC device using the global Acceleration service, its license key shall support multiple
lines, at least 2 lines.

[Note]

1. To ensure the line security, in addition to specifying one outgoing line, a connection can be
established through the Internet.

2. When WANO is deployed in single-arm mode, multi-line must be enabled, and at least 1 line must
be configured, otherwise the global Acceleration service cannot be connected.
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» Status

~ System
» System

+ Metwork

» Routing
+ Users

» Objects

10.254.254.25¢

+ DHCP
» Sysiog & SNMP 255.255.255.0

» Central Management 10.254.254.1

» Sangfor VPN
» Eolp

» WAN Optimization
» Bandwidth Mgt

» Firewall

» High Availability

» Maintenance

3. When two WANO devices form high availability environment, it is necessary to import the global
Acceleration service license key file to the Active WANO device only, which will be synchronized to
the standby WANO device automatically.D not import the same license key file to the two WANO

devices.

4. Due to limitations of the realization mechanism of global Acceleration service, the corresponding
outgoing line will multiplex a part of bandwidth resources of the outbound line. When you stop
using the global Acceleration service, please be sure to restore the bandwidth settings of the line.

[Steps]
1. Import license key file

1) Log in to Sangfor Central Manager Web admin console, click [VPN] -> [Global Acceleration] ->
[Paid Already, Get Started]

VPN = Global Acceleration
Overview

&\ VPN >

A\ SD-WAN Paths v

Global Acceleration

Path Selection =
Achieve excellent global access just like that with leased lines, minimizing broadband costs
LAN Services

VPN Paths Paid Already, Get Started
Global Acceleration

2) Click , select the corresponding .xls license key file file, and click |OK to import the file.

56



A
‘! SANGFOR

2. Associate device
1) Service Description:

The detail information of regions included in the license key file can be viewed on the Global
Acceleration page;

Each service can only be associated with one WANO device or one pair of Active and standby WANO
devices; and one WOC device can only be associated with one service at the same time.

Click Select under Associated Device column, select the corresponding device in the pop-up box,
and click OK to bind the service (it is unnecessary to separately import the license key file onto that
WANO device; Central Manager will automatically push down the selected license to the WANO
device);

1) When selecting a device, you may specify outgoing line and this is optional; when needed,
please be sure that the selected line can connect to the Internetnormally, and the line
bandwidth meets the bandwidth requirement for service activation.

VPN

Click to return to the introduction page of global Acceleration.
Click to import a new license key file.

Click the ‘Global Access View [to go to the [Home] -> [Global Access] page.
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3. Check the Global Acceleration status of WANO

1)

2)

3)

4)

Log in to the Web admin console of the WANO device which has been associated with
global Acceleration service (it can be Accessed with the SANGFOR CENTRAL MANAGER
single sign-on function);

Click [Maintenance] -> [Global Acceleration] to check whether the status is "Connected". If
so, it means that the WANO device can use the service;

Check whether the "Region", "Bandwidth" and "License Expiration Date" are consistent
with the service selected by the Central Manager;

Check whether the software-defined IP address has been generated, and write down that
IP address of the headquarters WOC device.

Note: The software-defined IP address uses the 32-bit mask 192.168.160.x by default; if the same
network segment exists in the intranet

4. Configure multi-line

Go to [System] -> [Network] -> [Multiline]; cIick, or click to edit the existing line
(optional);

1)

2)

3)

2 Enabla Multifne [Gateway mods] @

+ Contral Managemant

Select "vwan" for line interface, and configure the applied bandwidth value of the virtual
outgoing line used for global Access. For instance,, the outgoing line is set to line 1 when
configuring virtual outgoing line, the bandwidth of the corresponding physical link is 50 M,
and the bandwidth of the virtual outgoing line is 20 M. Then that virtual outgoing line
occupies 20 M bandwidth of that link, and only 30 M bandwidth can be used for Internet
Access.

Check the [Enable Multiline] box, the configuration changes take effect after being saved.is
successfully.
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5. Create VPN on Central Manager

Create VPN for the device associated with global Acceleration service. To ensure the global
Acceleration effect and the business stability, it is recommended to establish another connection via
the Internet, where the IP addresses of VWAN virtual network adapter and public network are
configured in the primary WebAgent (only the virtual outgoing line is configured in the example).

Add New VPN b3

o O

VPN Basics HQ VPN Device

m
[
T
T

HQ VPN Davice: = Select No device selected yet

HQ VPN device has setlings applied already

Auth Method: Password Based -

* Primary WebAgent: 200.200.1.11:4009 ‘ @

Secondary '"WebAgent: | Type here
Local Subnet:
O New

No Local Subnet (5) Netmask Next-Hop IP (5) Operation

6. Verify the Result

1) Connection between headquarter and branch device has been established successfully through
the virtual outgoing lienline.

» Status

Local VPN: Connections: 1 Remaining License for Third-party:[4]
P T = ey
@ ESIENE Entries Per Page: (50 1/1 Page Total 1 entries  [Page 1 Tunnal NAT Status Refrash Display Options Disable VPN o
» SD-WAN Path Selection | . o Description | T [T AN TP Time Connected Protoo
@ Connection Details - Google Chrome =B =
A F== | 200.200.79.153/cgi-bin/webui_vpn.cgi?requestname=16&cmd=4&LinkID=6135&Type=0&rando...
Version: DLAME.2.2
Timeout: 10 second(s)
Local Line Peer Line Protocol Upload Download Latency({ms) Packet loss rate
[0]53.0.1.153 [1]20.0.3.233 UDP 696.00bps 1.15Khps 3 0.00%
[0]53.0.1.153 [2]30.0.3.233 UDP 696.00bps  1.15Kbps 1 0.00%
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2) The branch device is able to Access the business system at headquarter.

[mr)

B

[m ]

60



—

‘2 SANGFOR

Chapter 6 Centralized Management of Policies

6.1 Supports to Central Management of Branch Policy

The following describes requirement for branch device version if branch device wants to connect to
Central Manager or use policies pushed down from Central Manager.

(on aBOS only)

7.5.3 (on demand)

Device Type Version Required  for Ver'sion ' 'Rquired for
Central Management Policy Distribution

IAM Above 12.0.18 Above 12.0.18

vIAM Consistent with IAM Consistent with IAM

NGAF 7.5.2 (on demand)/8.0.7 7.5.2 (on demand)/8.0.7

VAF

7.5.3 (on demand)

above list;

WANO Above 9.5.3 Above 9.5.3
vWANO (on
aBOS,Sangfor Above 9.5.3 Above 9.5.3
acloud,XYcoud)
MIG Above 6.2 Above 6.2
Support vIAM, VvAF and
aBOS 3.2.1 VWANO distribution
Note:

1. The supports list shall be subject to the latest version of Central Manager;

2. Cental Manager does not support connection from the devices outside the

3. Refer to the release document of certain device type for the functions
supporting pushdown.

Future supports will be continuously updated along with the release version.
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6.2 Centralized Management of IAM Policy

[Scenario]

Central Manager supports the central management and the policy pushdown of IAM12.0.9 and
later versions. If version of the managed IAM device is earlier than the version 12.0.9, the central
management and the policy pushdown can be done on the Central Management Console (CMC).

The consistency between the branch device and the policy template is maintained by upgrading the
template, for the purpose of easier unified pushdown of policy from Central Manager.

[Prerequisites]
1. The branch device is connected to Central Manager.

2. View the version information of the branch device to check whether it meets the requirement
for CM and policy pushdown.

6.2.1 Downloading Branch Image File

Central Manager has restructured the architecture of CMC, replaced the original interface library
with the docker, provided the high-performance framework, and simplified the configuration; and it
supports the management of multiple versions; to Achieve the bulk management of branch device
policies, it is necessary to import the template of the connected branch devices. Go to the site
below to download:

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/27/all

Self Services © Download ' BBC

:ﬁ: BBC Turn to your local supplier or Sangfor technical support representative for help if you have problem in installing or upgrading your Sangfor products.

Upgrade Package Template

Version: | All v
® |IAM
Name Description Size File MD5 Last Update Download Operation
IAM12.0.18bbc  Support IAM 12.0.18 to join BBC 2.5.3 or later  1.37 GB E0S9ESBCC26275A6EB470B4156DBBAF3 07 Jan 2019 18:46 L Copy Link
® WANO
Name Description Size File MD5 Last Update Download Operation

WANO 9.5.3 EN

BEC file Support WANO 9.5.3 to join BBC 2.5.1 or later 616M 121201CAEDAS27F8534C27F921F404BC 24 Sep 2018 17:42 A Copy Link

The suffix of the managed branch device template file is .Sangfor Central Manager
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6.2.2 Importing Branch Device Template

1. In System, click the [Upgrade], select [Branch Device Versions]. Click [New] to enter the Add
New Version page.

@ @

Ha Central Manager

@

® B

Vession Assoisted Templates Tie Crestea

2. Specify the version name, and click [Browse] to select the downloaded template file.

Add New Version

* Software Version:

* Installation Package:

1AM

X

Browse...

Cancel

3. Select the downloaded .Sangfor Central Manager file, which is an image file
and wait for upload to complete.

Upgrade =
2. system Upgrade
[Z Branch Device Upgrade

[F Update Packages

J& Branch Device Versions

. -l _a_ 1

C' Refresh © New

Software Version

.

IAM (Baseline version 12.0.18)
1AM
A WANO (Baseline version 9.5.3)

woc

Y | R

Version Associated Templates
12.0.18 0
953 0

Time Created

2019-12-03

2019-12-02

of branch device

Description

Sangfor—lAM-12.0.12 IAM12.0.13 IAM12.0.18.19

WANACCY.5.3 EN wanacc9.5.3.95275 Build201
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6.2.3 Upgrading Image File

The version of the downloaded branch device image file is the first version of the branch device the
product line is connected to the SANGFOR CENTRAL MANAGER,; if it is inconsistent with the version
of managed branch device, i can be upgraded to the corresponding version.

1. Download the update package of corresponding product.

2. In System > Upgrade > Update Packages, click New and select the update package downloaded

in the previous step and upload it to the Central Manager platform.

Upload X
Update Package: | Select ssu, pkg or cssu file
Uploading... X

Uploading file [AM12.0.23(20120414). 55U

Cancel

3. After the upload is completed, it will be added to Branch Device Versions list, as shown below:

Upgrade = C' Refresh © New

2 System Upgrade Name Type Device Type version siz Time Uploaded Operat

[, Branch Device Upgrade ‘ 1AM 12.0.23(20180414) 55U ssu 1AM 12023 108 2019-12-03 202454 View  Delete
WOCQ.5.8EN builtup_DLANS.2.2(for Upg...  cssu WANO

230 MB 2019-12-02 22:57:59 View Delete
& Branch Device Versions
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4. Find the image file to be upgraded in the [Branch Device Versions], and click [Upgrade].

Upgrade
2., system Upgrade
[& Branch Device Upgrade

= Update Packages

C' Refresn © new
Software Vrsion
4[| 1AM (Basemne version 12.0.18

1AM

S e 4] WANO (Baseine version 9.5.3)

wor

Version

120,18

Associated Templates

20181203

0 20181202

Time Created

Description

Operation

‘Sangfor-IAM-12.0.18 IAM12.0.18 IAM12.0.18.183 B |

WANACCE.5.3 EN wanacc@ 5.3.95275 Buid201800.

Upgrade |1AM Device X
* Software Version: @
* Update Package: 1AMA2.0.23(20190414).550
Mo update package available? Upload
5. The upgrade task can be viewed in the Tasks in System > Tasks and Logs.

Tasks X
Status Action Start Time End Time Username Object Type Object Operation
F) Ongoing Install incremental 2019-12-03 21:16:23 admin {200.200.97.100) Update package 1AM12.0.23(20190414) ssu View
° Completed Add palicy template  2019-12-03 21:12:44 2019-12-03 21:14:10 admin {200.200.97.100) Policy template  iam View
° Completed Add scheduled up...  2019-12-03 20:40:13 2018-12-03 20:40:22 admin {200.200.97.100) Scheduled up. update View
° Completed Install incremental 2019-12-03 20:34:35 2019-12-03 21:11:08 admin {200.200.97.100) Update package 1AM12.0.23(20190414) ssu View
° Completed Add update packa... 2019-12-03 20:19:19 2018-12-03 20:24:54 admin {200.200.97.100) Update package 1AM12.0.23(20190414).s5u View

Tasks X
Siatus Action Start Time End Time Username Object Type Object Operation
° Completed Installincremental...  2019-12-03 21:28:59 2019-12-03 21:53:34 admin (200.200.97.100) Update package 'WCC9.5.8EN built-up_DLA View
©Q Failed Add branch 2018-12-03 21:22:34 2018-12-03 21:23:03 admin (200.200.97.100) Branch Branch name (yfytest) Wiew
? Completed Install incremental...  2019-12-03 21:16:23 2019-12-03 21:56:20 admin (200.200.97.100) Update package 1AM12.0.23(20190414).ssu View
° Completed Add policy template  2018-12-03 21:12:44 2019-12-03 21:14:10 admin (200.200.97 100) Policy template  iam View
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6.2.4 Creating Policy

1. Click [New Policy Template] in Policies .

Folicies

C' Refresh © New Policy Template

Tempiate Name

Pl

Fl

1AM Policy

SDW-R Policy

Status Tempiate Type Vession Devices Created By Time Updated
Hormal 1w 12018 admin 2019-1203
Nerma sowR 400 adma 2019-11-2

2. Select [Create New Template] as the method, choose template type and specify template name,
then click [Select] to select branch devices.

Add New Policy Template X
Method: © Creats New Template Use Existing Template
Template Type: 1AM © WAND

* Software Version: | 9.5.3 -

* Template Mame:

Devices: 0'WANQ devices selected

Select Device

93]
o
@

All

MNane

level_4
level_5&
level_1
level_2
level_3
level_4
level_5
level_1

level_2

—

Selected/Total: 1/40 WANO

B Device Name Device Type Branch “Wersion
Sangfori_aB... WANO Sangfor1 958
SangforZ_aB... WANOQO Sangfor2 0.5.8
Sangfor3_aB... WANO Sangfor3 958
Sangford_aB... WANO Sangford 988
Sangfors_aB... WANQO Sangfors 958
Appla1_WAND  WANO Applai 9.5.8
40 inall

[}
@
=
o
=]
]
7]

Folicy Template

Cancel
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3. After choosing devices, click [OK] to save the settings.

Add New Policy Template

Method: © Create New Template
Template Type: 1AM Q WANO

* Software Version: | 9.5.8

* Template Name: Type here

Devices: 1 WANQ devices selected

\Jse Existing Template

Policies
C Refresh © New Policy Template Template name
Template Name Staius Template Type Version Devices Created By Time Updated
4[] 1AM Policy
iam Normal 1AM 12018 0 admin 2018-12:03
4[] SDW-R Policy
testt Normal SDW-R 400 1 admin 2018-11-21
‘ WANO Policy
woeg5s Normal WANO 958 1 admin 2018-12-03
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6.2.5 Configuring Policy Template

1. Click on the newly-created policy template to go to the policy configuration page.

Policies
C' Refresh © New Policy Template Template name
Template Name Status. Template Type Version Devices Created By Time Updated
|4 ] 1aM Policy
iam Normal 1AM 12018 0 admin 2019-12.03
a7 SOWR POy
test1 Normal SDIW-R 400 1 admin 2019-11-21
4[] WANO Policy
Being configured WANO 958 1 admin 2019-12.08

wocg5a

2. On this page, the detailed contents of the policy can be seen, and the policy can be

configured

According to Actual demands; To use the policy created on branch device preferentially, check

the option Its priority is lower than that of the terminal.

Central Management @ | [] Not allow terminal to edit this page {© []Is priority is lower than that of the terminal ®

[Push Down Configuration]

e 4 Add -+ X Delete  Encble @ Dissble | 4 Move Tp—$ MoveD 5 S Tmpore

Search:|Search term =

~ Access Mgt [J No. Name Applicatie Users Endpoint Device Destination Created By Move

» Policies

» Advanced

» Objects Central Management ()| [7] Not allow terminal to edit this paga (i) [] Its priority is lower than that of the terminal (0

valid till Statws

[Push Down Configuration]

» Users +add~ X v 7 t + & 1mport Search: Search terr v
~ Access Mgt [] No. Name Applicable Users Endpoint Device Destination Created By Move valid ti Status

» Policie

» Advanced

68



& . SANGFOR
=

6.2.6 Checking Configuration Pushdown

1. If the [Push Down Configuration] is not clicked, the default time interval of automatic pushdown
is 30 mins.

2. View tasks to check whether the configuration is successfully pushed down; click [View] to view
task details.

Tasks X
Status Action Sart Time End Time Usemame Object Type Object Operation
e Completed  Push down config...  2019-12-03 2226:12 20191203 222614 admin (200.200.97.100) Policy template ~ iam View
0 Compieled  Push down config...  2018-12-03 2226:09 2019-12-03 22:26:12 admin (200.200.97.100) Policy template ~ iam View

3. If the configuration has been pushed down successfully, the pushed-down policy can be seen on
the branch device.
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6.3 Centralized Management of NGAF Policies

[Scenario]

Central Manager supports the central management and the policy distribution of version NGAF7.5.2
(on demand)/8.0.7.

The consistency between the branch device and the policy template is maintained by upgrading the
template, for the purpose of easier pushdown of policy from Central Manager.

[Prerequisites]
1. The branch device is connected to the Central Manager.

2. View the version information of the branch device, check whether it meets the requirement for
CM and policy pushdown (refer to Chapter 6.1 for more information).

[Steps]

Refer to the steps in the centralized management of IAM policies.

6.4 Centralized Management of WANO Policies

[Scenario]
CM supports the centralized management and the policy pushdown of WOC9.5.3 and later version.

The consistency between the branch device and the policy template is maintained by upgrading the
template, for the purpose of easier unified pushdown of policy on the CM.

[Prerequisites]
1. The branch device is connected to the CM.

2. View the version information of the branch device, check whether it meets requirements for
CM and push down (refer to Chapter 6.1 for more information).

[Note]

When the connected device is WANO, attentions shall be paid to the modules supporting policy
pushdown.

[Steps]

Refer to the steps in the centralized management of IAM policies.
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6.5 Centralized Management of aBOS Policies

[Scenario]

CM supports the centralized management and the policy pushdown of vIAM, vNGAF, vWANO
deployed on aBOS.

The consistency between the branch device and the policy template is maintained by upgrading the
template, for the purpose of easier unified pushdown of policy from the CM.

[Prerequisites]
1. Branch devices like aBOS vIAM, vNGAF and vWANO are connected to the CM.

2. View the version information of the branch device, check whether it meets the requirements
for d CM and policy pushdown (refer to Chapter 6.1 for more information).

[Note]

For virtual components such as vIAM, vNGAF and vWANO in aBOS device, the consistency between
the version of policy template and the version of virtual component shall be guaranteed when
distributing policy.

[Steps]

Refer to the steps in the centralized management of IAM policies.
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Chapter 7 unified Management of Branch Devices

7.1 Unified Upgrade of Branch Device

On Central Manager, you can perform safe and reliable upgrade on the connected branch devices,
in order to satisfy the requirement of concurrent upgrade of large number of branch devices.

[Scenario]

Through CM, administrator can perform bulk upgrade on the branch devices.
[Prerequisites]

1. The branch device is connected to CM normally, and the access status is normal;

2. CM has been imported the template file of the branch device version before upgrade;
3. CM has been imported the .ssu update package to upgrade branch device.

[Note]

1. When creating the upgrade task, by default, the CM will preferentially download the update
package from the GCS; if the GCS has no update package of the corresponding version, the
update package will be downloaded from the CM; if the status of the upgrade task is observed
in real time, it can be found that all branch devices will re-download update package from the
CM if download process is interrupted.

2. After the upgrade task is created, it is suggested to control the CM bandwidth on the traffic
control device at the Internet outlet; the CM itself has no rate restriction on downloading the
update package; when several branch devices are downloading update packages from the CM,
the whole bandwidth of the Internet outlet may be consumed by the download tasks.

3. At present, the CM supports only the upgrade plan by distributing pkg and ssu upgrade
packages, that is, the KB package or sp package of each product line must be packed into
the .ssu format for the unified distribution through the CM.

4. Multiple branch devices can be specified the upgrade task, but by default, there are only 20
concurrent downloads allowed by the CM, namely, only 20 branch devices can download
update package from the CM at the same time.

5. After the connected branch device has finished downloading the update package and upgrade
with the update, the CM cannot manage that branch device, until the upgraded device has
rebooted and connected to the CM again. When exception occurs during the upgrade process
of branch device, e.g., the branch device cannot start up or connect to the CM, the issue shall
be fixed on site.

6. If the branch device image has been upgraded but the connected branch device has still not,
the policy template owned by branch device must be an old version, and the image file in the
Branch Device Versions swill split.

7. As shown in the figure below, after upgrading the IAM12.0.9 image to the version 12.0.12, the
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11.

12.

13.

The oldest and the latest version image files on the CM cannot be deleted.

If one policy template is associated with multiple branch devices, when some of the branches
are upgraded, the policy template will split, and the upgraded branch devices will be associated
with the split new version template, and the branch devices which are not upgraded will still be
associated with the previous policy template.

Policies

It is estimated to take about 40 minutes to split and associate the policy template with device.

The split policy template is associated with the old policy template, and the old one will not be
able to be configured.

4[] WANO Policy

The new version policy template will be converted to standalone template after all connected
branch devices have been upgraded to the new version, and the old version policy template will
be deleted automatically.

If the branch devices associated with the old policy template are deleted manually on the
Branches page on CM, the process above will not be necessary, namely, the new policy
template will not be converted to standalone template automatically, and the old template will
not be deleted automatically. The new policy template has to be converted to standalone
template manually.

If the branch device is separately upgraded by using the Sangfor Updater, and the CM has not
been imported the image file or upgrade package of corresponding device, image and template
split will not occur on the CM, the Branches page will prompt the error of inconsistency
between device version and template version, and the pushing down of configuration of policy
template associated with this branch device will also fail.
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14. The CM manages the branch devices centrally; and the supported branch device upgrade
procedure is as below:

1) Upload the update package - upgrade the branch version image file - create upgrade task

on CM to upgrade the branch device;
2) Upload the update package -create upgrade task on CM to upgrade the branch device;

3) Upload the update package - upgrade the branch version image file - use the Sangfor

Updater to upgrade the branch device directly.

[Steps]
Step 1: upload the update package;
1. Click the [Upgrade] in System.

®) @
(E) D)
® @
)

2. Select the [Update Packages], and click [New].

© how

Uploading... X

Uploading file 1AM12.0.23(20120414).55U

Cancel
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Step 2: Create the upgrade task;

1. Click [New Task] on the [Branch Device Upgrade] tab
Upgrade ' Refresn
;- System Upgrade Status Name Task Status Upgrade Status Time Range Time Period Enabled/Disabled Description
FA Branch Device Upgrade Expired update Before upgrade ° 0 [» 1] [x1] ° 0 2019-12-03 ~ 2019-12-04 00:00~23:59 Enabled

[F Update Packages

& Branch Device Versions

2. Fill in the basic information for the scheduled upgrade task, and click [Next]

Add New Scheduled Upgrade Task X
O 2
Basics Select Devices Specify Schedule
* Task Name: feet
* Device Type: WANDO v

* Update Package: WOCH.5.8EN built-up_DLANB.2.2(for Upgrade,20191...

Mo update package available? Upload

Prefer packages from update server

&
i}

Description: ype h

Next

Relevant parameters are as follows:

[Task Name]: Specifies the name for the upgrade task.

[Device Type]: Specifies the type of device to be upgraded, e.g., IAM or SG.
[Update Package]: Select the corresponding update package to be uploaded.

Operation

Edit Delete
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[Prefer packages from update server]: Check this option so that the branch devices will
preferentially download the update package from the GCS (a public Sangfor update server); if the
GCS server has no update package of the corresponding version, the update package will then be

downloaded from the CM.

3. Select the branch devices to be upgraded, click [Next].

Add New Scheduled Upgrade Task

© @

Basics Select Devices Spe Schedule
Search Selected/Total: 1/6 WANG Device name
B All B Cevice Name Device Type Branch Version
None
yiytest_WANO WANO yiytest 953
level_2
level_4 fest2_WANC WANC test2 958
level_1
Sangfori_WANO WAND Sangfort 958
level_2
level 3 Sangfor2_aBOS_... WANO Sangfor2 958
2 Sanglord_WANO  WANO Sangford 958
level_1
Apple1_WANO WAND Apple1 958
level_5
level_2
sinal -
laual 3
Back Next
Step 3: Execute the upgrade task;
1. Select the execution time of the upgrade task, and then click OK.
Add New Scheduled Upgrade Task X

Q o
- -
Basics Select Devices Specify Schedule
Time: 2019-12-08 10:42:22
Time Range: 2019-12-08 ~ 2019-12-09 Pl

Time Period: 00 : 00 s o 23:59 =

Enable this task
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2. After creating the task and waiting for it to take effect, CM will automatically issue the upgrade
task to IAM device for execution.

Upgrade = C Refresh © New Task

2, System Upgrade Status Name Task Status Upgrade Status Time Range Time Period Enabled/Disabled  Description Operation
[ Branch Device Upgrade Expired update Before upgrade 0o Qo0 Qo &o 3019-12:03 ~ 3010-12-04 00-00~23:50 Enabled

B upa: Applying. teet Before upgrade 1 00 00 o 20191202 ~ 20181209 00:00~23:59 Enadled

2" Bra e
4% Branch Device Versions

3. Click the name of the upgrade task, you can view the upgrade records of the device on CM.

Download Interrupted -
Description:

Upgrade Task:  teet Upgrade completed - 0
Time Range: 2019-12-08 ~ 2019-12-09 ® Upgrade failed. =0
@ Upgrading... -0

Update Package: WOCS.5 8EN built-up_DLANG 2 2(for Upgrade,20191029)8-2032 cssu ] @ Upgrade Interrupted - 0
Version: 958 Total Devices ® Download Completed : 0
0

)

@® Downloading...

e 22w
| Disable this task

C' Refresh
Progress Device Name Branch Version Group Upgrade Status

‘ Not executed ¥iytes_WANO e

4. The branch devices will be upgraded to the corresponding version, and there will be records of
upgrade.

SangTor-WANACCS.5.8 S cat Japp/appversion
WAMACCS.5.8 EN B
wanacc9.5.8.2069 B Build20191116

fwserver Md4.36_ 20691125
cgl 4.30 20090227
webserver 4.1 200906227

logs 4.1 20080301
dhcp5.0.75068 Build20161629

cluster 1.4 20101123

SNMPAGENT 1.8 Buildzellesly

mdlan6.2.2.5807 Bui1ld20191116

update date 19-11-18
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7.2 Updating License Key of Branch Devices

CM supports bulk reporting and update management of the license keys at the controlled terminals
of the branch.

[Scenario]

CM allows the controlled terminal to report the license keys, and exports and imports the license
keys at the controlled terminal in batches through CM so as to meet the requirement of unified
update and management for the license keys of the branch.

[Prerequisites]

The branch device has been connected to CM normally, and has reported its own license keys
normally.

Prepare the license keys in advance, and back up the existing license keys of the branch device.
[Note]

When exporting the license keys in bulk from CM, only the gateway ID will be exported but not
license keys of certain functions..

When the branch device is connected to CM for the first time, it takes about 5 minutes before
triggering a report on license keys.

[Steps]

1. Check the branch which will issue the license keys, click More > Export.

AC 8G 1A AF MIG SDW-R NGAF aBOs
C' Refresh Vv Select Al &Y Import W Export 1 selected
Mone
evel 2 Device Name Branch License of Device Multi-Function License Sangfor Signature Databa. . Sangfor URL Database U, Software Upgrade License
L2
level_4 iam_lAM iam oucensac OUCEHSEC oL\BEn (valid till 2021- QUEEHSQCI‘."Q\ d till 2023-04 oL\BEn (valid till 2023-04

2. Inthe exported file, fill in the corresponding license keys.

A B c D E F G H J K L
Application Sangfor URL
Signature Database
Database Bandwidth Third Party URL Upgrade
Device Multi-Function Neural-X Engine-Zero Upgrade Software Upgrade License(bandwidt Database License1(updateur
Device Name Gateway ID Device Type License(SN) License(multi) License(kvsn)  License(savesn) License{update) License(software) h) Licenses(parurl) 1)
test_IAM 0724ASJF 1AM DFJSFJSIOFJSOIF SDFSIOGJMDSFGA

3. Import the file to CM.

AC s6 AN AF MIG SDW-R NGAF aBOS
C Refrash V' Select Al ‘ 2 Export | 1 selected
None —
Device Name Branch License of Device Multi-Function License Sangfor Signature Databa Sangfor URL Database U Software Upgrade License

level_2

level_4 am_IAM £ @Licensed @\ icensed @Uicensed(valic til 2021-03 . @Licensed(valic til 2023-04  @Licensed(vald il 2023-04
level_1

level_2
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Import License Keys x
1AM _serial_number_info (1).xls 1 license key(s) imported
Status Device Name Device Type Gateway D
(] iam_IAM 1AM DBT5B07D
L. W Iy S AU (G S 1) S Ry DA PR ) S ) SO | D o ) SR PRy O [ D S [ [
O Ll el
Device License o Multi-Function License Neural-X License Engine-Zero License
1. Max WAN Lines: 4 Licensed Modules: License Key: CO9GPET7FBI3FSSN4 License Key: COGPETTFBI3FSSN4
2. Max Branch Sites: 4 1.WPN Setup License License
3. Max Mobile Endpoints: 4 2 Application Audit Status Valic Status: Valic

Gateway ID: BETEIIT(E

License Key: ADXR3ICXTEEHNKSJA

License
Status

Valid

Sangfor Signature Database
Upgrade License

License Key: 4MVAOTQEMGETMELQ

License
Status

valid

Expiration

- 2021-03-19
Date:

Bandwidth License

License Key. -

License
Stalus

Invalid

F )

2.1 Content Audit{Private Content Audit)
3. Report Center USB Key Search
4.8SL Content ldent

License Key: QNJFERRE2SVXI07S

License

valid
Status:

Software Update License (i)

License Key: 2ACZAECSLSRWATGC
License N
alid
Status
Expiration

- 2023-04-28
Date:

=

Third Party URL Database
Licenses

License Key: 06QERMKINTETLHSL

License
Status:

7.3 Centralized Backup of Branch Devices

[Scenario]

=

Sangfor URL Database Upgrade
License

License Key: Q30DSKB5SNSLJ3ZUYS

License

Valid
Status:

CM supports bulk backup of the configuration files of branch devices, which solves the problem that
the device configuration cannot be restored quickly in case of a failure of branch devices because
there is has no IT staff at branch site to back up the configurations at regular intervals.

[Prerequisites]

The branch device has been connected to CM normally.

[Note]
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1. The backups of CM configurations will include the configuration of all policy templates, and
therefore its configuration file will be relatively large.

2. The backup of branch device configuration will be triggered once from 00:00AM to 06:00AM on
Sunday. If the backup is not completed, it will be carried out in the next cycle.

3. For asingle branch device, CM can maximally keep three copies of its recent configurations.
[Steps]

1. By default, CM has enabled automatic backup of branch device configurations. The backup does
not need to be enabled manually. If the backup is not required, it can be disabled manually.

C' Refresh © Disable Centralized Backup
Status Device Name Veersion Backup Time Backed Up Operation
None
Awaiting bax test5_SDW- 0.0
A ing tests_SDW-R 400
level_2
level_4 @ Awaiting bac iam_IAM 12018
level_1
@ Awaiting bac af_ NGAF 507
level_2
level_3 © Awaiting bac yfytest_WANO 953
e Back est2_ WA 958 est2 WANO-Sun-Dec—8-10:50:40-2019 0191203105040 Download
— Backupo... test2 WANO 5.8 test2_WANOQ-Sun-Dec—& 0:40-20 19-12-08 1 4
level_1
o © Awaiting bac Sangforl_WANO 958
el
level 2 © Awaiting ba Sangfor2_aBos
level_:
Awaiting ba« Sangfor2_aBOS_vWANO 958
9
level_4
@ Awaiting bar Sangfor3_WANO 958
@ Awaiting bac Apple1_WANO 9538

2. If you need to download the branch device configurations, you can click the option [Download]
under Operation column, as shown below

C' Refresh © Disable Centralized Sackup

Status Device Name Version Backup Time Backed Up Operation
None

© Awaiting bas tests_SDW-R 40.0
level_2
level_a © Awaiting bat iam_IAM 12018
level_1 ‘

© Awaiting bac 3T_NGAF 8.0.7
level_2
level 2 © Awaiting bat yfylest_WANO 953
level & © Backupo.. 1est2_WANO 958 test2_WANO-Sun-Dec—8-10:50:40-2019
level_1
e © Awaiting bar Sangforl_WANO 958
avel_5
level 2 © Awaiting bar Sangfor2_aBOS
level_

© Awaiting ba: Sangfor2_aBOS_VWANO 958
© Awaiting bas Sangfor3_WANO 958

@ Awaiting bar Applet_WANO 953

3. Select the file on a certain date that needs to be downloaded

i e
- S e

- I -

44 =

A b LS ) R -
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Chapter 8 CM Management

8.1 Administrators

8.1.1 Creating System Administrator

Click [New] on [System] -> [Administrators], you can create a new administrator account, as shown
below, select System Admin as the role.

Branch Device Password

Add New Admin Account X

* Username: ype here

= Password Type here O]

* Retype Passward: | [Type here

Role System Admin -

Description: ype here

“ cancel

8.1.2 Creating Sub Administrator

To create a new sub administrator, select Sub admin as the role, and then click Permissions to select
the regions that the administrator can manage.

Settings

level_1

level_2
level_3
level_4

level_5
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8.1.3 cChanging Branch Device Password

On the Branch Device Password page, select the corresponding branch device to change the

password (currently only aBOS password can be changed)

Select Branch Devices X

Selected/Total: 0/18 aBOS

Al Device Name Device Type Branch VPN Software Version
None
oppo1_aBOs aBos oppot
level_1
level 2 oppo2_aBOs aBGs oppo2
level_3
Sangfori_aBOS aB0os Sangfor1
level_4
level 5 Sangfor3_aBOS aB0Os Sangfor3
vivol_aBOS aB0os vivol
Sangfor5_aB0OS aB0os Sangfors

2 »

“ cancel

After selecting branch device, change the password of the corresponding aBOS device.

Administrators Branch Device Password

* Branch Device(s): Selectad (1)

* Current Password: Show this
* New Password: L] Show this
* Retype Password: Show this

Enter the current password and new passwords of the device, and click Save to complete the

operation.
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8.2 Upgrading CM

[Scenario]

Upgrade Central Manager.

[Prerequisites]

The update package of CM has been downloaded. It can be downloaded from the following link:

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all
[Note]

CM will restart when upgrade is completed. And branch devices cannot be managed during upgrade
process.

[Steps]
1. Navigate to [System] -> [Upgrade].

®
® B

@
2

®@ E
s @
0 68

Upgrade

2. On the System Upgrade tab, click Upgrade and then click [Browse] to select the downloaded
update package. Then, click [Upgrade] to start upgrade.

Upgrade = )

83


http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all

~ SANGFOR

(]

8.3 CM Configuration Backup

To download the configuration files of CM, you can go to [System] -> [System Backup & Restore] and
click Download. The backup includes system configurations and the configurations of policy

PRS-

Backup and Restore = Backup
System Backup & Reslore
Back Up Configuration
<2 Branch Devices System configuration (including configuration of policy templates} can be manually downloaded and backed up to a local PC
¥ Download

Restore to Factory Defaults

*D Restore to Factory Defaults

8.4 Configuring Alarm Options

[Scenario]

CM alarm options can trigger alarm messages for alarm events on branch devices.
[Prerequisites]

SMTP server is configured and recipient addresses of alarm emails are specified.
[Note]

CM only supports email alarm.

[Steps]

Step 1: Go to Alarms and click on the button [Alarm Options];

40 40 40 40
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Central Manager System
10

System

Send alerts to specified email addresses

& Alarm Options Recipient Address

<) Alarm Notification

Step 3: Configure alarm-triggering events in [System] >[Alarm Options].

System = Alarm Options

% Alarm Options ~ System Resources (on AC, G, AF, MIG, aBOS, WANO, IAM, NGAF, SDW-R)
T pl ! ( )

<l) Alarm Notification

Host CPU usage is too high ( % . lasting for )
Host memory usage is too high % ., lasting for )
Storage usage s foo high ( %) (@

¥ VPN Issues (on AC, SG, AF, MIG, aBOS, WANO, IAM, NGAF, SDW-R)

VPN disconnection ( lasting for )

The maximum number of VPN devices are connected

VPN path is disconnected

Global Acceleration

Transfer rate is high ( above % for )

Packet loss rate is high ( above % for J

~ Issues on This Device

This device gets offline Give Alert -
Branch device gets offiine Give Alert -
License issue Give Alert -

1. The figure below shows alarm-triggering events on IAM.

Enable Email Alarm

Passthrough A Nofity Report Center related erro Nofity
Nofity 2 alert when MAC addres: ed automatical Nofity
A fing attack is detecte Nofity ense is a expire or expires Nofity
Hig ity event Nofity Netwc e Nofity
t relate t Nofity multaneo grade erro Nofity
Nofity !
d Nofity e Interva te Packets Per Probe Nofity
Nofity T
Nofity

Nofity
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2. The figure below shows alarm-triggering events on WANO.

¥ WANO

Enable Email Alarm

Give alert
Give alert
Give alert

Give alert v

or occurred Give alert

3. The figure below shows alarm-triggering events on NGAF.

¥ NGAF

¥ Enable Email Alarm

v Admin login failure Disabled v + Internal Data Center Logs
v Router encountered error. Disabled v < Busy Level of Log 1/0 Threshold 80 %  Disabled v
¥ High Availability sabled v + 10 Logs: Application Control Logs v
entries/day
+ Health Check
Traffic Audit Logs 6000000 entries/day

¥ Disk erro v

¥ NIC error bled v v

¥ SSD Lifespan Alarm Shlad v Legality of Logs (@ v
v urity

¥ Email Security

+ Intrusion Prevention Disabled v
v Critical ¥ High

v WAF v

v ts v
+ Infected v Likely Infected

¥ Anti-DoS/DDoS sabled v

¥ Outgoing DoS Attacks ——

4. The figure below shows alarm-triggering events on MIG.

¥ MIG

+ Enable Email Alarm

Bandwidth Usage {90 % . for 30mins v ) Give alert v
Upgrade license of signature databases expires. e
Error logs Give alert v
Alarm logs Give alert v

8.5 High Availability

[Scenario]

CM supports high availability (HA) and can provide high-availability services.

[Prerequisites]

1. The CM version shall be BBC2.5.6 or later (BBC 2.5.7 does not support HA), and HA license has

been activated.
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The eth0 ports of active and standby CM devices must be connected to a switch port on the
same VLAN.

CM needs to use two IP addresses on the same network segment, including two real IP
addresses and one virtual IP address.

[Notes]

1.

The business of the active and standby devices are done through the virtual IP address. All
branch devices connect to CM using this virtual IP address, which will be bound with the
business interface of the active device. When the active device encountered failure, the virtual
IP address will be bound with the standby device and the business will also be switched. The
environment set by the front-end gateway must be mapped to the virtual IP address of active
and standby devices.

The business interface (eth0) of CM cannot be used as HA interface of the active and standby
devices. The IP address of HA interfaces must reside on the same network segment as that of
the business interface (eth0) . The interface used for failure detection is the business interface
(eth0) by default and cannot be changed.

The license key of CM is prepared according to the original device. The licensed number of the
devices is the same as that of standby devices, ensure that the device is a licensed device
during configuration. When the active and standby devices are disconnected from each other
for over 30 days, the license key will be restored to the number of a device.

If CM upgrade is needed, remove HA environment first, and form HA again after the two
devices are upgraded respectively.

[Steps]

Step 1: Configure business interface and heartbeat interface for active and standby devices.

1.

Select [System] -> [System Settings] -> [Network] on CM, and select ethO port as interface, and
configure the IP address for the interface;

H
!

System Setlings
Interface: eth0 -

IP Address: 162 1681001

g DNS Server

Netmask 265255 2550
Fublic Address

[t}

D Customization Gateway 192.168.100.254

AL Privacy Options

£,
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2. Select ethl port, and configure the IP address for it. It can be specified as primary HA interface.
Since ethO port has been configured with IP address, the gateway can be null.

System Settings =

Interface: ethi -

& Network
P Address: 1111411

gt NS Server

Netmask: 255.255.255.0
B Public Address

[ Customization Gateway: Type here

JU Privacy Options
3. Select eth2 port and configure IP address for it. It can specified as secondary HA interface.

System Settings

Interface: eth2 -

@ Network
IP Address; 2.2.21

g ONS Server

Metmask: 2552552550
& Public Address

[ Customization Gateway: Type here

JL Privacy Options
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Step 2: Configure corresponding interfaces on the standby device.

1. Navigate to [System] -> [System Settings] -> [Network] on CM, and select ethO port as business
interface, and configure the IP address for the interface;

System Settings

Interface: ethO -

& Network
|P Address: 192 168.100.2

gd DNS Server

MNeimask: 255 255 2550
B Public Address

D Customization Gateway: 192.168.100.254

AL Privacy Options

2. Select ethl port and configure IP address. It can be used as primary HA interface.

System Settings

Interface: ethi -

@ Network
IP Address: 1111112

-

ons NS Server

=)

Netmask: 255.255.255.0
B Public Address

[ Customization Gateway: Type here

SL Privacy Options

3. Select eth2 port and configure IP address. It can be used as secondary HA interface.

System Settings

Interface: eth2 -

& Network
IP Address: 22272

g5 DNS Server

_ Netmask: 255.255.255.0
£ Public Address
[ Customization Gateway: Type here

L Privacy Options
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Step 3: Go to [System] -> [High Availability] to enable HA, select the status of the current device as
Active, and use the virtual IP address of business interface as the virtual IP address of the active
device. Select the primary HA interface, secondary HA interface, shared key, detection port and
failure detection method;

Enabled

Basics

Status: O Active Standby

Virtual IP 192.168.100.3/24

Primary HA Interface (3): eth1 1111 v Peer Interface IP: 1 2
Secondary HA Interface: eth2(22.22.22 1 - Peer Interface IP: 2222

Shared Key- Show this

Failure Detection

ARP Probe: Enabled

DstIP () 192 168 100100

—
[

Probe Timeout (sec):

Probe Interval (ms) 1000

ICMP Probe Enabled
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Step 4: Go to [System] -> [High Availability] to enable HA, configure the status of the current device
as Standby, and use the virtual IP address of business interface as the virtual IP address of standby
device (consistent with the active device). Select the primary HA interface, secondary HA interface,
shared key, detection port and failure detection method.

Enabled

Basics

Status: Active © standoy

Wirtual IP 192.1658.100.3/24

Primary HA Interface (3): - Peer Interface IP:
Secondary HA Interface: - Feer Interface IF:

Shared Kay- Show this

Failure Detection

ARP Probe: Enabled
DstIP .;j:;. 192 163.100.100
Probe Timeout (sec): 15
Probe Interval {ms) 1000

ICMP Probe: Enabled
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Step 5: Configure the CM address in [System] -> [System Settings] -> [Public Address].

Note: The address here must be an address that can be accessed by the branch devices. If CM is
deployed in single-arm mode on the internal network and is mapped through the gateway, then the
mapped public IP address shall be configured here. The front-end gateway needs to map the public
IP address to the virtual IP address of business interface.

System Settings

+ CM Address for Devices to Connect (through which branch devices can visit Sangfor CM)

@ Network

1@5 DMNS Server Address: 192 168.100.3:5000

®
£ Public Address

[ customization

@) Security

S Privacy Options
Listening Port: = 5000

Step 6: On the [System] -> [High Availability] page, you can see the status of the active and standby

Status
C' Refresh
e ARP Probe: © ot configured yet e
Lacal: Active Peer: Standby
‘Switch to Standby ICMP Probe © Nt configured yet P Address:192.168.100.2
Data Sync Status: @ Syne Completed
Last Synced: 2019-12-03 16:47:10
Latest Switchover;  2019/12/03 10:55:10  Switchovers in Last 7 Days
Settings
Enabled
Basics
Status Active Standby
Virtual IF: 162 168.100.2(24
Primary HA Interface @Z eth1(11.11.11.1) - Peer Interface IP: 1MA11.2
Secondary HA Interface: eth2(2.2.2.1) - Peer Interface IP 2222
Shared Key Show this
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8.6 Specifying Decontrol Password

[Scenario]

Configure a decontrol password on the CM to enable branch devices to remove from central
management. One-time decontrol password can also be set.

[Prerequisites]
The branch device has connected to the CM.
[Note]

If the branch device decontrols from CM, the pushed down policy will not be lost, but it will not be
under the management of CM.

[Steps]

1. Select [System] -> [Central Management] -> [Decontrol Password] or set [One-time Decontrol
Password];

h Central Manager

Home Branches Policies Alarms Report System
.10

Decontrol Password
Retype Password.
One-time Decontrol Password
One-time Decontrol ..
Shared Key
Shared Key: Snow this
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8.7 VM Template Management

[Scenario]

The CM supports the pushdown of VM and VNF templates for aBOS to meet software-defined
branch device requirements.

[Prerequisites]

1. The branch device has connected to the CM.

2. The branch device is aBOS.

[Note]

1. When selecting an ordinary VM, only aBOS devices later than version 3.2.3 can be selected.

2. When selecting a VNF template, the template can be checked only when aBOS device has
license of that VNF, otherwise it cannot be pushed down.

[Steps]
Step 1: Select [System] > [VM Template Mgt];
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Step 2: Add a VM template and upload the VM template which is to be pushed down.

1. Click [VM Template Mgt] -> [VM Templates], and upload the image, which can be an image of a
virtual machine or a virtual network device.

New Template

Tempiata Name. | asda
VM Type:

Tempiats Fie:

2. Add a new pushdown task.

3. Select the target device, that is, the aBOS device.

New Task %
[ 2)
Basics Select Specify Schedule
Search Q Selected/Total: 1/1 aBOS @ Device name
=% Device Name Device Type  Branch Version
abostest_aBOS 3BOS abostest 323
tinal
Back Next
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4. Specify schedule.

New Task

-,
)

© @

Specify Schedule

P
(o)

Basics Select
Schedule
Time: Allday ) Off-peak hours (&)
Period: 00 : 00 T 1o 23:89 =N 6]
WNF Deployment
Enable auto deployment

Pe

5. View the status of the pushdown task.

VM Template Mgt = C Refresh © New Task
Description VM Tempiate Pushdoun Time

Status. Task Name
[Z Template Pushdown Task
asda - AC 00:00~23:59 Edit Start Delete

[E vM Templates © Not started

Operation

Step 3: Log in to aBOS Web admin console, you can see that the corresponding VM has been

pushed down.

Map Interfaces. Static Route

£33 Network Advanced Options

JrInitialize () Import Network Device

5 Refresh  (© Add Server

Virtual Machine

AC_20191206 [E4

Location

wANL
Run on Node: <Auto>
Datastore: Datastore_2_copy
Interfaces
etho
1AM
Connected To - Switch

Switch Ac,zogzuﬁ

LAN

[l > Poweron [0 Shut Down
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Chapter 9 Maintenance and Troubleshooting

In order to ensure the stable operation of the devices, the device administrator needs to check the
device regularly to ensure operational risks can be detected in advance. The routine check items are
as follows:

9.1

Daily Maintenance Precautions

Maintenance
[tems

Maintenance Instructions

Device removal

Be sure to unplug all power lines and external cables before moving the devices.

Mount devices

on rack

1. If the user does not have a standard cabinet, the user can mount the devices
on a clean workbench. The user shall ensure that the workbench is mounted
firm enough to bear the weight of the devices and cables, leaving 10 cm space
for heat dissipation around the devices.

2. Do not place heavy objects on the devices.

3.In the process of mounting the devices on the rack, pay attention to other
devices in the same cabinet to avoid unplugging the power and network cable
interfaces of other devices.

Installation  of
lugs for devices

After the devices are installed with trays or guide rails, lugs may not be installed
as appropriate. Lugs must be installed in other cases.

Cable Layout

1. Cables laid on walkway must be bound. The bound cables shall be tightly close
to each other, the appearance shall be straight and in order, and the cable clips
shall be with even spacing and moderate tightness. Cables laid in conduits may
not be bound.

2. The signal cables, tail fibers and power lines shall be laid apart from each
other, they shall not be laid too close or even bound together. After the cables
are bundled in the cabinet, they shall be straight and neat, and shall not be
twisted or bent.

3. Before binding the tail fibers, check whether there are objects with burrs,
sharp edges or sharp angles near the fiber laying area. If any, try to avoid them
as much as possible. When the tail fibers are laid outside the cabinet, it is
recommended to install fiber protection casings (corrugated pipes).

Power supply

The Sangfor CM series are supplied by 110V - 230V AC power. Please ensure the
good grounding measures before turning on the power.
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The cable must be labeled with clear indication

1. Power line label: The content is the location information of the opposite end
of the cable. Fill in the location information of the peer device of the cable,
control cabinet, junction box or socket on the cable side where the label is

located.
Label
2. Signal line label: Both sides of the tag respectively identify the location

information of the ports connected to both ends of the cable.

3. Before pasting the labels, fill in or print the contents of the labels on the full
page of tag paper, and then peel it off and paste it on the cables or the wire clips
of signboards.

9.2 Checking Hardware Status

9.2.1 Checking LED Status

When Sangfor CM is working normally, the POWER LED shall be always on, and the ALARM LED will
only be on (for about 1 to 5 minutes) due to system loading when the device is booted, and the
indicator will be off when operating normally. If the LED is always on during use and the device
cannot be used properly, follow the steps below:

1. Please power off the device immediately and switch the system to standby mode;

2. Restart the device after half an hour. If the ALARM LED is still on and cannot be turned off after
restarting the device, contact Sangfor to check whether the device is damaged.

9.2.2 Checking LED Status

Normally, the link indicator at the interface will be green when it senses electrical signals (100 Mbps
link; if it is a Gbps link, the indicator will be orange) and it will be always on. When data passes
through, the ACT indicator at the interface will be orange and flashing constantly. If the link or ACT
LED does not flicker or is not on, follow the steps below:

1. Check whether the network cable is damaged;

2. Check whether the Rr) of interface is damaged,;

3. Check whether the interface is in full-duplex mode and whether it is negotiated and matched,;
4

If no aforesaid problems, please restart the device in time to switch active/standby status, and
contact Sangfor for technical support in time.
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9.2.3 Checking CPU Operation

CM will check [CM System Status] shown on the monitoring of [Home] to confirm whether the CPU
usage is high for a long time. If the CPU usage exceeds 90% for a long time, contact Sangfor for
technical support and confirmation.

‘é]“ Cities

Top 5 Branch Devices by Traffic

Resource Usage

Issue

device(China_Mobile4_WANO) packet_loss_limitation

device(Amazon3_aBOS_WANO) packet_loss_limitation

9.2.4 Checking Exception of Device

Check whether there is any exception on device hardware (whether there is any abnormal sound on
the fan and hard disk).

If there is any abnormal noise inside the device, it may be caused by abnormal working of the hard
disk or fan, please cut off the power immediately and shut down the device. If there is a standby
device, switch the system to the standby host immediately, and contact Sangfor in time to confirm
the fault and repair the device.
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9.3 Checking Configuration Information of Device

9.3.1 Device Configuration Backup

To ensure the stable operation of the network, it is recommended that the customers to back up
the configuration once a month, so as to prevent the system from being unable to be recovered
rapidly due to accidental breakdown of CM device. Steps are as follows:

1. Login to the CM console, click [System] -> [Backup and Restore] -> [System Backup & Restore],
then click [Download] to download the configuration and save it properly.

244, adada Central Manager
L cwsn

9.4 Security Check

9.4.1 Checking Security of Account
1. Whether the administrator password is the default password admin or simple password such as
123456.
2. If the password is a default password or simple password, change the password immediately.
3. The administrator password has not been changed within a month.

4. If the administrator password has not been changed within a month, change the password
immediately and keep it properly.

5. Check whether the console has extra accounts or the console has unnecessary simple accounts
such as Sangfor, test, and English name of the company. If any, delete the extra accounts and
keep the authorized administrator account only.
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9.4.2 Checking Security of Console

Through [System] -> [System Settings] -> [Security] -> [Allow Backstage Access], CM will check
whether the backstage access of the device is enabled. The backstage access is disabled by default
to prevent the device from being logged in by unauthorized personnel in the backstage.

adada Central Manager VPN Policies Alarms Report System Screen

CM2.5.10

System Settings = Allow Backstage Access

& DNS Server
B Public Address

™ customization

L Privacy Options

9.5 Checking Logs

If there are a large number of error and alarm logs in system logs, contact Sangfor in time to
confirm whether the program encountered failure.

The CM can check whether there is any alarm on [Alarms] page.

adada Central Manager
cwas

101



=
&_~ SANGFOR
h—

Chapter 10 Configuration and Password Restoration

10.1 CM Configuration and Password Restoration

Restore the console to the factory default configurations.

1. Login to the CM console, select [System] -> [Backup and Restore] -> [Back Up Configuration] to
restore the configurations, and then save the downloaded backup configuration files properly.

adada Central Manager
CM2510

D Restore to Factory Defaults

[Note]: CM can directly restore factory default settings on device management page. During
restoration, all the parameters configured by CM will be restored to factory defaults, including:
users, branch data, alarm logs, operation logs, etc. Please operate with caution.

[Note]: For the virtualized version or hardware device with VGA display interface, you can directly
check the IP address of the current device through the console.

Helcome to the SANGFOR BBC

&l
https:is-10.118.208.116
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Chapter 11 Troubleshooting

11.1 Unable to Log in to CM Web Admin Console

1.
2.
3.

Check whether the red alarm LED on the device panel is always on.
Use ping to detect whether the intranet port on the device can be connected normally.

Execute telnet command on intranet to check whether the ports such as 443 and 51111 can be
connected.

Check the address of intranet port of Tracert device to confirm whether the data packet can
reach the intranet port of the CM.

Try to use a computer to directly connect the device with a network cable and use ping to check
whether the device can be connected.

If you still can not log in to the device after having tried the above steps, contact Sangfor for
technical support immediately.

11.2 Branch Device Cannot Connect to CM

Check whether the CM device is working properly.

Check whether the login address for CM console and the listening port are correct, ensure that
the account of the branch device is correct.

Check whether the port mapping of the front-end device is correct, and make sure that there is
no problem with the port mapping of TCP5000 port.

Execute telnet command on intranet to check whether the branch device can access the
TCP5000 port of CM.

Check the CM connection configuration of the branch device, ensure that the account,
password and the CM address are configured correctly.

If the branch still cannot connect to CM after the above steps are tried, contact Sangfor for
technical support immediately.

11.3 CM Cannot Manage Branch Device

Check whether the CM is working properly.

Check whether the login address for CM console and the listening port are correct, and
whether the branch device can connected to CM normally.

Check whether the port mapping of the front-end device is correct, and make sure that there is
no problem with the port mapping of TCP port 5530.

Execute telnet command on intranet to check whether the branch device can access the TCP
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port 5530 of CM.

Check the CM connection configuration of the branch device, ensure that the account,
password and the CM address are configured correctly.

If you still cannot manage the branch device after having tried the above steps, contact Sangfor
for technical support immediatel

104



& SANGFOR
—

105

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com


http://www.sangfor.com/
mailto:tech.support@sangfor.com

