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Declaration 

Copyright ©  2012-2017 Sangfor Technologies Inc. All rights reserved. 

No part of the contents of this document shall be extracted, reproduced or transmitted in any 

form or by any means without prior written permission of SANGFOR. 

SANGFOR and the Sangfor logo are the trademarks or registered trademarks of Sangfor Inc. All 

other trademarks used or mentioned herein belong to their respective owners. 

This manual shall only be used as usage guide, and no statement, information, or suggestion in it 

shall be considered as implied or express warranty of any kind, unless otherwise stated. 

This manual is subject to change without notice. To obtain the latest version of this manual, 

please contact the Customer Service of Sangfor. 
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Preface 

The User Manual of Sangfor Central Manager has four major parts.  

The first part gives an overview of the Sangfor Central Manager and describes the architecture and 

key features of Sangfor Central Manager respectively.  

The second part describes the installation and deployment methods of Sangfor Central Manager, it 

states the hardware deployment and virtualized environment deployment, and also describes the 

steps of authorization and activation.  

The third part elaborates how to use, manage and maintain the Sangfor Central Manager, including 

branch Access, quick deployment of mails, automatic creation of VPN, SD-WAN routing and unified 

pushdown of branch policies.  

The fourth part summarizes the FAQs for the installation and use of Sangfor Central Manager.  

The preface contains the following contents: 

⚫ Target Audience 

⚫ Product Version 

⚫ Document Convetions 

⚫ Data acquisition 

⚫ Technical Support 

⚫ Feedback 

⚫ Revision History 

⚫ The recommendations stated in this manual apply to the following objects: 

⚫ Network design engineer 

⚫ O & M Personnel 

⚫ Technical staff on site 

Product version 

The information of products and version contained in this document are as follows:  

Product name Version 

SANGFOR CENTRAL MANAGER 2.5.10 
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Document Conventions 

Graphic Interface Conventions 

 

Text Description Substituted Symbol Examples 

Button Border + shadow + 

shading 

The “OK” button can be simplified as OK 

Menu item [ ] The menu item “System Settings” can be 

simplified as [System Settings]; 

Continuous selection of 

menu items and submenu 

items 

 

→ 

Select [System Settings]→[Interface 

Configuration] 

Options from drop-down 

box, radio box and combo 

box 

 

[ ] 

The combo box option “Enable User” can be 

simplified as [Enable User] 

Window name [ ] Click to pop up the [Add User] window. 

 

 

Prompt 

 

 

“” 

If the prompt box shows “Saving 

configuration succeeded and the 

configuration modified. Do you need to 

restart the service to take effect 

immediately?” 
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Symbol Conventions 

This manual also adopts the following symbols to indicate the parts which need special attention 

to be paid during the operation: 

 

 

 

 

 

 

 

 

 

 

 

Technical Support 

Email for user support: tech.support@sangfor.com  

Technical Support BBS: http://community.sangfor.com  

Company website: www.sangfor.com 

 

Acknowledgments 

Thank you for using our products and user manual. If you have any comments or suggestions on 

our products or user manual, we would appreciate it if you can give us feedback by phone, forum 

or email. 

 

 

 

Convention Meaning Description 

 
Caution 

Indicates actions that could cause setting error, loss 

of data or damage to the device 

 
Warning 

Indicates actions that could cause injury to human 

body 

 

Note 
Indicates helpful suggestion or supplementary 

information 

mailto:tech.support@sangfor.com
http://community.sangfor.com/
http://www.sangfor.com/
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Chapter 1 Terminology 

Term Interpretation 

CM 

Its full name is Central Manager, it aims to provide solutions for the 
operation and maintenance management of branch offices. The CM 
can flexibly deploy the cloud or private cloud of the enterprise, and it 
also can directly purchase Sangfor hardware products. 

SD-WAN 

SD-WAN, namely a software-defined wide area network, is a service 
formed by applying SDN technology to a wide area network scenario. 
This service is used to connect to enterprise networks, data centers, 
Internet applications and cloud services in a broad geological scope, 
aiming at helping users reduce WAN costs and improve network 
connectivity flexibility. 
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Chapter 2 Installation and Deployment of CM 

Sangfor provides hardware CM and software CM. The installation and deployment of hardware CM 
is shown in Chapter 3.1. The software CM can be installed in Sangfor acloud, VMware, XYcloud, 
AliCloud and other scenarios. 

2.1  Deployment of Hardware Devices 

2.1.1  Login to CM Web Admin Console 

1. Use web browser to Access: https://"CM Management IP", then the CM Web admin console will 
show as follows: 

 

Description: 

1) The Web console is used to manage and configure the Sangfor SANGFOR CENTRAL MANAGER, 
and requires the PC can Access to the management IP configured for the SANGFOR CENTRAL 
MANAGER host during the installation. If the IP address is not manually assigned during the 
installation, the default IP address will be 10.250.0.7. In this case, you need to connect the 
physical port of the PC and the LAN port of the SANGFOR CENTRAL MANAGER host to the same 
switch, and then configure an IP address at 10.250.0.x on the PC. Open the browser and enter 
https://10.250.0.7 in the address bar. 

2) Sangfor Central Manager console can be Accessed with the following browsers: Internet 
Explorer, Firefox, Chrome, etc. 

2. Enter the username and password in the login box, and click the Log In button to log in to the 
Central Manager console for configuration. By default, the username and password are both 
"admin" (excluding the quotes). 

3. Upon login, you can change the password, as shown below: 
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After successful login to the console, the home page is displayed, as shown below: 

 

2.1.2  CM Setup 

1. Check [System] -> [System Settings] to complete system configuration. It includes network 
configuration, DNS settings, port settings and customization settings. 

[Network] is used to configure IP address, netmask and gateway address. 

 

The Central Manager only supports single-arm deployment mode, and does not need to 
configure the deployment mode but configure the network settings directly. 
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2. [DNS Server] is used to configure the DNS server address for Central Manager to ensure that the 
device can parse the web page normally. 

 

 

3. [Public Address] is used to set the address and listening port of the Central Manager, and it is 
used for the port connecting the branch device to the Central Manager. The page is as follows: 
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2.2  Deploy Central Manager on Sangfor acloud Platform 

2.2.1  Resource Requirements 

1. The configuration requirements for Central Manager deployment are as follows:  

 

 

 

 

2. Recommended CPU model for the physical machine where .OVA file is located: 

Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz or higher  

 

2.2.2  Download Template 

1. Download CM template of the version 2.5.1 

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all 

 

After the Central Manager is deployed, it can be upgraded to the latest version by installing 
the corresponding update package. 

 

CPU Memory System Disk  Data Disk 
Branches 
Supported 

4 cores 8 GB 240 GB 500 GB 2,000  

2 cores 8 GB 240 GB 500 GB 200  

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all
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2.2.3  Import CM Template 

1. Log in to acloud platform, click New to create a new VM. 

 

2. Click [Import Virtual Machine]. 

 

3. Select the downloaded OVA template with the version 2.5.0, specify the information such as 
[Group], [Datastore], click [Import], then wait for uploading and complete the creation. 
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4. After successful import, click on the Power On button on the VM summary page. 

 

The default IP address of the eth0 port of Central Manager is 10.250.0.7/24. Configure computer 
with an IP address residing on the same network segment, use the browser to Access 
https://10.250.0.7 to log in to Central Manager, and then fill in the authorization information of 
vCM. 

 

 

 

 

2.3  Deploying Virtual Central Manager on VMware vCenter 

2.3.1  Resource Requirements 

1. The configuration requirements for Central Manager deployment are as follows: 

 

 

 

 

 

2. Recommended CPU model for the physical machine where .OVA file is located. 

Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz or higher 

 

CPU Memory System Disk Data Disk 
Branches 
Supported 

4-core 8G 240G 500G 2,000 pieces 

2-core 8G 240G 500G 200 pieces 
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2.3.2  Download CM Template 

1. Download CM template of the version 2.5.1 

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all 

 

After the Central Manager is deployed, it can be upgraded to the latest version by installing 
the corresponding update package. 

 

2.3.3  Import CM Template 

1. Open VMware Workstation, click [Open].  

2. Click [Browse] to specify a location to store the VM. 

3. Click Import to complete the deployment. 

The default IP address of the eth0 port of Central Manager is 10.250.0.7/24. Configure computer 
with an IP address residing on the same network segment, use the browser to Access 
https://10.250.0.7 to log in to Central Manager, and then fill in the authorization information of 
vCM. 

 

 

 

 

 

 
 

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all
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Chapter 3 Licensing Central Manager 

3.1  Authorization Methods 

1. CM provides two authorization methods: [Online Licensing] and [Offline Licensing]; 

2. Online licensing: It is recommended when CM has Internet connection. If CM loses connection 
to Internet, all management functions will become invalid, but branch devices can connect to 
and report configurations to CM. 

[Note]: The online licensing may cause delay in updating authorization due to network latency. 
Generally, it will take around 10 minutes to complete the update. 

3. Offline licensing: If CM does not have Internet connection, USB key can be used for 
authorization. It is mainly used in the scenario where CM is deployed in   intranet (when CM 
cannot connect to the Internet). 

[Note]: When CM is deployed on Sangfor HCI platform as a software, it does not support the 
authorization method by using USB key. 

4. The two authorization methods are shown in the following figure: 

 

1) [Online Licensing] Fill in the applied gateway ID and license key correctly. The device must be 
connected to the Internet, and the authorization can be made successfully after the device is 
connected to an authorization server. 

 

2) [Offline Licensing] It is required to use USB key and after the USB key is inserted into CM , it will 
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automatically identify the authorized user and the key ID, and fill in the license key information. 
With this authorization method, the device does not need to be connected to the Internet, but 
a USB key must be inserted. If the key is not inserted or the key is unplugged, the authorization 
will turn invalid immediately.  

 

3.2  Licensing Test Device 

On the [Online Licensing] page, click [Apply for Free Trial] to apply for license key for test device and 
then enter the application page and fill in the required fields. After successful application, the 
license key will be sent to specified mobile phone number by SMS. 

This method is [Online Licensing] and requires the device be connected to the Internet in 
order to apply and activate license key. 
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3.3  Port Requirements of Central Manager 

1. The CM is deployed in single-arm mode. Generally, DNAT is required on the gateway device, 
and the port used for branch device connecting to CM needs to be open to the public network. 
The following ports need to be mapped on the gateway device: 

2. TCP/UDP port 5000: A communication port through which the managed branch device is 
connected to CM. It must be mapped, otherwise the branch device cannot connect to CM 
platform. 

3. TCP port 5530: A communication port through which branch devices can be managed remotely. 
It must be mapped, otherwise the function of remotely login to the branch device cannot be 
used on CM platform. 

4. TCP port 443: It is a HTTPS communication port of CM. The administrator logs in to the CM 
platform port for management. 

[Public Address]: Specify listening port and CM addresses for branch devices to connect, which is 
deployed with email containing quick deployment guide and deployed via cloud based quick 
deployment. 
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Chapter 4 Device Management 

4.1  Adding Branch 

[Scenario] 

On Central Manager, create an account and password for the branch device, which is used by 
branch devices to connect to CM, so as to ensure connection security. 

[Prerequisites] 

The CM deployment is completed. Branch devices and CM can communicate properly via the TCP 
ports 5000 and 5530. 

[Steps] 

1. Add group. 

 

2. Specify group name. 

 

3. Add branch. 
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[Branch Name]: Specifies name of the branch for easy identification. 

[Branch Device(s)]: It include aBOS, IAM,NGAF, MIG, WANO, and SG. 

[Access Token]: It is used by branch devices to connect to Sangfor CM. 

[Geo Location]: Specifies the location where the branch device is located and displays easily on the 
Home page. 

[Group]: Select the group which the branch belongs to. 
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4.2   Email Deployment for Branch 

[Scenario] 

On SANGFOR CENTRAL MANAGER, configure the deployment mode of the branch. The branch 
administrator receives mails and clicks relevant links in the mail to quickly deploy the branch device 
online. 

[Prerequisites] 

1. The SANGFOR CENTRAL MANAGER device deployment is completed, and the branch device can 
normally Access TCP5000 and TCP5530 ports of SANGFOR CENTRAL MANAGER, and the 
configurations for [Access Address Settings] are correct. 

2. The mailbox provided by the branch administrator can normally receive the mails in terms of 
quick deployment. 

[Notes] 

1. The device for quick deployment of mails must be a device in factory default. If the device has 
been configured, it needs to be restored to factory default, otherwise the quick deployment 
may fail. 

2. Before setting the quick deployment configuration, it is required to set SANGFOR CENTRAL 
MANAGER address in advance. The mail for quick deployment will be push down together with 
this address. If the configuration is incorrect, the branch will fail to Access SANGFOR CENTRAL 
MANAGER. The address mentioned here must be an address that can be Accessed by the 
branch. If the single arm mode of SANGFOR CENTRAL MANAGER is enabled in intranet, and is to 
be mapped in through the gateway, the mapped public IP address shall be configured here. See 
the figure below: 

 

3. The quick deployment mails as of WOC9.5.5 have been switched to using eth1 port for 
deployment. However, if the device is upgraded from version 9.5.3, then the quick deployment 
network port is still eth0. To maintain consistency with the mail, it is required to restore the 
device to factory default settings. (Operate on interface) 
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[Steps] 

Step 1: Configure the SMTP server 

 

[Server Address]: smtp.126.com (QQ: smtp.qq.com or 163: smtp.163.com) 

[SMTP Server IP]: qxctest01@126.com (address of the sending mail) 

[Service Port]: 25 (25 by default, do not select SSL) 

[Username]: qxctest01@126.com (same as the sending mail) 

[Password]: XXX (not the login password of the mail, but the authorization code of the mail, see as 
follows) 

Step 2: Configure quick deployment information of the branch 

1. On the page of [New], click [Settings] of [Quick Deployment] to configure. 
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2. Click the [Preview Email] to preview the content of the mail. 
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Step 3: Send deployment mail 

On the page of branch overview, select the branch created, and click [More] -> [Send Email] to send 
deployment mail to the branch administrator. 

 

 

Step 4: Configuration at branch 

1. The branch administrator receives the deployment mail. 

 

2. Power on the device According to the instructions in the mail, connect network cables as 
instructed, and configure the computer's IP address (the current version of MIG and WOC 
supports obtaining IP address by using DHCP, that is, the computer configuration will be 
obtained automatically, and then the computer will be directly connected to the device to start 
quick deployment). 
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3. Click the link in quick deployment mail 

 

4. The browser will automatically open and log in to the device. After successful login, it will 
prompt the deployment information. Click [Start Deployment] after checking the information 
below. 

 

Step 5: Effect of quick deployment 

1. After the deployment of the branch is completed, you can see the prompt of successful 
deployment. 
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2. Click [Visit Now] to log in to the device directly. 

 

3. As shown in [Central Management], you can see that the device has automatically joined the 
SANGFOR CENTRAL MANAGER. 

 

4. In SANGFOR CENTRAL MANAGER, you can see that the device is already online. 
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4.3  Branches Manual Connect to SANGFOR CENTRAL MANAGER 

Besides the quick deployment, the branch device can also be connected to SANGFOR CENTRAL 
MANAGER by manually configuration, where the SANGFOR CENTRAL MANAGER device can be 
connected by properly setting the accounts on corresponding branch device in Accordance with the 
branch information created by the SANGFOR CENTRAL MANAGER. 

4.3.1  aBos Connects to SANGFOR CENTRAL MANAGER 

The SANGFOR CENTRAL MANAGER can be successfully connected by the branch aBOS administrator 
who logs in to the aBOS console, and opens the [System] -> [Central Management] to fill in the 
address, port, device name and password which are provided by the SANGFOR CENTRAL MANAGER 
administrator at the headquarters. 

 

4.3.2  IAM Connects to SANGFOR CENTRAL MANAGER 

The IAM administrator in the site shall login the IAM Console, open [Systemt] -> [Genera] -> 
[Central Management], and fill in address, port, site password and branch name provided by 
SANGFOR CENTRAL MANAGER administrator in the headquarters, and then SANGFOR CENTRAL 
MANAGER can be successfully connected. 
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4.3.3  WANO Connects to SANGFOR CENTRAL MANAGER 

The WANO administrator in the site shall login the WANO console, open [System] -> [Centralized 
Management Configuration], and fill in address, port, site password and branch name provided by 
SANGFOR CENTRAL MANAGER administrator in the headquarters, and then SANGFOR CENTRAL 
MANAGER can be successfully connected. 

 

4.3.4  MIG Connects to SANGFOR CENTRAL MANAGER 

The SANGFOR CENTRAL MANAGER can be successfully Accessed by the branch MIG administrator 
who logs in to the MIG console and opens the [System] -> [Central Management] to fill in the 
address and port provided by the SANGFOR CENTRAL MANAGER administrator at the headquarters 
as well as the password and name of the branch. 
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4.3.5  NGAF Connects to SANGFOR CENTRAL MANAGER 

The NGAF administrator in the branch shall login the NGAF Console, open [General] -> [Central 
Management], and fill in address, port, site password and branch name provided by SANGFOR 
CENTRAL MANAGER administrator in the headquarters, and then SANGFOR CENTRAL MANAGER 
can be successfully connected. 

 

 

4.4  Screen  

The console is added with a new function of screen, which includes the Branches, VPN Topology, 
and Global access, as shown in the figure below: 
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4.4.1  Branches Screen 

1. The middle part of the [Home] page displays the current branch access status in a map. Green 
indicates that the current connected branch is normal, yellow indicates that an alarmon the 
current connected branch, red indicates that the current branch is off-line. If there is any 
inactive branch, the number of inactive branches is displayed. 

 

2. The two sides of the home page are used to display the status of the SANGFOR CENTRAL 
MANAGER connected branches, including the Branch Devices, the Top Branch Devices by Alarms 
(24 hours), the Alarm Trending, the Alerting Branch Devices, the Branch Device Distribution, the 
Top 5 Branch Devices by Traffic, the Resource Usage, etc. 

[Branch Devices] indicates the total number of current branches and is classified in accordance with 
different statuses. The green indicates the healthy branch devices. Yellow indicates the alarming 
branch devices. Red indicates the off-line branch devices. Gray indicates the total number of 
inactive branches. 

[Top Branch Devices by Alarms (24 hrs)] indicates the alarm statistics of branch devices within 24 
hours. 

[Alerting Branch Devices] keeps statistics of unexpected error and alarm items of branch devices 
and makes a ranking. 

[Alarm Trending] displays the usage of the abnormal branch devices and makes a ranking. 

[Resource Usage] shows the CPU usage, memory usage, and disk usage of the SANGFOR CENTRAL 
MANAGER devices. 

[Top 5 Branch Devices by Traffic ] counts applications with high traffic occupancy in all branch 
devices, and then performs reasonable traffic control and monitoring. 

[Branch Device Distribution] shows the total number of branch devices, and cities 

corresponds to the cities where the branch points are distributed. Online users 

shows the statistics of on-line users at all branch devices. 
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3. Move the mouse to a different province on the map to check the status of connected branch of 
the province. 

 

4. Select the province to check the distribution of branch devices in different cities of the province. 

 

5. Select the city to check the distribution of branch devices in different regions of the city. 
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4.4.2  VPN Topology Screen 

1. Click [Screen] -> [VPN Topology] to display the VPN connection information of the existing 
branch devices on large screen, where green means that the VPN connection of the connected 
branch is normal, orange means that the branch has alarms, red means that the branch is offline, 
and gray means that the branch is not activated. 

 

[Search device] is used to search for a specified VPN device. 

[VPN Devices ] counts the status of all VPN devices on the whole network.  

[Alarms on VPN Device Over Last 24 Hrs] displays the alarm information of each VPN device within 
24 hours. 

[Top5 Devices by Bandwidth Usage] counts the Top 5 applications of traffic occupancy in all branch 
VPN tunnels. 

[Path Selection-Apps] intuitively shows the effect after the device has matched with the SDWAN 
path selection policy. 

2. Click on corresponding device to view the distribution of unilateral traffic on the device 
regarding the SDWAN path selection result of the VPN device. Click the Sangfor5_WANO Device 
on the VPN Topology to view relevant traffic distribution diagrams, as shown in the figure 
below: 
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[10s Refresh, 1min Refresh] indicates the refresh interval of VPN device traffic distribution diagram 
for using SDWAN path-selection policy. 

[Traffic-Top 5, Priority-Top 5] When there are many applications generating traffic or there are 
many priorities of applications, it can be selected to display the SDWAN path-selection diagram of 
the applications of top 5 traffic or top 5 priorities. 

[Search] finds out the traffic diagram of corresponding application according to the application 
name or IP.  

[Application] identifies the application customized According to the SDWAN path-selection policy. 

[Priority] identifies According to the priority customized in the SDWAN path-selection policy.  

[Set as Default] After setup, display can be done in the lower left corner of the VPN Topology. 

[Line] shows the effect diagram of traffic dispatched to specific line According to the SDWAN 
path-selection policy. 

[Device Overview] shows the utilization of VPN total bandwidth. 

[Alarms On Devices] shows the status, object, alarm details and start time of device alarm. 

3. Click the corresponding tunnel of two VPN devices to view the traffic distribution diagram of 
SDWAN path-selection policy effect of VPN device inside the tunnel, as shown in the figure 
below: click the Sangfir2_WANO-China_module_WANO tunnel to view the traffic distribution 
inside the tunnel  

 

[10s Refresh, 1min Refresh] indicates the refresh interval of VPN device traffic distribution diagram 
for using SDWAN path-selection policy. 

[Traffic-Top 5, Priority-Top 5] When there are many applications generating traffic or there are 
many priorities of applications, it can be selected to display the SDWAN path-selection diagram of 
the applications of top 5 traffic or top 5 priorities. 

[Search] finds out the traffic routing effect diagram of corresponding application According to the 
application name or IP. 
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[Application] identifies the application customized According to the SDWAN path-selection policy. 

[App Priority (HQ)] identifies According to the priority customized in the SDWAN path-selection 
policy. 

[HQ Link] shows the dispatching effect diagram of traffic on headquarters line According to the 
SDWAN intelligent routing policy. 

[VPN Path (Branch)] shows the dispatching effect diagram of traffic on branch line According to the 
SDWAN path-selection policy. 

[VPN Connection (HQ Branch)] shows the VPN connection between HQ VPN device and branch. 

[Status] shows the status of VPN connection.  

[Packet Loss Rate, Latency, Jitter] shows the real-time line quality of VPN connection. 

[Outbound and Inbound ] shows the real-time outbound and inbound bps of VPN connection.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

40 

 

4.4.3  Global Access Screen 

Click [Screen] -> [Global Access] to display the operating status of currently global accelerated 
Access services, where green means that the existing branch connection is normal, orange means 
that the existing branch has alarms, and red means that the existing branch has been disconnected. 
See the figure below: 

 

[TOP 5 Devices By Bandwidth Alarms] shows the number of full load alarms on each branch device 
in the last 24 hours. 

[Outgoing Lines] shows the connected status information of the lines of each branch, including 
packet loss rate, latency, inbound and outbound, and shows the effect of lines optimization. 

[Top 5 Devices by Alarms on Packet loss] shows the device reached the packet loss alarm threshold 
in the last 24 hours, and shows the alarm times. 
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4.4.4  Branch Overview 

1. Click [Branch] to view the information such as currently configured branches, its online and 
offline status, CPU usage and disk usage. 

 

 

2. Click the Online Branch to view the overview of the existing branches, or to do single sign-on 
remotely. 
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4.4.5  VPN Overview 

1. Click [VPN] to view [Overview], where the status information of VPN tunnel of the branches can 
be viewed. 

 

2. Click the branch name to go to the page of VPN device overview of the existing branch. 

 

[Branch Devices] indicates that the device type is HQ VPN device, and the following is the status of 
all branches connected therewith. 

[VPN Tunnel Traffic] If there is only this option, it means that the device type is the branch VPN 
device, and the following is the status of each VPN link between the branch and the HQ VPN device. 

[Throughput] displays the VPN trend of sending and receiving traffic in the latest day. Click to 
enable the refresh of real-time traffic trend. 

[VPN Tunnel Traffic]] is to check the connection status of the device and all HQ VPN devices, 
including status, traffic distribution by applications, latency, inbound and outbound. 
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Chapter 5 Centralized VPN Management 

5.1  VPN 

[Scenario] 

The VPN function supports the creation of VPN on Sangfor Central Manager, the configuration of 
basic information of HQ VPN device, and the selection of corresponding branch device; other 
information will be generated automatically by the Central Manager, and corresponding VPN 
configuration will be pushed down to establish VPN connection automatically, thereby simplifying 
the configuration by the headquarter administrator. 

[Prerequisites] 

1. The HQ VPN device and the branch device are connected to the Sangfor Central Manager 
platform. 

2. Relevant VPN ports of HQ VPN device have been released on the Internet (SANGFOR VPN 
TCP\UDP 4009); and normal VPN connection can be established through the Internet. 

[Steps] 

1. Click [Add New VPN] under the [VPNs] tab. 

 

2. Input the name for the new VPN. 

3. Select a HQVPN device. 
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4. Configure VPN authentication method, WeAgent address, local subnet and other settings. 
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5. Select branch devices. 
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6. Click [Push Down] to distribute the configuration immediately to the managed branch devices . 

 

7. After distribution, log in to the HQ VPN device and branch device to view pushed-down VPN 
configurations. 

 

 

8. VPN connection status shows whether a VPN connection is established between branch device 
and HQ VPN device. 

 

9. On the Central Manager, it can be seen that the VPN branch and the VPN status are both 
normal. 
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10. If the HQ VPN device and the branch devices are connected to the Central Manager, the VPN 
connection has been established manually, and the VPN supports VPN devices to automatically 
report VPN configuration. Then the SANGFOR CENTRAL MANAGER can generate the VPN 
configuration automatically According to the reported VPN configuration. 

5.2  Tunnel Routes 

CM2.5.6 supports the distribution of tunnel route configuration, in order to make branch devices 
Accessed by each other via HQ VPN device. 

[Scenario] 

1. Access between branch devices: When branch A and branch B are connected to headquarter 
VPN device, tunnel route can be used to establish connection between between branch A and 
branch B via the headquarter VPN device. 

2. Branch-to-Headquarter: When branch C is connected to the secondary headquarter B, tunnel 
route can be used to connect branch C and  primary headquarter A via headquarter B.. 

3. Branch-to-Internet via Headquarter: When branch B has no Internet connection, but it is 
connected to headquarter A, tunnel route can be used to allow the intranet users in branch B to 
Access the Internet via headquarter A. 

4. Backup Across HQs: Certain business system is Accessible from headquarters A and B. 
Connection from branch C is firstly made through HQ A, then through HQ B when connection to 
HQ A fails. 

[Prerequisites] 

1. The headquarter device and branch device are connected to the Central Manager.  

2. VPN has been created for these devices , and the tunnel is established normally. 
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[Steps] 

1. Select [New] in the [Tunnel Routes].  

 

2. Select the type of tunnel routes According to the Actual scenario. 

 

3. Select two devices that you want to connect. 
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4. Automatically select an intermediate device. 

 

 

5. Click OK to complete the configuration of tunnel routes. 
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5.3  SD-WAN Path Selection 

5.3.1  Basics 

[Scenario] 

SD-WAN path selection function is to schedule multiple lines flexibly According to business category; 
it supports the link quality QOE identification, and supports assignment of dedicated line for 
important business or selection of optimal line based on link quality. 

Functions:  

1. Identify applications based on LAN services. 

2. Support four path selection modes: 

1) Specified path: Select a path According to the LAN services. It is often used in video 
conferencing service, or some services that have some requirement for lines. 

2) Session based link load balancing by remaining bandwidth percent: assign connections based 
on the real-time remaining bandwidth percent of lines. It is often used for file uploading or 
downloading service, and other services that have fewer requirements for line quality. 

3) Session based link load balancing by optimal path select optimal line According to the real-time 
line quality. It is often used for services that have high requirements for line quality. 

4) Packet based link load balancing: It is used for single bandwidth-intensive application , e.g., 
high-definition video conference, large file transmission over FTP. 

a) In case of the line fault, line switchover occurs within 1 s, without interrupting services. 

b) There are five levels of priority. the business with higher priority will be forwarded first. 

c) Line switchover will occur when a line is loaded... 

[Prerequisites] 

1. The headquarter device and branch device are connected to the Central Manager; 

2. VPN has been created on these devices, and the tunnel is established normally; 

3. The tunnel between HQ and and branch devices has2 or more VPN connections, e.g., 2 
dedicated lines, 1 dedicated line and 1 Internet line. 
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5.3.2  VPN Paths 

1. Configure the types and the ISPs of the headquarter line and the branch line respectively in 
[SD-WAN Paths] - [VPN Paths]. 

 

2. Configure the specific bandwidth for lines on HQ VPN device and branch device, respectively. 

3. Log in to the HQ WANO device and the branch WANO device respectively, and configure the line 
bandwidth and IP address According to the Actual bandwidth of each line. 

 

 

Because the device attempts to utilize line bandwidth much as possible and the bandwidth 
provided by certain ISP may not be up to the nominal value, it is suggested to set the bandwidth of 
multi-line device to 90%-95% of the Actual bandwidth of the line, in order to avoid the degradation 
of link quality, the increase in latency, packet loss and bad service experience after the link is on full 
load. 
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5.3.3  Defining LAN Services Routing Object 

Define LAN service under the [LAN Services].. 
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5.3.4  Configuring Path Selection Policy 

In SD-WAN Paths > Path Selection, click New to create the SD-WAN path selection policy. Then, 
select the existing branch device, select service, select Specified path] as path selection mode, and 
select a specific path. 

 

 

[Policy Name] means the name of the policy. 

[Devices] specifies the applicable VPN devices. 

[LAN Services] specifies the applicable LAN services. 

[Path Selection Mode]: Select path selection mode. 

[Priority]: Select the flow control priority. 

Move the SD-WAN path selection policy of the highest priority to the top, and policies will be 
matched from top to bottom. 
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5.3.5  Pushing Down Policy 

1. After the policy configuration, the policy can be pushed down immediately. 

 

2. After clicking the button Push Down Policies, you may log in to branch devices and view the 

pushed down policies. 

 

 

5.3.6  Effect Display 

Log in to corresponding branch device to view the VPN status and VPN traffic, where the traffic is 
dispatched in Accordance with the specified path selection policy. The following figure shows the 
effects of specified line. 
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5.4  Global Acceleration 

[Scenario] 

Following the development of the Belt and Road, more and more domestic enterprises go abroad. 
These enterprises need to establish networks between overseas branch offices and domestic 
headquarters. However, the network experience from many foreign countries is poor, affecting the 
data transmission between headquarter and branch offices. By establishing the global Access 
connection through the WAO, Global Access large screen shows status of lines in real time, so as to 
ensure line stability.  

 

[Prerequisites] 

1. The global Access service has to be provided, and corresponding license key files shall be 
imported to the device. The service files are described as follows: 

1) The global Access service license exists in the form of file; the format of the license file 
used on Central Manager is different from that on WANO; 

2) License key file on Central Manager: It includes the service information of all regions, 
named license.xls; 

3) License key file on WANO:It includes the service information of single region, named as: 
region_bandwidth_start time_end time.csv, e.g., China_20Mb_20190603_20200603.csv; 

4) This document only provides instructions on license key file used on Central Manager; 

5) Importing non-official license key file is not allowed. 

2. Add an outbound policy to allow TCP ports 443 and 12233 on the gateway device connected to 
the corresponding WANO.; 

3. For the WOC device using the global Acceleration service, its license key shall support multiple 
lines, at least 2 lines. 

 

[Note] 

1. To ensure the line security, in addition to specifying one outgoing line, a connection can be 
established through the Internet. 

2. When WANO is deployed in single-arm mode, multi-line must be enabled, and at least 1 line must 
be configured, otherwise the global Acceleration service cannot be connected. 
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3. When two WANO devices form high availability environment, it is necessary to import the global 
Acceleration service license key file to the Active WANO device only, which will be synchronized to 
the standby WANO device automatically.D not import the same license key file to the two WANO 
devices. 

4. Due to limitations of the realization mechanism of global Acceleration service, the corresponding 
outgoing line will multiplex a part of bandwidth resources of the outbound line. When you stop 
using the global Acceleration service, please be sure to restore the bandwidth settings of the line. 

 

[Steps] 

1. Import license key file 

1) Log in to Sangfor Central Manager Web admin console, click [VPN] -> [Global Acceleration] -> 
[Paid Already, Get Started] 

 

2) Click Import, select the corresponding .xls license key file file, and click OK to import the file. 
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2. Associate device  

1) Service Description: 

The detail information of regions included in the license key file can be viewed on the Global 
Acceleration page; 

Each service can only be associated with one WANO device or one pair of Active and standby WANO 
devices; and one WOC device can only be associated with one service at the same time. 

Click Select under Associated Device column, select the corresponding device in the pop-up box, 
and click OK to bind the service (it is unnecessary to separately import the license key file onto that 
WANO device; Central Manager will automatically push down the selected license to the WANO 
device); 

1) When selecting a device, you may specify outgoing line and this is optional; when needed, 
please be sure that the selected line can connect to the Internetnormally, and the line 
bandwidth meets the bandwidth requirement for service activation. 

 

 

Click Learn More to return to the introduction page of global Acceleration. 

Click Import to import a new license key file. 

Click the Global Access View to go to the [Home] -> [Global Access] page. 
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3. Check the Global Acceleration status of WANO 

1) Log in to the Web admin console of the WANO device which has been associated with 
global Acceleration service (it can be Accessed with the SANGFOR CENTRAL MANAGER 
single sign-on function); 

2) Click [Maintenance] -> [Global Acceleration] to check whether the status is "Connected". If 
so, it means that the WANO device can use the service; 

3) Check whether the "Region", "Bandwidth" and "License Expiration Date" are consistent 
with the service selected by the Central Manager; 

4) Check whether the software-defined IP address has been generated, and write down that  
IP address of the headquarters WOC device. 

Note: The software-defined IP address uses the 32-bit mask 192.168.160.x by default; if the same 
network segment exists in the intranet 

 

4. Configure multi-line 

1) Go to [System] -> [Network] -> [Multiline]; click New, or click Edit to edit the existing line 

(optional); 

 

2) Select "vwan" for line interface, and configure the applied bandwidth value of the virtual 
outgoing line used for global Access. For instance,, the outgoing line is set to line 1 when 
configuring virtual outgoing line, the bandwidth of the corresponding physical link is 50 M, 
and the bandwidth of the virtual outgoing line is 20 M. Then that virtual outgoing line 
occupies 20 M bandwidth of that link, and only 30 M bandwidth can be used for Internet 
Access. 

 

3) Check the [Enable Multiline] box, the configuration changes take effect after being saved.is 
successfully. 
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5. Create VPN on Central Manager 

Create VPN for the device associated with global Acceleration service. To ensure the global 
Acceleration effect and the business stability, it is recommended to establish another connection via 
the Internet, where the IP addresses of vWAN virtual network adapter and public network are 
configured in the primary WebAgent (only the virtual outgoing line is configured in the example). 

 

6. Verify the Result 

1) Connection between headquarter and branch device has been established successfully through 
the virtual outgoing lienline. 
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2) The branch device is able to Access the business system at headquarter. 
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Chapter 6 Centralized Management of Policies 

6.1  Supports to Central Management of Branch Policy 

The following describes requirement for branch device version if branch device wants to connect to 
Central Manager or use policies pushed down from Central Manager. 

Device Type 
Version  Required for 
Central Management 

Version Required for 
Policy Distribution 

IAM Above 12.0.18 Above 12.0.18 

vIAM Consistent with IAM Consistent with IAM 

NGAF 7.5.2 (on demand)/8.0.7 7.5.2 (on demand)/8.0.7 

vAF  
(on aBOS only) 

7.5.3 (on demand) 7.5.3 (on demand) 

WANO Above 9.5.3 Above 9.5.3 

vWANO (on 
aBOS,Sangfor 
acloud,XYcoud) 

Above 9.5.3 Above 9.5.3 

MIG Above 6.2 Above 6.2 

aBOS 3.2.1 
Support vIAM, vAF and 
vWANO distribution 

Note: 

1. The supports list shall be subject to the latest version of Central Manager; 

2. Cental Manager does not support connection from the devices outside the 
above list; 

3. Refer to the release document of certain device type for the functions 
supporting pushdown. 

Future supports will be continuously updated along with the release version. 
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6.2  Centralized Management of IAM Policy 

[Scenario] 

Central Manager supports the central management and the policy pushdown of IAM12.0.9 and 
later versions. If version of the managed IAM device is earlier than the version 12.0.9, the central 
management and the policy pushdown can be done on the Central Management Console (CMC). 

The consistency between the branch device and the policy template is maintained by upgrading the 
template, for the purpose of easier unified pushdown of policy from Central Manager. 

[Prerequisites] 

1. The branch device is connected to Central Manager. 

2. View the version information of the branch device to check whether it meets the requirement 
for CM and policy pushdown. 

6.2.1  Downloading Branch Image File  

Central Manager has restructured the architecture of CMC, replaced the original interface library 
with the docker, provided the high-performance framework, and simplified the configuration; and it 
supports the management of multiple versions; to Achieve the bulk management of branch device 
policies, it is necessary to import the template of the connected branch devices. Go to the site 
below to download: 

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/27/all  

 

 

The suffix of the managed branch device template file is .Sangfor Central Manager 

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/27/all
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6.2.2  Importing Branch Device Template 

1. In System, click the [Upgrade], select [Branch Device Versions]. Click [New] to enter the Add 
New Version page. 

 

 

2. Specify the version name, and click [Browse] to select the downloaded template file. 

 

3. Select the downloaded .Sangfor Central Manager file, which is an image file of branch device 
and wait for upload to complete. 

4. After the upload is completed, you will see it, as shown below. 
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6.2.3  Upgrading Image File 

The version of the downloaded branch device image file is the first version of the branch device the 
product line is connected to the SANGFOR CENTRAL MANAGER; if it is inconsistent with the version 
of managed branch device, i can be upgraded to the corresponding version. 

1. Download the update package of corresponding product. 

2. In System > Upgrade > Update Packages, click New and select the update package downloaded 
in the previous step and upload it to the Central Manager platform. 

 

 

 

3. After the upload is completed, it will be added to Branch Device Versions list, as shown below: 
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4. Find the image file to be upgraded in the [Branch Device Versions], and click [Upgrade]. 

 

 

5. The upgrade task can be viewed in the Tasks in System > Tasks and Logs.  
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6.2.4  Creating Policy 

1. Click [New Policy Template] in Policies . 

 

2. Select [Create New Template] as the method, choose template type and specify template name, 
then click [Select] to select branch devices. 
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3. After choosing devices, click [OK] to save the settings. 
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6.2.5  Configuring Policy Template 

1. Click on the newly-created policy template to go to the policy configuration page. 

 

2. On this page, the detailed contents of the policy can be seen, and the policy can be configured 
According to Actual demands; To use the policy created on branch device preferentially, check 
the option Its priority is lower than that of the terminal. 

 

3. After the policy configuration, you may click on the button [Push Down Configuration]. 
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6.2.6  Checking Configuration Pushdown 

1. If the [Push Down Configuration] is not clicked, the default time interval of automatic pushdown 
is 30 mins. 

2. View tasks to check whether the configuration is successfully pushed down; click [View] to view 
task details. 

 

 

3. If the configuration has been pushed down successfully, the pushed-down policy can be seen on 
the branch device. 
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6.3  Centralized Management of NGAF Policies 

[Scenario] 

Central Manager supports the central management and the policy distribution of version NGAF7.5.2 
(on demand)/8.0.7. 

The consistency between the branch device and the policy template is maintained by upgrading the 
template, for the purpose of easier pushdown of policy from Central Manager. 

[Prerequisites] 

1. The branch device is connected to the Central Manager. 

2. View the version information of the branch device, check whether it meets the requirement for 
CM and policy pushdown (refer to Chapter 6.1 for more information). 

[Steps] 

Refer to the steps in the centralized management of IAM policies. 

6.4  Centralized Management of WANO Policies 

[Scenario] 

CM supports the centralized management and the policy pushdown of WOC9.5.3 and later version. 

The consistency between the branch device and the policy template is maintained by upgrading the 
template, for the purpose of easier unified pushdown of policy on the CM. 

[Prerequisites] 

1. The branch device is connected to the CM. 

2. View the version information of the branch device, check whether it meets requirements for 
CM and push down (refer to Chapter 6.1 for more information). 

[Note] 

When the connected device is WANO, attentions shall be paid to the modules supporting policy 
pushdown. 

[Steps] 

Refer to the steps in the centralized management of IAM policies. 
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6.5  Centralized Management of aBOS Policies 

[Scenario] 

CM supports the centralized management and the policy pushdown of vIAM, vNGAF, vWANO 
deployed on aBOS. 

The consistency between the branch device and the policy template is maintained by upgrading the 
template, for the purpose of easier unified pushdown of policy from the CM. 

[Prerequisites] 

1. Branch devices like aBOS vIAM, vNGAF and vWANO are connected to the CM. 

2. View the version information of the branch device, check whether it meets the requirements 
for d CM and policy pushdown (refer to Chapter 6.1 for more information). 

[Note] 

For virtual components such as vIAM, vNGAF and vWANO in aBOS device, the consistency between 
the version of policy template and the version of virtual component shall be guaranteed when 
distributing policy. 

[Steps] 

Refer to the steps in the centralized management of IAM policies. 
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Chapter 7 Unified Management of Branch Devices 

7.1  Unified Upgrade of Branch Device 

On Central Manager, you can perform safe and reliable upgrade on the connected branch devices, 
in order to satisfy the requirement of concurrent upgrade of large number of branch devices. 

[Scenario] 

Through CM, administrator can perform bulk upgrade on the branch devices. 

[Prerequisites] 

1. The branch device is connected to CM normally, and the access status is normal; 

2. CM has been imported the template file of the branch device version before upgrade; 

3. CM has been imported the .ssu update package to upgrade branch device. 

[Note] 

1. When creating the upgrade task, by default, the CM will preferentially download the update 
package from the GCS; if the GCS has no update package of the corresponding version, the 
update package will be downloaded from the CM; if the status of the upgrade task is observed 
in real time, it can be found that all branch devices will re-download update package from the 
CM if download process is interrupted. 

2. After the upgrade task is created, it is suggested to control the CM bandwidth on the traffic 
control device at the Internet outlet; the CM itself has no rate restriction on downloading the 
update package; when several branch devices are downloading update packages from the CM, 
the whole bandwidth of the Internet outlet may be consumed by the download tasks. 

3. At present, the CM supports only the upgrade plan by distributing pkg and ssu upgrade 
packages, that is, the KB package or sp package of each product line must be packed into 
the .ssu format for the unified distribution through the CM. 

4. Multiple branch devices can be specified the upgrade task, but by default, there are only 20 
concurrent downloads allowed by the CM, namely, only 20 branch devices can download 
update package from the CM at the same time. 

5. After the connected branch device has finished downloading the update package and upgrade 
with the update, the CM cannot manage that branch device, until the upgraded device has 
rebooted and connected to the CM again. When exception occurs during the upgrade process 
of branch device, e.g., the branch device cannot start up or connect to the CM, the issue shall 
be fixed on site. 

6. If the branch device image has been upgraded but the connected branch device has still not, 
the policy template owned by branch device must be an old version, and the image file in the 
Branch Device Versions swill split. 

7. As shown in the figure below, after upgrading the IAM12.0.9 image to the version 12.0.12, the 
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image file of the version 12.0.9 will be reserved, and an upgraded 12.0.12 image file will be split 
out. 

 

8. The oldest and the latest version image files on the CM cannot be deleted. 

9. If one policy template is associated with multiple branch devices, when some of the branches 
are upgraded, the policy template will split, and the upgraded branch devices will be associated 
with the split new version template, and the branch devices which are not upgraded will still be 
associated with the previous policy template. 

 

10. It is estimated to take about 40 minutes to split and associate the policy template with device. 

The split policy template is associated with the old policy template, and the old one will not be 
able to be configured. 

 

11. The new version policy template will be converted to standalone template after all connected 
branch devices have been upgraded to the new version, and the old version policy template will 
be deleted automatically. 

12. If the branch devices associated with the old policy template are deleted manually on the 
Branches page on CM, the process above will not be necessary, namely, the new policy 
template will not be converted to standalone template automatically, and the old template will 
not be deleted automatically. The new policy template has to be converted to standalone 
template manually. 

13. If the branch device is separately upgraded by using the Sangfor Updater, and the CM has not 
been imported the image file or upgrade package of corresponding device, image and template 
split will not occur on the CM, the Branches page will prompt the error of inconsistency 
between device version and template version, and the pushing down of configuration of policy 
template associated with this branch device will also fail. 
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14. The CM manages the branch devices centrally; and the supported branch device upgrade 
procedure is as below: 

1) Upload the update package - upgrade the branch version image file - create upgrade task 

on CM to upgrade the branch device; 

2) Upload the update package -create upgrade task on CM to upgrade the branch device; 

3) Upload the update package - upgrade the branch version image file - use the Sangfor 

Updater to upgrade the branch device directly. 

[Steps] 

Step 1: upload the update package; 

1. Click the [Upgrade] in System. 

 

2. Select the [Update Packages], and click [New]. 
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Step 2: Create the upgrade task; 

1. Click [New Task] on the [Branch Device Upgrade] tab 

 

2. Fill in the basic information for the scheduled upgrade task, and click [Next] 

 

Relevant parameters are as follows: 

[Task Name]: Specifies the name for the upgrade task. 

[Device Type]: Specifies the type of device to be upgraded, e.g., IAM or SG. 

[Update Package]: Select the corresponding update package to be uploaded. 



 

76 

 

[Prefer packages from update server]: Check this option so that the branch devices will 
preferentially download the update package from the GCS (a public Sangfor update server); if the 
GCS server has no update package of the corresponding version, the update package will then be 
downloaded from the CM. 

3. Select the branch devices to be upgraded, click [Next]. 

 

 

Step 3: Execute the upgrade task;  

1. Select the execution time of the upgrade task, and then click OK. 
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2. After creating the task and waiting for it to take effect, CM will automatically issue the upgrade 
task to IAM device for execution. 

 

3. Click the name of the upgrade task, you can view the upgrade records of the device on CM. 

 

4. The branch devices will be upgraded to the corresponding version, and there will be records of 
upgrade.  
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7.2  Updating License Key of Branch Devices 

CM supports bulk reporting and update management of the license keys at the controlled terminals 
of the branch. 

[Scenario] 

CM allows the controlled terminal to report the license keys, and exports and imports the license 
keys at the controlled terminal in batches through CM so as to meet the requirement of unified 
update and management for the license keys of the branch.  

[Prerequisites] 

The branch device has been connected to CM normally, and has reported its own license keys 
normally.  

Prepare the license keys in advance, and back up the existing license keys of the branch device.  

[Note] 

When exporting the license keys in bulk from CM, only the gateway ID will be exported but not 
license keys of certain functions..  

When the branch device is connected to CM for the first time, it takes about 5 minutes before 
triggering a report on license keys. 

[Steps] 

1. Check the branch which will issue the license keys, click More > Export. 

 

2. In the exported file, fill in the corresponding license keys. 

 

3. Import the file to CM. 
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4. Wait about 5 minutes, then check whether the license key of the branch device is pushed down. 

 

7.3  Centralized Backup of Branch Devices 

[Scenario] 

CM supports bulk backup of the configuration files of branch devices, which solves the problem that 
the device configuration cannot be restored quickly in case of a failure of branch devices because 
there is has no IT staff at branch site to back up the configurations at regular intervals. 

[Prerequisites] 

The branch device has been connected to CM normally. 

[Note] 
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1. The backups of CM configurations will include the configuration of all policy templates, and 
therefore its configuration file will be relatively large.  

2. The backup of branch device configuration will be triggered once from 00:00AM to 06:00AM on 
Sunday. If the backup is not completed, it will be carried out in the next cycle. 

3. For a single branch device, CM can maximally keep three copies of its recent configurations. 

[Steps] 

1. By default, CM has enabled automatic backup of branch device configurations. The backup does 
not need to be enabled manually. If the backup is not required, it can be disabled manually. 

 

2. If you need to download the branch device configurations, you can click the option [Download] 
under Operation column, as shown below 

 

3. Select the file on a certain date that needs to be downloaded 
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Chapter 8 CM Management 

8.1  Administrators 

8.1.1  Creating System Administrator 

Click [New] on [System] -> [Administrators], you can create a new administrator account, as shown 
below, select System Admin as the role.  

 

 

8.1.2  Creating Sub Administrator 

To create a new sub administrator, select Sub admin as the role, and then click Permissions to select 
the regions that the administrator can manage. 
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8.1.3  Changing Branch Device Password 

1. On the Branch Device Password page, select the corresponding branch device to change the 
password (currently only aBOS password can be changed)  

 

2. After selecting branch device, change the password of the corresponding aBOS device. 

 

3. Enter the current password and new passwords of the device, and click Save to complete the 
operation. 
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8.2  Upgrading CM 

[Scenario] 

Upgrade Central Manager. 

[Prerequisites] 

The update package of CM has been downloaded. It can be downloaded from the following link:  

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all 
[Note] 

CM will restart when upgrade is completed. And branch devices cannot be managed during upgrade 
process. 

[Steps] 

1. Navigate to [System] -> [Upgrade]. 

 

 

2. On the System Upgrade tab, click Upgrade and then click [Browse] to select the downloaded 
update package. Then, click [Upgrade] to start upgrade. 

 

http://community.sangfor.com/plugin.php?id=service:download&action=view&fid=88#/26/all
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8.3  CM Configuration Backup 

To download the configuration files of CM, you can go to [System] -> [System Backup & Restore] and 
click Download. The backup includes system configurations and the configurations of policy 
templates. 

 

8.4  Configuring Alarm Options 

[Scenario] 

CM alarm options can trigger alarm messages for alarm events on branch devices. 

[Prerequisites] 

SMTP server is configured and recipient addresses of alarm emails are specified. 

[Note] 

CM only supports email alarm. 

[Steps] 

Step 1: Go to Alarms and click on the button [Alarm Options]; 
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Step 2: Configure the recipient address to receive the alarm emails; 

 

Step 3: Configure alarm-triggering events in [System] >[Alarm Options]. 

 

1. The figure below shows alarm-triggering events on IAM. 
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2. The figure below shows alarm-triggering events on WANO. 

 

3. The figure below shows alarm-triggering events on NGAF. 

 

4. The figure below shows alarm-triggering events on MIG. 

 

8.5  High Availability 

[Scenario] 

CM supports high availability (HA) and can provide high-availability services. 

[Prerequisites] 

1. The CM version shall be BBC2.5.6 or later (BBC 2.5.7 does not support HA), and HA license has 
been activated. 
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2. The eth0 ports of active and standby CM devices must be connected to a switch port on the 
same VLAN. 

3. CM needs to use two IP addresses on the same network segment, including two real IP 
addresses and one virtual IP address. 

[Notes] 

1. The business of the active and standby devices are done through the virtual IP address. All 
branch devices connect to CM using this virtual IP address, which will be bound with the 
business interface of the active device. When the active device encountered failure, the virtual 
IP address will be bound with the standby device and the business will also be switched. The 
environment set by the front-end gateway must be mapped to the virtual IP address of active 
and standby devices. 

2. The business interface (eth0) of CM cannot be used as HA interface of the active and standby 
devices. The IP address of HA interfaces must reside on the same network segment as that of 
the business interface (eth0) . The interface used for failure detection is the business interface 
(eth0) by default and cannot be changed. 

3. The license key of CM is prepared according to the original device. The licensed number of the 
devices is the same as that of standby devices, ensure that the device is a licensed device 
during configuration. When the active and standby devices are disconnected from each other 
for over 30 days, the license key will be restored to the number of a device.  

4. If CM upgrade is needed, remove HA environment first, and form HA again after the two 
devices are upgraded respectively.  

[Steps] 

Step 1: Configure business interface and heartbeat interface for active and standby devices.  

1. Select [System] -> [System Settings] -> [Network] on CM, and select eth0 port as interface, and 
configure the IP address for the interface; 
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2. Select eth1 port, and configure the IP address for it. It can be specified as primary HA interface. 
Since eth0 port has been configured with IP address, the gateway can be null. 

 

3. Select eth2 port and configure IP address for it. It can specified as secondary HA interface. 
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Step 2: Configure corresponding interfaces on the standby device.  

1. Navigate to [System] -> [System Settings] -> [Network] on CM, and select eth0 port as business 
interface, and configure the IP address for the interface; 

 

2. Select eth1 port and configure IP address. It can be used as primary HA interface. 

 

3. Select eth2 port and configure IP address. It can be used as secondary HA interface. 
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Step 3: Go to [System] -> [High Availability] to enable HA, select the status of the current device as 
Active, and use the virtual IP address of business interface as the virtual IP address of the active 
device. Select the primary HA interface, secondary HA interface, shared key, detection port and 
failure detection method; 
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Step 4: Go to [System] -> [High Availability] to enable HA, configure the status of the current device 
as Standby, and use the virtual IP address of business interface as the virtual IP address of standby 
device (consistent with the active device). Select the primary HA interface, secondary HA interface, 
shared key, detection port and failure detection method. 
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Step 5: Configure the CM address in [System] -> [System Settings] -> [Public Address]. 

Note: The address here must be an address that can be accessed by the branch devices. If CM is 
deployed in single-arm mode on the internal network and is mapped through the gateway, then the 
mapped public IP address shall be configured here. The front-end gateway needs to map the public 
IP address to the virtual IP address of business interface. 

 

 

Step 6: On the [System] -> [High Availability] page, you can see the status of the active and standby 
devices. 
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8.6  Specifying Decontrol Password  

[Scenario] 

Configure a decontrol password on the CM to enable branch devices to remove from central 
management. One-time decontrol password can also be set. 

[Prerequisites] 

The branch device has connected to the CM. 

[Note] 

If the branch device decontrols from CM, the pushed down policy will not be lost, but it will not be 
under the management of CM. 

[Steps] 

1. Select [System] -> [Central Management] -> [Decontrol Password] or set [One-time Decontrol 
Password]; 
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8.7  VM Template Management 

[Scenario] 

The CM supports the pushdown of VM and VNF templates for aBOS to meet software-defined 
branch device requirements. 

[Prerequisites] 

1. The branch device has connected to the CM. 

2. The branch device is aBOS. 

[Note] 

1. When selecting an ordinary VM, only aBOS devices later than version 3.2.3 can be selected. 

2. When selecting a VNF template, the template can be checked only when aBOS device has 
license of that VNF, otherwise it cannot be pushed down. 

[Steps] 

Step 1: Select [System] > [VM Template Mgt]; 
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Step 2: Add a VM template and upload the VM template which is to be pushed down. 

1. Click [VM Template Mgt] -> [VM Templates], and upload the image, which can be an image of a 
virtual machine or a virtual network device. 

 

2. Add a new pushdown task. 

 

3. Select the target device, that is, the aBOS device. 
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4. Specify schedule. 

 

5. View the status of the pushdown task. 

 

Step 3: Log in to aBOS Web admin console, you can see that the corresponding VM has been 
pushed down. 
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Chapter 9 Maintenance and Troubleshooting 

In order to ensure the stable operation of the devices, the device administrator needs to check the 
device regularly to ensure operational risks can be detected in advance. The routine check items are 
as follows:  

9.1  Daily Maintenance Precautions 

Maintenance 
Items 

Maintenance Instructions 

Device removal Be sure to unplug all power lines and external cables before moving the devices.  

Mount devices 
on rack 

1. If the user does not have a standard cabinet, the user can mount the devices 
on a clean workbench. The user shall ensure that the workbench is mounted 
firm enough to bear the weight of the devices and cables, leaving 10 cm space 
for heat dissipation around the devices. 

2. Do not place heavy objects on the devices.  

3.In the process of mounting the devices on the rack, pay attention to other 
devices in the same cabinet to avoid unplugging the power and network cable 
interfaces of other devices. 

Installation of 
lugs for devices  

After the devices are installed with trays or guide rails, lugs may not be installed 
as appropriate. Lugs must be installed in other cases.  

Cable Layout 

1. Cables laid on walkway must be bound. The bound cables shall be tightly close 
to each other, the appearance shall be straight and in order, and the cable clips 
shall be with even spacing and moderate tightness. Cables laid in conduits may 
not be bound.  

2. The signal cables, tail fibers and power lines shall be laid apart from each 
other, they shall not be laid too close or even bound together. After the cables 
are bundled in the cabinet, they shall be straight and neat, and shall not be 
twisted or bent. 

3. Before binding the tail fibers, check whether there are objects with burrs, 
sharp edges or sharp angles near the fiber laying area. If any, try to avoid them 
as much as possible. When the tail fibers are laid outside the cabinet, it is 
recommended to install fiber protection casings (corrugated pipes). 

Power supply 
The Sangfor CM series are supplied by 110V - 230V AC power. Please ensure the 
good grounding measures before turning on the power. 
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9.2  Checking Hardware Status  

9.2.1  Checking LED Status 

When Sangfor CM is working normally, the POWER LED shall be always on, and the ALARM LED will 
only be on (for about 1 to 5 minutes) due to system loading when the device is booted, and the 
indicator will be off when operating normally. If the LED is always on during use and the device 
cannot be used properly, follow the steps below:  

1. Please power off the device immediately and switch the system to standby mode;  

2. Restart the device after half an hour. If the ALARM LED is still on and cannot be turned off after 
restarting the device, contact Sangfor to check whether the device is damaged. 

 

9.2.2  Checking LED Status 

Normally, the link indicator at the interface will be green when it senses electrical signals (100 Mbps 
link; if it is a Gbps link, the indicator will be orange) and it will be always on. When data passes 
through, the ACT indicator at the interface will be orange and flashing constantly. If the link or ACT 
LED does not flicker or is not on, follow the steps below:  

1. Check whether the network cable is damaged;  

2. Check whether the RJ of interface is damaged;  

3. Check whether the interface is in full-duplex mode and whether it is negotiated and matched;  

4. If no aforesaid problems, please restart the device in time to switch active/standby status, and 
contact Sangfor for technical support in time.  

Label 

The cable must be labeled with clear indication 

1. Power line label: The content is the location information of the opposite end 
of the cable. Fill in the location information of the peer device of the cable, 
control cabinet, junction box or socket on the cable side where the label is 
located.  

2. Signal line label: Both sides of the tag respectively identify the location 
information of the ports connected to both ends of the cable.  

3. Before pasting the labels, fill in or print the contents of the labels on the full 
page of tag paper, and then peel it off and paste it on the cables or the wire clips 
of signboards.  
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9.2.3  Checking CPU Operation 

CM will check [CM System Status] shown on the monitoring of [Home] to confirm whether the CPU 
usage is high for a long time. If the CPU usage exceeds 90% for a long time, contact Sangfor for 
technical support and confirmation. 

 

9.2.4  Checking Exception of Device 

Check whether there is any exception on device hardware (whether there is any abnormal sound on 
the fan and hard disk).  

If there is any abnormal noise inside the device, it may be caused by abnormal working of the hard 
disk or fan, please cut off the power immediately and shut down the device. If there is a standby 
device, switch the system to the standby host immediately, and contact Sangfor in time to confirm 
the fault and repair the device.  

 

 

 

 

 



 

100 

 

9.3  Checking Configuration Information of Device 

9.3.1  Device Configuration Backup 

To ensure the stable operation of the network, it is recommended that the customers to back up 
the configuration once a month, so as to prevent the system from being unable to be recovered 
rapidly due to accidental breakdown of CM device. Steps are as follows: 

1. Log in to the CM console, click [System] -> [Backup and Restore] -> [System Backup & Restore], 
then click [Download] to download the configuration and save it properly. 

 

9.4  Security Check 

9.4.1  Checking Security of Account 

1. Whether the administrator password is the default password admin or simple password such as 
123456. 

2. If the password is a default password or simple password, change the password immediately. 

3. The administrator password has not been changed within a month.  

4. If the administrator password has not been changed within a month, change the password 
immediately and keep it properly. 

5. Check whether the console has extra accounts or the console has unnecessary simple accounts 
such as Sangfor, test, and English name of the company. If any, delete the extra accounts and 
keep the authorized administrator account only. 
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9.4.2  Checking Security of Console 

Through [System] -> [System Settings] -> [Security] -> [Allow Backstage Access], CM will check 
whether the backstage access of the device is enabled. The backstage access is disabled by default 
to prevent the device from being logged in by unauthorized personnel in the backstage. 

 

9.5  Checking Logs 

If there are a large number of error and alarm logs in system logs, contact Sangfor in time to 
confirm whether the program encountered failure. 

The CM can check whether there is any alarm on [Alarms] page.  
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Chapter 10 Configuration and Password Restoration 

10.1  CM Configuration and Password Restoration 

Restore the console to the factory default configurations.  

1. Log in to the CM console, select [System] -> [Backup and Restore] -> [Back Up Configuration] to 
restore the configurations, and then save the downloaded backup configuration files properly. 

 

[Note]: CM can directly restore factory default settings on device management page. During 
restoration, all the parameters configured by CM will be restored to factory defaults, including: 
users, branch data, alarm logs, operation logs, etc. Please operate with caution. 

[Note]: For the virtualized version or hardware device with VGA display interface, you can directly 
check the IP address of the current device through the console. 
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Chapter 11 Troubleshooting 

11.1  Unable to Log in to CM Web Admin Console 

1. Check whether the red alarm LED on the device panel is always on.  

2. Use ping to detect whether the intranet port on the device can be connected normally.  

3. Execute telnet command on intranet to check whether the ports such as 443 and 51111 can be 
connected. 

4. Check the address of intranet port of Tracert device to confirm whether the data packet can 
reach the intranet port of the CM.  

5. Try to use a computer to directly connect the device with a network cable and use ping to check 
whether the device can be connected. 

6. If you still can not log in to the device after having tried the above steps, contact Sangfor for 
technical support immediately. 

11.2  Branch Device Cannot Connect to CM 

1. Check whether the CM device is working properly. 

2. Check whether the login address for CM console and the listening port are correct, ensure that 
the account of the branch device is correct. 

3. Check whether the port mapping of the front-end device is correct, and make sure that there is 
no problem with the port mapping of TCP5000 port. 

4. Execute telnet command on intranet to check whether the branch device can access the 
TCP5000 port of CM.  

5. Check the CM connection configuration of the branch device, ensure that the account, 
password and the CM address are configured correctly. 

6. If the branch still cannot connect to CM after the above steps are tried, contact Sangfor for 
technical support immediately. 

11.3  CM Cannot Manage Branch Device 

1. Check whether the CM is working properly. 

2. Check whether the login address for CM console and the listening port are correct, and 
whether the branch device can connected to CM normally. 

3. Check whether the port mapping of the front-end device is correct, and make sure that there is 
no problem with the port mapping of TCP port 5530. 

4. Execute telnet command on intranet to check whether the branch device can access the TCP 
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port 5530 of CM. 

5. Check the CM connection configuration of the branch device, ensure that the account, 
password and the CM address are configured correctly. 

6. If you still cannot manage the branch device after having tried the above steps, contact Sangfor 
for technical support immediatel
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