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Chapter 1 Applicable Scenario
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This deployment is suit on those environments which require Sangfor NGAF deploy as
network gateway or replace gateway router.




Chapter 2 Configuration Steps

2.1 Configure Interfaces and Zone

1. Zone Configuration:

Access Network > Zones to add or modify the zone configuration.
Name: WAN / LAN

Forward Mode: Route (Layer 3)

Network
Zones
Interfaces © Add C Refresn
Zones Name Type Interfaces In Use Operation
WAN Layer 3 ethi In use Edi
LAN Layer 3 eth2 In use Edit
L2_WAN Layer 2 None Edit Delete
L2_LAN Layer 2 None Edit Delete
L3_MGT Layer 3 None Edit Delete
' WAN Virtual wire None Edit Delete
Edit Zone X Edit Zone
Name WAN Name: LAN
Type Layer2 O Layers Virtual wire Type: Layer 2 © Layer3 Virtual wire
Interfaces Interfaces
B Available (2) Selected (1) Clear B Available (2) Selected (1) Clear
Search Search Q Search 0 Search 9
etho eth1 etho eth2
vpntun vpntun
eth1 eth2

m Cancel

m Gancel



2. Access to Network > Interfaces to configure eth 1 and eth2 as WAN and LAN interface as
figure shown below:

Edit Physical Interface b4
Basics
Flame: eth
Status: © Enabled Disabled
Deseription: Optional
Type: Layer 3 -
Zaona: WM M

Basic Aftributes: WAN attribute

System Upgrade: [T Temporarify use this interface for system upgrade @

1Pud IPvE Link State Detection Advanced
|P Assignment: © Static OHCP PEEQE
Static |P: 102.200.19.185/24 ®
Mest-Hop IP: 182.200.19.1 @
Link Bandwidth:  Qutbound | 1024 Mbp= * nbound 1024 Mbps -

Management Service

Adlow WEBLH PING SHMP SSH
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Edit Physical Interface *

Basics
Mamsa: eth2
Status: o Enablad Dizaklad
Descrption: Oy
Type: Layer3 -
Zone: LAM -
Basic Aftributes: WAN attribute
System Upgrade: Temporarily use this inferface for system upgrade @
Pt IPvG Link State Detection Advanced
P Azzignment © Ststic OHCP FEPoE
Static IF: 182.168.1.1/24 @
Mesdt-Hop IP: 6]
Link Bandwidth:  Qutbound 1000 Meps * Inbound 1000 Mbps -
Management Service
Allor WS FING SHMP =54
Save Cangal

2.2 Configure Route

2.2.1 Configure Default Route
1. Access to Network > Routes > Static Routes. Click Add to add new default route in NGAF
as shown in figure below:

Add Static Route X
Add: o One Route Multiple Routes
Protocol O P IPvE
Basics
Status © Enabled Digabled
Description: Opficnal
Details
Dst IP/Netmask: 0.0.0.0/0.0.0.0 @
Mext-Hop IP: 182200191 6]
Interface: eth1 > @
Advanced
Link State Detection @ Enable © Disable
Metric: 1]

Save and Add Save Cancel



2.2.2 Configure Return Route
Return Route for 192.168.2.0/24 Segment

1. Access to Network > Routes > Static Routes. Click Add to add new return route in NGAF
as shown in figure below:

Add Static Route x
Add o Ong Route Multiple Routes
Protocal: [« 221 IPvE
Basics
Status: © Enabled Disabled
Description: Opfional
Details
Dist IPMMetmask: 192 165.2.0/24 @
Mext-Hop IP: 182.165.11 @
Interface: Auto @
Advanced
Link State Detection Enable © Disable
Ietric 0
Save and Add Save Cancel

2.3 NAT Configuration

1. Go to Policies > NAT. Click Add and select Source NAT to configure SNAT for internal
device access internet as image shown below:



Edit NAT Policy

Access PublicHost 0 rememmemeeeeeeeee _

! LAN Zone — Public Zone i
| LAN VAN 1
: Translated Src IP - :
= Internal Host - Outbound Interface a8 Public Host f
H Intemnal — o —_— All i
NGAF J
#

Type: o Source NAT Destination MAT Bidirectional NAT
Basics
MName: SNAT
Status: © Enabled Disabled
Description: Opfional
Schedule: All week M
Original Data Packet Translated Data Packet
Src Zone: LAN - Translate Src IP To: Cutbound Interface -
Src Address: Internal v Translate Dst IP To: Untranslated
Dist Zone/Interface: o Zone Interface » Translate Dst Port To:  Untranslated

WAN -
Dist Address: All -
Services: any -

Save Cancel



2.4 Access Control
Configure application control policy to allow the internal to access internet.

1. Go to Policies > Access control > Application control to configure an allow policy as figure
shown below:

Edit Application Control Pelicy X
Basics
Mame: Allow All
Status: © Enabled Disabled
Description: Optional
Tag Optional -
Source
Sre Zone: LAN -
Sre Address o Metwork Objecis User/Group

Internal b

Destination
Dst Zone: VAN T
Dist Address All -
Senvices any i
Applications: All -
Others
Action: © Allow Deny

Save Cancel

By default, NGAF pre configured an Application Control policy to deny all the service and
user need to manually to allow the certain service. User can configure other policy based on
their needs as well.




2.5 Result

1. Access to one of the PC to do some ping test and use browser to access website.
C:slzers™, ~»ping google.com

Pinging google.com [172.217.31.461 with 32 hytes of data:
Reply from 172.217.31.46: hytes=32 time=280ms TTL=117
Reply from 172.217.31.46: hytes=32 time=280ms TTL=117
Reply from 172.217.31.46: hytes=32 time=280ms TTL=117
Reply from 172.217.31.46: hytes=32 time=1%ms TTL=117%

Ping statistics for 172.217.31.46:

Packetz: Sent = 4. Received = 4, Lozt = 8 (@x lossl>.
Approximate round trip times in milli—seconds:

Minimum = 1%ms,. Maximum = 28ms,. Average = 1%ms
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