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1. Lisensi R @ @




Lisensl @ >ANGFOR

Lisensi pada dasarnya digunaan untuk mengatur kerja sebuah perangkat. Berdasarkan beberapa
modul pada perangkat, terdapat beberapa atribut lisensi : Device License, Update Licenses,
Server Access Verification, SSL VPN, Multi-Function License, Service Subscriptions License.

Navigation 8l | System
Edit Update Service Li K X
s e ] o | taancs | weour | s e || vcnsing | oy ot |
» Network - Software Upgrade:  G8GANDMXTFDKERNB
s = Device License Cross-ISP Access Op
» Objects \% = D T @ valid license key
P— (In ? vay mode, it decides how many WAN links to branch sites are (It improves user expe Engine Zero File Verification SEE U TS CMbETE
: License Key: - Model Database:
v System Gateway ID: D8BCBGEC untu k Status: Not activated @ valid license key
License Key: EQS9BB7RFGL4TSKF URL/App Signature Databases: SVQ58POTMKINSWOE
A bencil Status: Valid mengatur Edit gD 2
System 1. Branch VPN Sites:0 A 270 Hloense ey
: Jumlah wan, Security Database: | w7NVS9MEISASOPWC
Logging Options 2. Lines:1 j
—— = 3. Mobile VPN Users:0 Cabang VPN site @ valid license key
Edit License Key of Function Module X
‘ = dan pengguna e
SSLVPN: | 534VMOFSI1QFSNM) i —
= Q License of Function Modules mObI Ie VPN § ﬁ Update Licenses
Multi-Function Li 9 valid license 2 (Activate as customer requires) G (It keeps databases up-to-date)
uiti-runction License:  oLM5UZ73IVE76F2C
1. SSL VPN: 10 users 1.URL/App Signature Database:Expiry Date: 2020-01-16
@ Sangfor Engine Zero Based File Verification 2. Sangfor Engine Zero Based File Verification 2.Software Upgrade:Expiry Date: 2019-10-09

® ssL Decryption 3. SSL Decryption
4. Advanced Functionality

@ Advanced Functionality :
Edit

OK ‘ Cancel ‘ Service Subscriptions

= (Activate as customer requires)

1.Unknown Threats:Expiry Date: 2019-11-19
2.Advanced Threats Defense:Expiry Date: 2019-11-19
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3.Security Database:Expiry Date: 2020-01-16
4.File Verification Model Database:Expiry Date: 2020-01-16

Edit

Edit Service Subscriptions License Key

Unknown Threats: NHEFV39L45IBS57Y

@ valid license key
Advanced Threats Defense: 48B9HKCBWQG4ESWM

@ valid license key

o-Proof IT Enabler

oK || cancel




Lisensl

Setiap database bergantung kepada lisensi
ang mengatur kapabilitas database tersebut

k Update Licenses
- (It keeps databases up-to-date)

1.URL/App Signaturg Database:Expiry Date: 2020-01-16

2.Software Upgradef Expiry Date: 2019-10-09 ,-

3.Security Databasdg: Expiry Date: 2020-01-16

4.File Verification Mpdel Database:Expiry Date: 2020-01-16

Edit

Database Update

v Enable @ Disable | [ 0ffline Update W\ Update Server | W Proxy Options % Refresh | Status: Not updating
[7] No. Database Current Version Latest Version Auto Update Operation
[] 1 File Verification Model Database 2018-11-15 Logs Unavailable Details 2020-01-16 v X
[] 2 URLDatabase 2018-12-25 Logs Unavailable Details 2020-01-16 @ T %]
[7] 3 Vulnerability Database 2019-01-09 Logs Unavailable Details 2020-01-16 v 29
[ 4 Software Update support-build support KB-AF-20181018-... Unavailable Details Never expire v g ?
[[] 5 Application Ident Database 2019-01-07 Logs Unavailable Details 2020-01-16 @ iz ?
[[] 6  WAF Signature Database 2015-01-09 Logs Unavailable Details 2020-01-16 v 29
[l 7 Data Leak Protection 2018-02-16 Logs Unavailable Details 2020-01-16 v 2o
[7] 8 Vulnerability Analysis Rule 2018-12-26 Logs Unavailable Details 2020-01-16 v 29
[l 9 Malicious Connection Database 2019-01-14 Logs Unavailable Details Never expire v 29
[7] 10 Threat Intelligence Database 2018-12-26 Logs Unavailable Details Never expire v g9
[[] 11 Hot Threat Database 2018-07-27 Logs Unavailable Details 2020-01-16 v 29
[[] 12 Security Events 2018-07-31 Logs Unavailable Details 2020-01-16 ) v 29
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2. Databases Update <) @ @




Databases Update -é SANGEOR

NGAF memiliki banyak libraries, seperti database anti-virus/url/aplikasi, dan lain lain.
Kami telah menunjuk kelompok untuk memelihara database sehingga bisa beradaptasi

dengan perubahan lingkungan, Pilihan rekomendasi untuk Auto update.
(1) Offline update

Kita bisa mendapatkan library dan meng-import kedalam perangkat secara manual

sebelum layanan update sudah tidak valid(expired)
(2) Auto update

Pastikan bahwa NGAF terkoneksi dengan server Sangfor update. Jika ada update terbaru,

NGAF akan mendapatkan library dari server secara otomatis, dengan syarat layanan

update masih valid.
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Databases Update & sANGFOR

Secara Offline

Navigation (8l | Database Update
» Status v/ Enable @ Disable I {4 offline Update l‘ﬁ Update Now | W Update Server | S Proxy Options | %5 Refresh | Status: Not updating
» Network [[] No. Database Current Version Latest Version Update Svc Expiration Auto Update Operation
» Objects @ il File Verification Model Database 2018-11-15 Logs 2018-11-15 2020-01-16 v 29
— 2 URL Database 2018-12-25 Logs 2019-01-08 2020-01-16 @ 29
[T1 3  Vulnerability Database 2018-12-26 Logs 2015-01-09 2020-01-16 v 29
Zoygten [7] 4 Software Update Never expire v 29
4 Genem| [1] 5 Application Ident Database Manual Update 2020-01-16 v 29
: f::::; e ['] &  WAF Signature Database ) i ) . 2020-01-16 v %]
_ [] 7 DataLeak Protection Select the zip file from local PC to update File Verification Model 2020-01-16 v 29
Sapn R [T 8  Vulnerability Analysis Rule Database offline e 2020-01-16 v T %]
» Administrator [Tl 9  Malicious Connection Database : Never expire v T %]
4 Maintenance [T] 10 Threat Intelligence Database | e - 4 =
» Backup/Restore [] 11  Hot Threat Database How to Get File for Offline Update? ‘ Close KI | k upload fl Ie B9
4 Update [7] 12 security Events — dan | m po rt fl Ie T %]
» Database Update o
e \___versi terbaru
» Update History
Restart
» Troubleshooting
» High Availability
» Authentication System
» Security Solution
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Databases update
Auto update

NGAF akan melakukan update database setiap pagi.

g SANGFOR

Navigation 88l | Database Update
» Status v Enable @ Disable “;ﬁofﬂine Update ‘$ Update Now | W\ Update Server | |\ Proxy Options ’43 Refresh | Status: Mot updating
» Network [] No. Database Current Version Latest Version Update Svc Expiration Auto Update Operation
» Objects 1  File Verification Model Database 2018-11-15 Logs 2018-11-15 2020-01-16 v )
[] 2 URLDatabase 2018-12-25 Logs 2019-01-08 2020-01-16 (] 292
» Policies 3
[[J] 3 Vulnerability Database 2019-01-09 Logs 2019-01-09 2020-01-16 KI i k u ntu k EE]
¥ Systi =
Yy [[] 4 Software Update Update Server X 3c0S .. support-build support KB-AF-20181018-svpn_macOS ... Never expire B2
aCeneral [] 5 Application Ident Database 2019-01-07 x00s | MElakukan u pdate 29
» System X =
[] 6 WAF Signature Database 2019-01-09 2020-01-16 2
+AegurOpiions _ Update Server Secara Iangsu ng » S
[[l 7 Data Leak Protection 2018-02-16 2020-01-16 v o x]
> Al Opt . ! =
SHTEpIonS [] & Vunerabilty Anahysisrule| | Select Server: “AUtO |¥ ‘ 10.0.0.0 2018-12-26 2020-01-16 ¢ 29
» Administrator [[] 9 Malicious Connection Datah A‘AUtvO - - e eeeemseaa——— 2019-01-14 Never expire v 29
) Backup/Restore [[] 11  Hot Threat Database Shanahai servet " 2020-01-16 v 29
[[] 12 Security Events 9 [[JEnable proxy server 2020-01-16 v ‘»
4ot Secondary server ’
» Database Update r
» Upgrade IP Address: R
» Update History UntUK kemba“/l’O“baCk ke
Port: - =
— ersi sebelumnya, automatic
Authentication required pdate harus di non-aktifkan
» Troubleshooting .
- E_— ebelum melakukan rollback
» High Availability
. Password:
ika NGAF berada pada proxy
» Authentication System
) Security Solution maka atur server proxy untuk
melakukan update database v
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Databases update

Database update mengharuskan NGAF untuk mengakses internet, oleh karena itu penting untuk
melakukan pengaturan DNS server yang benar.

@ SANGFOR

Navigation K
» Status ARP || DNS | DHCP || SNMP || TCP MSS || HOSTS
¥ Network
DNS Server
» Interfaces Both automatic update and DNS proxy require valid DNS server be specified.
» Routing Preferred DNS: 8.8.8.8
» Viktual Wire Alternate DNS: 8.8.4.4

» Advanced Options

» Optical Bypass Module

DNS Proxy

Once enabled, the local DNS server can direct to this device, which sends DNS requests on behalf
of internal hosts. Make sure this device can resolve DNS request.

» NAT DNS Proxy: (® Enable
I IPSecVPN (O Disable
» Objects i
ok |
» Policies
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3. Backup/Restore <) @ @




Backup/Restore S SANGFOR

Konfigurasi Backup

» Status

S
» Network é Backup/Restore
» Objects
- Backup Configuration
» Policies
v System
4 General Restore Configuration
; ?
* System R R e, o Save-As Page Pops Up? X
» Logging Options Click here to download again Sre |
¥ £lsnn Qpuens Method 2: Restore from backup file
» Administrator “3“"”759-
Method 3: Restore to defaults
4 Maintenance || | = @ \
| Restore

» Backup/Restore .
[ Update .

* Restart

cfgbackup_2
016-10-25-19
-27.bcf
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Backup/Restore

Konfigurasi Restore

Navigation <

» Status

SANGFOR

1 1- Desktop »

v C,| | Search Desktop

Bl Desktop

» Network

» Objects

» Policies

Backup Configuration

¥ System

Backup j

4 General
' System
» Logging Options

» Alarm Options

» Administrator

4 Maintenance
» Backup/Restore
[ Update
* Restart

SANGFOR TECHNOLOGIES

Restore Configuration

Med

1§ Download:
"% Recent places

- Libraries
[3 Documents

Js Music

Organize v  New folder

Aeen T R
% Backup/Restore

~

[ Libraries
System Folder

W { Computer
System Folder

y

P

Administrator
System Folder

Network
System Folder

.7

2| Picture ~%, iexplore - Shortcut
Restore X

Restoring configuration requires the device to restart.

od 1: Restore frc

\{5016-155_6@

Me. 2016-10-25 00:01:42

l2016-10-24 0E:01:42
:01:41

-; 2016-10-1 Note: All settings will be restored to factory defaults,
including network interface IP address, and device is
required to restart. Please configure with caution!

12016-10-1

New folder cfgbackup_2016-10-25-19-27.bcf
File fold BCF File
Hetolaer 36.0 MB
Restore | | Cancel
v [AnFiles ) v|

File name: lcfgbackup_ZO]6-10-25A'|9-27.bcf

12016-10-1
2016-10-1

| Restore H

Cancel |

12016-10-15 00:01:42
12016-10-14 00:01:41
2016-10-13 00:01:41
12016-10-12 00:01:40
12016-10-11 00:01:40
12016-10-10 00:01:40

konfigurasi setiap pagi

[ oo ||

Cancel |

NGAF akan
melakukan backup
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4. Global Whitelist/Blacklist
2 @ @




Global Whitelist/Blacklist

IP/domain yang ditambahkan pada whitelist dikecualikan pada NGAF policy.

N

Navigation L8l | Blacklist/Whitelist
» status | Global whitelist | Global Biackist |
» Network % Refresh | HAdd X [/ Enable @ Disable ] P 1mport (= Export Search term yol
.
» Objects [7] No. Address Description Type [ Time Created \ Status
+ Policies 1 192.168.19.238 Test PC 2018-12-21 17:24 v 2
y NAT =2 sangfor.net sangf - Internal 2011-07-01 08:30 v
- bi Ktif/ Ktifk updat{ Tambah manual ] Internal 2011-07-01 08:30 v
4 Access Control | IT/NON- |
Ao & saa 0 a a updatel.sangfor.net Internal 2011-07-01 08:30 v
» Application Control .
Coutitry Blpedng L B Setlap pengatu ran sangfor.com Internal 2011-07-01 08:30 v
untry i
S - 6 bawaan atau pun khusus. sangfor.com.cn Internal 2011-07-01 08:30 v
=7 sinfors.com sinfors.com Internal 2011-07-01 08:30 v
4 Network Security - 8 sinfors.com.cn sinfors.com.cn Internal 2011-07-01 08:30 v
Policies Mg duba.net duba.net Internal 2011-07-01 08:30
A0H:005/DPoS =110 urs.microsoft.com urs.microsoft.com Internal 2011-07-01 08:30 tambah Waktu
ARP Spoofing Prevention = T smartscreen.microsoft.com.nsatc.net smartscreen.microsoft.com.nsatc.ne Internal 2011-07-01 08:30 v
» Decryption = X2 smartscreen.microsoft.com Internal 2011-07-01 08:30 v
TR ; =13 acs.pandasoftware.com Be rbagal macam domal n Internal 2011-07-01 08:30 v
I Bandwi anagemen -
- 14 upgrades.pandasoftware.com bawaan UntUk antivirus dan Internal 2011-07-01 08:30 v
» Configuration Wizard 3
- 15 db.kingsoft.com NGAF database update’ dan Internal 2011-07-01 08:30 v
GkisNhiis, - 16 liveupdate.symantecliveupdate.c peratu ran bawaan |n| tldak Internal 2011-07-01 08:30 v
» Custom Webpage - 17 jiangmin.com b . . Internal 2011-07-01 08:30 v
isa dihapus
- 18 kaspersky-labs.com FrerorT p Internal 2011-07-01 08:30 v
» System - 19 activeupdate.trendmicro.com activeupdate.trendmicro.com Internal 2011-07-01 08:30 v
» Authentication System - 20 pccchk.trendmicro.com pcechk.trendmicro.com Internal 2011-07-01 08:30 v
» Security Solution = 2% windowsupdate.microsoft.com windowsupdate.microsoft.com Internal 2011-07-01 08:30 v
v
i S S S R AN et \_-w< T M.m_/ .
1| /1 2|50 |w 1-29 of 29
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Global Whitelist/Blacklist

IP ditambahkan ke Global Blacklist akan di-blok oleh NGAF pada jaringan.

Global Whitelist/Blacklist *

&> SANGFOR

\’ >

Global Whitelist || Global Blacklist l
+add X v @ [F1mport [ Export Search term
[] No. IP Address Description Time Created Status
[:] s ¢ 112.11.34.209 2016-10-25 17:49 v
D 2 92.96.134.133 Blacklisted in Attack Map 2016-06-20 22:05 v
Blacklist bisa ditambahkan )
secara manual atau dari modul
luar, seperti daftar sumber yang
berafiliasi, Penyerang DOS/
Page 1 of1 @ Entries Per Page: 50 1-2 of 2
OK
SANGFOR TECHNOLOGIES
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Global Whitelist/Blacklist & SANGFOR

After menambahkan IP atau nama domain ke Global whitelist, modul-modul berikut
yang akan tetap aktif, yaitu:
Packet-based attack dan abnormal message probe pada DOS/DDQOS protection.

Setelah mengaktifkan bypass pada Troubleshooting(software bypass), modul-modul
berikut yang akan tetap aktif, yaitu:
Packet-based attack dan abnormal message probe pada DOS/DDOS protection, HTTP dan

FTP application hiding.

SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler




5. Troubleshooting <) @ @




Troubleshooting(software bypass) @ SANGFOR

Ketika kita menhadapi masalah tetapi kita tidak mengetahui penyebab masalahnya, kita bisa mulai dengan
bypass/packet drop list. Melalui packet yang sudah difilter, bisa kita lihat policy mana yang beermasalah.

Navigation 8l | Troubleshooting
Hanya menampilkan alasar
» Status J Troubleshooting ” Logs ” Web Con: kyt q . P
I N
» Network keRatattan| X Stop Packet Drop L eIk opping _}s-through
b Obiects Start Packet Drop List V (- - }]
: I [ ] : Display the reason for packet droppin
e Start Bypass/Packet Drop List = =
» Policies [ Action and do not drop packet t IP
= St EE{ Filter ]\ proxy pre hoo ; T63.1.218:80 -> 192.168.1.218:3¢
2 16:41:13 assi 2 203.205.179.205:8080 -> 192.168.1.2:
4 General
3 16:41:13 192.168.1.218:8080 -> 192.168.1.218:
System 1P Address (i)
4  16:41:12 - 482.254.21.82:8080 -> 192.168.1.218:
Logging Options Type here i
S0 R 5 16:41:12  proxy [Alamat IP untuk troubleshooting 2.168.1.218:8080 -> 192.168.1.218:
b AliD O 6 16:41:12  proxy oL tep 192.168.1.218:80 -> 192.168.1.218:3€
T — 7 16:41:11 web aut|  Excluded 1P Address (© tcp 192.168.1.218:52834 -> 182.254.21.8;
8 16:41:11 proxy Type here IC tcp 192.168.1.218:52834 -> 182.254.21.8;
[* Maintenance
9 16:41:11 web aut - .1.218:52834 -> 182.254.21.8.
» Troubleshooting 10 16:41:11  proxy Pengecualian Alamat IP untuk & ; ,15.55834 -> 182.254.21.8;
Protocol .
» High Availability 11 16:41:11  webaut| . - troubleshooting .1.218:52834 -> 182.254.21.8:
12 16:41:10 Web aut Protocol No.: Enter an integer between 0 and 255 ﬁ tcp 192.168.1.218:38202 -> 203.205.255.:
— 13 16:41:08  web aut tcp 192.168.1.218:43434 -> 203.205.179..
» Authentication System Port: ® all
14 16:41:08  proxy Specified Port IC tcp 192.168.1.218:43434 -> 203.205.179..
» Security Solution 5 ;
15 16:41:08  web aut tcp 192.168.1.218:43434 -> 203.205.179.;
16 16:41:08  web aut [ tep 192.168.1.218:36058 -> 203.205.219.:
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Troubleshooting(software bypass) SANGFOR

SANGFOR TECHNOLOGIES

N\

=
Bagaimana cara melakukan troubleshooting(software bypass)?

P start » X Stop Packet Drop List % Refresh | = start L2 debugging pass-through

Current Status: Packet drop list and B;;pzu start ~ - ~ R

No. Time Source (Action rotoc( Src IP > Dst IP Device \ Size Line Packet Drop T...| Application

1 11:42:43 app control previs haved matched policy, app control drop t |cmp 192.168.1.3:8 -> 192.200.19.200:0 eth3 -> ethi 74(B) Linel appcontrol ICMP Protocol
2 11:42:43 app control previs haved matched policy, app control drop t [cmp 192.200.19.200:0 -= 192.168.1.3:0 ethl -> eth3 74(B) Linel appcontrol ICMP Protocol
3 11:42:42 app control previs haved matched policy, app control drop t |cmp 192.168.1.3:8 -> 192.200.19.200:0 eth3 -> eth1 74(B) Linel appcontrol ICMP Protocol
4  11:42:42 app control previs haved matched policy, app control drop t Jcmp 192.200.19.200:0 -> 192.168.1.3:0 ethl -> eth3 74(B) Linel appcontrol ICMP Protocol
5 11:42:41 app control previs haved matched policy, app control drop t Jcmp 192.168.1.3:8 -> 192.200.19.200:0 eth3 -> eth1 74(B) Linel appcontrol ICMP Protocol
6 11:42:41 app control previs haved matched policy, app control drop t |cmp 192.200.19.200:0 -> 192.168.1.3:0 ethl -=> eth3 74(B) Linel appcontrol ICMP Protocol
7 11:42:40 app control previs haved matched policy, app control drop t Jcmp 192.168.1.3:8 -> 192.200.19.200:0 eth3 -> eth1 74(B) Linel appcontrol ICMP Protocol
8 11:42:40 app control previs haved matched policy, app control drop t/tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 54(B) Linel appcontrol SSL

9 11:42:40 app control previ Ty, pttcp 192.168.1.3:58715 -> 200.200.5.100:443 eth3 -> ethl 54(B) Linel appcontrol SSL

10 11:42:40 app control prevj—= — sealdrop t tcp 192.168.1.3:58715 -> 200.200.5.100:443 eth3 -> ethl 54(B) Linel appcontrol \SFJ
11 11:42:40  app control pre ini di-blok oleh opt tcp 192.168.1.3:58715 -> 200.201 Traffic flow ] 54(B) Linel appcontrol ApllkaS| yang
12 11:42:40 app control pre app Control pollcy op t tcp 200.200.5.100:443 -> 192.16 54(B) Linel appcontrol dl'bIOk
13 11:42:40 app control prev) —— opt tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 86(B) Linel appcontrol =

14 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 59(B) Linel appcontrol SSL

15 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 502(B) Linel appcontrol SSL

16 11:42:40 app control app control drop the packet default policy. mast tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 59(B) Linel appcontrol SSL

17 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 54(B) Linel appcontrol SSL

18 11:42:40 app control previs haved matched policy, app control drop t tcp 192.168.1.3:58715 -> 200.200.5.100:443 eth3 -> ethl 176(B) Linel appcontrol SSL

19 11:42:40 app control app control drop the packet default policy. mast tcp 192.168.1.3:58715 -> 200.200.5.100:443 eth3 -> ethl 736(B) Linel appcontrol SSL

20 11:42:40 app control previs haved matched policy, app control drop t tcp 192.168.1.3:58715 -> 200.200.5.100:443 eth3 -> ethl 54(B) Linel appcontrol SSL_HELLO

21 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 102(B) Linel appcontrol SSL_HELLO

22 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 59(B) Linel appcontrol SSL_HELLO

23 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 55(B) Linel appcontrol SSL_HELLO

24 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 59(B) Linel appcontrol SSL_HELLO

25 11:42:40 app control previs haved matched policy, app control drop t tcp 200.200.5.100:443 -> 192.168.1.3:58715 ethl -> eth3 54(B) Linel appcontrol SSL HELLO
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Troubleshooting(software bypass) = SANGFOR

Layer 2 pass-through hanya efektif untuk mode bridge. Virtual wire hanya akan efektif jika Packet
melalui forwarding network interface.

Navigation 18l | Troubleshooting
» Status J Troubleshooting ” Logs ” Web Console ” Capture Packets [ Technical Support
» Network P Start + X St = Ref [ P Start L2 debugging pass-through ]
» Objects Current Status: Packet drop list stoped
» Policies No. Time Source Action Protocol  Src IP > Dst IP Device Size Line Packet Drop Tag Application Ap
~ System 1 16:41:13 proxy proxy pre hook drop packet and reset, dir is REPL tcp 192.168.1.218:80 -> 192.168.1.218:38202 eth5 -> eth4 66(B) Linel O unkown =
= I 2 16:41:13 web authen session have been sign MUST_DROP, need drop  tcp 203.205.179.205:8080 -> 192.168.1.218:4 eth5 -> eth4 54(B) Linel webattest unkown
4 Genera
o 3 16:41:13 proxy proxy pre hook drop packet and reset, dir is REPL tcp 192.168.1.218:8080 -> 192.168.1.218:434 eth5 -> eth4 54(B) Linel webattest unkown
ystem
4  16:41:12 web authen session have bee ethS -> eth4 66(B) Linel webattest unkown
Logging Options
5 16:41:12 proxy proxy pre hook ¢ thS -> eth4 66(B) Linel webattest unkown
Alarm Options e .
6 16:41:12 proxy proxy pre hook ¢ ; i ths -> eth4 66(B) Linel 0 unkown
e o AR EESh €» |, Data packets on layer 2 will pass through after L2 debugaging " . - 5 ”
Y Admibistrator 7 16:41:11 web authen session have bee | & ) pass-through starts. th4 -> eth5 54(B) Linel webattest unkown
141: thg -> i
ST 8 16:41:11 proxy proxy pre hook ¢ Please make sure: th4 eths 54(B) Linel webattest unkown
S 16:41:11 web authen session have beg 1. You are Sangfor technical support representative th4 -> eths 54(B) Linel webattest unkown
» Troubleshooting 10 16:41:11 menn S basl i ion i th4 -> eths 54(8 Linel webattest unkown
= 5 K CONnnecton Issues
. High Availability 11 16:41:11 blsa be rak' bat 3. High Availability(HA) is disabled th4 -> ethS 410(B) Linel webattest unkown
12 16:41:10 network Intel’rup- th4 -> eths 731(B) Linel 0 unkown
e 13 16:41:08 Are you sure you want to enable it? tha -> eths 54(B) Linel webattest unkown
» Authentication System t
14 16:41:08 Ion ) th4 -> eths 54(B) Linel webattest unkown
» Security Solution 3 ] Yes [ ] No ‘ .
15 16:41:08 web authen redirect to login = _ - th4 -> eths 410(B) Linel webattest unkown
16 16:41:08 web authen estabish packet, not http, need web authen, drop tcp 192.168.1.218:36058 -> 203.205.219.196: eth4 -> ethS 731(B) Linel O unkown
17 16:38:38 proxy proxy pre hook drop packet and reset, dir is REPL tcp 192.168.1.218:80 -> 192.168.1.218:59794 eth5 -> eth4 66(B) Linel O unkown
18 16:38:38 proxy proxy pre hook drop packet and reset, dir is ORIC tcp 192.168.1.218:59794 -> 203.205.128.130: eth4 -> eth5 325(B) Linel O unkown
19 16:38:38 web authen estabish packet, not http, need web authen, drop tcp 192.168.1.218:59794 -> 203.205.128.130: eth4 -> eth5 230(B) Linel O unkown
20 16:35:38 proxy proxy pre hook drop packet and reset, dir is REPL tcp 192.168.1.218:80 -> 192.168.1.218:59762 eth5 -> eth4 66(B) Linel O unkown
21 16:35:38 proxy proxy pre hook drop packet and reset, dir is ORIC tcp 192.168.1.218:59762 -> 203.205.128.130: eth4 -> ethS 325(B) Linel O unkown
22 16:35:38 web authen estabish packet, not http, need web authen, drop tcp 192.168.1.218:59762 -> 203.205.128.130: eth4 -> ethS 230(B) Linel O unkown
23 16:33:54 web authen session have been sign MUST_DROP, need drop  tcp 52.222.253.129:80 -> 192.168.1.218:577¢ eth5 -> eth4 66(B) Linel webattest unkown v
4 >
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Web Console & SANGFOR

Web console juga menyediakan beberapa command untuk maintenance

‘Navigation ||
Web Console

) Status Troubleshooting || Logs Capture Packets || Technical Support

» Network

» Objects /

» Policies

¥ System
4 General
System
Logging Options

Alarm Options

Administrator

Maintenance \

High Availability

» Authentication System

» Security Solution

> Type and Execute commands here, type 'help' for help
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Capture Packets S SANGFOR

tcpdump pada Web Console digunakan untuk menganalisa beberapa packet yang gampang, untuk
beberapa packets yang komplek kamu bisa menyimpang di local dan menganalisa dengan Wireshark.

Navigation 8 | Troubleshooting

» Status ‘ Troubleshooting ” Logs ” Web Console ” Capture Packets H Technical Support ’

» Network 2 Refresh X Delete I\\ Optionsl @ stor

» Objects Status: Stopped

» Policies [[] No. Name Interface Group Filter Expression Size Download Delete

~ System [] 1 2018-12-20-104953_eth4_tcpdump.pcap eth4 host 192.168.19.238 and port 80 7.33(KB) Download X
Py Basics

» Logging Options .
Max Packets: 4096

» Alarm Options

Advanced (TCPDUMP) Kamu bisa mengatur

» Administrator

Interface Group: etho . .. .
! Maintenance 1P Addrece: — fl|te-l’- yang diinginkan.
» Troubleshooting Port: 80 Ini juga mendukung
) High Availability Filter Expression: tepdum expression

» Authentication System

» Security Solution

SANGFOR TECHNOLOGIES
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System logs SANGFOR

_—
Log sistem digunakan untuk menganalisa beberapa NGAF yang error ataupun untuk

mendapatkan beberapa informasi dari log yang sedang berjalan.

K Troubleshooting
» Status [ Troubleshooting ” Logs ” Web Console ” Capture Packets [ Technical Support \
» Network . Options Date: 2019-01-17 3
» Objects No. Module Type Time Details
» Policies 1 VPN Service 09:36:58 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode! —
2 VPN Service Warning 09:36:57 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
zSystem 3 VPN Service 09:35:57 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
4 General 4 VPN Service Warning 09:35:55 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
System 5 VPN Service 09:34:56 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
Logging Options 6 VPN Service Warning 09:34:51 [1sakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
Alarm Options 7 VPN Service 09:33:54 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
- 8 VPN Service Warning 09:33:53 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
Y Adminisuston 9 Intermediate Report Ge... 09:33:32 i0:Midtable.cpp:987 CheckAllDate for /fwlog/log_data//fwlog
I Maintenance 10 VPN Service 09:32:53 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
, Troubleshooting 11 VPN Service Warning 09:32:51 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
) High Availability 12 VPN Service 09:31:52 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
13 VPN Service Warning 09:31:52 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
14 VPN Service 09:30:51 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
Y Authentication System 15 VPN Service Warning  09:30:49 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
» Security Solution 16 VPN Service 09:29:50 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
17 VPN Service Warning 09:29:48 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
18 VPN Service 09:28:49 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
19 VPN Service Warning 05:28:48 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
20 VPN Service 09:27:48 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
21 VPN Service Warning 09:27:45 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
22 VPN Service 09:26:46 [Isakmp_Server]Start to initiate negotiation with [test](IP:192.168.19.215) using main mode!
23 VPN Service Warning 09:26:46 [Isakmp_Server]Negotiating with [test]'s Phase 1 security association failed. Failed to build connection!
24 Access Log System 09:26:46 i0:CfgTableUpdate.cpp:2577 update table CfgServAppCrc, CfgCrcName ok. '
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Perangkat Technical Support Lainnya S SANGFOR

Navigation 848l | Troubleshooting
» Status [ Troubleshooting H Logs ” Web Console H Capture Packets I Technical Support | :
» Network Blackbox logs digunakan pada
» Objects (~ Blackbox») Sangfor Technical Support
e Start Time: | 2019-01-11 [ EndTime:  [5019-01-17 [ | [DownoadBiacbox J untuk menganal isa be_zberapa
- \ masalah historis
w System
S Generil /  Reset Database N\
> System Th t ti ill clear the data in int I Report Center. [ pocet Now |
Logging Options Plezggst?e 2255):1%“&?& ;:h?SaZpe?at%r?.m Sl e Eesctlow. | Semua IOgS pada pusat data
Al . . Y, akan dihapus, umumnya
arm Options - - .
- Eemote Techiice Support ~ pusat data akan di-restore
P AdmnrEe R, apabila terjadi error
» Troubleshooting = = = S
Please contact device provider for license key (6 digits) untuk sementara. remote
» High Availability !
- J support belum bisa
» Authentication System d igunakan

» Security Solution
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Thank you !

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Headquarters)
Block A1, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)
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