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Visibilitas Trafik Data & SANGFOR

Firewall tradisional melakukan penyaringan paket menggunakan ACL untuk menjaga keamanan jaringan.

ACL mengontrol lalu lintas berdasarkan IP sumber/tujuan, Port sumber/tujuan, dan protokol.

IP Header ‘ TCP/UDP Header I

Apakah sudah aman
dengan ACL saja?

\~
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Visibilitas Trafik Data S SANGFOR

Banyak Risiko Keamanan Tak Terlihat di Jaringan

Teknologi Pertahanan
Keamanan Tradisional

Backdoor

Pengguna biasa

A

Serangan zero day

Peretas yang mengintai Exploitasi vulnerability baru:
Serangan di dalam trafik data normal

Situs web

Vuln.

i Uewyy eAuenwas Mepn
[lemali4 Infejaw BueA eyeq Muel |

Pengguna ilegal

Koneksi ke C&C server
Akses ke domain baru
Kebocoran informasi

0-day

de

|efa] eAuenwas Mepil 1exij1uasiag eunbbuad

Sistem Rantai
Pengguna biasa DNS get packet Pasokan
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Visibilitas Trafik Data S SANGFOR

Dengan tingkat identifikasi database aplikasi yang tinggi, kita bisa mendapatkan semua komposisi
trafik data di jaringan tepat pada waktunya, membuat trafik data berada dalam kendali dan lebih aman.

Application Signatures

Application Signature Database || Advanced App Signature Database Custom Rule I E | I A\ I - I - | ~
) Wiew: all v | | Search: Search term R
Total Applications: 1233; Tuti Rules: 31. -08-16; Update Service Expires On: 2018-03-09
Identifikasi Trafik Data Kontrol Trafik Data
Category << || Applicat
Lebih dari 1200 aplikasi @ OA w Bisnis Kritis , . operation
Game(217) [ d| a-l“qd | Settings |
M(174) 0 Mr-'lj | settings |
P2P Stream Media(47) H"_
P2P(25) O ?T:l”df‘ ) | Settings |
Download Tools(21) O Flasi @ @ & Traflk Data normal | Settings |
No d
HTTP Application(14) MP4 B
FTP(5) O Mo d | settings |
Mail(s) O :'4"; | settings |
DNS(2) oS @ Fod E‘i{ 5 Illegal | Settings |
Remote Login(37) o 4
M - .
Net Meeting(34) O ”ac;\ j k j |_ Settings |
Net Sharing(1) F -[I;E"CE"" o= 20 " All enabled | Settings |
Mo description .
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Pemfilteran URL S SANGFOR

Apa itu pemfilteran URL?

NGAF mengidentifikasi suatu URL apakah diizinkan atau ditolak dengan mendeteksi paket
HTTP request, kemudian mengambil tindakan yang sesuai.

Mengapa kita membutuhkan pemfilteran URL?

« Konten yang tidak pantas: Porno, konten dewasa, obat-obatan, dll.
» Phishing dan Tautan berbahaya, situs web dengan trojan, virus.
« \Web yang tidak terkait dengan pekerjaan : video online, game.
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Pemfilteran URL

Database URL.:
» Lebih dari 60 jenis;
e Jutaan situs web;

» Pencarian kategori URL
« Kustomisasi URL

« Update setiap dua minggu

= _. SANGFOR
y‘

URL Database

+ Add X % Refresh | O URL Category Lookup | Database Version: 2017-08-14 | Update Service Expires On: 2017-11-23

URL Category
Job-hunting & Employment

Adult Content

Online Shopping

Mews Portal

IT Related

Educaticn

Religion

Monprofit Organization

Science & Technology

Web Application
Microblog
Web Mailbox

SANGFOR TECHNOLOGIES

¥ | Description

Websites containing job-hunting and recruitment information.

Websites that contain information and comments on adult products, sex education, nude, body art, adults’ entert...

Websites providing online shopping and online shopping services,

Websites that contain latest news and comments on current affairs, including the websites created by media suc...
Websites providing information of IT industry, IT figures, program designing and network, and the forums for co...
Websites of vanous culture and education institutions, and websites marketing or providing references for educat..
Websites of religion administrative departments of the nation, and websites of various religion organizations and...
Websites created by the non-profit social organizations, such as chanty institution, volunteer organization, trade._

Websites that research the existence of object things and related regularity and that provide science and technaol...

Informal mini blog that is similar to traditional blog and publishes instant messages.

Websites that provide email-related serwvices.

B 000

Type
Internal

Internal
Internal
Internal
Internal
Internal
Internal
Internal

Internal

Internal

Internal

Delete F]
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Keamanan Konten & SANGFOR

Pe mfi Ite ran U R L View: All hd L | selected & objects

=[] All Adult Content
[]3ob-hunting & Employment e

Edit T lat Pornography } : .
] Adolt Content o Filter URL didasarkan pada kategori URL

[ ] online Shopping

Mame: all url []Mews Portal lllegal Drugs
Description: []IT Related -
W0t Advanced Settings
Protection [ religion
|| Email Protection{It will scan email body, filter email attachrments and verify files ba [ Monprofit
on engine Zero.) [ ] Science &
H=[ | Web Appli
[ {w] Illegality &
[®{ ] Life Relats
3 e
— - - - =[] Entertainm
' Job-hunting & Ermployrent, Adult Content,Online Shopping,Me @[] Policy & Lz
|| File Protection(It will fifter files and verty Tile based on engine Zera, | @[ | Business &
[ W] Metwork 5| | URL Filter
Schedule: Al weaek — ! Request Method{ ¥ HTTR(get) ¥ HTTPipast) ¥ HTTPS ]
| Add |
| advanced Settings|| (o]4 || Cancel |
HTTP (get): Tidak dapat mengunjungi situs web tertentu (blok)
HTTP (postingan): Dapat membuka halaman web tetapi tidak dapat
mengupload file
HTTPS: Pilih untuk menerapkan kebijakan di situs https
ok || cCancel |
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Pemfilteran File @ SENOESE

Siganture file umum yang telah ditentukan sebelumnya (predefined) dan dapat dikustomisasi
untuk pemfilteran file dan pemindaian file virus.

+ add | X % Refresh

[] Mo. MName Description Delete

I 1 Movie Movie format file In use

I 2 Music Music fermat file In use

[] 2 Image Image format file b Y

[ 4 Text Source file b Y

[ 5 Compressed File Compressed file, such as zip, rar, tgz b 4

r 6  Application Program Executable file, scnipt In use
7 Antwirus File List Document format file In use
8  Email Attachment Filter List Mail attachment filtering format file In use
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=
Keamanan Konten == SANGFOR

Pemfilteran file

ad d Setti [] Mo. File Signature File Extensions
vanced Hertings v
[T =2 Image *.Jpg )

* tiff
Name: Detect emnail contents {abnormal account, phishing emails} *_ bmp
*.qgif
Description: D
. Filter ernail attachments 4 Text cpp
Protection h
C
Email Protection{It will scan email body, f ) _ S bt
on engine Zera.) Engine Zero Based File Verification
[l 5 Compressed File thz
bzz
zZip
tgz
LRL Filter gz
6 Application Program bat
[Igl File Protection{It will filter files and veriﬁr] cmd L%
File Protection EOIN
Schedule; all week i#| File Filter 2 entries selected [ Ok || Cancel |
i L . - .
T Memfilter file dan mendeteksi virus

b E.ngin.e Zero Based File Merification (i) dalam pI‘OtOkO| FTP/HTTP
e Stanatures Compressed file,Application Program, Anfiy [@] Jika men-centang File Filter dan
memasukkan beberapa jenis file,
_oc | cameel || NGAF tidak akan melakukan
scanning terhadap jenis tersebut.
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Keamanan Konten == SANGFOR

Advanced Settings x

Keamanan Email I

« Detect email contents (abnormal account, phishing emails)

Max attempts Per Min: 45

o
#| Filter email attachments

Hame: File Signatures: Email Attachment Filter List S
Description: #| Engine Zero Based File Yerification
Protection File Si t . . . . Lo
e z1gnatures: Compressed File,Application Program,Antivi |56

|#| Emaill Protection(It will scan email bady, filter email attachments and verify files based
on engine Zero,)

Server Port: 25,110,143 ® . ] . . .
alicious Email Aot [ o Mendeteksi konten email berisi dua bagian:
URL Filter This alert message is added to the email subject «  Akun tidak normal: mendeteksi upaya |Ogin per
when user receives a malicious emall menit dari satu akun maksimal. (Collition Attack)
File Protection(It will filter files and verify file based on engine Zero. ) . Emall phlShlng mendetekSI adanya tautan phISIng
Schedule: All nesk v atau skrip berbahaya pada email.
Advanced Settings QK Cancel || Enoine Fero Baced File Werification
Jika file siganture dipilih di Filter email attachments dan
Remove virus in attachments pada saat yang sama,
Sangfor hanya akan melakukan Filter email attachments .
| |
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Catatan

a. Jika kebijakan keamanan konten mendukung dekripsi, Anda harus mengaktifkan kebijakan dekripsi.

b. Perlindungan eMail mendukung proteksi attachment yang berisi virus, link mencurigakan, serangan XSS, file filter,
dan Collision Attack.

c. Proteksi eMail secara default mendeteksi port 25,110,143, dan dapat dikustomisasi untuk port lain.

d. Ketika klien menerima email berbahaya, NGAF tidak akan melakukan deny action meskipun kebijakannya adalah
deny, tetapi NGAF akan merusak subjek surat jika kebijakannya adalah deny.

e. Log unduhan/unggahan HTTP/HTTPS, dan FTP disimpan di Application Control, bukan di Content Security Policy.
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SAVE Engine = SANGFOR

SAVE (Sangfor Al-based VVanguard Engine) adalah program pendeteksi file berbahaya berbasiskan
kecerdasan buatan (Al) yang menggunakan teknologi pembelajaran mendalam (deep learning) untuk
menganalisis dan mensintesis ratusan juta fitur asli, dikombinasikan dengan pengetahuan pakar
keamanan, dan akhirnya memilih ribuan fitur dimensi tinggi yang paling efisien untuk
mengidentifikasi file berbahaya.

« Menggunakan kecerdasan buatan, SAVE memiliki kemampuan generalisasi yang kuat untuk
mengidentifikasi virus yang tidak dikenal atau adanya varian baru dari virus lama;

« Kemampuan deteksi dari virus ransom telah mencapai level terdepan, termasuk WannaCry,
BadRabbit dan virus lainnya, dan memiliki efek deteksi yang lebih baik pada non-lesoviruses;

« Cloud + device + end linkage, mengandalkan data keamanan dari otak keamanan di cloud yang
sangat meyakinkan, SAVE dapat terus berkembang, terus memperbarui model dan meningkatkan
kemampuan deteksi, sehingga membentuk kombinasi sempurna dari mesin lokal tradisional,
mesin pendeteksi berbasis kecerdasan buatan, dan mesin pembunuh virus di cloud.
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Konfigurasi SAVE Engine

Jalur Konfigurasi: Object > Security Policy Template > Content Security > Add

Advanced Settings

~—Email Protection

Detect ernail contents (abnormal account, phishing emails)

Max Atternpts Per Min: |15
Filter email attachrments

File Signatures: |me1' Eilter 1ist
Engine Zero Based File Werification

File Signatures: |C0mpressed File,application Program,.ﬂ.ntiv|ﬂ;ﬂ_

—URL Filter

75,110,143 f Request Method: # HTTP(get) # HTTP{post) ¥ HTTPS
It contains malicious content 4

File Signatures: ; ; |j';|3_|

Direction: 0 L Upnload o Download
Engine Zero Based File Verification (i)

File Signatures: |C0mpressed File,Application Program,.ﬂ.ntiv|ﬂ;ﬂ_|

Catatan: Save Engine saat ini hanya mendukung deteksi file jenis PE seperti exe, object code, DLL,
FON Font file dan lain-lain
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Penempatan dan deskripsi kinerja

Status keamanan pengguna di Dashboard menampilkan ikon penyebaran virus

Navigation

¥ Status

* Dashboard

» Security Operations

» Business System Security
* User Security

4 Traffie Statistics
Traffic Ranking

Suspicious Traffic
Top Sessions

Bandwidth Management

» Online Users

» Affiliated Source Lockout

» Network

» Objects

¥ Policies

» System

} Authentication System

b Raruritu Salikian

SANGFOR TECHNOLOGIES

B 000

Dashboard

Threats Against Business Systems No Threat

Threat Distribution

2
user(s)

B 1 hacked
user-test-ken (192.168.1.212)
View All

1 invalved in high threat

Attack Events
40

| 1121
Virus Spread: 11
Security Events: 36

11-21 1-23 11-24 11-25 11-26 127

# Virus Spread | @ Security Events

Top 10 Hot Events

Acoin Bitcoin Gold

Cutbound Attack

BeautyscorpionMi

Dark Web

Bondat
Bitcoin Faith Bitcoin Pizza

Bitcoin Private Aeoncoin

Threats Against Users Mo Threat

Your Future-Proof IT Enabler
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Penempatan dan deskripsi kinerja = SANGFOR

Keamanan Pengguna - Event Serangan, menambahkan Histogram Propagasi

Virus, tipe Event menambahkan tipe propagasi virus.

Dashboard | [V SE= =T

Navigation
~ Status Summary | Attack Events |
I |
Dashboard %> Refresh Last 7 days~
Security Operations Top Attack Event Types Top 10 Hot Events
Business System Security 30 Acoin Bitcoin Gold
25
User Security Outbound Attack
Beautyscorpion...
-4 Traffic Statistics 20 Dark Web
Bondat
Traffic Rankin
g Bitcoin Faith Bitcoin Pizza
Suspicious Traffic 1
o _._ Bitcoin Private Aeoncoin
Top Sessions ' v '
Wirus Spread
Bandwidth Management » Total: 11
} 0 0 0 0 0 /] Thraats Against Usars Mo Threat
o]
Online Users Botnet Virus SpriRemote Acce Malicious LSuspicious T Malware Phishing &1 Data lea
Affiliated Source Lockout =
Attack Events (3) [Ishow key users only | = Filter |User 1P address 2
Mo. Time Occurred Users Type Severity Rating Description Occurren... Operation
» T
Hetwork 1 2018-11-21 19:33.. user-test-ken (192.16,., Botnet High Host visited CA&C communication damain or IP addre 24 Logs
» Objects Sangfor Engine Zero found that the host spreads the
Globelmposter_Tigerd... View Report
} Policles 2 2018-11-21 16:55... usar-test-ken (192.16... | % Virus Spread (via file download) High Globelmposter_RESER View Report 11 Logs
» System Globelmposter WALKE View Report
» Authentication System 3 2018-11-21 14:28 . user-test-ken (192.16.. Botnat Low Extension of HTTP downloaded files onto the host is 1 Logs
b Security Solution
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Penempatan dan deskripsi kinerja

=

Klik View Report untuk melihat Deskripsi Virus dan Identifikasi Virus

T —

~ Status
Dashboard
Security Operations
Business System Security
User Security

4 Traffic Statistics
Traffic Ranking
Suspicious Traffic
Top Sessions

Bandwidth Management

Online Users

Affiliated Source Lockout

b Network

Dashboard ]

} Objects

} Policies

} System

} Authentication System

} Security Solution

SANGFOR TECHNOLOGIES

Summary || Attack Events l
& Refresh Sangfor Engine Zero Based File Verification Report % Last 7 days~ |
Top Attack Event Types ~
30 Sangfor Engine Zero Based File Verification Report Acoin Bitcoin Gold
25 ngine Versior 0.1 Model Version v20 20
Outbound Attack
20 Machine Learning Analytics Dark Web
Tall i Bondat
alicious File e Pless
1 File Name Globelmposter_Tigerd444.doc
10 Fi @5bb2a95c710f301ba82993ff3b45e8f Jitcoin Private Aesoncoin
s HTTP
192.200.19.53/Globelmposter_Tiger4444.doc Copy
a Threats Against Users Mo Threat
Botnet Virus Spref F"_""“:i”'es
Attack Events (3) themselves) Learn More []show key users only z Filter || User IP address ﬂ
No. Time Occurred & Occurren... Operation
1 2018-11-21 19:33. . - pmmunicatiorr.domain or IP addre 24 Logs
i . 0iilest L —
b4 588 e
2 2018-11-21 16:55. . "géel ._' a::: . 11 Logs
. .i:‘ ‘e o / LKE... View Report
3+ $232 :
: pT - 1
3 2018-11-21 14:28, > Sescassedl s o downloaded files onto the host is il Logs
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Neural X S SANGFOR

 NGAF memeriksa data yang lewat. Saat menemukan adanya local rule database yang tidak cocok,
NGAF menguploadnya ke Neural X untuk memeriksa apakah itu adalah data yang berisiko.

* Rule Database Neural X memiliki lebih banyak sumber untuk terus memperkaya kemampuan
pendeteksian

» Local rule database NGAF terbatas ukurannya, dan ada ratusan juta rule database di cloud, sehingga
tidak dapat dikirim ke local rule database . Selain memiliki rule database yang jumlahnya besar,
Neural X juga mengintegrasikan banyak mesin pendeteksi berbasis cloud. Jika beberapa data tidak
dapat dicocokkan dengan rule database, Neural X akan mendeteksi status risiko menggunakan mesin
pendeteksi. Mesin pendeteksi berbasis cloud ini belum tersedia di NGAF dalam waktu dekat.
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Konfigurasi Neural X

=

SANGFOR
-

Neural X tidak perlu dikonfigurasi secara terpisah, dan memiliki tiga persyaratan berikut:

1.
2.

Versi perangkat adalah AF8.0.5 atau yang lebih baru;
Perangkat dapat terhubung ke Internet secara normal,
mengakses internet mengalir melalui AF;

3.

dan data pengguna intranet yang

Fungsi perangkat Neural X biasanya sudah dihidupkan, untuk mencek Serial Numbernya.

Navigasi ke System > General > Licensing, seperti yang ditunjukkan di bawabh ini:

Syskam Time H Metwark ” Local ACL ” b LT ” SMTF Server ” Licensing ” Privacy Options

@ Device License
{In gateway mode, it decides how many WAN links ta branch sites

are allowed)
Gateway ID: DBSCBGEC
License kKey: EQU9BBFRFGLATSKF
Status: Walid
1. Branch VPN Sites:0
2. Lines:1
3. Mobile VPN Users:0

License Key: -
Status: Mot activated

Edit

Edit

=) Lic

(Activate as custorner requires)

ense of Function Modules

1. SSL WPN: 10 users

2. Sangfor Engine Zero Based File Verification
3. 85L Decryption

4, Advanced Functionality

Edit

@ Cross- 1SP Access Dptimi
(It improves user ex pErienc

e for cross- ISP access 3

=ats: | HEFW39L451BS57Y

& Walid license key
4BBIHKCEW QE4ES WM
& Valid license key

OK Cancel

Service Subscriptions

(Activate as custorner requires)

1.Unknown Threats:Expiry Date: 2019-11-19
2.8dvanced Threats Defense:Expiry Date: 2019-11-19

Edit

SANGFOR TECHNOLOGIES
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CatatanNeural X & SANGFOR

1. Log deteksi Neural X membutuhkan waktu sekitar 6 sampai 15 menit untuk dihasilkan, jadi
Anda perlu menjadwalkan waktu tes.

2. Jika menemukan bahwa peristiwa DGA tidak ter-generate, Anda dapat menjalankan skrip
beberapa kali, dan setiap kali menjalankan skrip, peristiwa DGA akan di-generate.

3.  AF melaporkan 200.000 domain mencurigakan setiap harti, jadi jika perangkat dengan jumlah
pengguna yang relatif besar, penyimpanan laporan dapat dengan mudah penuh. Jika Anda ingin
melakukan pengujian lagi, Anda hanya dapat mengujinya setelah AF di-restart.

4. Hasil investigasi Neural X terhadap nama domain DGA adalah hanya dianalisis dan ditelusuri,
dan tidak akan dicegat , jadi pengguna perlu memeriksa terminal dan secara manual
menggunakan tool penghenti aplikasi (killing tools).
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» SANGFOR

-

Terima kasih |

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Headquarters)
Block Al, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)
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