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	Packages
	Complementary
	Standard
	Premium

	Pre-incident Scope
· Baseline External Vulnerability Assessment
· Attack Surface Identification
	-



	Yes
	Yes

	· 
	-
	-
	Yes

	During-incident Scope
· Ransomware family and type identification
· Kill chain determination
· Entry point identification
· IOC and triage determination
	Yes
	Yes
	Yes

	Post-incident Scope
· Baseline External Vulnerability Assessment
· External Firewall Ruleset Policies Review
	-
	-
	Yes

	Response Time
	Best Effort
	4 Hours
	2 Hours

	Assistance Mode
	Remote only
	Remote only
	Remote / Onsite if necessary

	Incident Response Count
	1x per year per customer

(If same customer infected by malware and ask for help for second time, seek for management approval）
	2x per year

(can carry forward 50% of remaining count to next year)
	4x per year

(can carry forward 50% of remaining count to next year)

	Deliverables

	Security Incident Report
	Best Effort
	Yes
	Yes

	Vulnerability Assessment Report
	-
	Yes
	Yes

	Attack Surface Identification Report
	-
	-
	Yes
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1.1 [bookmark: _Toc31969383]Scenario 1 – Non-NGAF Existing Customer

Customer look for help



 
Information Gathering Phase
· Sales / presales / FAE request following information from customer
· Screenshot of encrypted files, readme file
· Detected date and time (estimated discovered time)
· Details of compromised machines, such as OS, purpose of the server
· Confirmation if RDP (TCP/3389) or SMB (TCP/445) ports are facing externally
· Network topology (Optional)
· Sales / presales / FAE request customer to isolate the compromised machine and connect the machine to personal hotspot / dedicated router, then install teamviewer and provide remote details
Pre-Engagement Phase
· Sales / presales / FAE create external group with customer and presales
· Sales / Security PM inform Yue Fan to create internal group with RnD and ES team
· If onsite is required, partner need to be onsite; Sangfor will remote support

Investigation Phase
· IR team helps to identify ransomware family, ransomware type and description, entry point, abnormally identification, kill chain determination, Indicator of Compromise (IOC) determination, triage determination
· IR team to capture screenshot for every steps taken for later documentation purpose
· IR team to assist in installing Endpoint Secure to remove the ransomware file
· IR team to discuss internally on improvement proposal
· IR team, Sales and PM to assist in drafting security incident report










BO Discovery Phase
· Sales and PM look for business opportunities by prepare relevant material, such as PPT or brochure
· Sales and PM follow up with customers and convert BO to PO


Monthly Reporting Phase
· PM collect suggestions from Sales / Presales / FAE on improving incident response process and materials, more systematically
· PM summarize the incident counts, potential BO and project details in group on monthly basis

Key Roles and Responsibilities
	No.
	Tasks
	Sales / Presales / FAE
	PM
	Incident Response Team

	1
	· Communicate with partner / customer
· Inform regional security PM and HQ PM for internal support
	
	
	

	2
	Create internal support group
	
	
	

	3
	· Collect information from partner / customer
· Request for remote support via mobile hotspot / dedicated router
	
	
	

	4
	· Identify ransomware family, type, entry point, abnormally identification, kill chain determination, Indicator of Compromise (IoC) determination, triage determination 
· Screenshot every steps as supporting evidence
	
	
	

	5
	Endpoint Secure installation to remove ransomware
	
	
	

	6
	· Internal discussion on improvement proposal
· Draft post-incident report
	
	
	

	7
	· Look for business opportunities
· Prepare relevant materials
	
	
	

	8
	Follow up with partner / customer
	
	
	

	9
	Collect feedback and suggestions for future improvement
	
	
	

	10
	Provide summarize monthly report
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Customer look for help




Case Logging Phase
· CTI to log case and perform health check on firewall for configurations, settings and policies





Pre-engagement Phase
· Sales / presales / FAE / CTI create external group with customer and presales
· Sales / regional security PM inform Yue Fan to create internal group with RnD and ES team
· If onsite is required, partner need to be onsite; Sangfor will remote support








Information Gathering Phase
· CTI request following information from customer
· Screenshot of encrypted files, readme file
· Detected date and time
· Firewall version
· Details of compromised machines, such as OS, functions
· Confirmation if RDP (TCP/3389) or SMB (TCP/445) ports are facing externally
· Network topology (Optional)
· Sales / presales / FAE request customer to isolate the compromised machine and connect the machine to personal hotspot / dedicated router, then install teamviewer and provide remote details














Investigation Phase
· ES team helps to identify ransomware family, ransomware type and description, entry point, abnormaly identification, kill chain determination, Indicator of Compromise (IOC) determination, triage determination
· ES team to capture screenshot for every steps taken for later documentation purpose
· ES team to assist in installing Endpoint Secure to remove the ransomware file
· ES team to discuss internally on improvement proposal
· ES team, Sales and PM to assist in drafting security incident report











BO Discovery Phase
· Sales and PM look for business opportunities by prepare relevant material, such as PPT or brochure
· Sales and PM follow up with customers and convert BO to PO





Monthly Reporting Phase
· PM collect suggestions from Sales / Presales / FAE on improving incident response process and materials, more systematically
· PM summarize the incident counts, potential BO and project details in group on monthly basis

Key Roles and Responsibilities
	No.
	Tasks
	CTI
	Sales / Presales / FAE
	PM
	Incident Response Team

	1
	· Log case
· Perform healthcheck 
	
	
	
	

	1
	· Communicate with partner / customer
· Inform regional security PM and HQ PM for internal support
	
	
	
	

	2
	Create internal support group
	
	
	
	

	3
	· Collect information from partner / customer
· Request for remote support via mobile hotspot / dedicated router
	
	
	
	

	4
	· Identify ransomware family, type, entry point, abnormally identification, kill chain determination, Indicator of Compromise (IoC) determination, triage determination 
· Screenshot every steps as supporting evidence
	
	
	
	

	5
	Endpoint Secure installation to remove ransomware
	
	
	
	

	6
	· Internal discussion on improvement proposal
· Draft post-incident report
	
	
	
	

	7
	· Look for business opportunities
· Prepare relevant materials
	
	
	
	

	8
	Follow up with partner / customer
	
	
	
	

	9
	Collect feedback and suggestions for future improvement
	
	
	
	

	10
	Provide summarize monthly report
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[bookmark: _Toc31969386]2.1 Windows
· Download “Everything” software and search for [[wannacry]]
· Check netstat for listening ports and established connections
· Check task manager for suspicious process
[bookmark: _Toc31969387]2.2 Linux
· Check netstat for listening ports and established connections
· Check for suspicious process
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[bookmark: _Toc31969389]3.1 Windows
· Command Prompt (run with administrator)
· dir /s *.[[wannacry]] 
· netstat -an | findstr “LISTENING”
· Powershell (run with administrator)
· Get-ChildItem -Path C:\ -Recurse | Select-String “[[wannacry]]”

[bookmark: _Toc31969390]3.2 Linux
· sudo find / -iname “*.[[wannacry]]
· sudo ps aux
· top
· lsof -i -PnR
· [bookmark: _GoBack]lsof -p [[process ID]]
· crontab -l
· 
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1. What is incident response?
Incident response is a process by an organization dealing with security incidents, such as data breach, malware infection, web defacement, and etc. 

2. Why do we need incident response?
It is important to have incident response as it not only can assure the critical business availability, but it can also minimize the impact and consequences of the incident. It is necessary to have a proper incident response plan as it could ensure the organization could ready in security incidents and deal with incidents effectively.

3. How to we sell incident response service?
There’s two strategy we are offering at the moment: Active and Passive.
Active: we approach customer by requesting them in filling up the ransomware protection assessment form. From there, customer and us can know if the existing security protection is sufficient in dealing with ransomware attacks. We can propose further solutions based on the scoring.
Passive: customer engage us when ransomware attack occurs. We provide them incident response, provide assistance in business recovery, then we can propose further solutions after the incident case closed.

4. What is the phases in incident response?
There are actually 6 major phases in incident response process – Preparation, Identification, Containment, Eradication, Recovery, and Lesson Learned.

5. How many packages are there for incident response service?
We are offering one time complimentary service and two packages: Standard and Premium. Complimentary service covers only during incident.
Standard package covers only pre-incident and during incident.
Premium package covers pre-incident, during incident and post-incident.


6. Who is the target customer?
We can target following customers:
· SME customers
· Customers who do not have sufficient IT security resources
· Customers who do not have experience in dealing with security incidents
· Customers who worry about business availability

7. Who should I contact with in case of security incident?
You can contact HQ PM (Yue Fan and Jeffrey Lee) for assistance.
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· Web defacement
· Data leakage
· DDoS
· Phishing / Vishing
· Drive by Download

Sangfor Technologies 
Block A1, Nanshan iPark, No.1001 Xueyuan Road,Nanshan District, Shenzhen, China
T.: +60 12711 7129 (7511)   |   E.: sales@sangfor.com   |   W.: www.sangfor.com
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