
Project Implementation Phase SOP (Mid-Incident)

Security Incident Happens

is existing 
NGAF 

customer?

Customer or Partner engage 
Sangfor

Local Team / Partner to collect 
information from customer
- screenshot of encrypted file, 
readme file
- confirmation if RDP and SMB is 
facing externally
- is there vlan segmentation?

Local Team to inform IR team and 
create internal group

Local Team / Partner to inform 
customer to prepare remote 

Customer / Partner zip log file from 
C:\Windows\System32\winevt\Logs" 

Is remote 
access 

available?

Local Team send to IR Team

IR Team to remote access to 
perform investigation 

IR Team to investigate to 
determine kill chain and locate 

Pass to NGAF RnD Team Follow standard procedure on 
NGAF case

IR Team to determine kill chain 
and locate entry points

IR Team to collect information and 
screenshots as evidences

SES Team to assist in malware 
removal by installing SES into 
infected machines

Is report
required by 
customers?

Local Team and IR Team to 
prepare summary report

Local Team to propose  solutions Sales to follow up BO

Project Closed

Yes

No

Yes

No

Yes

No

(2)

(1) 
Useful information and toolkit 
- https://mp.weixin.qq.com/s/Eg1aYYmQIVR_6QBfSgMR9Q
- https://edr.sangfor.com.cn/#/information/ransom_search
- everything.exe (from Security BU Group in Teams)
- Sangfor Antibot (from Security BU Group in Teams)
- rsm_tracer_en.exe (from Security BU Group in Teams)

(2)
- ransomware protection solution
- Cyber Command + TIARA solution
- obtain more BO from http://go.sangfor.com/security-assessment 

(1)


