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Panduan Penyelesaian Masalah IAM

1 Contoh Topologi

(o)
o

O o O

2 Panduan Konfigurasi

2.1 Konfigurasi Dasar

1. Masuk ke konsol web IAM.

2. [User]-->[Authentication]-->[External Auth Server]
3. Klik tambah dan periksa [Social Media Account]
4

. [User]-->[Authentication]-->[Authentication Policy]-->[Add new Authentication Policy, isi
segmen IP range, pilih Social Media Server].

2.2 Otentikasi Facebook
2.2.1 Platform Pengembang

1. Situs web Platform pengembang Facebook:
https://developers.facebook.com
Periksa Add New App, isi Name dan Mail Address.
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Products

Facebook Developer Conference

That's a wrap for F8

Watch the keynote
sessions on deman

Experience F

2. Periksa Setting dan periksa Basic,
3. Dapatkan App ID dan App Secret;

Isi Privacy Policy URL: itu Privacy Policy URL yang diperlukan untuk mengisi beranda perusahaan
anda. Faktanya, parameter ini tidak digunakan untuk otentikasi oauth. Anda bahkan dapat menulis URL
yang tidak ada.

I..j oauth - APP ID: 357543726221312 Status: In Development AN

# Dpashhoard

£$ Settings = App ID App Secret
Basi 357943728221312 edbededhacce7064b4 1149010854730 Resat
asic
Atvansed Display Name Mamespace
P Roles ¥ nauth
A derts »
© App Review , App Domains Contact Email

shuo zhi@ 163 com
PRODUCTS (&

Privacy Policy URL Terms of Service URL
~) Facebook Login »

i= Activity Log App lcon (1024 % 1024) Categary

4. tambah “Facebook Login” produk ,periksa “Web”:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 2
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# Dashboard

£¢ Settings b
Add a Product
A] Roles »
& Nerts »
@ App Review »
PRODUCTS () @ @ @
Account Kit Facebook Login Audience Network
3 Monetize your mobile app or website with native
Seamless account creation. Mo more passwards The waorld's number one social login product

ads from 3 million Facehook advertisers.

Read Docs SetUp Read Docs SetUp Read Docs SetUp
Analytics Messenger Webhooks
U_nderstand how peaple z_angage with your Customize the way you interact with people an Subscribe to changes and receive updates inreal
husiness across apps, devices, platforms and 3 3
Messenger. tirne without calling the AP|
wehsites
Read Docs Set Up Read Cocs Set Up Read Doce Set Up

Use the Quickstart to add Facebook Login to your app. To get started, select the platform for this app.

ins Android YWeb Other

5. Arahkan ke pengaturan, Isi URIs pengalihan OAuth yang valid:
https://oauthservice.net:444/ac_portal/oauth_callback.html (Salin dari konsol IAM)

Gllent DAuth Settings Social Media Account { FaceBook) ®

|+ Enable
Client OAuth Login
Name: | Facebook
Yo ol ” = ik ol Description:
Graphic Guide
o | Farce et Cuth Feauthenticaton o | EMEEdisd Brwser Ot Logn Settings
Callback Domain:  https://oauthservice.net:447/ac_portal; |Clona|
v Use Stnct for Redirect URls - —— =
- i atuse the ApplID: 2357906441122519
valid Cautn Redirect RIS AppSecret: _4b6 b422d72ed4a8fo4aa00b04e93a95d
T
Commit | | Cancel

Terakhir, Isi URL kebijakan privasi, lalu lakukan semua pengaturan.

2.2.2 Konfigurasi Otentikasi IAM
1. External Auth Server konfigurasi: hanya perlu diisi AppID dan AppSecret.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Social Media Account { FaceBook) x

|« Enable

Mame: Facebook
Description:
Graphic Guide
Settings
Callback Domain: | https://oauthservice.net:447/ac_portal; | {:Innei

ApplID: L 7543728221, !
AppSecret: hededbacce7064b41f49010854e

| Commit || Cancel |

2. [User]-->[External Auth Server]-->[Authentication Policy]-->[Add Policy, isi Otentikasi range,
Pilih Server Otentikasi Facebook yang Anda konfigurasikan].

2.2.3 Proses Otentikasi
1. Klik Ikon Facebook.

@ Identity Authentication System X 4

« C @ Notsecure | 1.1.1.239/ac_portal/default/pchtmi?template =defauitBitabs =facebook &vianid = 08uri= http:/fqg.com %2f

' Identity Authentication System

Facebook Login ‘

2. Masukkan username dan password akun Facebook dan klik login:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 4
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3 LogintoFacebook | Facebook X
&

A5

fu ce bo [o] k Create New Account

Email address or phone number

Password

Create New Accoul

English (UK Bahasa Melayy SREZ(RE) Bahasa Indonesia TiéngViet mlin Lesdl Espafiol Pomuguss (Brasi) Frangais (France) Deutsch

C @ hitpsy/mww.facebook.com/loginphip?skip_api_login=18api_key=3575437 28221312 8kid_directed site=0&app_id=35754372822131 28isigned_next=1&inext=hitps3A%IF %2 Frvow facebook.com % 2Fv3. 0% 2R dialog % 2F...

lo|®]
% @ i

Log in to Facebook

Forgotten aceount?

or

Not now

%
SignUp  Login  Messenger Facebooklite Wiatch People  Profiles  Pages  Pagecalegories  Events  Places  Games  Locations  Markstplace
Groups  Instagram  Local  Fundraisers  Services  About Createad  CreateFage Dewelopers Careers  Frivacy Cookies  AdChoices[>  Terms
o|l@] %
B ) GerniniYan x4+
&« C @ httpsy/mwww.acebook.com /geminiyan 50 ot @
_l Gom van El @ tome  Fnarenss  cede
| Gemini Yan Timeline ~ 2019 v June + | % Manage Posts = Listview 23 Grid View
shenwhittaker Walta Lapaix Jotin Atias ‘sabah Nort ¥ Ghiong Seng Shahad Shahad
@ 5t Louis # Golumbia Univer & Baghdad, liag & Network/Telecom
s
B oemini, where did you gato sollege? # CreatePost | (8 Photonideo | BiLivevideo | ¥ Life Event
—— B9 complete
“What's an yaur mind?
@UTH Universiti Teknologi Malaysia (UTM)
HiR A BSoochow University BB Photonideo R TagFriends () Feelingctivity -
Ihaven't gone to college @ &4 Friends ~
Ettefa collags Posts 5 ManagePosts = ListView 58 GridView
@ puniic ~ E7l| s+~ |
© o Posts from 1993
Add a short bio to tell people more about yourself .
Add Bio
YRR TR A e
onl
2 second(s) + | £ Refresh | T Filter N @ Logout | [ Export Search by Username ~ Search
Status: All  Endpoint Device: All Objects: none
User Group <¢|| Members
Search term A)||C] Mo, username(alias) Group 1P Address Endpoint Device _Auth Method Time Logged In/Locked - Online Duration Operation
e | e / s, 2015.06 24 1431510 i 2
@ default 0 Users

2.3 Otentikasi Gmail
2.3.1 Platform Pengembang

1. Login ke platfrom pengembang google: https://console.developers.google.com

2. Periksa Credentials, periksa Create credentials, periksa “OAuth Client ID”.
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Credentials CAuth congent sereen Diarmain werification

AP ey
|dentifies your projest using a simple AP key to check quota and agoess

: aut

CAuth client (D
Requests user consent 50 your app <an acoess the user's data

Senvice account key
Enables server-to-senmer, app-level authentication using robot accounts

(1o

' apr

Help me choose  apr
Asks a fiew questions to help you decide which type of credential to use
3. Periksa “Web Application”, Isi URI pengalihan resmi :

http://oauthservice.net/ac_portal/oauth callback.html (Direkomendasikan untuk menyalin URL
pengalihan langsung dari bagian belakang IAM.)

& Create OAuth client ID

For applications that use the OAuth 2.0 protocol to <all Google APIS, you can use an Oiuth 2.0 client 1D to
generate an acoess token. The token contains a unique identifier. See Sefting up CAuth 2.0 for more
information.

Application type

@ Web application
Andraid Learn mare
Chrome App Learn more
104 Learn more
Other

Name
| oauth-1g)

Restrictions

Enter Javafeript origins, redirect URIs, or both Learn More

Origing and redirect domains must be added to the list of Authorized Domains in the GAuth consent settings.
Authorized JavaSeript origins
For usewith requests from a browser. This is the origin URI of the client application. Itcant contain a
wildeard (https:/i™ example.com) or a path (https:ffexample.com/subdir). If you're using a nonstandard
port, you must include it in the arigin URL

https:fwwowexamplecom

Type in the domain and press Enter to add it

Authorized redirect URIs

For usewith requests from a web senver. This is the path in your application that users are redirected to
after they have authenticated with Google. The path will be appended with the authorization code for
acoess. Must have a protocol. Cannot contain URL fragrnents or relative paths. Cannot be a public 1P
address.

http:/foauthservice. net

https:fwwwexamplecom
Type in the domain and press Enter to add it

Create Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Social Media Account {Gma X

|« Enable

Description:
Graphic Guide

Settings

Name: | Gmail

I Callback Domain: | http://oauthservice.net/ac_portal/oauth | Clone | I

AppID:
AppSecret:

Commit || Cancel

4. Isi AppID dan AppSecret yang Anda peroleh dari Situs Web Pengembang Google.

Client ID 687660146169-n9%uedo3knp3st2el 1thoilmf2ic/0969 apps.googleusercaontent com

Client secret ¥ ZIDNYRC-XWP-10J0gxUkB0

Creation date Dec11,2018,8:04:29 PM

5. Klik Library, Periksa “Gmail API” di “API Library”, Klik “Enable”.

= Google A 2 180auth ¥

& APILibrary
-

Public (232)

Private (2} Maps SDK for Android
Google

CATEGORY Maps for your native Android app

Advertising (11)
Analytics (1}
Big data (10}
Blog & CMS (1) Machine learning

Compute (6}

CRM (1} .

it ) Dialogflow API

Developer stacks (2} Google

Developer tools (13}
Builds conversational interfaces
Email (1}
Firebaze (4)
Google Cloud APl s (23}
G Suite (19}

Machine laaming (8} G Suite

Maps (15}

Mobile (12) ‘

Monitoring (4]
368 Google Drive API

Metworking (4} Boogle

Security (3}

2.3.2 Konfigurasi Otentikasi IAM

Q

¥
Maps SDK for i0S
Google

Maps for your native iDS app.

<

Cloud Vision API
Google

Image Content Analysis

Google Calendar API
Google

el
-

Maps JavaScript APl
Google

Maps for your website

Cloud Matural Language AP1

Google

Provides natural language
understanding technologies, such
a5 sentirent analysis, entity.

M

Gmail API
Google

L 2

Places AP
Google

Get detailed information about 100
million places

VIEW ALL (5)

Cloud Speech-to-Text APl
Google

Spesch recognition

VIEW ALL {19}

Google Sheets APl
Google

The Sheets AP gives you full

tral h, ok A

1. Konfigurasi External Auth Server: itu diperlukan untuk mengisi appid dan appsecret.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Social Media Account { Gmail) X

|+ Enable

MName: Gmail

Description:

Graphic Guide
Settings

Callback Domain: http:,f-fuaughsewice.neﬂ’ac_pnrtal,-’nautf' iEI-one |

AppID: 7660146169-n9uedo3knp3st2el 1thgiomf2icio
AppSecret: ZIDMY=C-XWP-1g]0gxUks80
| Commit || Cancel |

2. [User]-->[Authentication]-->[Authentication Policy]-->[Add new policy, Isi Segmen IP range,
pilih Server Gmail].

2.3.3 Proses Otentikasi
1. Klik ikon Gmail.

' Identity Authentication System

Gmail Login

2. Masukkan username dan password.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 8
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G Sign in - Google Accounts

€ c

x|+

@ hitpsi//accounts.google.com fsignin/v2/challenge/pwd? dient_id =687660 146169-n9uego3knpa5t2e 1 1thgi0mf2ig0969. 3pps.googleusercortent c

BSt-3x7 duthUugdL Qi

=B % ]

hitpKIARIFEIFoauthse., % @ i

G signinwith Google

Hi Zhijie
e zhi n@sangfercom

To continue, first verify its you

Enter your passward

©

Forgot password?

English (United States) ~ Help  Privacy  Terms

3. Setelah otentikasi selesai, itu akan mengarahkan ke halaman web yang ingin Anda jelajahi
sebelumnya.

® Google Scholar X +

& C @ hitpsy/scholar.google.com

& Mypofle  de My library

Google Scholar

® Aticles Case law

Stand on the shoulders of giants

4. Anda dapat melihat pengguna di Pengguna Online.

lol®] % |
% @ :

2.4 Otentikasi Line

2.4.1 Platform Pengembang
1. Login ke platform pengembang Line: https://developers.line.biz/console/

Pilih penyedia, klik Create New Provider, ikuti instruksi untuk meyelesaikan pembuatan penyedia.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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LINE Developers Fuoducts Documents Mews FAQ  Community & Blog ] n
o Welcame o
Provider List
Providers L
Provider Role
Provider List
oauth-test

oauth-test

Taols

Support (¥ Create New Provider

2. Buka penyedia yang dibuat, klik new channel, pilih LINE Login, ikuti petunjuk untuk menyelesaikan
pembuatan saluran.

Create new channel

Please select a channel from the following and create a new channel.

o = .

LINE Login Messaging AFI| Clova Skill

Create Mew Channel Create Mew Channel Create Mew Channel

3. Klik untuk masuk ke saluran, dapatkan Channel ID, Channel secret, isi appid, appsecret dibawah
channel setting, dan periksa LINE Login (NATIVE_APP), LINE Login (WEB) dibawah App type.

Channel ID (7}
1631365883

Channel secret (3)

ageab1h4381c1eefdz90e 16590dea284ch m

App type (B}
LINE Login (MATIVE_APP)
LINE Login (WEB) ceid

4. Setel Callback URL dibawah App Setting untuk menyalin di konsol web IAM.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 10
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I Redirect settings

Setthe URL for where the user is redirected after logging in

callback URL (7)

http:#oauthservice net/ac_portal/oauth_callback html

5. Ubah channel status ke published.

TOP > ProviderList> oauth-test> oauth-test> App settings

oauth-test

2% LINE Login

Channel settings App settings Roles Testers

LIFF

Edit

@ Published

e

Configure the settings required for integrating LINE Login an 1035, Android, and web apps

2.4.2 Konfigurasi Otentikasi IAM

External Auth Server: Ini diperlukan untuk mengisi appid dan appsecret parameter.

1.
Social Media Account {Line) X

|« Enable

Name: IIMNE
Description:
Graphic Guide

Settings

AppID: 1365883

AppSecret:

1b1b4391c1eef82902169dea284ch

Callback Domain: http:,-’.,r'oauihservice.neffac_portalfoautl‘: iaone |

| Commit || Cancel |

2.

2.4.3 Proses Otentikasi
1. Klik pada ikon line.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com

[User]-->[Authentication]-->[Authentication Policy]-->[Add new Policy, isi segmen IP range,
pilih Line otentikasi Server yang Anda konfigurasikan sebelumnya].
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D ldentity Authentication Systern X 4

« C @ Notsecure | 1.1.1:239/ac portal/def

ni?tem plate=default&tabs = lineSulanid= 0&url=http//qg.com %2

' Identity Authentication System

Line Login

Click the icon to get started

]

2. Pergi ke halaman login line dan masukkan akun password:

lol®] % |
B une Login x |+
< [¢] @ httpsi/faccessline.me/oauth2 2.1 /noauto-login?re turnUri= %2Foauth 2% 2Fv2. 1 %2F authorize®2Fconsent%3F scope®3D profile % 26response_type %30 code %265 tate%3Dline-Obfde4bBa649e45485d7474d62 2960 1%, 6~ -

LINE

HNEW GR code login

Forgot your emall of passward?

3. Setelah otentikasi berhasil, itu akan mengarahkan ke halaman yang ingin Anda akses sebelumnya.

==] % ]
# Google Scholor x  +
< C @ httpsy/scholargoogle.com * @
= & My profile H My library SIGN I

Google Scholar
[ B

® Aticles Case law

Stand on the shoulders of giants

4. Dapat melihat pengguna online.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 12



Panduan Penyelesaian Masalah IAM

Online Users

£ Auto Refresh: 5 second(s) = | £ Refresh | I Filter | & -N @ Logout | [ Export Search by Username ~ | Search

Status: All  Endpoint Device: All Objects: none

User Group || Members
Search term 2|1 No.  username(alias) Group 1P Address Endpoint Device | Auth Method Time Logged In/Locked - Online Duration Operation
B/ 1 users [0 1 sangfor / 192.168.19.208 Verifying... OAuth Login 2019-06-24 15:15:48Login 35 seconds &

T default 0 Users

2.5 Otentikasi Twitter
2.5.1 Platfrom Pengembang

1. Masuk ke platform pengembang twitter: https://developer.twitter.com/en/apps
2. Pergi ke klik Detail dan pergi ke app.

& httpsy//developer.twitter.com/en/apps

e BQ Gocgle EF W sencfor B BRE 8 wzris B m8zzii 6 RECESG. & FEELE B #858ing #E . 0O cit#%FH [ Regexper

Developer Use cases Products Does Mare Apply Apps

ApplD -
sundraywifi 15204669 ( Details )

3. Klik "Keys and tokens" untuk mendapatkan parameter aplikasi;

oF Developer lse cases Products Docs i are

Apps sundraywifi

App details Keys and tokens Permissions

Keys and tokens

Consumer API keys
gzGthkWVUREZM thWREE gxMeEIL
fdHTZvFgoshdiBGMN34m dgsM5XB48PQbertc)BegloySKwrOqui

- Regenerate l

Access token & access token secret
993825206740303873-qiSBruTStyM Phe0Q95b KA Yy QwlpsgD (£
CInYhKTwOE0ERIGHS5GY dfk GOZL45MXEvEL pPaf oBwhAf6 (4 oces

Read and write (4 cces

l\ Revoke J, I\ Regenerate

2.5.2 Konfigurasi Otentikasi IAM

1. External Auth Server: Isi parameternya.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 13
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Social Media Account { Twitter) X

|« Enable

Mame: Tiwe
Description:

Graphic Guide

Settings

Callback Domain: .http:,-’!Hoauthservice.netfac___anrfalfoa: i@i
Consumer Key: 'chuF{I_EZMmWRBEg}(WeSIU |
Consumer Secret: ZVFgosh4iBGN24mdgsNS¥XB48PQ6ers8cls
Access Token: 925206740303873-gjSBruTStyMPbenqas|
Access Token Secret: (hKTWOSOERIGHSGVCIfkGOZLASMX8y BLpI

| Commit || Cancel |

2. [User]-->[Authentication]-->[Authentication Policy]-->[Add new Policy, Masukkan otentikasi
range, periksa Server Otentikasi Twitter]

2.5.3 Proses Otentikasi
1. Klik ikon Twitter.

@ ldentity Authentication System X +

<« C  ® Notsecure | 1.1.1.239/ac portal/default/pchimi?tem plate=default8itabs = twitterSvlanid=08&url=htt:/fqq.com %3f k-4

‘ Identity Authentication System

Twitter Login

Click the icon to get started

2. Masukkan akun Twitter.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 14
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@ Twitter / Authorize an application X+

€« c & https;//api.twitter.com/oauth/authenticate?oauth_token=vhAWrAAAAAAAGAEIAAABa4hcXnL

L 4

You're about to authorize your first ap

Authorize sundraywifi to use your
account?

Authorize app cancel

This application will be able to:

« Read Tweets from your timeline

+ See who you follow, and Tollow new people.
+ Update your profile

+ Post Tweets for you

Will not be able to:

« ACCESS YOUr irect messages
« See your email address

« See your Twitter password.

.

Authorize sundraywifi to use your
account?

Authorize app Cancel

This application will be able to:

¢ Read Tweets from your timeline.

+ See who you follow, and follow new people.
+ Update your profile.

* Post Tweets for you.

Will not be able to:

+ Access your direct messages.
+ See your email address.
s See your Twitter password.

3. Setelah diotentikasi, Anda bisa memakai Twitter.

5 yon_zhijie

&

sundraywifi
By sangfor
whirkbaidu.com

wireless wif

g yihaili1

sundraywifi
By sangfor

www.baidu.com

wireless wifi

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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W Twitter x S

&« C @ https://twitter.com

@ Home [ Notifications  [=] Messages w Search Twitter Q g @

z What's happening? = Who to follow . ficiresn view all
@ Starbucls Malaysia & @3
e (_roow )
Mohamed Azmin Ali &
; What? No Tweets yet? pidinic iy
Tweets Follow )
0 This empty timeline won't be around for long. Start following people and —

you'l see Tweets show up here. KL Traffic Update @Klraf..
(" Follow )

Pick a profile photo ind people to follow

Have a faverite selfie? Upload it now,
&8 Find people you know

O
FO . o photo © 2040 Twitter About Help Center Terms
Privacy policy Cookies Adsinfa Brand Blog
Status Apps lobs Marketing Businesses
Developers

Trends for you . change

#StayWithiKON Acvertise with Twitter
45K Tureets

#GetWellSoonYoongi
T8.8K Tweets

ODETO YOU
26.3K Tweets

Jho Low
1003 Tuweets

Price
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4. Anda dapat melihat pengguna di Pengguna Online.
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Hak cipta (c) Sangfor Technologoes Inc. Hak cipta dilindungi oleh undang-undang.
Dilarang menyebarluaskan atau memproduksi ulang sebagian dari atau seluruh dokumen ini
tanpa persetujuan tertulis dari Sangfor Technologies Inc.

SANGFOR adalah merek dagang dari Sangfor Technologies Inc. Semua merek dagang dan
nama dagang lain yang disebutkan dalam dokumen ini adalah milik dari pemegangnya
masing-masing.

Segala upaya telah dilakukan dalam mempersiapkan dokumen ini untuk memastikan
keakuratan konten, namun semua pernyataan, informasi, dan rekomendasi dalam dokumen
ini bukan merupakan jaminan dalam bentuk apa pun, tersurat maupun tersirat. Informasi
dalam dokumen ini dapat berubah tanpa pemberitahuan. Untuk mendapatkan versi terbaru,
hubungi pusat layanan internasional SANGFOR Technologies Inc.




