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Chapter 1 Functional Description

Webpage redirection can redirect websites matching with specific rules to thin client, which

boosts user experience of browsing video sites.

Chapter 2 Application scenarios

For the scene where the video is played online, after the webpage redirection is enabled, the pressure of
the virtual machine can be effectively alleviated, the video fluency is improved, and the virtual machine is
kept smooth.

Chapter 3 Prerequisites

List the relevant conditions required for the configuration, such as:
1. STD500 or STD600 Thin Client.
2. The version of Google Chrome is higher than 51.

3. Google Chrome change the setting for “Enforce deprecation of legacy TLS versions” from ‘Default’
to ‘Disabled’

.lEnforce deprecation of legacy TLS versionsl

Enable connection errors and interstitials for sites that use legacy TLS versions (TLS 1.0 and

TLS 1.7), which are deprecated and will be removed in the future. — Mac, Windows, Linux, Disabled %

Chrome 0S, Android
#legacy-tls-enforced

4. Chrome Google Chrome has installed the SangforRedirection plugin.

Chapter 4 Configuration Steps

1. Go to VDI Options> Policy Sets> Policy Sets>Virtual Desktop Options> Video Redirection
enable Webpage Redirection.

Administrator Console +» Edit Policy Set

» Status Description: System protected,unable to be ¢ =

» System Area: All/Default area/ bl ' ]

~ VDI Options
4 Virtualization Platform B cviOptons
vHP

S — Account Options | Virtual Desktop Options | Remote App & Shared Desktop

Private Disks in Floating Paal Basics

) Local Video Redirection
Thin Chents PC Device Access
Server Management

Enabled

. ’ USB Device Access
4 Application and Configuration

Application Containers L e e .

4 Signature Database
Application Signatures Acceleration Enabled Instructions

Application Database App Access Control
Users
App Optimization
Resources _
ONew @ Delete [JEdit

Course Manageineit Video Redirection

O name URL (1w rt Stat.
Roles User Profile Redirection
O Youtube www.youtube.com v
Authentication
Self-Service
4 Policy Sets
Policy Sets Compatibility

Permissions & Restrictions
Temporary Permissions
Distributed Firewall Rules

4 Endpoint Security
Rules

Policies

4 VM Update
Windows Auto Update Tasks 44
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2. Press Windows+R to open “Run” box. Type “%vdi%\SrapMMR” and then click “OK”
= Run X

— Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

0K Cancel Browse...

SangforRedirection.zip is a browser plug-in, if you need to use the webpage redirection function,
the Chrome browser must install this plug-in.

& =] Extract SrapMMR

Home Share View Compressed Folder Tools

- v 4 xl This PC > Local Disk (C:) » Program Files (x86) > Sangfor > SSL > VDI > SrapMMR >

A

- _ S

Name Date modified Type Size

s Quick access SR SORHRTR | SR o s ULV TV Y AP REHSULIUEE CAR e o

J| api-ms-win-crt-string-11-1- 3/18/2020 10:44 AM A 25K
I Desktop + \J api-ms-win-crt-string-11-1-0.dll 1 10:44 AM pplication exten KB
|%] api-ms-win-crt-time-11-1-0.dll 3/18/2020 10:44 AM  Application extens... 22 KB

4 Downloads + i ) N

) |%] api-ms-win-crt-utility-11-1-0.dll 3/18/2020 10:44 AM  Application extens... 20KB

= < — /
B B [ concrt140.dll 3/18/2020 10:44 AM  Application extens... 239KB
&=] Pictures #  [& DVCHost 3/18/2020 10:43 AM  Application 116 KB
config FormatRelation 3/18/2020 10:38 AM  VBScript Script File 3KB
drivers L] install 11/9/2020 6:23 PM Text Document 32KB
ServiceHost d libeay32.dll 3/18/2020 10:44 AM  Application extens... 1,000 KB

i 3/18/2020 10:43 AM A 52K
g E] MMRConfiger 3/18/2020 10:43 AM  Application 152KB
|%] msvep140.dil 3/18/2020 10:44 AM  Application extens... 30KB
@ OneDrive || PlayerConf 3/18/2020 10:33 AM XML Document 4KB
[ This PC | ProxyGraph.dll 3/18/2020 10:43 AM  Application extens... 333KB
" [%] RegACL 3/18/2020 10:44 AM  Application 198 KB

) 3D Objects s ) o

& SangforMMRSetup 3/18/2020 10:44 AM  Application 1,967 KB
I Desktop . S ) : :

n SangforRedirection 3/18/2020 10:44 AM  WinRAR ZIP archive 65 KB
=] Documents || SRAPMMRFilter.ax 3/18/2020 10:38 AM  AX File 357KB
; Downloads <] SRAPMMRService.dll 3/18/2020 10:44 AM  Application extens... 156 KB
D Music ## SrapMMRTool 3/18/2020 10:44 AM  Application 1,727KB

3. Unzip SangforRedirection.zip to the desktop.

4. Go to chrome://extensions/ enable developer mode and then click load unpacked, uploading
the SangforRedirection plugin.

M Extensions x + = o X
¢ 5 C e awom )

= Extensions

Load unpacked Pack extension Update

. Google Docs Offline 1.21.0
% Edit, create, and view your documents

nd presentations — all without

1D: ghbmnnjooekpmoecnnnilnnbdiolhkhi

Inspect views background page

Details Remove B ]
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€ Select the extension directory. X
<« v 4 I > ThisPC > Desktop > v O Search Desktop P
Organize » New folder == - o

I Desktop
‘ Downloads

~ Name Date modified Type

0515bule screen 12/23/2020 3:25 PM  File folder
| SangforRedirection 6/1/201911:33 AM  File folder
template 11/27/2020 6:41 PM  File folder

j Documents

4
4
4
&= Pictures +
config
drivers

ServiceHost

template
@& OneDrive

[ This PC
9 3D Objects
I Desktop v < >

Folder: | SangforRedirection

Select Folder I Cancel

As shown below, SangforRedirection plugin has been successfully installed. It will take effect after
restarting the browser.

M Extensions x  + ~ a .
- C @ Chrome | chrome://extensions T N e i
= Extensions Q, search extensions Developer mode @)
Load unpacked Pack extension Update
Sangfor Browser Content Redirection 1.0 . Google Docs Offline 1.21.0
% The Rule-compliant will be loading in Sangfor % Edit, create, and view your documents,
aDesk spread nd presentations — all without

internet access.

odeiclamcaggbfle 1D: ghbr jooekpmoecnnnilnnbdlolhkhi

round page (Inactive] Inspect views background page (Inactive

Details Remove (¢ [ ] Details Remove [ ]

Chapter 5 Precautions

1. STD-500 only supports redirecting one webpage video at the same time, STD-600 only supports
redirecting 2 webpage videos at the same time.

2. Redirection default support sites: Tencent Video, iQiyi, Youku, Youtube, Twich.tv, Facebook Video,
Bilibili, Netease Video, Sina Video, Sohu HD, Bilibili Live, Douyu Live.

This feature only supports chrome browser (The browser version is higher than 51).

4. This feature only supports STD-500 or STD-600 thin client, PC client and other thin client are not
supported.

5. If the video redirection is successful, taking a screenshot on the video in the VM will only display a
black screen without any video content.
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