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Chapter 1 Introduction

1.1 Document Description

This document is copyrighted by Sangfor Technology and its licensors, and all rights are reserved. Without
the written permission of the company, any unit or individual shall not excerpt or copy part or all of the
contents of this book without authorization, and shall not publish it in any form.

Due to product version upgrades or other reasons, the contents of this manual may change. Sangfor
Technology reserves the right to modify the contents of this manual without any notice or prompt. This
manual is only used as a guide. Sangfor Technology makes every effort to provide accurate information
in this manual, but it does not guarantee that the contents of the manual are completely error-free.

Chapter 2 Functional Description

PC integration: Install the integrated software in PC and use the PC as an ADESK to connect the virtual
machine.

Chapter 3 Application scenarios

Some customers have some old PCs because the performance (CPU, memory, etc.) cannot fulfill the
business system requirement but they have not yet reached the point of obsolescence. If the customer uses
our virtualization, the PC will be used as adesk to connect to the virtual machine.

Chapter 4 Prerequisites

List the relevant conditions required for the configuration, such as:
1. Physical PC

2. Integrated installation package (install-in-one)
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Chapter 5 Configuration Steps

5. 1 PC Integration
5.1.1 Installation

1. Download the install-in-one.exe based on the current VDI firmware version into the physical PC
from the Sangfor community or contact Sangfor support.

8 install-in-one

2. After downloading, unzip and click .exe file to install.

@ User &ccount Control

%) Doyouwantto allow the following program to make

& changes to this computer?

g Program name:  install-in-one.exe
Verified publisher: Sangfor Technologies Inc.

File crigin: Hard drive on this computer

'::\:'::' Show details Ves ] [ No ]

Change when these notifications appear

3. After installation, enter the address of the VDC and you can test the connectivity between the PC
and the VDC through “Test Connectivity”.

‘Wirtual Desktop Contraller m
p st

I5)

Cortraller Address: | https: /192, 168,19, 167]

[ Test Connectivity: ] [ OK ]

4. If the test is passed, it will pop up a prompt "The controller is connected successfully!”
Message

| The controlleris connected successfully!
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5. After setting the VDC IP address, you need to restart the physical PC.
l’ Sangfor Install Setup || =l 2R

Completing the Sangfor Install
Setup Wizard

‘our computer must be restarted in order to complete the
installation of Sangfor Install, Do you want to reboot now?

() Twank ko manually reboot later

< Back. |I Einish I | Cancel

6. After rebooting, the PC VDI client will be auto boot up.

Starting...

You need to enter the user name and password to enter the virtual machine. Here you can choose to
remember the password and automatic login ( To display these 2 items, go to VDC [System >Logging
In > VDI client] select “Allow automatic login” and “Allow user to save username and password” ).

7.

Usemame: yong

Password:

[ Log In ][ Setting ]
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8. Login to VM successfully.

5.1.2 Features and Screenshot

1. After entering the virtual machine, press "ctrl+shift+f11" to return to the VDI client interface.
21:14

2. There is a small icon in the lower right corner. User are able to set the local screen resolution, log out
current VDI account, restart PC, switch to Local Desktop, and power off the PC.

Set Local Screen Resolution

Log Out

Restart
Switch to Local Desktop

Power off

Clicking restart and power off means that the physical machine will be turned off but not the virtual
machine.
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Set local screen resolution interface:
et Lo Seren el

Resolution Setting

Screen 1Resolution: | 1920 X 1200 —

Screen 2 Resolution: v
Primary Screen: @) Screen 1 Screen 2
Screen setting
@ Custom ) Extend Clone

3. Inthe upper right corner, you can view the VDI login status, and you can modify the password, phone
number and perform system settings. The system settings are mainly some preference settings.

sawongv @ @

Change password
Change PhoneNumber

System

e Change password interface:

VDI Client = =R
(]

Old Password:

Mew Password:

Confim Password:
-
e Change phone number interface:
| VDI Client (=2 Eof E

r

=

Login Password:

New Phone Number:
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e System preference setting interface:

| F | Local Resource | Transfer O,

Quality enhancem

Preferences | Local R | Transfer Optimization | %\ Erable vty e e
Login Enable: DPI Awareness
Remember ord For better experience. you are recommended ta check
passwi this opﬂ:)n if screen resoiution on the client machine is
P ! ) above 2
Automatical login
Audio/Microphone
% Enable Audio/Microphone
Temms of Use
3D
View <<Tems of Use>> % Cliert scftware decading

([ Save ] [ Cacel ] [ ) [ Goen )

&)

Preferences | Local Resource | Transfer Optimization |

Tips: Those settings are not applicable to dedicated
virtual desktop.

Local Device and Resource

Select the devices and resources you want to use in

|Local disks [ |Printers [[5erisl ports

[smart cards [ |Clipboard

Tips: Unavailable items may be dizabled by
administrator.

Remote Audio
Remote Audio

’ [P’lly on this computer v]

Keyboard and INME

Select the Input Method Editor you want to use
o in remote session.

e,

[Dn the local computer -

Use printer
Select the local printer to which the wirtual
I printer 1s mapped.
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4. There is no way to edit the VDC IP address in system settings because the user is currently logged in.
If you want to modify the VDC address, you need to log out the user first, otherwise, it cannot be
modified.

woyongy B O

Mouse point to the green icon indicates that the VDI is online. Logout the VDI users in the lower
right corner. At this time, you can set the VDC IP address by clicking on the “Setting”.

Usemame: sawyong

Password:

Remember me ] Autologin  Forget Password

[ login || Seting |

Address: https://192.168.19.167 -

[ save [ cance |

5. For security and ease of control, network administrators can control the user who tries to makes
changes in the PC client configuration. The configuration is in the VDC [System >Logging In > Thin
Client].

Enter password

PC Client Change Restrictionsl (] password is requiredl(to return to local desktop, change VDC address, etc.)

| L] Password is required to change login method |(auto-login only)

Enter password

Max Webcams Supported: () 1
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The effect after enables 2 option mentioned above:
I.  Switch to local desktop:

=<5
Set Local Screen Resolution
Log Out
Restart
Switch to Local Desktop P
Power off
II. Change VDC IP address:
ﬁ

E. e g @

Accourt | Cerficate | USB-KEY !"

Usemame: Jumyong

Password: e Password:

[¥] Remember me [ Autologin  Forget Password
Lo ) Lo |
II. Change auto-login enabled user password:
=7
~xyong> @B O
Change password
Change PhoneNumber
Password:
System
ok ][ cne

IV. Change auto login user account:

-
Account | Certificate | USB-KEY
L
Usemame: sawyong
Password:
Password:
Remember me [/] Auto login Forget Password
[ logh | [ Setng | (o ) [ coneel |
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5.2 aDesk Integration

aDesk integration means that the customer does not display the following Android interface when using
adesk:

5.2.1 Configuration

The main areas that need to be configured are in the VDC such as remembering the username and
password, automatic login, prevents the display of the desktop, and the hidden navigation bar in the policy

group.

The specific configuration is as follows:

I Select Desktop Display as “Deny” in [System >Logging In > Thin Client].

Thin Client VDI Client Third-Party Server

Default Permission

Desktop Display: () allow

| Excluded Clients... |

-

Apps Installation: @ allow

L) Deny

I Fxcluded Clienta |

You may exclude the clients that need to display the desktop.

Default P issi S -
efault Permission Excluded Clients(Desktop Display)
Desktop Displa 3 peld
P Display Allow 2 Add @ Deld Excluded Clients x

T LT F— Latest Online User ~ Search L
\ [ serial Number — Description Latest Online User 1P Address MAC Address
Apes Installation: © Allow 8PC1a93700 sawyong 192.168.19.1... fedcifeica:daaf  ~
= ] spccfzeose guest1 113.164.241... 40:5b:d8:bo:d1:..
Excluded Clients. ] spcrbaars guesti 113.161.64.1... 50:e0:85:82:33:...
New Thin Clients: @ allow [] 8pCocdacea sawyong 102.168.19.1... fe:fe:fe:f0:0e:cO
Deny [ spcafeidde guest1 14.226.246.27  30:24:32:ed:8c:(8
Lo 1 nzez72071 guest1 10.0.0.176 10:0d:08:71:da:...
] spcabadr72 Aaronwang 43.247.69.93  90:bb:d0:7:9b:83
Client Change Restrictions Password Is required [] spcadeBese guestl 106.19.176.1... 08:1f:71:31:c2:e8
Password is required [] spcasaerss sawyang 102.200.19.4  80:30:49:43ice:...
[] 8pCcd4735 questt 192.200.19.4  a4:9b:4f:b7:15:..
PC Client Change Restrictions: & password is required *99¢ 1M spcadfizb sival 192.200.19.56 feifc:fe:a0:fa:67  *
Password is required Page 10of6 b Pl & Show 25 entries/page 1-25 of 131
sangfor123
Max Webcams Supported 1 0K Cancel
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II.

I

Iv.

Enable Client Change Restrictions. When the user wants to modify the VDI password and related
configuration on aDesk, he needs to enter the password set by the administrator.

Thin Client VDI Client Third-Party Server

Enter password

o

Client Change Restrictions: Password is required (to change IP address or VDC address, etc.)

Password is required to change login method (auto-login only)
[

Select “Allow automatic login” and “Allow user to save username” in [System >Logging In > VDI
Client].

Thin Client

VDI Client Third-Party Server

Client Options

[ no dialog pops up if none or only one certificate is found

[ Auto reconnect if connection is dropped (require checking the two options following)

| Allow automatic login Irequire checking the option followed)

| Allow user to save username and password

Retrieve password through SMS message (this requires SMS gateway to be enabled in System. It is only applicable to local users)

Customize shortcut icon of VDI client
.

Hide navigation bar in [VDI Options > Policy Set > Virtual Desktop Options].

Policy Options

Account Options Virtual Desktop Options H Remote App & Shared Desktop |

» Basics

Navigation Bar

PC Device Access Hide navigation bar (with this checked, navigation bar in virtual desktop accessed via ¢

USB Device Access D Allow user to recover VM from snapshot (change takes effect after VM restart)

Secure File Export

Virtual Screen
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