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Chapter 1 requirements 
Currently the website based on the https become more popular and secure, some of the user required to 
use the https login page with domain name instead of using the http user login page, in this scenario, 
below is the guide to make the username and password submit through the https login page. 

 

Chapter 2 Configuration Guide 
1. Navigate to  the Users -> Advanced -> Authentication Options and enable the “Use SSL to 

encrypt username and password” 

 
2. Input the domain name inside the SSL content, in this scenario, we will use the 

login.sangfor.com as the domain name for the login page. 

3. Import the https device cert with the pfx format or create the CSR to obtain the device cert. 

In this scenario, we will use the device cert for the *.sangfor.com to make the device trusted by 
other root cert. 
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4. After imported, click the commit to make the device take effect. 



IAM Configuration Guide 12.0.42 

W.: www.sangfor.com   |   W.: community.sangfor.com   |   E.: tech.support@sangfor.com 3 

Chapter 3 Result 
1. Create an authentication policy for the device under the IAM’s Lan and select the 

authentication method as password based. 

 
 

2. After the device will redirect the http or https request to the https login page, you may also 
manually key in the domain name like login.sangfor.com to direct access to the https login 
page. 
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Chapter 4 Precaution 
1. In order to ensure the endpoint device able to access to the domain name, the domain name 

required to resolve to the device’s actual IP address or virtual IP (Bridge mode), this 
required to configure in Internal DNS server or the endpoint device’s host file. 
 
In this scenario, we configure the endpoint device’s host file to make the device to redirect 
to the device IP address. 
Below is the host file configuration for the Microsoft Windows PC endpoint device, every 
type of endpoint OS has own configuration method, it is recommended to resolve the 
domain name via the Internal DNS server. 
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2. In order to resolve the device and redirect to the actual IP address, you need to check the 
configuration to make the redirect based on the routing. 

 
 

3. For the IAM 12.0.42 version has upgrade the https login page to support TLS 1.2 version, it 
is recommended to use this version and above to avoid the TLS warning from the latest 
version of web browser. 

4. The port number used for the https login page is port 444. 

5. For the redirection from the https page required to install the IAM SSL root cert to avoid 
prompt certification any errors. 
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