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Chapter 1 Application Scenario

Starting from the NGAFS8.0.26 version, NGAF added an Endpoint Secure on NGAF. This enhancement
enhances the way by having an MGR cloud image and combining MGR’s management interface into the
NGAF management interface. This enhancement allows the administrator to manage both MGR and
NGAF at the same time. ES was added into NGAF to correlate.

Chapter 2 Configuration Steps

Step 1 Configuration on Sangfor Platform-X

1. You may visit https://x.sangfor.com and choose login to login to Platform-X.

@ Sangfor Platiarm-X

SaaS Based Ce

Integrate ity intelligef®e and thou
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2. After you clicked login, you will redirect to the following page. You may insert the

username and password to login.

‘:“ SANGFOR SECURITY w
@

Sangfor Platform-X

Sangfor Platform-X

Admin

have read and accept the Terms of Use | Privacy Policy

©)

¥ Note: First time registered user will receive the username and password through SMS.

3. If you login for the first time, you are required to change the initial password. After you
have changed the password, you will need to login again to Platform-X.

Change Password

Provide account
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4. The following is the homepage of Platform-X.

Hotne

Platform-X

ndpoint Secure

Step 2 Add new asset to Platform-X

1. Go to Asset > Branch Device and click New to add the branches.

- Security Butl
\:j ecunty Buller wis Home Security Operations Reports System v A ! n ~

M An unusual login stterptwas detected. If any anomaly i found, change your password ASAP. View

Branches Branches Wirtual Machines
B BranchD
Q C Refresh w0 Mare
Name Device Status Device Type versian Policy Template CPU Usage Disk U
All(2)
HCEMTRAL .. = Hormal EDR 32152299 - 0% 0%
Zimall o Entries PerPage 20«
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2. Insert the branch name, branch device, access token, select the device’s location, and

select the group.

Add Branch

*Branch Mame:

*Branch Device:

* Access Token
* Geo Location:
* Graup

Security Domain

+ | CTI_NGAF Policy

Show this
Malaysia - Kuala Lum.. = Select - Select -

All -

n Gancel

(-_'.
f‘) Note: By default, the access token is randomly generated. You may change the access

token as needed.

3. After all the information has been inserted, and you may click OK.

Add Branch

*Branch Mame:

*Branch Device:

*Access Token:

*Geo Location:

* Graup

Security Domain

- CTI_NGAF Polcy

Show this

Malaysia - Kuala Lum.. = Belect - Select -

All -

(@ gelected: CTI
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4. After you clicked OK, a new branch with asset will be created.

5 Butl
;) Decunty Butler o Home Security Opesations Reports System v A

»
2

g Anunusual login attemptwas detected. fany anomaly is found, change your password ASAP.  View X

g Branches Branches wirtual Machines
Branch _—
- Q ' Refrash © new e More
{IE
Name Device Slalus Device Tyne wersion Policy Template CPU Usage Disk U
A Host Group e cTl = RGAF 2.0.26 - 17% 14%
@ ¥ HOENTRAL . = Mormal EDR 32142299 - 0% 0%

()

Zinall o Enlries PerPage 20 =

Step 2 Connect NGAF to Sangfor Platform-X

Access NGAF WebUI, go to Next Gen Security System > Cloud Correlation > Cloud
Correlation Options, select PlatformX.

1. Enter CorplID, device name, an access token, and then click the Connect button.

badport Conatce Opoarm

Endpoint Secure Integration

' Fes " ara [

scix or . N

1

ot Secinmm on NCAS
’ . .
cortise Methand Endasirt Secary o8 MIAS
0 v ‘

CopiD ¢ FEGA
K - ) stee
Mwdce e
Accwss Token r g
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Step 3 Activate Endpoint Secure on NGAF

1. Go to Next Gen Security System > Endpoint Protection > Endpoint Correlation Options.

[ erceein coreacen oreers [

Naviga
b Status
» Monitor
Endpoint Secure
» Network
» Objects
» Policies Sangfor Endpoint Secure is integrated with the Al-powered Sangfor
Engine-Zero, cloud-based engine and reputation database. When
» System
correlated with NGAF, Endpoint Secure provides a comprehensive, highly
» Authentication System coordinated and automated platform featuring continuous detection, rapid

~ Next Gen Security System response, and multi-layered protection.

» Security Integration

4 Cloud Correlation
* Logging In and Correlating to Endpoint Secure
» Cloud Correlation Options

» Neural-X Subscription Endpoint Secure on NGAF

4 Endpoint Pratection Manage endpoints centrally and easily

» Endpoint Correlation Opt\ansl _,-d For customers with less than 300 endpoints

» Protected Endpeints

» Correlation Logs

» Security Capabilities
@ Endpoint Secure in Cloud
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2. Click Endpoint Secure on NGAF to access the Endpoint Secure server in PX.

Navigation 48l | Endpoint Correlation Options
» Status
» Monitor
Endpoint Secure (8l
» Network
» Objects
» Policies Unlicensed Functionality
BESXelem Virus Scan Realtime Monitoring Quarantine File
» Authentication System Endpoint Isclation Intelligent Correlated Response

B APT Detection
* Next Gen Security System

» Security Integration -

4 Cloud Correlation * Logging In and Correlating to Endpoint Secure

» Cloud Correlation Options

Connection Method: Endpoint Secure on NGAF
» Meural-X Subscription

4 Endpoint Protection
» Endpoint Correlation Options [
» Protected Endpoints

» Correlation Logs Connecting, please wait... Cancel

» Security Capabilities

3. After NGAF successfully connect to Endpoint Secure server in PX

Vot o i s

ahpn WA e et Caney 42 P b o by e

4 @ OO, Endpoint Secure lntegrat.lon e > et

T R ]

v O Wuiliar O Medioe vwmrky @ Cumarten e
R LT —

PYT P rp— Swazion Wemad.  IDSRORE Se0N o0 MMM Lo Out

Cat Carmaten Semem bwrvin fow 2908 17 (e T4 #0ss

e
Wbt bt (L N
et Javers vl et g

Lo Sarvent (Lo Vand

4300 Gapmymart | Co B bt Saww il @5 ey

S Lmmes | $50We Bewse tu Imen wBlTEEY trere
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Step 4 Agent deployment in Endpoint

1. You may click on Agent Deployment to proceed to configure it.

Endpoint Secure (EEOIELEG]

* Status

» Dashboard

» Ransomware Protection

» Security Operations Licensed Functionality

» Asset Management & virus Scan @ Realtime Monitoring @ Quarantine File
& Endpoint Isolation @ Intelligent Correlated Response

» Business System Security
& APT Detection
» User Security
* Service Details

» Correlated Address Block

Connection Method: Endpoint Secure on NGAF Log Out
» Monitor Expiration Date: 2021-06-17 (Remaining: 190 days)
» Network
# Endpoint License
» Objects
- i . 1 /10
» Policies Windows Hosts (Used/Total):
. . 0 /10
» System Windows Servers (Used/Total):
) 0 /10
» Authentication System Linux Servers (Used/Total):

» Next Gen Security System

* Quick Widgets

Get Endpoint Secure installer and deploy

Renew License | Update license to renew subscription service

2. Select zones, interfaces, and connected IP addresses for the agent to be connected to
NGAF and get the corresponding installer. Then click Add.

Agent Deployment x

Notes:
Downlead the installer and do not change its name because the Endpoint Secure manager IP address is written in the installer. When the agent is installed, it will
be connected to Endpoint Secure manager on NGAF automatically.

Steps:
1. Select zones, interfaces and connected IP addresses for agent to be connected to NGAF and get corresponding installer.

2. Distribute the installers to corresponding users based on the connected IP address. (Users download and install the agent via different connected IP
addresses)

Select zones and IP addresses to connect to Endpoint Secure:

lan ¥ eths ¥ 192.168.11.1/24 v|@®| Add ||

No. Zone Interfaces Connected IP Address | Installer (Windows OS) Installer (Linux OS) Download Link \j,) Ope...

No data available

Close
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3.Click the generate button. After the installer success generated, you may click download
and distribute the installer to the user to do the installation.

Agent Deployment b 4

Notes:

Download the installer and do not change its name because the Endpoint Secure manager IP address is written in the installer. When the agent is installed, it will
be connected to Endpoint Secure manager on NGAF automatically.

Steps:
1. Select zones, interfaces and connected IP addresses for agent to be connected to NGAF and get corresponding installer.

2. Distribute the installers to corresponding users based on the connected IP address. (Users download and install the agent via different connected IP
addresses)

Select zones and IP addresses to connect to Endpeint Secure:

lan v | eths v | |192.168.11.1/24 v @ add |
No. Zone Interfaces Connected IP Address  Installer (Windows OS) Installer (Linux OS) Download Link (i) Ope...
1 lan eths 192.168.11.1/24 Generate Download I Copy X

Close
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