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NGAF Application Control Troubleshooting

Bab 1 Scenario Aplikasi

Rule application control tidak berjalan

Bab 2 Metode Troubleshooting

1. Periksa apakah URL Database dan Application Ident Database sudah di versi terbaru. Bila database
belum di versi terbaru, ini bisa membuat beberapa aplikasi tidak terbaca secara benar, sangat
direkomendasikan untuk mengupdate database ke versi terbaru terlebih dahulu. Kita bisa
memastikan fitur identifikasi aplikasi ini dengan cara mensetting application control log event.
(Masuk ke tab Policies -> Application Control dan edit policy lalu pilih advanced settings: log event)2
Product Version.

1
Navigation < || Dashboard || Application Control * || System * | [SSSEUERSYTSEIEE

+ Status / @ A Update Server  \ Proxy Options 5% Refresh | Status: Not updating
» Network No. Database Current Version Latest Version Update Svc Expir. Auto Update Operation
= 1 File Verification Model Database 2018-11-15 Logs 2018-11-15 2020-04-09 v 39
Objects
e O 2 2019-06-25 Logs 2019-06-25 2020-06-10 v 39
3 Exploit Protection Database 2019-06-27 Logs 2019-06-27 2020-06-10 v 39
o 4 Software Update 21806_kb0O?_sp af806_Kb0DS sp aff.. af806_kb0O7 sp af806_kb0OS sp aff.. Never expire v 39
i s 2015-06-24 Logs 2019-06-24 2020-06-10 v 9
il & WAF Signature Database 2019-06-05 Logs 2019-06-05 2020-06-10 v ‘ P
Logging Options
7 Data Leak Pratection 2018-02-16 Logs 2018-02-16 2020-06-10 v 39
Alarm Options
8 Vulnerability Analysis Rule 2015-06-26 Logs 2019-06-26 2020-06-10 v 29
Administrator 9 1P address database 2019-07-01 Logs 2019-07-01 Never expire v 39
10 Threat Intslligence Database 2019-06-26 Logs 2019-06-26 Never expire 7 29
Backup/Restore 11 Hot Threat Database 2019-05-28 Logs 2019-05-28 2020-06-10 v 39
AUgisti 12 Security Events 2019-06-28 Logs 2019-06-28 2020-06-10 v 39
2. Masuk ke Policies -> Access Control -> Application Control lalu cek apakah Zone &
Service/Application sudah di konfigurasi dengan benar. Dan pastikan policy sudah di enabled.
+ Add X / @ o | # § awn T B Import | Export | 55 Refresh | [ Troubleshooting ZFilter | |Searc
| Priority Name Group Src Zone Source Network... Dst Zone Destination .. Service/Application Schedule Time Updated Action Hit Count Stat Operation
Private Network... =
1 block quic Default group lan ).0-10.2... wan Al Custom Services/.. All week 06-27 10:10:13 Deny 127 v 85 fx

3. Masuk ke Policies -> Access Control -> Application Control lalu cek apakah ada policy yang invalid
atau konflik.

Navigation « _Mpﬂcumn Control

» Status 4 Add X Deles | o Snanie @ Djsatie | # Move Up & Move Down Thviove | (Fimport M Export | 45 Refresh |[B Troubleshooting TFiter| |Sesrcn 2
priority  Name Group St Zone Action  HitCount  Stat Operation

s 2

» O
1 block quic  Default group lan 10:10:13 Dany 127 v B Fx

~ Policies Check whether any policy is Inactive, has tumed Policy Validity Check

NAT &) AN invalid or i conflicting with ather policies.
2 Allow_all  Dafault group  wan [ Enabled 10:58:54 Allow 99994 v mFx
4 Access Control lan

Application Control

Country Blocking 3 Default Poli - Al Policy Troubleshoating Deny o B Fx

Connection Control Specify the required elements and simulate policy Policy Troubleshoating
matching to troubleshaat palicy canfiguration.
4 Network Securty

Policies

4. Tambahkan policy baru untuk IP testing dan pindahkan policy tersebut ke paling atas agar tidak
terganggu dengan policy lainnya.

5. Masuk ke Policies -> Blacklist/Whitelist cek apakah IP tersebut ada di list Whitelist. Disable semua
domain name whitelist untuk mencegah terjadinya DNS Pollution.

6. Masuk ke System -> Troubleshooting lalu capture packet untuk mengkonfirmasi apakah packet
melewati NGAF di kedua arah.
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