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IAG 13.0.15 Beta Guidance

Applicable Version: IAG 13.0.15 and above
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13.0.15 Update Note g SANGFOR

» |IAM name changing, changed from IAM to IAG.
» License mode changes, all IAG License mode will be delivered by subscription.

» New Asset Identification Capabillities:

1) Built-in identification technology, fast and accurate identification of assets. Can identify PC, mobile Endpoint, dumb Endpoint,
medical equipment and other categories of dozens of small categories. The homepage can see the asset overview of the intranet
at a glance.

2) Support assets list delete, change, check operation, display Endpoint assets compliance status, can quickly batch approval into
the network, reduce Endpoint perception. For the problem Endpoint write-off, support freeze control.

3) Support custom Endpoint type. For unidentified assets, the Endpoint type can be set according to fingerprint characteristics.
4) Can set access rights policy and other control policies according to the identified small class Endpoint types to solve the
problem of permissions of different Endpoint types.

5) IP management effect optimization. Perform clustering and segmentation viewing of the IP segments of interest.

» Endpoint security check capability update:

1) New Endpoint access detection rules, including Anti-Virus Software Based Rule,Login Domain Based Rule,Access Check,Access
Control External Device Control,Windows Account Based Rule and Anti-Defacement Rule.

2) New no-client detection ability. Based on the traffic, the Endpoint anti-virus installation situation can be detected and repair
instructions can be carried out.

Copyright ©2021 Sangfor Technologies Inc.
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1.Product Name Change Statement (BETA) ~

Dear Customer:

SANGFOR

In order to better provide you with high-quality services and experience, and to improve our product
positioning and value, SANGFOR IAM will officially change the product name from the original IAM
(Internet Access Management) to IAG (Internet Access Gateway) since version 13.0.15. After the name
change, we will focus more on improving the network management experience and security
assurance for your organization. At the same time, we will also bring cloud-based or hybrid
deployment management features, so stay tuned.

IAG 13.0.15 GA will be officially released at 24:00 (Hong Kong time) on April 30, 2021. From the time
the name is changed, all subsequent software and hardware delivery, technical support, after-sales
service and other related businesses will be changed. Please note that this will not affect your current
product experience and services. On the contrary, we will continue to work hard and continue to
bring you a better experience.

If you have any questions or suggestions about our name change, please do not hesitate to contact

our product manager Eugene (eugene.yew@sangfor.com), or contact your local Sangfor office, we
will be happy to provide you with services.

SANGFOR IAG TEAM
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2.License Mode Change Statement (BETA) ~

Dear Customer:

In order to better provide you with high-quality services, and to enhance your experience when purchasing SANGFOR IAG
products, we will change the product license model to a subscription model since the release of IAG 13.0.15. If you are a customer
applying for a trial for the first time, this will not affect your trial. But if you are using SANGFOR IAG device and plan to participate
in this BETA process to experience new features, please pay attention to the following points:

1. This BETA process adopts the form of upgrading the firmware package. You will need to upgrade your device to the IAG13.0.15 (beta) version. Please
note that after the upgrade is completed, you will not be able to downgrade or revert to the lower version.

2. If your device software version is lower than 12.0.47 (not included), and the Software update license is within the valid period, you will be able to
upgrade. After the upgrade, you will get a free Device License and Multi-function License for up to 3 years from the date of the upgrade. For example,
if you purchased a device on January 1, 2020, but upgraded to version 13.0.15 on January 1, 2021, the expiration time of the Device License and Multi-
function License will change to January 1, 2024 after the upgrade. The license status and expiration time of the remaining modules remain unchanged.

3. If your device software version is equal to or greater than 12.0.41, and the Software update license is within the valid period, you will be able to
upgrade. After the upgrade, you will get a free Device License, Multi-function License and Endpoint Security License (if you are using 13.0.8 have
purchased an official Endpoint Security License)for up to 5 years from the date of product activation. For example, if you purchased a device on
January 1, 2020, but you upgraded to version 13.0.15 on January 1, 2021, the expiration time of the Device License and Multi-function License will
change to January 1, 2025 after the upgrade. The license status and expiration time of the remaining modules remain unchanged.

4. Please note that in IAG 13.0.15 version, we have brought a brand new Endopoint Security feature, which requires a separate purchase license to use.
However, we will give each customer participating in the Beta process a 30-days trial license for free. You can contact our technical support or your
local SANGFOR office to obtain a trial license after the upgrade is completed, and experience the new features. We look forward to your feedback!
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3.Asset Management Test Example

Background: Asset identification is not related to IAG
deployment mode, as long as the traffic can reach the
IAG, it can be bridged, routed, and mirrored.
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The picture on the right is an example of mirroring:
mirror the tcp/dhcp traffic of the switch to the IAG, and
the IAG will identify it based on the characteristics of the
traffic.

____________________________________________________

Test PC: windows PC, MAC PC

Note: If it is a cross 3-layer environment, in order to
ensure a better recognition effect, please mirror the !
DHCP and ARP package or obtain the accurate MAC

address by taking the MAC across the three-layer.
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3.1 Get MAC Across Three Layers

g SANGFOR | 1rG13

Navigation Rl [ 1 sacress acauisiion |

b Status -
Enable MAC acquisition across L3 network
¥ Proxy
+ Access Mgt MAC address is acquired from captured ARP packets or DHCP packets (i)

Capture on Interface: eth2 7
4 User Management

Local Users SNMP Servers: (i)
[» User Binding Mgt

+ Add X Acguired IP/MAC Addresses
SR ] 1P Address 1P OID MAC OID Community
> Self Services ] 10.10.15.1 1.3.6.1.2.1.3.1.1.3 1.3.65.1.21.3.1.1.2 public

[» Public API Service

Advanced

4 Authentication
I Web Authentication
4 Correlation Connection
Controllers

RADIUS Server

Excluded MAC Address(of layer-2 switch): (i)
MAC Address Acquisition

EElEE.CEleeeaee

£e-88-00-28-20-20
Advanced

4 Endpoint Check
Check Policies

[» Check Rules

T mamim i R e e ]



3.2 Enable Asset Identification

Confirm that IAG turns on the Endpoint Identification function (default is off):

Navigation «

« Status

Endpoint Discovery

Dashboard
4 Endpoint Visibility
Endpoints
IP Ranges

Endpoint Discovery

Users

Rule Check

Troubleshooting Center
| Traffic Statistics

Internet Activities

Locked Users

SaaS Applications

DHCP

Security Events

Endpoint Identification || Endpoint Scan |

Ln Enable endpoint identification |

Endpoint traffic within the following IP ranges will be identified.

One IP address or range per line. A maximum of 128 entries are allowed.

Example: 1.1.1.1, 1.1.1.1-1.1.1.255, 1.2.3.0/24, 1.2.3.4/255.255.255.0
200.200.0.0{16

I Auto delete long-undiscoverable or no-traffic endpoints

Undiscoverable Duration {days): 180

Commit

—_
&= . SANGFOR
-—

1. After enabling the Endpoint
|dentification function of the
entire network, you need to
configure the range of the IP
segment you want to identify,
and the traffic of the Endpoints
in this network segment needs
to be able to reach the IAG.

2. If it is a bypass deployment,
you can click Auto Obtain, and
the bypass monitoring network
segment address will be
automatically filled in.
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3.3 View the Effects of Asset Identification @~

Go to the homepage to view the overall asset profile:

-

é SANGFOR | 12G13.0 Online Service ¥ [ Business Intelligence HoT W

Navigation ‘8l | Dashboard
- Status [ pisplayed Panels ~ | [ Restore Default Panels
Dashboard = 2%
4 Endpoint Visibility
) Asset Types Y
Endpoints
1P Ranges Total discovered: 16 , Identified: 15 . Others 1
Endpoint Discovery
Host Mabile Endpoint Network Device = Dumb Endpoint Medical Equipment
InaT
Users 10 0 0 il 0
Rule Check
1 Windows 10 1 Mobile Phone 0 1| Server 0 1| Security Equipment 1 1 Radiology Information ... 0 ¥
Troubleshooting Center
2 Thin Client 0 2 Tablet 0 2 | Firewall a 2 | Access Control System 0 2 | Electrocardiograph 0
[ Traffic Statistics
3| Linux 0 3 Unknown Mobile Endpoi.. 0 3 | VPN Gateway 0 3 | Surveillance Camera 0 3 | Ventilator 0
Internet Activities
Locked Users
New Discovered Devices 4 | | Check Result
SaaS Applications
Details > TOP5 Results | Top TOPS Illegitimate Users

DHCP

Security Events

No data available

ra

12-07 12-08 12-09 12-10 12-11 12-12 12-13

Display asset status from multiple dimensions, including asset distribution, newly discovered trends,
and compliance violations.
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3.4 Viewing the Effects of Asset Identification =

View all identified asset information in the asset list:

Online Service v & admin¥ [ Business Intelligence HaT W ]
~ Status Auth Status: Al W Endpoint Check: All w Search by IP Address ~ Search Q| | FiIttL| m
Dashboard Bound: All - Ingress Client Installed: | aJl A
4 Endpoint Visibility Endpoint Type Custom | <¢ | Endpoints
Endpoints Search term Q||| & Auto Refresh: 10 seconds - | %5 Refresh | & Select - | X ) - [ Export
IP Ranges ElAll(15) “ |0 1P Address Endpoint Type Operating System First Detected -~ Endpoint Na... User Status Auth Status  Endpoint Check Ingress Client I.. Lock Operation ==+
Endpoint Discovery [ZlHost(10) [ 200.200.65.74 Windows Wwindows 2021-02-26 08:31:08 - offline Mo = No unlo Operation ™
" - Windows(10) [ 200.200.65.157 windows (modified) windows 2021-02-22 01:48:29 DESKTOP-20_ Offline No - No unlo gperation
sers :
BACHD) | 200.200.6.5 Windows Windows 2021-02-11 11:49:25 sinfor-PC Offline No - No Unloe gQperation =
Rule Check - Linux(0) . . P
o [ 200.200.6.123 Windows Windows 2021-02-06 20:36:34 zhw-PC Offline Ne - Mo Unle operation ~
o el Eerie T [ 200.200.7.1 wind wind 2021-02-01 22:35:24 HR-SERVER  Offli N N unl ;
: — Unknown Host(0) .200.7. indows indows -02- =53 - ine o - o nle Qperation
b it St ] Mobile Endpoint(0) [] 200.200.65.125 windows (modified) Windows 2021-01-29 06:42:16 i offline No : No Unlo Operation ~
Internet Activities - Mobile Phone(0) [ 200.200.237.102 Windows windows 2021-01-29 00:56:46 - offline Mo = Mo Unle Qperation
Locked Users Tablet(0) [ 200.200.5.82 Windows (modified) Windows 2021-01-24 09:48:25 WIN-PESMB... Offline MNo - Mo Unle gperation ~
SaaS Applications ~Unknown Mobile Br |7 200,200.84.56 windows Windows 2021-01-18 06:21:07 WIN-PQL7S6... Offline No = No Unlo operation ¥
— ice(0)
e [} Network Device(0) 1| 200.200.237.19 - - 2021-01-12 03:10:57 - offline No 2 No Unlo operation *
- Server(0)
E ) [ 200.200.64.133 typeb (modified) Windows 2021-01-11 07:22:55 CY-2019030.  Offline No - Mo Unle Operation
Security Events --Sangfor Device(0) D
. Switch(0) [ 200.200.64.101 typeb (modified) Windows 2021-01-08 08:19:45 pc-PC Offline No - Mo unle Qperation *
- Router(0) | 200.200.227.105 Windows Windows 2021-01-08 02:50:52 - Offline No - No Unlo gperation =
- WLAN Controller(0 | 200.200.64.34 typeb Windows 2021-01-05 08:51:49 DESKTOP-Q9... Offline No - MNo Unle operation ~
- Firewall(0) [ 200.200.120.211 Security Equipment (mo.. Windows 2020-11-07 08:47:05 sangfor-PC Offline No - Mo Unle Qperation ~
- VPN Gateway(0)
- AP(0)
- LInknown Network

The endpoint list page displays all the Endpoints currently identified, and clusters are made according to
the Endpoint type. Click the corresponding Endpoint type to filter out the corresponding Endpoint.
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3.5 Viewing the Effects of Asset Identification =

Customize the display column content: Click on the node shown in the figure below to display the complete column
content. You can customize which columns to display according to the degree of interest, and drag up and down to
adjust the display order. If you want to display all, a scroll bar will be displayed below To fully display all column contents.

A
3

v Endpoint Check: All hd Search by IP Address ~  |Search Q, Filter

e Ingress Client Installed: |all -

Endpoints

2% Auto Refresh: 10 seconds ~ | %5 Refresh | k Select ~ | X 5 - = Export
Endpoint Type Operating System First Detected ~ Endpoint Na... User Status Auth Status Endpoint Check Ingress Client I..  Lockout peration
Windows Windows 2021-02-26 08:31:08 - Offline No - No Unlocked E] Al
Windows (modified) Windows 2021-02-22 01:48:29 DESKTOP-20... Offline Mo - No Unlocked P Address
Windows Windows 2021-02-11 11:49:25 sinfor-PC Offline No = No Unlocked [E] MAC Address
Windows Windows 2021-02-06 20:36:34 zhw-PC Offline Mo - No Unlocked [ User
Windows Windows 2021-02-01 22:35:24 HR-SERVER Offline No - No Unlocked Endpoint Type
Windows (modified) Windows 2021-01-29 06:42:16 - Offline No - No Unlocked Operating System
Windows Windows 2021-01-29 00:56:46 - Offline No - No Unlocked First Detected
Windows (modified) Windows 2021-01-24 09:48:25 WIN-PESMB... Offline Mo - Mo Unlocked [[] Last Login
Windows Windows 2021-01-18 06:21:07 WIN-PQL7S6... Offline MNo - No Unlocked [ Group -
- - 2021-01-12 03:10:57 - Offline No - No Unlocked B o T (e s
typeb (modified) Windows 2021-01-11 07:22:55 CY-2019030... Offline Mo - No Unlocked Restore ok | [ cancel
typeb (modified) Windows 2021-01-08 08:10:45 pc-PC Offline No = No Unlocked Oneration =
Windows Windows 2021-01-08 02:50:52 = Offline No = No Unlocked Operation *
typeb Windows 2021-01-05 08:51:49 DESKTOP-Q9.. Offline No - No Unlocked Operation ™
Security Equipment (mo..  Windows 2020-11-07 08:47:05 sangfor-PC Offline No - No Unlocked Operation ¥

‘ . 1
Page 1|of 1 & Entries Per Page: 50 E = 15




3.6 Fast Batch Approval Access

& SANGFOR
-

In the Endpoint list, filter out the Endpoints that you want to release quickly (such as dumb Endpoints, PCs trusted by
the intranet, etc.), and then add user bindings in batches, and add the Endpoints to authentication-free.

Endpoints
Auth Status: All » Search by IP Address ~ Q Filter

Endpoint Check: All v Search

Bound: All w Ingress Client Installed: | all

Endpoint Type Custom | < || Endpoints
| % Auto Refresh: 10 seconds = | & Refresh || k Select + | x Deletel ﬁBind User -l # Edit Endpoint |ﬂExport

Search term Q

E"A_"(l5) = IP Address Endpoint Type Operating System First Detected - Endpoint Na...  User Status Au
(=] Host(10) 200.200.65.74 Windows Windows 2021-02-26 08:31:08 Offline MNe
[""Wi“d"""s(w]‘ 200.200.65.157 Windows (modified) Windows 2021-02-22 01:48:29 DESKTOP-20... Offline Ne
e 200.200.6.5 Windows Windows 2021-02-11 11:49:25 sinfor-pC Offline MNe
- Linux (0

: ( ,} 200.200.6.123 windg : S 1 -PC Offline Ne

- Thin Client(0) | Bind Users X 1
200.200.7.1 winde SERVER  Offline Ne

- Unknown Host{0)

[=] Mobile Endpoint(0) Offline N

200.200.65.125 Windg Purpose: (® Auto authentication

HEEEEEEEEED

--Mobile Phone(0) 200.200.237.102 windd () Correlated login with account Offline Ne
- Tablet(0) 200.200.5.82 Winda (0 Both N-PESMB... Offline Ne
- Unknown Mobile Er 200.200.84.56 Windd Bind: [[]IP Address [JMAC Address (i) ;I-PQL}'SG_.. Offline N
Elzmomi fre 200.200.237.105 Windd Validity Period: @ Never expires Offline Ne

- Server(0)
--Sangfor Device(0)
- Switch(0)

- Router(0)

- WLAN Controller(0
- Firewall(0)

- \PN Gateway(0)
""AP[O)

- Unknown Network
EI Dumb Endpeint(1)
g----Printer{O)

(_) Expiration Date

Description:

Specify Default Username: @ IP Address (O MAC Address

Commit Cancel

The picture on the left takes Windows
PC as an example:

Filter out Windows PC according to
the Endpoint type organization
structure, then select the Endpoints
that you want to release in batches,
and add authentication-free, you can
quickly complete the effect of rapid
release according to the Endpoint

type.

Remarks: similar to dumb Endpoints,
filter out dumb Endpoints and add
them in batches without
authentication.



3.7 Fast Batch Approval Access

In the Endpoint list, filter out the Endpoints that you want to release quickly (such as dumb Endpoints, PCs trusted by
the intranet, etc.), and then add user bindings in batches, and add the Endpoints to authentication-free.

&

-

- SANGFOR

Endpoints

- Server(0)
--Sangfor Device(0)
- Switch(0)

buth Status: All v Endpoint Check: All v Search by IP Address - Search Q Filter m
Bound: All v Ingress Client Installed: | al v
Endpoint Type Custom | << | Endpoints
Search term Q|| 2 Auto Refresh: 10 seconds - | 5 Refresh | W& Select ~ | X Delete @%Eind User ~ Edit Endpoint E’Expor‘t
E'A"(H:‘ [7] 1P Address Endpoint Type Operating System First Detected = Endpoint Na... User Status Auth Status Endpoint Check
E-Hosti:-ﬂl 200.200.65.74 Windows windows 2021-02-26 08:31:08 - Offline Mo -
~Windows(10) 200.200.65.157 Windows (modified) Windows 2021-02-22 01:48:29 DESKTOP-20... Offline No -
""N!AC(?:'_ 200.200.6.5 Windows Windows 2021-02-11 11:49:25 sinfor-PC Offline No -
:::I:Ii:xéﬁ;ntioj 200,200.6.123 Windows Windows 2021-02-06 20:36:34 zhw-PC Offline No -
o e T 200.200.7.1 Windows Windows 2021-02-01 22:35:24 HR-SERVER Offline MNo =
[=] Mobile Endpoint(0) 200.200.65.125 Windows (modified) Windows 2021-01-29 06:42:16 - Offline Mo -
--Mobile Phone(0) 200.200.227.102 Windows Windows 2021-01-29 00:56:46 = Offline No -
- Tablet(0) 200.200.5.82 Windows (modified) Windows 2021-01-24 09:48:25 WIN-PESMB... Offline Mo -
~-Unknown Mobile Er 200.200.84.56 Windows Windows 2021-01-18 06:21:07 WIN-PQL7S6... Offline No -
-] Network Device(0) 200.200.237.105 Windows Windows 2021-01-08 02:50:52 - Offline No -

You can also filter out the desired Endpoint according to the first access time, IP segment, user,
etc. in the filter conditions, and add authentication-free.



3.8 Asset Management - Search

In the asset list, quickly filter out asset information based on asset status (such as viewing which Endpoints are not
compliant). If you need to filter more (filter out win7), click More to delete:

—_
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Endpoints

- Server(0)
- Sangfor Device(0)
- Switch(0)

User Status:
Lockout:
Ingress Client:
First Detected:

Operating System:

“ Locked | Unlocked
“Up to date| Out of

Offline

Clear |

Commit || Cancel

huth Status: All v Endpoint Check: all v Search by IP Address ~ Search Q |_FHT| m
Bound: All w Ingress Client Installed: Al -
Endpoint Type Custom | << | | Endpoints
Search term Q||| £ Auto Refresh: 10 seconds - | 4% Refresh | k Select - | X Delete | g Bind User - * Edit Endpoint | [5 Export
EI-AII(lS} “||[] 1P Address Endpoint Type Operating System First Detected ~ Endpoint Na... User Status Auth Status Endpoint Check
E'HOSt{lO) 200.200.65.74 Windows Windows 2021-02-26 08:31:08 - Offline No -
~Windows(10) 200.200.65.157 windows (modified] Windows 2021-02-22 01:48:29 DESKTOP-20.. Offline No :
""N!AC(?:' 200.200.6.5 windows Windows 2021-02-11 11:49:25 sinfor-PC offline No -
::'IL'II:]i:X:;IEiznt(O} 200.200.6.123 Windows Windows 2021-02-06 20:36:34 zhw-PC Offline No -
~Unknown Host(0) 200.200.7.1 Windows Windows 2021-02-01 22:35:24 HR-SERVER Offline No -
[=] Mobile Endpoint(0) 200.200.65.125 Windows (modified) Windows 2021-01-29 06:42:16 - Offline No -
- Mobile Phone(0) 200.200.237.102 Windows Windows 2021-01-29 00:56:46 - Offline MNo -
- Tablet(0) 200.200.5.82 Windows (modified) Windows 2021-01-24 09:48:25 WIN-PESMB...  Offline No -
~Unknown Mobile Er 200.200.84.56 windows windows 2021-01-18 06:21:07 WIN-PQL7S6  Offline No -
Bl oot el 200.200.237.105 Offline No =



—_
&= . SANGFOR
-—

3.9 Asset Management - Delete

In the asset list, you can delete assets that have not been discovered for a long time. When deleting, it will
synchronously check whether to delete the binding relationship:

<_ Endpoints delete in batches

2% Auto Refresh: 10 seconds - | &5 Refresh | k Select - | X Delete @% Bind User -~ Edit Endpoint ‘_9 Expaort

[] IP Address Endpoint Type Operating System First Detected ~ Endpoint Ma...  User Status Auth Status Endpoint Check Ingress Client I..  Lock Operation Ll
[200.200.65.74 Windows Windows 2021-02-26 08:31:08 - Offline No - No Unlo Operation
[200.200.65.157 windows (modified) Windows 2021-02-22 01:48:29 DESKTOP-20.. Offline No - MNo Unlo Operation
[200.200.6.5 Windows Windows 2021-02-11 11:49:25 sinfor-PC Offline No - No Unlo Operation
1| 200.200.6.123 Windows Windows 2021-02-06 20:36:34 zhw-PC Offline No - No Unlo Operation
[ 200.200.7.1 Windows Windows 2021-02-01 22:35:24 HR-SERVER Offline No - No Unlo Qperation
[ 200.200.65.125 windows (modified) windows 2021-01-29 06:42:16 - Offline No - MNo Unlo Operation
[ 200.200.237.102 Windows Windows 2021-01-29 00:56:46 - Offline Mo - No Unlo Operation
[]| 200.200.5.82 Windows (modified) Windows 2021-01-24 09:48:25 WIN-PESMB... Offline No - No Unlo Operation =
1| 200.200.84.56 Windows Windows 2021-01-18 06:21:07 WIN-PQL7S6... Offline No - No Unlo Operation
[ 200.200.237.105 Windows Windows 2021-01-08 02:50:52 - Offline No - No Unlo operation =

Unlo operation = ||

Delete

:/ Are you sure you want to delete the selected endpoint? - Unlc or
-

[] Delete binding of selected endpoint uril Bind User

)
- Edit Endpoint
OK Cancel Unle OQperguon ||

Delete single Endpoint
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3.10 Asset management - Change

In the asset list, you can directly modify the Endpoint with a clear Endpoint type identification error, and also support
batch modification:

Endpoints
Auth Status: |l v|  Endpoint Check: All Search by IP Address - | Search la) | Filter
Bound: All Ingress Client Installed:
|Search term |‘:\| 2 Auto Refresh: 10 seconds - | & Refresh | k Select - | X Delete | g&Bind User - | |# Edit Endpoint | [ Export
E|'Al“(15) “ [ 1P Address Endpoint Type Operating System First Detected ~ | Endpoint Na.. | User Status Auth Status i Unic Qperation ™
(=] Host{10) ] 200.200.65.74 windows Windows 2021-02-26 08:31:08 - Offline No )
--Windows(10) . . : : Unlo Operation
[]| 200.200.65.157 Windows (modified) Windows 2021-02-22 01:48:29 DESKTOP-20... Offline No
Pt [ 00.200.6.5 Windows Windows 2021-02-11 11:49:25 sinfor-PC Offline No | Unlo operation ™
- Linux(0) |
v -02- :36: % i | .
~Thin Client(0) 200.200.6.123 Windows Windows 2021-02-06 20:36:34 zhw-PC Offline MNo Unlo Operation ¥
200.200.7.1 Windows Windows 2021-02-01 22:35:24 HR-SERVER Offline No
--Unknown Host{0) ] Unlao Delets
EI-MobiIe Endpoint(0) [1] 200.200.65.125 Windows (mog A - Offline No HitadSisar
- Mobile Phone(0) [J| 200.200.237.102 Windows Edit Endpoint . offline No | Unlo
: : ] ; | Edit Endpoint
Lz . L] 200.200.5.82 RAZE Rule priority for identifying endpoint types: modified = e s Unlo TTETETIOTT
~-Unknown Mobile Er 5 (7] 200.200.84.56 Windows custom > predefined WIN-PQL7S6... Offline No
[} Network Device(0) [1| 200.200.237.105 Windows - Offline No ] Unlo Operation ~
--Server(0) Category: |Select e
--Sangfor Device(D) v . ] .
- Switch(0) N Edit single Endpoint
--Router(0)
~WLAN Controller(0 Restore oK Cancel
- Firewall(0)
PN Gatewaw(nd
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3.11 Asset Management - View Details ~

To view asset details, click on the IP address to open the asset details page, first view the basic information, as shown
below:

DEELLETG N Endpoints * o

It is recommended to enable endpoint scan to get more endpoint detection information. Enable ¥
@ Back
=- 10-28:60.8(10-2,&60-8} ) | Operation ~| | | Previous | | Next |
L | Endpoint Type: Windows Endpoint Check: - Bound: | No Lockout: | Unlocked
Basics

+ Endpoint Details
Check Result

Endpoint Name: - Ingress Client Installed: No

Previous IPs: - Ingress Client:

MAC Address: fe:fcife:b0:de:9s Endpoint Vendor:

Operating System: Windows NIC Vendor:

Open Ports: 21, 22, 80, 135, 139, 445, 3389 [ RE ) First Detected: 2021-03-11 17:30:28

+ Authentication Details

User Status: Active Group: /
Auth Status: Yes Last Login: 2021-03-14 23:58:28

User: 10.28.60.8
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3.12 Asset Management - Custom Endpoint Type

SANGFOR

For unrecognized Endpoints or Endpoints with incorrect recognition, the Endpoint type can be customized according to
the characteristics, and the Endpoint characteristics are matched according to the priority from top to bottom. If it
matches, the Endpoint type of the Endpoint will be set according to the custom Endpoint type. In the left tree of the
Endpoint type, the corresponding Endpoint type will also be added, as shown in the figure below:

Endpoints

Auth Status: All
Bound: Al

W Endpoint Check:

v Ingress Client Install

L

Endpoint T\'Iw-l G || « || Endpoints If an endpoint is idelrtified with multiple idelntiﬂcaticnlrLIes. thel rules folr custolm endpoints take
- effect before predefined rules, and are applied according to their order in the list below.
Search term Q|| 25 Auto Refresh: 10 seconfd
EAl(15) - ||/ 1P Address =+ Add Endpoint type, category Q
E-Host{lﬂ] 1! 200.200.65.74 [[] MNo. Endpoint Type Category Identification Rule Move Operation
- Windows(10) 1| 200.200.65.157 [0 1 typeb Custom IP Address Including 200.200.. ¥ Edit Del.. [
-~ MAC(0) [ 200.200.6.5 O 2 New Custom Traffic Signature Including Sr... * Edit Del..
et [| 200.200.6.123
- Thin Client(0)
Unknown Host(0) [/ 200.200.7.1
(=] Mobile Endpoint(0) [1| 200.200.65.125
--Mobile Phone(0) ]| 200.200.237.102
- Tablet(0) [J| 200.200.5.82
- Unknown Mobile Er ] 200.200.84.56
[=} Network Device(0) | 200.200.237.19
meELd [ 200.200.64.123
- Sangfor Device(0)
. Switch(0) []| 200.200.64.101
. Router(0) [[]| 200.200.237.105
- WLAN Controller(0’ [ 200.200.64.34
- Firewall(0) [1| 200.200.130.211
- \PN Gateway(0)
- AP(0)
- Unknown Network
[=] Dumb Endpoint(1)
- Printer(0)
- 3D Printer(0)
--\oIP(0)
- Barcode Scanner(0
- Smart TV(0)
- Security Equipmen
- Surveillance Came Comuui Cancel

Custom Endpoint Type

User Status
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline
Offline

| Offline

Offline

Auth Status
No

No
No
No
No
No
No
No
No
No
No
No
No
No
No

Endpoint Check

Ingress Client 1.
No

No
No
Mo
No
No
No
Mo
No
No
No
No
No
No
No

Lock Operation e

Unlo
Unle
Unlo
Unlo
Unlo
Unle
Unle
Unlo
Unlo
Unle
Unlo
Unle
Unle
Unlo
Unle

Operation ™
Operation ™
Operation ™
Operation ™
Operation *
Operation ™
Operation ™
Operation ~
Operation ™
Operation ™
Operation ™
Operation ™
Operation ™
Operation ™

Operation *
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3.13 Asset Management - Custom Endpoint Type

Add a custom Endpoint type, as shown below:

Add Custom Endpeoint Type

Summary
2L ; Category: w
Cat=gory: Select b P Host
w F Mobile Endpeoint
" - Identification R Network Device
Identification Rule Dumb Endpoint
How to Set Identification Rules View Guide @ How to Set 1l Medical Equipment
AND v | | Add Condition Add Group Condition AND |v| | Add! Gl
Select w | Including »
Category: Dumb Endpoint e
Endpoint Type: v
Identification Rule Printer
Identification R 3D Printer
(©) How to Set Identification Rules View Guide VoIP

@HuwtuSetIB de S
AND |+ | | Add Condition Add Group Condition it o

A _ AND |w | | Add|Smart TV
L"{ |V Including X o * Security Equipment

IP Address ' Surveillance Camera
MAC Address Access Control System
Traffic Signature set ﬁngerpriﬂt feature Recharge Machine
FOS
Projector

Unknown Dumb Endpoint
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3.14 Asset Management - Custom Endpoint Type

Set fingerprint features, as shown below:
Example 1: The company newly purchased a batch of cameras. The first six digits of the MAC address have the characteristics of a fixed

manufacturer. Select the MAC address in the conditions and fill in the first six digits of the mac address.

Example 2: The company uses Sangfor's virtual PC, the communication protocol is encrypted, and the recognition effect is not good according to
the built-in library, but the data communicated with the fixed server has a fixed protocol. Select the flow characteristics in the conditions, and the
target IP selects the server address and service name. Select the communication protocol between the virtual PC and the fixed server.

Add Custom Endpoint Type X

Summary
, Identification Rule
Category: Dumb Endpoint N
Endpoint Type: |Select or type R . . . o
(i) How to Set Identification Rules View Guide
Identification Rule View Guide

AND |+ | | Add Condition Add Group Condition
L-{IP Address |E|Including M x

(i) How to Set Identification Rules  View Guide

AND |v| | Add Condition Add Group Condition

(i) How to Set Identification Rules View Guide ; IP Addresses

| Add Condition Add Group Condition IP Addresses:
- Traffi :

Traffic Signatures One entry per line.

Example:
192.168.1.1
Slhids Example: 1813 192.166.1.1/255.255.255.0
Dst IP: Example: 192.168.1.1 192.166.2.1-192.166.2.255
Service Name: |DNS v (@D
Commit || Cancel | Commit || Cancel |




allows windowsPC to access the website, and the applicable object is test windowsPC.
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3.15 Configuring Control Strategy
according to Endpoint Type

Configure the comparison of two new strategies in the access permission policy, and the applicable object is set to test
PC. Here, two Endpoints of different Endpoint types are used to check the control effect. First, create a new policy that

[ Enabled

| Description:

Name: Allow Windows Access Facebook

_J | Opticns || Object ” Advanced |

- Endpoint Type |
--(# Destination

4 Enabled

User Database Endpoint Type
-] 25 User :
E“'{' = mE All
-] All users g .
=[] [] Mobile device (i
-~50 Local Users
: Em3prc @
~a- User Attributes -
i [-uf Windows PC |
@l Source IP
— i | | Mac PC
[ Location

-] = PC and mobile device ()
- [E Dumb Endpoint ()

- 1 Medical Equipment (0
# Custom Device

Name: Allow Windows Access Facebook

Description:

Options ||

Object ” Advanced

Options || Object H Advanced ‘

N
& SANGFOR
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User Database

Local Users

-3 Endpoint Type
- Destination

-

(& user Filter: | All R Select =
-] All users o/ Name
L[
=[m|R&D ] @TEST
-t User Attributes [CJTEST -
--|&] Source IP Al =2 8

B rocation ] <3-_.I'-.Iev\rh.'—addetl subgroup and user

1. Allow access to Facebook in application control

Access Control

Application

[_|Search Keyword

=3 Application + add @ Report Unidentified Application
_A lication
:S::fice 1 Mo, Application Action
|:|Proxy '] 1 Social Networking/Facebook PAllow

2. Applicable users choose new test users
3. Choose WindowsPC as the Endpoint type
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3.16 Configuring Control Strategy & SANGFOR

According to Endpoint Type

Create a new MAC PC deny access to the website policy, applicable to test MAC PC.

A Control , N
— =y
Enabjed User Database Local Users
Namel Block MacOS Access Facebook | D) Eu-:" User Filt Al k Select
- ilter: v elect ~
Description: ~[_] All users =[]/ Mame
Options || Object || Advanced | = [m] R&D M I TEST
a TEST ==
User Database Endpoint Type il User Attributes a Eafault 2 fitz
Eu’.‘i“ User ] i Al s S{:.urce o [ g% Newly-added subgroup and user
L All users = I8 Location
Mobile device (i) .
-0 Local Users E| EI pC @ - --{ig) Endpoint Type
(m @ £ L
i} User Attributes , (@ Destination
1 Windows PC
@& Source IP
B ~[«f| Mac PC |
- Location A . T
-~ | = PC and mobile device (i)

@ Endpoint Type |
(@ Destination

- Bl Dumb Endpoint (@)

.

Enabled

Name: Block MacOS Access Facebook

Description:

Options ” Object ” Advanced

1 Medical Equipment (D)
# Custom Device

1. Block access to the Facebook application control

(9238 Nntinne

Access Control Application
= =" + add X @ Report Unidentified Application
2 Application
- Mo.  Application Schedule Action
[CJservice
[JProxy O | 1 Social Networking/Facebook All Day @ Reject
[JJ5earch Keyword
[_IFile Type

2. The user selects a new test user
3. Choose MAC PC for Endpoint type
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3.17 View Control Effects =

Connect the test windowsPC and MacOS to the network and use the user name "Fitz" for
authentication. After the authentication is successful, after the Endpoint types of these two
Endpoints are displayed in the online users,

Use Mac PC to access "https://facebook.com” can not be accessed normally, other applications
can be tried normally

Use Windows PC to access "https.//facebook.com”, it can be accessed normally, and other
applications can be tried normally
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3.18 Endpoint Types Supported by IAG == SANGFOR

Options || Object || Advanced |

User Database Endpoint Type

[£125 user
- All users

=1 i All
-« [J Mobile device (D
: He D rc @
il User Attributes T g )
i [of| Windows PC
~ @ Source IP
- ~|of| Mac PC

-8 Location = . e
0 ~|of| B PC and mobile device (i)

~{@ Endpoint Type o

- p : o [=]/«EE Dumb Endpoint (i)

(& Destination = ]

|| Printer

3D Printer

ValP

Barcode Scanner

Smart TV

Security Equipment

-0 Local Users

Surveillance Camera

Access Control System
Recharge Machine

POS

Projector

Medical Equipment (i)
Radiclogy Information System
Monitor

Medical Printer

VRNV DRARRRNVY AR AR

Electrocardiograph

- |of| Ventilator
~[# # Custom Device




3.19 IP Management - Group Management

IP address management, you can classify IP information, for example, the R&D department has 2 C categories, which
can be aggregated and displayed under one IP group.

&

-

SANGFOR

Online Service ¥ & adminvy [ Business Intelligence HoT
Navigation IP Ranges [RGT=REET CaRG
Status 2 Refresh | [ Export
Dashboard IP Ranges <« || IP Address Pool
4 Endpoint Visibility Search term Q
Endpoints

Endpoint Discovery

Users

Rule Check

Troubleshooting Center
| Traffic Statistics

Internet Activities

Locked Users

Saas Applications

DHCP

Security Events

» Proxy

+ Add Group 4 Move to Top

» Access Mgt

» Online Activities

=y

[=] Operation teams
Gavin teams
é----200.200.23}'.0,r’24
[#] Fitz teams

[=}RD ¢200.200.0.5...
-200.200.7.0/24
é-"-200.200.64.0,"24
[#] Auto Discovered

200.200.237.0/24

Group:Operation teams

All

256

O Normal

3

Long-offline (@

0

Free

253

102

105




3.20 IP Management - Filtering
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IP address management, quickly filter IP segments, check unused IPs, and assign them offline to Endpoints in need.

IP Ranges [T RVEEEEE

2 Refresh | [ Export

IP Address Pool

IP Ranges <%
Search term Q
=+ Add Group 4 Move to Top
=l

E QOperation teams
é----Gavin teams
..200.200.237.0/24
I'_'I Fitz teams

[Z}RD (200.200.0.5...
-200.200.7.0/24
£.200.200.64.0/24
[#] Auto Discoverad

200.200.237.0/24

Group:Qperation teams

Al O Normal Long-offline (@

256 & 0

Free

253

200.200.237.67




3.21 IP Management - Export @ SANGFOR
IP address management, export IP address segments.

IF Ranges Local Users

% Refresh Ili Export |

Search term Q Select IP Ranges x

=+ Add Group % Move to Top
; 200.200. : i : : i
=T Available: Search:|Fuzzy Searcl (| | Selected: Clear
E-Operaﬁun teams EMENRE T El m| All All/Operation teams
%----Gavin teams - 4 Operation teams All/Fitz teams
--200.200.237.0/24 [} @ Fitz teams All/RD (200.200.0.52/24)
[ Fitz teams [} ¥ RD (200.200.0.52/24}
ERD I B Auto Discovered
-200.200.7.0/24 ;
200.200.5.0/24
- 200.200.64.0/24
) 200.200.65.0/24
[#] Auto Discovered

200.200.84.0/24

|  Export

| Cancel |
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4. Endpoint Check Feature Update =~

In IAG 13.0.15, we provide a new Endpoint check feature, you can experience it according to the following guidelines.

First of all, you need to ensure that your Endpoint Security License is within the validity period. If you are a beta user,
we will provide you with a 6-month free trial License. Please contact your local Sangfor office to activate the
authorization.

Summary

Status: Activated Manual Update Gateway ID: =

Type: Official User: 13 B
Software Version: [AG13.0.15: B Time Activated: u -

Function Licenses

Device License Endpoint Security Multi-Function License
. Li .
Licensed Modules: — Licensed Modules:
1. Device Status Licensed Modules: 1. Access Mgt
2. Virtual Lines 1. Endpoint Security Detection 2. Online Activities
3. DNS Proxy 2. Endpoint Audit (USBE Disk Audit) 3. Bandwidth Channel
Max WAN Lines: 10 Expiration Date: 2022-06-09 Expiration Date: 2022-06-09

Branch VPN Sites: 10
Expiration Date: 2022-06-09
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4.1 Endpoint Check Client Download =~

First, you need to prepare a Windows PC, download and install the ingress client on your PC through the following
methods.

Navigation <« DEEGLGEGEE Tngress Client Settings

} Status .
Basics

» Proxy _ - - —
Ingress Client Authentication

~ Accaess Mgt |

[]Enable portal authentication (i)
4 User Management

Local Users

User Binding Mgt [[] Set Ingress Client uninstallation password WEICGmE to thE I"grE S5 Setup

User Sync WIZBI’d

Self Services Ingress Client Gateway |

Public API Service

® Obtain gateway automatically Thig will install Ingress on your computer,

Advanced () Specify gateway

Itis recommended that you dose all other applications before
continuing.

Authentication

4 Endpoint Check

Check Policies Click Mext to continue, or Cancel to exit Setup.

4 Check Rules Installation Reminder

[rugprees Qe feezd [ Remind users to install Ingress Client

Traffic Based

For mac0S, mobile and dumb endpoints that do not support Ingress Client {applicable to all endpoint check
policies) (1)

() Reject Internet access
pAllow Internet access

Download Ingress Clien

If ingress client settings have been chanedgsubmit the changes before downloading ingress client.
Download Ingress Client (Windows): MSI

Ingress Rule Exclusion
» Online Activities

[ Patch exclusion (i)
» Bandwidth Mgt

Mext = Cancel
e. A maximum of 128 entries wed. = h, provide
e X : KB3 - for Mic -

separated by semicolon(;). fi

soft L

v Activity Audit

» Endpoint Mgt

» System

singress.exs i
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4.2 Ingress Characteristics Configuration

After the installation is complete, in order to avoid affecting your corporate network or test environment, we
recommend that you turn off the following configuration options first.

2,

+ Status

Basics

r Proxy

Ingress Client Authentication

- Access Mgt ~
[]Enable portal authentication (i)

4 UUser Management
Local Users

[» User Binding Mat

[]Set Ingress Client uninstallation password

User Sync

[» Self Services Ingress Client Gateway

[» Public API Service (® Obtain gateway automatically
Advanced () Specify gateway

[+ Authentication

4 Endpoint Check
Check Policies

4 Check Rules Installation Reminder

Ingress Client Based |D Remind users to install Ingress Client

Traffic Based . i ) ) )
For mac05, mobile and dumb endpoints that do not suppert Ingress Client (applicable to all endpoint check
policies) (i)

Ingress Client Settingsl

(") Reject Internet access

| @ Allow Internet access

Download Ingress Client

If ingress client settings have been changed, submit the changes before downloading ingress client.

Download Ingress Client (Windows): MSI EXE




4.3 Checking Rule Description
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At present, we support ingress checking through two ways, one is based on client checking, the other is no-client

checking.

Dashboard Ingress Client Based x_ s SANGFOR |__

» Status

r Proxy

Ingress Client Based || Combined In

1ress Rule |

|4 Add | % % Impo

 Access Mgt

4 User Management
Local Users

I» User Binding Mgt
User Sync

[+ Self Services

[+ Public API Service

Advanced

[» Authentication

4 Endpoint Check
Check Policies

4 Check Rules

Ingress Client Based

Anti-Virus Software Based Rule
Login Domain Based Rule
Operating System Based Rule
Process Based Rule

File Based Rule

Registry Based Rule

Task Based Rule

Patch Based Rule

Access Check

Access Control

External Device Control
Windows Account Based Rule

Anti-Defacement Rule

Navigation «“

b Status

BEEE N Traffic Based *

+ Add X Delete | # Edit | 2% Import [= Export

¢ Proxy

 Access Mgt

Traffic Bas=d

Ingress Client Settings

4 User Management
» Local Users

[ User Binding Mgt
» User Sync

I» Self Services

[» Public API Service

» Advanced

[» Authentication

4 Endpoint Check
» Check Policies

4 Check Rules
» Ingress Client Based

» Traffic Based

» Ingrass Client Settings

[[] No. MName

Category

Mame:
Category: Enter or select R
Description:

Check Items

(@ Personal software () Enterprise software

Software: 360safe w7

Trigger: Over |60 minutes undiscoverable

Set a value not smaller than default
Action: Log event only hd
| Commit || Cancel |
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4.4 Configuration Ingress Client Checking Rules =~

In this update, we have added Anti-Virus Software Based Rule, Login Domain Based Rule, Access Check, Access
Control, External Device Control, Windows Account Based Rule and Anti-Defacement Rule based on the original
access rules.

s
Mame: Combine rule
Navigation Gl [ 1noress ciient ased | — Crter o colect v
—_— : nter or selec
» Status I Ingress Client Based H Combined Ingress Rule | T
» Proxy | Add | X % Import [
I _— Logic: Rules are with OR logic 2
- Access Mgt Anti-Virus Seftware Based Rule Catego |
. Ingress Rules
4 User Management Login Domain Based Rule PeriCol g
Local Users Operating System Based Rule Anti-de fvailable (1) Q, Selected (1) Clear
b User Binding Mgt Process Based Rule Windows 8 and below check Block Telegram
User Sync File Based Rule
[» Self Services Registry Based Rule _ )
[» Public API Service Task Based Rule [ Add » |
Advanced Patch Based Rule .‘ e )
[ elete |
Access Check -
[» Authentication
Access Control
4 Endpoint Check External Device Control Still Support Combined Ihgress Rule
Check Policies )
Windows Account Based Rule
o) crzds il Anti-Defacement Rule
Ingress Client Based
Traffic Based Action: Reject request and give alert v
Ingress Client Settings s Rex}
[ Commit || Cancel |




4.5 Ingress Client Checking Example

Let's take the example of prohibiting users from changing the MAC address. We can configure a tamper-proof rule,
choose to prohibit modification of the MAC address, and at the same time, choose to restore the original MAC

address and notify the user.

MName: Block change MAC address
Category: Block change MAC address v
Description:

Check Items

The fallowing activities are illegitimate:
Change MAC [JChange IP (i}

Action: Restore to original address and inform user 4
Prompt Text |Reject request and give alert

Restore to original address and inform user L
Give alert ]

——— Log event only

Set ingress check rule

3 1. By enabling this policy, vou will have the ingress component installation visible to

. the users who cannot access the Internet until installation completes.

ey 2. If it also disconnects the systems that do not support ingress component

B installation, you may deal with that in Advanced settings in Access Mgt > Policies.
3. This policy should not be applied to objects like switch and router.

Yes No

—_
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Set ingress check policy

Navigation K Check Policies Endpoint Check

4 User Management
» Local Users

|> User Binding Mgt
» User Sync

| Self Services

I Public API Service

» Advanced
| Authentication
4 Endpoint Check
» Check Policies
4 Check Rules

+ Ingress Client Based
» Traffic Based

» Status + Add X Delete |
4 Enabled
} Proxy [J] No. Name
Name: Block changing MAC address
~ Access Mgt e e
Description:

Options H Object H Advanced

Endpoint Check

Ingress Client Based

[JTraffic Based

Options || Object || Advanced

[4Ingress Client Ba |+Add | be

[]| No. Type

[ 1 | Block change MAC address

then set up an ingress checking policy

User Database

Local Users

=
Eu‘ User Filter:| All ¥ k Select -
: All users B —
o mTesT
{ User Attributes [ default —

|&] Source IP

Location

L@ Destination

i £ fitz |

[] g Mewly-added subgroup and user
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4.6 Ingress Client Check Results '

We tried to modify the MAC address on Fitz's computer, and we found that the modification failed, and we
also received a prompt.

In addition, we can also see this record on the IAG compliance check results page.

Details General | Advanced | Driver | Details | Events I Power Management
. ) . ] ) )
e - The following properties are available for this network adapter. Click
| eEEB UL | I P / the property you want to change on the left, and then select its value
on the right.
Source |P: 10.28.60.26
Property: Valie-
Location: Mot specified Adaptive Inter-Frame Spacing N C |F4E4TEHIGDE351
Flow Cortrol
Intermupt Moderation
Ingress Rule Do not allow change MAC intemupt Moderation Rate () Not Present
. . |Pvw4 Checksum Offload
Object Anti-defacement Jumbo Packet
Lange Send Offload ([Pw4)
H H LMK pecd & LUDISX
Description Locally Administered Address
TOmbeT of Loaleste Duers
Result Legitimate Priority & VLAN A Message(1/1)
Receive Buffers
= p H TCFP Checksum Cffload (IPvd)
Action Restore to original address and inform user Transmit Buffers disobey rule: Do not allow change MAC
Prompt Context pass detection
Details
Less Options




Emergency Measures
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When you are trying IAG13.0.15 Beta and encounter problems, you can consider:

1. Delete/Disable related control policy.
2. If the problem still does not disappear, please open the Internet troubleshooting, and get in

touch with us ASAP.

—_—
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- e ——————

Troubleshooting G RVEE IS

Navigation «

» Status = Settings | X Close | & Refresh

» Proxy Status: Pass-through is turned off. , logging is disabled

» Access Mgt No. Time Src IP->Dst IP Protocol Data Flow Size Line Application Rule

» Online Activities

» Bandwidth Mgt

+ Activity Audit

» Endpoint Mgt

F System
Toration

Network

Update

Alarm Qptions
Global Exclusion
Backup/Restore
Custom Webpage
Report Center

Device Correlation

Restart
Health Check

IP Address (Packet Drop)

Specified IP: (i)

0.0.0.0-255.255.255.255
&:-FFFF:FFFF:FFFF: FFFF:FFFF:FFFF:FFFF:FFFF

Protocol

[l Improve logs readability

4 Turn on passthrough as well

IP Address: (i)

0.0.0.0-255.255.255.255
:-FFFFFFFF.FFFF: FFFF:FFFF:FFFF:FFFRFFFF

Advanced

Sangfor Technical Support Center

Technical Service Center: +60 127117511
(7129)

Email: tech.support@sangfor.com

Website: community.sangfor.com
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