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1 Latar Belakang

IAM sendiri sudah mempunyai struktur organisasi user secara local. Perangkat pihak ketiga
bisa menggunakan user lokal yang sudah ada didalam IAM untuk autentikasi radius tanpa

perlu membuat user baru. Lalu IAM bisa dikonfigurasi sebaga radius server.

2 Konfigurasi IAM (IAM Menjadi Radius Server)

1. User—>Advanced->Radius Server Path. Centang pada kotak Enabled, lalu isi port beserta

shared secretnya sesuai yang diinginkan.

Navigation ey |

» Status Category « |luu:|1us Server
» Proxy » Authentication Options # Enabled
» Objects » USB Key User —
Authentication
- Users » Custom Attributes
" Port: 1812
4 Authentication _ MAC acquisition across
Authentication Policy © L3 network Shared Secret: |eee
External Auth Server RADIUS Server
- Ty A ti
Single Sign-On » Managed Authentication e
Custom Webpage Port: 1813
Internal Portal Server Shared Sacrot: [ese
<l |
- Users
I Self Services
Advanced

2. Buat user local di IAM (Users—>User)

Group/vser |
User Group || Member and Policy
Search term 2| Grouprath: /et
El-qi Local Users Description: Root
E}H Domain User Members: Sub-groups: 0, immediate users: 1, total users: 1
[} = ScCoRPlocal . Associated Policy: block fb mobile,test2, WhatsApp,new,testing, Various It
Members | Policies |
+ Add ~ | X t | & select - | [ Import/Export ~ | 72
[#] No. Name «
0 1 & sangfor

3 Konfigurasi perangkat pihak ketiga
(Mengintegrasikan IAM dengan Radius Server
External)

1. IAM bisa mengambil user—user yang sudah ada di Radius Server External dan

menggunakannya sebagai database saat user melakukan autentikasi lewat IAM.

2. Konfigurasi Radius Server External tersebut jika belum dikonfigurasi sebelumnya.
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3. Di IAM navigasikan ke User—>Authentication—>External Auth Server,

4. Pilih opsi “Add a Radius Server”,

{ i D Message: Connect to server successfully!

5. Konfigurasikan authentication policy dan pilih Radius Server yang sudah dikonfigurasi

sebelumnya.

= (0 Open authentication
» Auth Method ' Password based
) Single Sign-On(S50)
Bk 5 None (requests are rejected always)
Auth Server: Radive =
(71 Self registration; || Local user database Local Passwo. |

- i Add Server
3 Account Login with SMS Code D

Captive Partal
Captive Fortal: | Without Sideshom and Terms of Use || | Praview
Login Redirection:  httes:)/www facabaok.com

6. Gunakan username dan password yang sudah dibuat di Radius Server.
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. x

re | 192.160.19.86/5c

' Identity Authentication System

Account

Search by Usemame ~ |Searct

7. User yang sudah terautentikasi bisa dilihat di Status—>Online Users

4 Auto Refresh: 5 second(s) = | £ Refresh | I Filter | &, & @ Logout | [ Export
Status: All  Endpoint Device: All Obfects: none
| User Group «| Members
Search term £l||C1 No.  usemame(alias) Group 1P Address Endpoint Device  Auth Method Time Logged In/Locked ~ Online Duration Operation
[0 1 sangfor / 192.168.19.89 Verifying... User Account 2020-01-02 21:08:59Login 17 seconds &

B/ 1users
% Deny_ALL 0 Users
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