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Disclaimer

Copyright © 2016 SANGFOR. All Rights Reserved.

Without prior written permission of Sangfor Technologies Co. Ltd, no part of the
contents in this document shall be reproduced, excerpted, stored, modified,
distributed in any form or by any means, and translated to any other languages,
applied for a commercial purposes in whole or in part.

L

I —

-
The pertinent materials include but are not limited to the following: SANGFOR, =,
text description, icon, format, figure, photo, method, procedure, and so on, unless
otherwise stated. Other logos, trademarks and service marks contained herein are
the property of their respective owners.

The information is prepared by Sangfor Technologies Co. Ltd, and provided on an ‘as
available’ and is subject to change without prior notice. Although every reasonable
effort is made to present current and accurate information, Sangfor makes no
guarantees of any kind.

Sangfor Technologies Co. Ltd may make improvement or changes in this document,
at any time or without notice.
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Preface

Contents in each chapter:

Chapter 1: Introduction to aBOS(a Box of Sangfor).
Chapter 2: Configuration through the aBOS GUI.

Case Study: Creating a virtual machine.
¢

Configuration examples are based on Sangfor aBOS 1.0 official version. The actual
product you have purchased and received may vary.

Document Conventions

Graphic Interface Conventions

This manual uses the following typographical conventions for special terms and
instructions.

Item Convention | Meaning
Button Boldface Click the Save button to save the settings.
The basic settings are under System >
Menu/submenu Boldface . & y
Settings.
Multilevel menu and 5 Navigate to System > Network Interface
submenu to configure the network interfaces.
Options, radio button Select the option Enable user to enable
. . Boldface )
option, checkbox option this user account.
Navigate to System > Administrator to
Page title Boldface 8 y .
enter the Administrator page.
The browser may pop up the prompt “The
“n settings have been saved successfully. Do
Prompt .
you want to restart the device now to
apply the changes?”
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Symbol Conventions

This manual also adopts the following symbols to indicate the parts which need
special attention to be paid during the operation.

A

Caution: Indicates actions that could cause setting error, loss of data or damage
to the device

A

Warning: Indicates actions that could cause injury to human body

v
Note: Indicates helpful suggestion or supplementary information
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Contact Us

For technical support or other questions, you may contact us through the following:
Email: support@sangfor.com.cn

Tel: 400-630-6430

Forum: http://sangfor.360help.com.cn/

Website: www.sangfor.com.cn
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Acknowledgments

Thanks for using our product and user manual. If you have any suggestion about our
product or user manual, please provide feedback to us through phone call or email.
Your suggestion will be much appreciated.
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Chapter 1 Knowing Your Sangfor Device

This chapter introduces how to install Sangfor aBOS unit and connect it to your
network. After proper installation, you can configure and debug this aBOS unit.

Operating Environment

= Voltage input: 110V~230V (AC, alternating current)
=  Temperature: 0-45°C
=  Humidity: 5~90%

To ensure endurance and stability of this aBOS unit, make sure the following are
done:

=  The power supply is well grounded

= Dustproof measures are taken

=  Working environment is well ventilated
= |ndoor temperature is kept stable

This product conforms to the requirements on environment protection. The
placement, usage and discard of the product should comply with the relevant
national laws and regulations of the country where it is applied.

Product Appearance

The above figure is the front panel of Sangfor aBOS unit.

The above picture is just for reference. The actual product you have purchased and
received may vary.
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Connecting Your Sangfor aBOS Unit

1. Deploy the Sangfor aBOS unit in your network.

2. Plug the power cable into the power interface on the rear panel of the aBOS unit.
Attach and turn on power supply, and then watch the LEDs on the front panel of
the unit. When the aBOS unit starts up, the POWER LED (in blue) will turn on.

If the aBOS unit works properly, disk and ACT(data flow) LED indicators flicker,
and POWER and ETHO LED indicators stay on always.

3. Use RJ-45 straight-through Ethernet cable to connect the LAN interface (ETHO,
the first interface on the rear panel) to the internal network (LAN).
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Chapter 2 Initial Login to Admin Console

Sangfor aBOS unit provides web-based administration through administrator console.
The initial URL for admin console access is https://10.250.0.7.

Before logging in to web admin console, make sure the following are done:
=  Deploy a computer on a subnet where the Sangfor aBOS unit resides.

= Connect the PC’s network interface card (NIC) and the aBOS unit’s LAN interface
to a same layer-2 switch using network cable.

= Add an IP address on the PC, which resides on the network segment 10.250.0.x.

Logging in to Admin Console

1. Turn on the PC and Sangfor aBOS unit.

2. Open a web browser and enter the IP address of the aBOS unit
(https://10.250.0.7) into the address bar. Press Enter key to visit the login page
to aBOS web Admin console, as shown below:

One Box <j aBOS(MINHCI)
May Contain All » wesame Operati i

Business
D _ Scale-Out

* On Virtualization

.- Platform As Wanted

3. Enter the administrator username and password, and then click Log In Button.
Both of the default username and password are admin (case-sensitive).

4. Upon successful login, the following dialog pops to prompt administrator to
change password, as shown below:
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Change Password X

Change Password
Your password has never been changed. Please
change it ASAR

To change password right now, click Change Now. If you do not want to change
the password, click Later and enter the following page:

Sangfor aBOS 14 Cjﬁ admin -
v Networking  Storage  VMistore System ] .
g < & = superAdmin [ @

£ Refresh @ 2016624 150408

cﬂ Memory Star:A Online Users Sessions

35% 32% 24% 2 114

Security Events

]

Current Status” Not licensed

==

Throughput{All)

Web admin console of the aBOS unit can be accessed by using the following
web browsers: Microsoft IE, Mozilla Firefox and Google Chrome, etc.

Initializing Network

Sangfor aBOS unit can be set up simply by initializing network. Network initialization
settings cover the following: Network, VPN/CM, Policies/Services.

Initialize b 4

oNetwork 2 VPN/CM 3 Policies/Services 4 Ready to Complete
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Configuring Network

You can configure WAN, WAN Link, LAN and DHCP settings on Network tab. The
network settings are applied to the virtual network device connected to the edge.
More specifically, if the IAM appliance is connected to the edge, the network settings
will be applied to that IAM appliance; if the NGAF is connected to the edge, the
network settings will be applied to that NGAF. Network configuration steps are as
follows:

1. Select an Internet connection type. In this example, it is One WAN link. Internet
is accessed through this aBOS unit, as shown below:
Initialize X
@ Network 2 VPN/CM 3 Policies/Services 4 Ready to Complete

Internet Connection:

(@ One WAN link. Internet is accessed through this aBOS unit

Dial-up modem is integrated in aBOS

() One WAN link_ This aBOS unit is deployed in Bridge mode

A dial-up modem already exists. No change is made to the current network topolegy but Sangfor VPN is net supported

) Multiple WAN links. Auto-select one to access the Internet through this aBOS unit

Cancel

There are three types of Internet connections:

= One WAN link. Internet is accessed through this aBOS unit: The aBOS unit is
deployed as a gateway in the network, and Internet is accessed through the unit
over the WAN link. IP address for the WAN link can be assigned in the following
ways: Using PPPoE, Using DHCP, and Specified.

= One WAN link. This aBOS unit is deployed in Bridge mode: It requires a gateway
deployed between this aBOS unit and the external network, which connects to
the Internet by using dial-up connection or using static IP address.
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=  Multiple WAN links. Auto-select one to access the Internet through this aBOS
unit: The aBOS unit is deployed in Gateway mode. There are multiple WAN links,
among which one is selected based on the link selection policy, as shown below:

Link Selection *

(@ Adaptive _

Link is auto-selected to keep amount of fraffic on each link balanced

() Bandwidth ratio-based Round Robin

fraffic goes to the link with higher bandwidth rati

(") Active-standby mode

Line 1 is used by default. If Line 1 fails, another link will be s¢ d

LB Ll B |

o

oo

i

{7 Round Robin

NAM links are selected intum

Link can be selected from the multiple links by using any of the following means:

= Adaptive: Link is auto-selected to keep amount of traffic on each link
balanced despite of the remaining bandwidth of each link.

= Bandwidth Ratio-based Round Robin: Traffic goes to the link with higher
bandwidth ratio.

= Active-Standby Mode: Line 1 is used by default. If Line 1 fails, another line
will be selected.

=  Round Robin: WAN links are selected in turn.

2. Configure WAN link. You can specify IP Assignment, IP Address, Netmask,
Next-Hop IP, Preferred DNS, Alternate DNS, and Line Bandwidth, etc. In this
example, IP assignment method is Specified, as shown below:
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Initialize >

e Network 2 VPN/CM 3 Policies/Services 4 Ready to Complete

IP Assignment  Specified v
IP Address: | 12.1.0.253
Netmask: | 255.255.255.0
Next-Hop IP: | 12.1.0.23
Preferred DNS: | 12.1.0.23

Alternate DMS: | Optional, e.g., 5.8.8.3

Line Bandwidth
Outbound Rate: | 20 Mbps w

Inbound Rate: | 20 Mbps w

The contents on WAN Link tab are described as follows:

IP Assignment: It can be Using PPPoE, Using DHCP or Specified.
IP Address: Specifies IP address for the WAN link.

Netmask: Specifies netmask of the specified IP address.

Next-Hop IP: Specifies IP address of the gateway for the WAN link.
Preferred DNS: Specifies IP address of the preferred DNS server.
Alternate DNS: Specifies IP address of the alternate DNS server.
Line Bandwidth: Specifies outbound and inbound rate.

Configure LAN interfaces. You can specify aBOS IP Address, Netmask and LAN IP
addresses of virtual network devices.
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Initialize b4

@ Network

2 VPN/CM 3 Policies/Services 4 Ready to Complete

WAN Link

aBOS IP Address 10.1.0.254

Netmask: | 255.255.255.0

Device LAN IP Description
1AM 10.1.0.252 Gateway, DNS server and |AM GUI management
NGAF 10.1.0.249 MGAF GUI management address

The following are contents included on LAN tab:

= aBOS IP Address: Specifies LAN interface address of the aBOS unit.
= Netmask: Specifies netmask of the aBOS IP address.

= Device: Displays the name of virtual network device.

=  LAN IP: Displays GUI management IP addresses of virtual network devices. To
change LAN IP address, click the IP address in LAN IP column to edit it.

= Description: Descriptive information to LAN IP address.

Once aBOS IP address and netmask are specified, LAN IP addresses will be
automatically generated for virtual network devices. If the auto-generated IP
address conflicts with a local IP address, click that IP address in LAN IP column to
change it.

4. Configure DHCP, which is used to automatically allocate IP addresses to internal
computers. Only when the aBOS unit is deployed as a gateway, the DHCP
settings are available, and then this unit could assign IP addresses to the internal
computers that are connected to the LAN interface of the aBOS unit. To
configure DHCP, enable DHCP and specify Start IP, End IP and Netmask fields on
the following page:
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Initialize b4

GNETWOrK 2 VPNICM 3 Policies/Services 4 Ready to Complete

[/] Enable DHCP
Start IP: | 11.1.0.2
End IP: | 11.1.0.253

Netmask: | 255.255.255.0

Configuring VPN/CM

You can configure VPN, WAN Optimization and CM on VPN/VM page.

1. Configure VPN. If the IAM appliance is connected to the edge, the VPN settings
will be pushed down to IAM appliance; if the NGAF is connected to the edge, the
VPN settings will be pushed down to the NGAF.
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Initialize b
o Network @ VPN/CM 3 Policies/Services 4 Ready to Complete
.
Make this aBOS unit a Sangfor VPN site  (the pser VPN site must be configurad accordingly)
Primary WebAgent: | Required, e.g., 192.168.0.1:4009
Secondary WebAgent: | Optional, e.g., 192.168.0.1:4009
Shared Key: Required
Usemame: Required

Password: | Required

The following are contents included on VPN tab:

= Make this aBOS unit a Sangfor VPN site: Select this option to make this aBOS
unit a Sangfor VPN site.

=  Primary WebAgent: Specifies the address of primary WebAgent, which is used to
connect to the peer unit.

= Secondary WebAgent: Specifies the address of secondary WebAgent, which is
used to connect to the peer unit.

=  Shared Key: Specifies the shared key used to establish a Sangor VPN connection
to the peer, which should be the same as that specified on the peer.

=  Username: Specifies the username used to connect to the peer, which is created
o n t h e

peer.

= Password: Specifies the password used to connect to the peer, which is created
on the peer.

=  Protocol: Specifies the protocol, TCP or UDP, which determines the type of
packets transferred via VPN tunnel.

2. Configure WAN optimization on the following page.
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Initialize %

Q Network @ VPNICM 3 Policies/Services 4 Ready to Complete

Make this aBOS unita WOC client
Peer IP: | Required, e.g., 192.168.0.1
Usemame: @ Required

Password: | Required

The following contents are included on the above page:

Make this aBOS unit a WOC client: Select this option to make this aBOS unit a
WOC client.

Peer IP: Specifies the IP address of LAN interface of the peer WOC unit.

Username: Specifies the username used to connect to the peer WOC unit, which
is created on that peer.

Password: Specifies the password used to connect to the peer WOC unit, which
is created on that peer.

Configure central management (CM) on CM tab, as shown below:
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Initialize b4

Q Network @ VPN/CM 3 Policies/Services 4 Ready to Complete

[#] Join this aBOS unitto Central Management (make surs that a Sangfor CMC unit has besn deployed)
Primary WebAgent: Required
Secondary WebAge Opticnal
Shared Key:  Required
v Y WANO
Site Name: | Required
Password: | Required

[] This site unit and CMC unit reside on a same subnet

The contents included on CM tab are described as follows:

= Join this aBOS unit to Central Management: Select this option to have this aBOS
unit joined to central management.

=  Primary WebAgent: Specifies address of primary WebAgent to connect the CMC
unit.

=  Secondary WebAgent: Specifies address of secondary WebAgent to connect to
the CMC unit.

= Shared Key: Specifies the shared key used to connect to the CMC unit, which
should be same as that specified on that CMC unit.

= Site Name: Specifies the name of the site unit to be joined to CM.

= Password: Specifies the password to join the site to CM, which is created on the
CMC unit.

=  This site unit and CMC unit reside on a same subnet: If this option is selected, it
indicates that the site unit resides on the same subnet as the CMC unit.

Configuring Policies/Services

You can configure policies and services on Policies/Services page.
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1. Select policies for IAM and NGAF and then click Next, as shown below:

Initialize %

o Network o VEN/CM e Policies/Services 4 Ready to Complete

FPalicy Name Type Description

Improve work productiv...  Access Cont... Block access to entertainment, microblog, forum, game. ..
Netwaork security risk Access Cont...  Block application or website access that may incur data....
Internet activity and traf...  Audit Policy Lag Internet activities and contents, including posts, em...

3 entry(ies) selected

Tips: The selacted policies will ovarwrite the existing policies.

B T

2. Configure services. By default, the aBOS unit provides a file sharing and print
server running Linux. Default IP address of that server is 10.251.251.200. To use
the file sharing and print service, you need to change this IP address to one on
the same subnet as the LAN interface address of the aBOS unit.

3. aBOS unit initialization is ready to complete when you come to Ready to
Complete page. Before clicking Commit, make sure the configuration is correct,
as shown below:
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Initialize b 4

o Network Q VPNICM Q Policies/Services @ Ready to Complete

Confirm the following configuration:

o One WAN link. Internet is accessed through this unit
# DHCP is not enabled

» Sangfor VPN is enabled

» Central management is not enabled

» File sharing and print server are not enabled

Note: Access to external network by LAN users are open by default. Control is based on IP
address. You may change authentication method through the 1AM GUL

I

Viewing Status

After successful login to aBOS web admin console, home and some other function
modules are seen on the top of the page, as shown below:

86 .
Networking  Storage VM-store System Q) S

Super Admin E

There are the following modules:

= Home: Displays the information about the aBOS unit, virtual network devices,
throughput, application traffic ranking and user traffic ranking, etc.

= Networking: Configures virtual network devices.
= Storage: Displays storage status and manages storage nodes.

=  VM-store: Displays licensing status of virtual network devices. You can also apply
for free trial for the virtual network devices on VM-store page.

=  System: Configures system related settings: Licensing, Date and Time,
Administrators, Alarm Options, Logs and Alarms, VMM Backup and Recovery,
System Backup and Restore, Upgrade, Service & Tech Support, Recycle Bin and
System Options.
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To see alarm events, click on the icon (the number on the icon means the

number of the current alarm events). Then, you will see the latest 5 alarm events, as
shown below:

[ 2016-6-20 21:11:17 ] Internal error from virtual network
device: [DLAN{Imdlan)][20160621 10:11:14]
[Isakmp_Server]The dial-up for outgoing line stopped. All
the SA turn to invalid. Please dial up again!

[2016-6-20 21:09:17 ] Internal error from virtual network
device: [DLAN(Imdlan)][20160621 10:09:28] [SangforlKE]
Connecting peer (IP:12.1.0.252, Port:4009) failed! Error:
MNetwork is unreachable

[2016-6-20 20:41:07 ] Internal error from virtual network
device: [DLAN{Imdlan)][20160621 09:41:08]
[Isakmp_Server]The dial-up for outgoing line stopped. All
the SA turn to invalid. Please dial up again!

[2016-6-20 20:38:46 ] Internal error from virtual network
device: [DLAN(Imdlan)][20160621 09:38:47] [SangforlKE]
Connecting peer (IP:12.1.0.252, Port:4009) failed! Error:
Network is unreachable

[2016-6-20 08:18:04 ] Internal error from virtual network
device: [DLAN(Imdlan)][20160620 21:18:10] [SangforlKE]
Connecting peer (IP:12.1.0.252, Port:4009) failed! Error:
Network is unreachable

Ware Events

If the administrator password is too weak, there will be an exclamation mark next to
the administrator username. Click on the username, the following dialog pops up:
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@ admin !
Super Admin

Description:
Your password has never been changed.
Flease change it ASAFR

Change Password

Viewing System Status

This section displays resources usage of this aBOS unit, including CPU, memory and
storage usage, and information of online users and sessions, and status of interfaces,
etc. What’s more, it displays the basic information of virtual network devices.

CPU Memory Sror% Online Users Sessions - o
iy gy iy
35% 32% 24% 2 114 LAN WAN1 WANZ WAN3

Security Events

0

ality: Excellent

Current Status: Not licensed

Viewing Throughput

The following line chart displays outbound and inbound rate in real time:
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Throughput{All}

— Outbound: 0 Bps — Inbound: 26.7 KBps

25KBps

50KBps 2016-6-2021:19:14
® Inbound: 27.1 KBps

0Bps
21:18:00 21:18:30 21:19:00 21-19:30 21:20:00 21:20:30 21:21:00 21:21:30

To specify throughput display criteria, click the icon and the following dialog
pops up:
Throughput Options X
Interface: All w
Period

(@ Realtime
()24 hours
() One week

Crata Linit

(@ Bps
) bps

The following are contents on Throughput Options page:
= |nterface: Specifies the interface. Throughput on that interface will be displayed.

=  Period: Specifies the period, Realtime, 24 hours or One week. Throughput in the
specified period will be displayed.

=  Data Unit: Specifies the traffic unit, Bps or bps.

Viewing Application Traffic Ranking

This section displays the top 10 applications by traffic, as shown below:
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Application Traffic Ranking

Rank Application Categony Quthound B...  Inbound Rate Bidiractional Fercent
1 Wizt WWeb Site 2.4 Mbps 27.7 Mbps 30 Mhps 41.4%
2 BT 13 mhps 13.9 hps 26.9 Mhps IT1%
3 HTTP_FOST 6.7 Mbps 8 Mbps 14.8 Mbps 20.3%

Viewing User Traffic Ranking

This sections displays the top 10 users by traffic, as shown below:

User Traffic Ranking

Rank Lsername Group Duthound R...  Inbound Rate Bidirectional

1 177.122.1.20 ! 595.8 Kbps 6931 Kbps 1.3 Mbps

2 177.122.1.202 ! 595.8 Khps B93.1 Kbps 1.3 Mbps

3 177.122.1.198 ! 595.8 Khps B93.1 Kbps 1.3 Mbps

4 1771221197 ! 595.8 Kbps 6931 Kbps 1.3 Mbps

5 177.122.1.1989 ! 595.8 Khps 6931 Kbps 1.3 Mbps
Networking

You can configure Map, Interfaces, DHCP, Static Route and NAT in Networking.

Drawing Objects on Network Topology Map

You can view status of the network topology, and edit each virtual network device
and virtual server on the Map page in Networking.
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Map Static Route

¢y Refresh  (3) Add Server rInitialize

o
2
=

IP 10.1.0.252
Internet Activities

Web Browsing 0
Email Service 0
File Upload 0
Instant Messaging 0

B8 PostingiMicroblog. .0
_—-/7__

e DefaultGroup Central Management

€ b it g

I Status Disconnected

DefaultEdge

Location

¢

LAN Run On Node 10.1.0.254

Configuring Edge

The edge connects the virtual network to the physical network. It is connected to the
physical network through an aggregate interface or a physical network interface in
Trunk mode. When configuring edge, you need to specify port group. A port group is
an aggregate port that connect edge to virtual network, the member interfaces own
the same configuration (such as VLAN).

To configure the edge, do the followings:

1. Click on the edge and then the Settings button on the following page:
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Edge »

WAN1 (E
Physical sical
Network
? +0Bps
WAN1 30 Bps
- _
& #23 KBps
iam #10 Bps
Virtual ;
3 Network x
¥4 et
TypeTrunk

=

Ll
B
m

Physical Network

Mo.  Node/Physical Interface

fﬁ% 1 & 10.1.0.254/eth1

vefaulter:
DefaultGroup Virtual Network

E
=
Q

i
II"\

DefaultEdge MNo. Device

4 Trunk_All (VLAN:all;Trunk}

L 1AM
LAN efhi1-10.1.0.252

Summary &3 Seftings

2. Configure physical interface. You can add a new or edit an existing physical
interface on the following page:

Settings - Edge (WAN1) x

» Physical Interface

Port Group
L] No. Node Interface

O 1 10.1.0.254 eth1(10.250.17)

3. Configure port group. You can perform the following operations on Port Group
tab: Add, Edit and Delete. To add a new port group, click Add and configure
related fields.
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Settings - Edge (WAN1) X

Physical Interface

|:| MNo. Name Type WVLAN Connected Edit

O 1 Trunk_All Trunk all

Mame:

Type: Trunk (Multiple VLANs)

VLAM ID: e.qg., 100, 105110 or all

PWVID:

= Name: Specifies a distinguishable name for the port group.
=  Type: Specifies the type of VLAN interface, Trunk or Access.

Trunk port is used for VLAN trunking or VLAN aggregation. It allows packets
which do not carry VLAN information, or packets which carry VLAN information
and VLAN ID is within specific VLAN ID range. If the VLAN ID is not in the specific
VLAN ID range, the packets will be rejected.

Access port receives packets untagged with VLAN ID. It will tag the packets with
specific VLAN IDs, which will be removed when the packets go out of that Access
port.

=  VLAN ID: It is required if type is Trunk.
=  PVID: It is the default VLAN ID that will be tagged on packets going through the

switch but carrying no VLAN ID.

Viewing Edge Summary

This section displays the basic information of the edge, and the outbound and
inbound rate of the edge and port group.
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Virtual Network > Edge = WAN1

7 Refresh [, Settings (7 Packet Capture

Physical Interfaces Connecting to Physical Netwark:

Node/Physical interfa... | Outbound B... inbound Bps

10.1.0 254/eth1 26 79 KBps 452 KBps

‘Outbound: 2679 KBps
Inbound: 4.52 KBps

Edi
s SANGFOR Ii‘

Inbound: 33.16 KBps
Outbound: 3 51 KBps

To reload the current page, click Refresh.

To change edge settings, click Settings, and then configure physical interface and port
group.

To capture and analyze packets, click Packet Capture, as shown below:

Interface: Interface E‘ R R
Format: [Protocol] [Direction] [Type] <Address>
Expression: PO 2Xpression . . Protocols: IP, ARF, RARP, TCF, UDPF, efc
Directions: src, dst, dstor src, dstand src
Max File Size: 10 MB (1) Types: hostaddress, network address, port

Logical Operation: not, |, and, &&, ar, ||

The following are contents on the above page:

= |nterface: Specifies the interface. The packets passing through that interface will
be captured.

= Expression: Specifies expression to filter packets. On the right panel of the
Packets Capture & Analysis page, it displays the expression formats.

=  Makx File Size: Specifies the maximum size of the file. If a file size is larger than
the maximum, capturing packet will stop.
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Viewing Admin Logs

This section displays administrator logs, which record various operations performed
by the administrator, such as creating edge. Each log contains the following
information: Status, Action, Start Time, End Time, Username, Node, Object Type,
Object and Operation.

Status Action Start Time End Time Usermname Node Chiject . Object Operation
@ Completed  Add edge 2016-5-30 19:.06. 2016-5-30 19:06. admin( 10.1.0.181 ) Status: & Completed l View

Action Add edge
StartTime:  2016-5-30 19:06:26
End Time:  2016-5-30 19:06:27
Usemname: admin( 10.1.0.181)
Node: 10.1.0.254

Object Type: Edge

Object WAN1

Description:

To view the details of each log, click View in Operation column.

Configuring Virtual Network Devices

The following virtual network devices, IAM, NGAF, WANO, and SSL VPN, could be
deployed into virtual network in Networking > Map.

Licensing Virtual Network Devices

To make a virtual network device available, you need to license that device first.
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NGAF

NGAF
=]
5
S
& € v
WiH1 Network
& P 10.1.0.249
M
4 security

DoS Attacks
Virus Removals
Botnat

Remote_Access...

0
0
0
0
Malicious_Conn_.. 0
Abnormal_Conn...0
Mobile_Botnet 0
Maobile_Virus 0

0

Malware

Central Management
Status Disconnected

I nratinn

oy

Click License and then you will be redirected to the following page:

System > Licensing

Gateway ID: 3250436036
Licensing: UNX36UDY-L8NI3UFB-3MJ5RWAR-XQGVAGUF-BRWQDGAX

Expiration 2017-06-06
Date:

Edit License Key

Network Devices Licensing License Details Expiration Date Licensing

1AM VOuSrBxeZLf1YCbRVR4jq2AcICikh...  (Edit) View = Being tried (till 2017-06-06)
NGAF rI8BSERUMZIWXMNVQANOISJZEZeMS....  (Edit) View < Being tried (till 2017-06-06)
WANO Activate - - 3 Notlicensed

If the virtual network device is licensed, you will see the Web Console and More
buttons on the right panel of the Map page in Networking when clicking on that
device after it is automatically restarted.

To perform more operations against the virtual network device, click More button,
and select the operation, such as Shut Down, Power Off, Backup and Recover, etc.

To enter Web admin console of a virtual network device, click Web Console. The

following page indicates that the administrator logs in to the web admin console
successfully.
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- Status

Status

B select Panel » [FShow Default Panels

Licensed user: F{2ARMTEA, valid till:1970-01-01

% Enable Screen Projecting Support

& adminv [ Intemal Report Canter |

» System
» Security Status
3 RT Vulnerability Analysis
) Security Events
s Traffic Ranking
¢ Abniormal Traffic
Top Sessions

) Affiliated Source Lockout

* Network
» Security Databases
» VPN

| Alerts

Events

[1]

& | Resource Usage

¢| | System
Blocked/Logged: 0/0  Locked Sources: 0
Online Users: 0
System Time:  2016-06-21 14:22:18

2 Interface (6)

-
6% 33% ) 19»
Memory Disk

[ @@ g [ [
- eth0 ethi eth2 eth3 ethd eth5

|Sessions Realtime-

[ = s==cionsisec

T

I Teemmp e ey GG P P

2/8%] |Top 10 Attacks| Last 7 days-

B Exploits
184
e

o

100

» Objects

» Decryption
» Users
+ Firewall
» Access Control
»IPS

» Server Security
» Scanners

» Bandwidth Mgt

14114

14116

14018 14120 14122

2 &%

Attacks

0
Websit... Datab... Mail V... Web V... FTP Vu.. Titp V... DNS V... Telnet... Netwo... Brute-.

Top 5 Bots Last 7 days~

O No policy

#|@ x| |Top 5 RT Vulnerabilities

is created, Settings © No policy is created. Settings

Configuring Virtual Switch

A virtual switch provides connection, access control list (ACL) and broadcast storm

prevention.

Edge

WAN1

Physical

sical
Network Ll

Network:
+0 Bps

40 Bps
Edge

#827 KBps
#39 Bps

25

VLAN =il
Type:Trunk

Wirtual
Network

Physical Network

No. MNode/Physical Interface

1 'y 10.1.0.254/eth1

DefaultGroup Virtual Network

No. Device

4 Trunk_All (VLAN:all;Trunk)

1AM
eth1-10.10.252

Summa

ry

To configure a virtual switch,
interface and port group.

click Settings button and then configure

physical
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Settings - Edge (DefaultEdge) X

p Physical Interface =
[] No. Node Interface
O 1 10.1.0.254 [ eth0(10.1.0.254)

Configuring Physical Interface

You can add a new physical interface, delete and edit an existing physical interface on
the following page:

Settings - Edge (DefaultEdge) x

p Physical Interface

Configuring Port Group

[] No. Node Interface

O 1 10.1.0.254 [ eth0(10.1.0.254)

You can perform the following operations on Port Group tab, add, edit and delete.

Settings - Edge (DefaultEdge) x

Physical Interface

[ ] No. Name Type WVLAN Connected Edit

O 1 DefaultGroup Trunk all 4

To add a new port group, click Add and configure the fields on the following page:

SANGFOR aBOS User Manual 34



MName:

Type: Trunk (Multiple VLANs)

WLAN [D:

PVID:

The following are contents included on the above page:
= Name: Specifies a distinguishable name for the port group.
=  Type: Specifies type of VLAN interface, Trunk or Access.

Trunk port is used for VLAN trunking or VLAN aggregation. It allows packets
which do not carry VLAN information, or packets which carry VLAN information
and VLAN ID is within specific VLAN ID range. If the VLAN ID is not in the specific
VLAN ID range, the packets will be rejected.

Access port receives packets untagged with VLAN ID. It will tag the packets with
specific VLAN IDs, which will be removed when the packets go out of that Access
port.

=  VLAN ID: It is required when type is Trunk.
= PVID: It is the default VLAN ID that will be tagged on data packets going through

the switch but carrying no VLAN ID.

Adding Server

You can add a new server by importing a virtual machine or creating a new virtual
machine.

Importing Virtual Machine

To import a virtual machine, click Add Server and choose Import Virtual Machine on
Create New Virtual Machine page. Select an ova file from the local disk and then
click Import.
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VM Template:

Uploading file CentQS 7 .0.ova. Please do not close this page.
6%

Total Size: 1.1 GB.Progress: 76.3 MB, Upload Speed: 8.72 MB/s, Time Taken: 8 seconds, Time Remaining: 2
minutes 5 seconds

A

= |If an ova file of a Windows based virtual machine is imported, driver of the
USB mouse needs to be updated and you will be prompted to install that
driver.

= If an ova file of a Linux based virtual machine is imported, you need to
configure IP address for NIC.
Creating A New Virtual Machine

To create a new virtual machine, click Add Server and choose Create New Virtual
Machine.
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Create New Virtual Machine x

Name:
L P Guest OS: Microsoft Windows 7 (64 bit) v
H" ( )
L]
[
Configuration Advanced
Standard:  Low — High Cores: 2
E Processor 2 core(s) []Use CPU from host (1
- lMemory 4GB
== Disk 1 80 GB

© cDiDVD1  None

m cthD Connected To: DefaultEdge
& Other Hardwares

G) Add Hardware ¥

“ ca nce‘

=  Name: Specifies a distinguishable name for the virtual machine.

=  Guest OS: Specifies an operating system for the virtual machine. The aBOS unit
supports the following types of guest OSes: Windows, Linux, Sangfor and others.
Sangfor based guest OS is used for aCenter.

Create New Virtual Machine

Name:

' ” Guest OS:
;.‘.".
1

Microsoft Windows 7(64 bit) W

Windows ¥
& Microsoft Server 201264 bit)

Microsoft Server 2008064 bit)

Standard. |- LoW m Bt \icrosoft Server 2003(32 bity

Processor 2 core(s) Microsoft Server 2003(64 bit)
"= llemory 4CGE Microsoft Windows 7(32 bit)
- Disk 80 GB Microsoft Windows 7(64 bit)

0 CDIDVD 1 — Microsoft Windows 8(32 bit)

Microsoft Windows 8(64 bit)
mw c=thi Connected To: Defaultt

Microsoft Windows XP(32 bit) >
& Other Hardwares

G) Add Hardwara ¥

=  Configuration: It allows you to configure hardware resources, such as Processor,
Memory, Disk, CD/DVD and NIC, etc.

Configuration falls into Low configuration, Typical configuration and High
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configuration. If the current configuration fails to meet business requirements,
you can configure the corresponding hardware resource as required, as shown

below:
Standard:  Low High Cores: | 2
& Processor 2 coreis) []Use CPU from host |
- |Jlemory 4 GB
= Disk 1 280 GB
© CD/iDVD 1 Mone
mw cthi Connected To: DefaultEdge

#& Other Hardwares
(+) Add Hardware ¥

Default Low Configuration: Single-core processor, 2 GB memory, 40 GB disk, one
CD/DVD, one NIC.

Default Typical Configuration: Dual-core processor, 4 GB memory, 80 GB disk,
one CD/DVD, one NIC.

Default High Configuration: Quad-core processor, 8 GB memory, 80 GB disk, one
CD/DVD, one NIC.

=  Processor: Specifies the number of cores of each processor for the virtual

machine.
Configuration Advanced
Standard;  Low High Cores: 2
E Processor 2 core(s) []Use CPU from hast (0
- Jemory 4 5B
== Nisk 1 80 GB
© CcDDVD1  MNone
m =thi Caonnected To: DefaultEdge

&= Other Hardwares
(*) Add Hardware ¥

=  Memory: Specifies the memory size for the virtual machine. The minimum is 512
MB, and the maximum is 256 GB.
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C '_.

Standard: Low

Memory Size:| 4 GB
& Processor 2 coreis)
4GB
- llemory 4GB .
i 1 1 [ 1 1 1 I 1
ialed > L3 & @ @ & &
= Disk 1 80 GB X o & & G & \_Dé"’ _Q‘@ FA & «.‘Q
© CcDDVD1  None
ww cth0 Connected To: DefaultEdge

& OCther Hardwares
@ Add Hardware ¥

Disk: Specifies the disk for the virtual machine. Note: In later versions, to specify a
disk for a virtual machine that is not stored on local storage, make sure the disk is on
a NFS, iSCSI or FC storage that the virtual machine has access to.

Standard:  Low | Typical’ _' High @ New disk () Existing disk O Physical disk
E Processor 2 core(s) Disk Capacity: | 80 GB

- llemory 4GB []Pre-allocation

== Disk 1 B0 GB Nproves

o i i [ Support Fast IO
ww cth0 Connected To: DefaultEdge thelps to improve C
#¢ Other Hardwares

@ Add Hardware ¥

A disk can be created by the three means: using a new disk, using an existing disk,
using physical disk.

To use a new disk, select the option New Disk and configure the following fields:
= Disk Capacity: Specifies the capacity of the virtual disk, in GB.

= Pre-allocation: It improves disk performance but requires more storage space. If
it is not selected, space is allocated as needed.

To use an existing disk, select the option Existing Disk and then select a qcow?2 disk
file.

To delete the source disk file and create a new disk file, select the option Delete
source disk files.

= CD/DVD 1: Specifies an ISO image file of CD/DVD drive to be used by the virtual
machine. It can also be None, which indicates that the virtual machine does not
use CD/DVD drive.
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Configuration Advanced

standard:  Low  [JiipGaNY Hioh CO/DVD Drive:

() None
(® Load IS0 image file

Processor 2 core(s)

- hMemory 4GB

Browse...
© cDiDVD 1 Mone % Upload from this Local Disk
ms cth0 Connected To: DefaultEdge

@ Cther Hardwares
@ Add Hardware ¥

If the option Load ISO image file is selected, you need to select the corresponding
ISO image file. If there is no ISO image file, you can upload it to the datastore from
the local disk. Click Upload from this Local Disk, select the ISO image file and upload

it.
standars:  Low [Pl  Hion CO/DVD Drive:

(O None
@ Load ISC image file

@ Processar 2 core(s)

- [emory 4GB

Browse...
P | frowse.._
0 CDIOVD 1 None | Upload from this Local Disk
s cth0 Connected To: DefaultEdge

¥ Other Hardwares
@ Add Hardware ¥

=  Enabled: Select this option to enable the eth0 interface.

Configuration Advanced
Standard:  Low m High [#] Enabled
Connected To: | DefaultEdge e
Processor 2 core(s) s IE‘
" [Jlemory 4 GB Advanced
= Nisk1 80 GB Adapter Model: | Intel E1000 ~

e MAC Address: | FEFCFEAS:ECED £

m= cth0 Connected To: DefaultEdge
# Other Hardwares

@ Add Hardware ¥

= ethO0: Specifies what the virtual machine is connected to.
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Connected To

Fl BEpand Al 5 Collapse All

MNetwork Device Interface or Port Group
s A Edges
() DefaultEdge(All interfaces available [Trunk] DefaultGroup
o WANT(All interfaces available [Trunk] Trunk_All

=  Connected To: Specifies the edge or a virtual switch to be connected to the

virtual machine.

=  Adapter Model: Specifies the adapter model, Realtek RTL8139, Intel E1000 or
VirtlO. If VirtlO is selected, you need to install the corresponding driver.

=  MAC Address: It can be automatically generated or manually specified. MAC

address examples: 00-11-22-33-44-55, 00:11:22:33:44:55,

To add more hardwares, click Add Hardware. Then, you can add disk, CD/DVD, serial

port and NIC as per your need.

For example, click Add Hardware and select Disk. Then, disk 2 will be added to the
configuration (as shown in following figure). You can add this disk by creating a new

disk or using an existing disk. To delete a disk, click this X icon.

On Advanced tab, you can configure more options, such as Boot Order, Others and

Debugging.

Configuration Advanced

Boot Order: n Dis} ™ H CDIOVD v E None v
Cthers: [JPower on at node startup

[ High priority (ensures reSoUrces even overs

[¥] Reboot if fault occurs |

[] Enable UUID generator (every time UUID generator is enabled, a new UUID will be generated.) (0

=  Boot Order: Specifies the boot order for the virtual machine. You can choose an

item (disk or CD/DVD) from the pull-down list.

Configuration Advanced

Boot Order: n Disk 1 w H ChD/OvVD ' H Mone v

Cthers: 1P Disk1 startup
OH coovo
ERUUUU[H EUITULEUrs (due 1o SUck, ue screer
DEnaDIe UUID generator (every fims

= Others: Lists the following options:

etc., and vmTools must be installed

SANGFOR aBOS User Manual

41



=  Power on at node startup: If it is selected, the virtual machine can
automatically start up at node startup;

= High priority: If it is selected, resources will be allocated to the virtual
machine preferentially in case that resources on the node are insufficient;

= Reboot if fault occurs: If it is selected, the virtual machine will reboot
automatically when it is not responding due to stuck, blue screen, etc.

Others: [ Power on at node startup
[]High priority (&
[/ Reboot if fault occurs (due t e screen, et vmTools
[] Enable ULID generator (2

= Debugging: There are the following options:

= Disk write caching: It can improve disk 10 efficiency, because files in virtual
disk are loaded to memory.

=  Enable memory reclaiming: Select this option to detect and reclaim free
memory of idle virtual machine for others.

=  Support Fast I/0: Select this option to improve 1/0 performance.
# Debugging
[[] Disk write caching Cache Size: MB

] Enable memaory reclaiming
[]Support Fast 10
[ Fitter page files

Configuring Network Interfaces

Configure interfaces on the Interfaces tab in Networking, in Route mode and Bridge
mode.

The following are on the Interfaces page:

Interface IP Address MAC Address Link Mode MTU Link State Status
10.1.0.254/255 255 2550 AD:36:8F03:45A3 Full-duplex 1500

10.1.0.252/255 255 255 0 FE:FC:FE:CE:BB:83 1000M|Full-duplex 1500

The following are contents included on the above page:

= Interface: Indicates the status of the corresponding physical network interface.

The icon shows that the interface is connected. The & jcon shows

that it is disconnected.

= |P Address: Displays IP address of the interface.
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= MAC Address: Displays MAC address of the interface.
= Link Mode: Displays mode of the interface.
=  MTU: Displays MTU value of the interface.

To configure an interface, select the interface first. For example, click LAN and
configure it on the page that pops up, as shown below:

Interfaces x

aBOs IP Address: | 10.1.0.254

Netmask: | 255255.255.0

Device LAN IP Description
1AM 10.1.0252 Web-access address to the AN GUI
MNGAF 10.1.0.249 MNGAF GUI management address

The following are contents included on the above page:

= aBOS IP Address: Specifies IP address for LAN interface.
=  Netmask: Specifies netmask for LAN interface.

Once aBOS IP address and netmask are specified, LAN IP addresses will be
automatically generated for virtual network devices. If the auto-generated IP
address conflicts with a local IP address, click that IP address in LAN IP column to
change it.

To configure the WAN1 network interface, click on the WAN1 name and enter
the following page, as shown below:
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Interfaces X

[/] Enabled

IP Assignment  Specified R
IP Address:
Metmask:
Mext-Hop IP:
Preferred DMS:

Alternate DMS:

Line Bandwidth
Outbound Rate: Mbps b
Inbound Rate: Mbps b

.ﬂl d‘lﬂlarl I: E d

The following are contents included on the above page:

= |P Assignment: Options are Using PPPoE, Using DHCP and Specified.
= |P Address: Specifies IP address.

=  Netmask: Specifies netmask.

= Next-Hop IP: Specifies IP address of the next-hop gateway.

=  Preferred DNS: Specifies preferred DNS.

=  Alternate DNS: Specifies alternate DNS.

= Line Bandwidth: Specifies outbound rate and inbound rate of the current line.
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Configuring Advanced Settings

To enable and configure Link state detection(using Ping), click Advanced. The
Advanced settings are shown below:

Advanced Seftings X

Link state detection (using Ping)
Destination IP:
Ping Interval: seconds

Max Ping Failures:

“

The following are contents included on the above page:

= Link state detection (using Ping): Select the box next to this option to enable it.
= Destination IP: Specifies a destination IP address for link state detection.
=  Ping Interval: Specifies detection interval, in seconds.

=  Max Ping Failures: Specifies maximum number of detection failures. For example,
if this field is 2 and destination IP address cannot be reached within N seconds
twice, then the link is thought not working properly.

Configuring DHCP

DHCP automatically allocates IP addresses to internal computers, but DHCP settings
are only available when this aBOS unit functions as a gateway device. It can be
configured as shown below:
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[/] Enable DHCP

Start [P Optional, e.g., 192.168.0.1

End IF: Optional, e.g., 152.168.0.1

Metmask: Opticnal, e.g., 255.265.255.0

Gateway: Optional, e.g., 192.168.100.1

Preferred DNS: Optional, e.g., 8.8.8.8

Alternate DMN3S: Optional, e.g., 8.8.8.8

Preferred WINS: Opticnal, e.g., 192.168.0.1

Alternate WINS: Optional, e.g., 192.168.0.1

Lease: 120 minutes W

To reserve an IP address for a host with specific MAC address and host name,

To use DHCP service, enable DHCP and configure the required fields like Start IP, End
IP, Netmask, Gateway, Preferred DNS, Alternate DNS, Preferred WINS, Alternate
WINS, and Lease.

Assigning Reserved IP Addresses

To assign an IP address that is exclusively reserved for one specific internal computer,
click Reserved IP Addresses, and specify Name, IP Address, MAC Address and Host
Name.
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Reserve |P Address *

Mame:  Required
IP Address: | Required, e.g., 192.168.0.1
MAC Address: | Required, e.g., 00:E0:4C:0E:9A:2F

Host Name: | Required

Configuring Static Route

If the aBOS unit is to communicate with IP addresses on different network segments,
static route helps. Add static route one by one or add multiple static routes at a time.

7 Refresh  (©) Add (® Add Multiple

(H Destination IP Netmask Next-Hop IP Interface Edit

O 0.0.00 0.0.00 13.1.01 Auto 24

To configure a static route, click Add and the Add Static Route page pops up, as
shown below:

Add Static Route *

Destination IP:
Netmask:
Next-Hop IP:

Interface: Auto bt

The contents on Add Static Route page are described as follows:
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= Destination IP: Specifies destination IP address.

=  Netmask: Specifies netmask.

=  Next-Hop IP: Specifies next-hop IP address.

= Interface: Specifies the interface through which data is forwarded.

To configure multiple static routes at a time, click Add Multiple, and configure on the
Add Static Routes page that pops up, as shown below:

Add Static Routes x

Cne entry per row. Example:

Destination IF, Netmask, Next-Hop [P

A

Cancel

Enter one entry per row. Example: Destination IP, Netmask, Next-Hop IP.

Configuring NAT Rules

To translate source IP addresses, click Add on NAT tab in Networking, and configure
an NAT rule on NAT page that pops up, as shown below:
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NAT X
[/] Enable

Mame
Cutgoing Interface
(@ Any WAN interface
() Specified

Source
(@) Any IP address
() Specified (1)

Translated Source
(@) Outgoing interface IP
() Specified

First, select Enable, then move on to the configure the following:

= Qutgoing Interface: Specifies outgoing interface through which data is
forwarded. Options are Any WAN interface and Specified. To forward data to a
specific interface, select Specified. To forward data through any of the two WAN
interfaces, select Any WAN interface, as shown below:

Cutgoing Interface
(@ Any WAN interface
() Specified
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Source: Specifies source IP addresses to be translated. Options are Any IP
address and Specified. If Any IP address is selected, all the IP addresses can be

translated. If Specified is selected, only source IP addresses which are within the
specified IP address range will be translated.

Source
(@ Any IP address

() Specified

Translated Source: Specifies translated IP addresses. If Outgoing interface IP is
selected, source IP address will be translated to IP address of outgoing interface.

If Specified is selected, IP addresses will be translated according to what has
been specified.

Translated Source
(@) Outgoing intarface IP

() Specified

Advanced: Specifies destination IP addresses and protocol criteria. For example,
when destination IP address is within the specified IP address range or when
specified protocols are used, IP addresses will be translated, as shown below:
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Advanced b4

Destination
(@ Any IP address
() Specified (1)

Protocol
(@) Any protocol

{_) Specified

Configuring Storage

In Storage > Status, view the current status of storage and basic information, and
configure storage in Settings. There are two kinds of status, online and offline. Value
for offline storage is 0.
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Status Settings

7 Refresh
Total Capacity: 79172GB
B Used 1105GB (2%)
W Free 779758 GB (98%)
1oPS Last Minute Last 10 Minutes. Last Hour Last 24 Hours
10PS
10 Throughput 40
10 Latency
Storage Usage 20
f\ f
Cache Hit Rate /\/ \ J
ST = i3 V4 J
] — =
03:41:50 03:42:00 03-:42:10 03:42:20 03:42:30 03:42:40 03:42:50
IO READS 010PS  — IO WRITES 10 IOPS

Managing Datastore

To manage datastore, click Manage on Settings tab and enter the following page.
There are more operations available on the following page, such as Refresh, Add
Folder, Delete, Rename, Upload, and Cleanup.

Refresh Cleanup

Last Modified

Type

Datastore_2_copy D iso Folder

Folder

I private

Total Capacity: 79172GB
Free Space: 779.68 GB

2%

M Enable datastore sharing

= Add Folder: Create a new folder under the current directory.
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Refresh Add Folder

Folder Mame:

[] _dir 0 bytes

= Delete: Delete selected files or folders.
= Rename: Rename selected files or folders.

=  Upload: Upload files to the current directory. For example, upload an ISO image
file to the ISO folder for the purpose of creating virtual machines later, as shown
below:

>+ Sangfor aBOS 14

Image File 0, qcow2
Datastore: IDatastore_2_copyliso/ |z|

Upload

= Enable datastore sharing: To enable access to and management of these
folders(\\ip\disks\vs_rep2\) through Resource Manager using aBOS admin
credentials, select the option.

Trying VNFs in Store

In Store, customer can know what network functions are available on aBOS and
choose to try any of them. Once a network function is tried, the status will be
changed from Try Now to Being Tried. After one month trial, the status will be
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turned from Being Tried to Trial Expired. For an activated network function, the
status will be changed to Activated.

Virtual Network Functions

It provides unified and all-around control over wired
and wireless Internet access, application and
broadband.

== NGAF

. WAN Optimization
V- e Version: 8.2
It helps to cut unnecessary IT investment costs
identification(users, applications and contents) and achieve application acceleration and WAN

L7 protection, provisioning security protection and optimization{dedicated line environment), and

high processing capacity efficiently construct securely-connect
Networks(VPNs).

Itis leading-edge NGAF aiming at full

&, =™
SSL arsion: 6.9
-
It secures remote access to cooperate network in the
simplest way, at the fastest speed, with the easiest
operations, but offers the best user experience and
the fullest resource delivery

To apply for free trial, click Try Now to get in contact with supplier.

Apply for Free Trial b4

& Please call your supplier and apply for free trial.
j —

System Settings

In System, there are the following items: Licensing, Date and Time, Administrators,
Alarm Options, Logs and Alarms, VM Backup and Recovery, System Backup and
Restore, Upgrade, Cluster, Service & Tech Support, Recycle Bin, as shown below:
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Licensing Date and Time Administrators

Man administrato

Alarm Options Logs and Alarms WM Backup and Recovery

¢ alarm-riggeri

node or storage

System Backup and Restore Service & Tech Support

ystem e our aBOS Contact tec sup
configuration, and n re syste D : i Standard and Enterpris

Shut Down

7d Shut down or restart this aBOS
unit

Licensing

Click Licensing in System, to view license key of this aBOS unit and other virtual
network devices. You may view the licensed features by clicking View, as shown
below:

Gateway ID: 3250436026
Licensing: UNX36UDY-LENI3UFB-3MJS5RWAR-XQGVAGUF-BRWQDGAX

Expiration 2017-06-06
Date:

Edit License Key

Network Devices Licensing License Details Expiration Date Licensing

1Al VOusrBreZLf1YCbRVR4jg2AcICTkh. (Edit) View - Being tried (till 2017-06-06)
NGAF ‘QdNoI9JZEZeMS. (Edit) View - Being tried (till 2017-06-06)
WANC Activate - - 3 Notlicensed

aBOSs Basic License

It displays Gateway ID, License Key and Expiration Date of this aBOS unit, as shown
below:
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Gateway ID: 3250436036
Licensing: UNX3EUDY-LENI3UFB-3MJSRWAR-XQGVAGUF-BRWQDGAX

Expiration 2017-06-06
Date:

Edit License Key

To change the license key, click Edit License Key, and enter a new license key in Enter
License Key field, as shown below:

Edit License Key b 4

Enter License Key:

LNX36UDY-LBNS3UFB-3MJ 5EWAR-XQGVAGUF-BRWODGAX

Virtual Network Function License

It displays Network Devices, License Key, License Details, Expiration Date, etc, as
shown below:

Network Devices Licensing License Details Expiration Date Licensing
1AM VOubrBxeZLT YCORVR4jq2AcICRN...  (Edit) View * Being tried (till 2017-06-06)
NGAF rl8BsERuMzIwxMNQdNoISJZEZeM5 . (Edit) View = Being tried (till 2017-06-06)

WANO Activate - - € Notlicensed

To activate the network device, click Activate and enter a license key for the selected
network device on the Edit license Key page that pops up, as shown below:
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Edit License Key X

Enter [AM License Key:
VOubnBxeZLf1Y CbRVR4|jg2AcICTkhCASLuGTY QtgRVIOBDT0jc 53+

Edit license keys of all netwark functions

Changing Date and Time

You may change date and time on this aBOS unit and also sync its time with that of
NTP server on Date and Time tab in System, as shown below:

.
16:54:50

(UTC-05:00) Bogota, Eastern Time (US & Canada)

Change

Sync Time with NTP Server

senver pDD‘.ntp. Drg b

To change the date and time, click Change on this aBOS unit and select the date and
time from the drop-down list.

To sync date and time with local PC, click Sync with Local PC, and click OK to confirm
the changes. Please note that re-login is required if you want to apply the changes.

To sync time with a specific NTP server, select one NTP server from the drop-down
list, as shown below:

SANGFOR aBOS User Manual 57



Sync Time with NTP Server

Server: | pool_ntp.org g

After NTP server is selected, click Save, then a message pops up asking whether to
sync now, select Sync Now and click OK to confirm changes. Before syncing time with
NTP server, make sure that DNS server on aBOS is configured correctly and this aBOS
unit is connected to the Internet.

Message X

Sync Now

Configuring Administrator Account

To configure admin account and password to log into this aBOS unit, click
Administrators to enter the following page. You can add more than one admin
accounts and assign different privileges to those accounts.
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€3 Refresh () Add

admin Tom

Administrator Administrator

Change Password  Edit Change Password Edit  Delete

To create a new administrator account, click Add and specify Name, Description,
Password, Retype Password and Role fields on Add Account page. Retype password
field is required to avoid typing a wrong password. For Role, options are Guest and
Administrator.

Add Account b4

Mame:

Description:
Password:
Retype Password:

Rale: Guest )

To change password of the selected admin, click Change Password, as shown below:
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Change Password *

Current Password:

MNew Password:

Retype Password:
B
To edit the selected account, click Edit, as shown below:

Edit Account b 4

MName: Tom

Description:

Role: Administrator W

To delete a selected account, click Delete, as shown below:
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Delete Account

Are you sure to delete Tom?

Configuring Alarm Options

The Alarm Options page includes Alarm-Triggering Event and Action.

Alarm-triggering event is what can trigger alarm and generate alarm log when the
any of the thresholds is reached.

MNode
Haost memory usage is above a0 % for
Host swap partition usage is above 10 |% for
Host CPU usage is above a0 % for
Host CPU temperature is too high for 10 minutes
[]Host packet loss rate is above 10 (% for | G0 seconds
[¥] Host NIC anomaly lasts for 10 minutes

Physical interface is disconnected
[ Node is affline

Wirtual Machine

] VM memory usage is above a0 % for
] VM CPU usage is above 90 | % for
[ VM image file is damaged

M is disconnected from physical network

License

License expiration

10 minutes

10 minutes

10 minutes

v

10 minutes.

10 minutes

<

<

Storage
Storage readiwrite is busy for
Storage 10 latency is high for
Storage usage reaches
Storage is disconnected from node

Storage status anomaly

Virtual Network

[ Virtual interface packet loss rate is above

10 minutes  »

10 minutes

% for |60seconds w

There are thresholds for Node, Storage, Virtual Machine, Virtual Network and

License.

To send alerts to specified email addresses, select the option Send email to specified
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email addresses, specify the recipient email addresses. What is more, configure the
SMTP server by clicking on Settings, as shown below:

[ Recipient Email Addresses

Recipient Address. | Email addresses, comma-separated

=] SMTP server is not configured. Settings

For alarm-triggering events of the same category occur within . 120 minutes, send one alert email only (one for each node)
SMTP Server x
Sender Address:
SMTP Server:
Port:. 25

[]Authentication required
Username:

Passward:

On the SMTP Server page, specify the following fields:

= Sender Address: Specifies sender email address.

=  SMTP Server: Specifies IP address and domain name of SMTP server.
=  Port: Specifies port of SMTP server. Default port number is 25.

If the SMTP server requires authentication, select Authentication required and enter
the username and password.

To send a testing email, click Test Validity, enter an email address in Recipient Email
Addresses field, and click OK.
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Testing Email X

Fecipient Email Addresses:

Email addresses, comma-separatec

Cancel

If For alarm-triggering events of the same category occur within N minutes, send
one alert email only (one for each node) is selected, only one alert email will be sent
for alarm-triggering events of the same category within the specified period.

) Faralarm-triggering events of the same category occur within minutes, send one alert email only {one for each node)

Viewing Admin Logs and Alarm Events

Click Logs and Alarms to enter the page as shown below, which includes Admin Logs
and Alarm Events modules:

Action, node, object, de

Status Action Start Time End Time Username Node Object... = Object Operation
@ Completed  Enable schedu. 2016-6-22 09:42_ 2018-6-22 09:42. admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@& Completed  Login 2016-6-2209:11... 2016-6-2209:11... admin(10.1.0.151) 10.1.0.254 user admin View
@ Completed  Enable schedu... 2016-6-2208:42... 2016-6-2208:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@ Completed  Enable schedu 2016-6-22 07:42. 2016-6-22 0742, admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@ Completed  Enable schedu... 2016-6-2206:42... 2016-6-2206:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm... win? View
@ Completed  Enable schedu... 2016-6-2205:42... 2016-6-2205:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@ Completed  Enable schedu. 2016-6-22 04:42_ 2018-6-22 04:42. admin( 10.1.0.254 ) 10.1.0.254 virtual m_ win7 View
@ Completed  Enable schedu... 2016-6-2203:42... 2016-6-2203:43... admin( 10.1.0.254 ) 10.1.0.254 vitualm... win? View
@ Completed  Enable schedu. 20166-22 02:42_ 2018-6-22 0242, admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@ Completed  Enable schedu... 2016-6-2201:42... 2016-6-2201:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win7 View
@ Completed  Enable schedu... 2016-6-2200:42... 2016-6-2200:42... admin{ 10.1.0.254 ) 10.1.0.254 vitualm... win? View
@ Completed  Enable schedu 2016-6-2123:42. 2016-6-212342. admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@ Completed  Enable schedu... 2016-6-2122:42... 2016-6-2122:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm... win? View
@ Completed  Enable schedu... 2016-6-2121:42... 2016-6-2121:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm...  win? View
@ Completed  Enable schedu. 2016-6-2120:42_ 2016-6-2120:42. admin( 10.1.0.254 ) 10.1.0.254 virtual m_ win7 View
@ Completed  Login 2016-6-2120:02... 2016-6-2120:02... admin(10.1.0.181) 10.1.0.254 user admin View
€3 Failed Login 2016-6-2120:02... 2016-6-2120:02... admin(10.1.0.181) 10.1.0.254 user admin View
@ Completed  Enable schedu. 2016-6-21 1942 2016-6-21 19:42. admin{ 10.1.0.254 ) 10.1.0.254 vitualm...  win7 View
@ Completed  Enable schedu... 2016-6-2118:42... 2016-6-2118:42... admin( 10.1.0.254 ) 10.1.0.254 vitualm... win7 View
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Admin logs archive all kinds of operations, such as creating new VMs, etc. It presents
information like Status, Action, Start Time, End Time, Username, Node, Object Type,
etc. Click View to view details of the log.

Status: & Completed

Action: Enable scheduled backup
Start Time: 2016-6-22 08:42:34

End Time:  2016-6-22 08:42:41
Username: admin( 10.1.0.254 )

Mode: 10.1.0.254
Object Type: virtual machine
Object: win’y

Description:  This is backup of new data. Size: 14 mb.

The events are alarm-triggering events, for example, VM CPU usage is above the
threshold, etc. It presents information like Action, Time, Object Type, Object,
Description, and Operation. For details, click View. For configuration of alarm
thresholds, see Configuring Alarm Options.

Action, node

Action Time Chbject Type Cbject Description Cperation

Internal error from virtual netwo

vnetdev_internal 2016-6-22 01:23:35 vnetdev 1AM rk device: [CMC Proxy Client(sc Wigw
proxycli)]20160622 01:23:14]

Internal error from virtual netwo

vnetdev_internal 2016-6-22 01:23:35 vnetdev 1AN rk device: [TCP Proxy Client(tcp Wiew
proxyclij[20160622 01:23:26]

Internal error from virtual netwo

wnetdev_internal 2016522 01:23.35 vnetdev 1AM rk device: [CMC Server(sysage View
nt20160622 01:23:26] [SCMo .

Internal error from virtual netwo

wvnetdev_internal 2016-6-22 01:23:35 vnetdey 1AM rk device: [Realtime Monitor Cli Wiew
ent(screalwatchcli)][20 160622

Internal error from virtual netwo

vnetdev_internal 2016-6-22 01:23:35 vnetdev 1AM ricdevice: [Config Mat Client(sc Wiew
cgmngcli20160622 01:23:2

Internal error from virtual netwo

vnatdev_internal 2016-6-22 01:23°35 vnetdev 1AM rk device: [Auta Update Client View
(autogradecli[20160622 01:2

Node(10.1.0.254)'s interface (et

iface_up 2016-6-21 10:40:05 iface The node(10.1.0.254) interfaceje...  N1)gets online.The possible fu View
nction The edge(WAN1) recove

Backing Up Virtual Machines

Based on a scheduled backup policy, virtual machines that are stored on local storage
can be automatically and periodically backed up onto another storage. For virtual
machines stored on shared storage, they can be migrated to storage on another node
automatically when the current node fails, and therefore they do not need to be
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backed up with any scheduled backup policy.

o =

Disable Scheduled Backup (%) Add fir Delete () Enable () Disable (@) Backup  ¢53 Advanced
Palicy Name Description VM(s) Backup Directory Periodic Status Operation
Backup daily Backup vm ereryday 1 Auto-selected ©On hourly basis (every 1 hour ) v Edit Delete

The following are contents included on the above page:

= Enable Scheduled Backup: Click Enable Scheduled Backup to enable scheduled
backup, and it displays Disable Scheduled Backup. Click a second time to disable
it, and it displays Enable Scheduled Backup.

= Add: Click Add to add a scheduled backup policy.

Add Scheduled Backup Policy x
Palicy Name:
Description:
Backup Vi: Select.. @

Backup Directory: (@) Auto

Backup directory is chosen based on datastore usage and often is not the current
datastore, to ensure recovery when a particular node or storage device fails.

() Specified
Periodic: (@) On daily basis
Sunday ~
Start Time: 00:00 w
Backup Period: 8 ~ hour(s}

(3 On hourly basis

Capies: Upto 10 w| (0

The following are contents included on the above page:
=  Policy Name: Specifies name of the new backup policy.
=  Description: Specifies description of the new backup policy.

=  Backup VM: Specifies virtual machines you want to back up.
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Backup Directory: Options are Auto and Specified.

Auto: Backup directory is chosen based on storage usage and often is not the
current datastore to ensure recovery occurs when the node or storage on which
the specified virtual machines are running fails.

Specified: Specifies a specific backup directory.
Periodic: Options are On daily basis and On hourly basis.
On daily basis: Options are from Sunday to Saturday.

Start Time: Specifies time to start backup. Select a period that service is not busy,
because backup may bring impact to system service.

Backup Period: Due to the fact that the backup process may take a rather long
period of time, specify the longest period that a backup process may take. The
backup process will stop after the specified hours and continue the next day at
the specified start time again.

On hourly basis: Indicates that backup occurs every few hours.

Copies: Specifies the largest amount of copies that will be preserved. The
earliest copies will be automatically deleted upon reaching threshold.

Delete: Delete the selected backup policy.

Enable: To enable the backup policy, click Enable, or click the ® icon.

Disable: To disable the backup policy, click Disable, or click the v icon.

Backup: Click Backup to enable the selected backup policy.

A

There is no need to back up virtual machines on shared storage because they can
be migrated to another node automatically if node fails.

Advanced

To specify datastore for new backup policies, click Advanced.
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Advanced x

Shared Datastores

(¥) Add Windows Shared Folder

Select Status  Datastore Type Capacity Free Space Mumber of Ba... Max Read Spe...  Max Write Spe. .. Backup Dele. .

= Datastore_2_c... Mirualsto.. 1.55TB 1278 1 = - Details

[]Apply backup policy to new virtual machines

Policy; & v

There are the available shared datastores and Windows shared folders which can be
added manually, and information like name, type, capacity and free space and status
of the datastore, whether backup on that datastore is allowed, and how many
backups already exist on that datastore.

To view the backed up files on a specified datastore, click Details. The following
information is available: name of backed up virtual machines, directory for backed up
virtual machines, time of last backup, and space occupied by backup.

Backups x
] MName Backup directory Last Backup Space Occupied
[] 3 1AM 2016-5-31 11:32: 31 7.94 GB
] -# win? 2016-6-22 09:42:37 164.84 GB

-

To delete backup files of certain network devices, first select files that have been
backed up and then click Delete.

=  Apply backup policy to new virtual machines: Specifies whether new virtual
machines should be backed up, and specifies datastore for backed up virtual
machines. By default, virtual machines are backed up to the current datastore.
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You may specify another datastore to back up the virtual machines.

[ Apply backup policy to new virtual machines

Policy:  Backup daily i

Recovering Virtual Machines

To recover a virtual machine, select the backed up virtual machines in the Recover
tab and recover them to their previous status and configuration.

T

) Recover (3] Expand Al 5| Collapse All * 3 View: VM Group

VM Name Backup Directory Last Backup

4 0 DefaultGroup

e win? Datastore_2_copy 2016-6-22 10:42:39

There are three options of location for recovering virtual machines, Source Location,
Backup Directory and Specified. Select one of them to recover the virtual machines,
as shown below:

Recover x

Location:

(® Source Location () Backup Directory () Specified

Benefits: Recover to node without changing datastore and working environment

Motes: Ittakes a bit longer to reduplicate backup to source datastore.
Mode: 10.1.0 254 w

Datastore: Datastore 2 copy o
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Source Location: Virtual machine will be recovered onto the current node
without changing datastore and working location(node).

=  Backup Directory: There is no need to duplicate the virtual machine and the
recovery operation can be performed immediately.

= Specified: Specifies the most favorable datastore.

In System > VM Backup and Recovery > Recover, virtual machines can be viewed by
VM Group, Node, Datastore, or View All. To search for a specific virtual machine,
enter search term in the search box. Fuzzy match is supported.

VM Group

Node
Datastore

View All

Backing Up or Restoring System Settings

To back up and restore configurations of system and virtual network devices, or
restore to factory defaults, go to System > System Backup and Restore.
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System and virtual network device configuration will be backed up to aBOS at midnight every day. You may save the configuration to the local disk manually

Export Logs Export System Configuration

Restored configuration includes that of system and network devices.

1. Restore from a scheduled backup

2016-06-24 00:00:31 v

2. Restore from a backup on the local disk

Restore Last Backup: 2016-06-06 19:16:32

You may back up the settings using the Export System Configuration option, as
shown below:

System and virtual network device configuration will be backed up to aBOS at midnight every day. You may save the configuration to the local disk manually

Export Logs Export System Configuration

To back up logs of specified period and specified nodes onto local disk, click Export
Logs.

To restore settings of this aBOS unit from a backup or a backup on the local disk,
upload the file and click Restore.

Restored configuration includes that of system and network devices.

1. Restore from a scheduled backup

2016-06-24 00:00:31 ~

2. Restare from a backup on the local disk

Browse...

Restore Last Backup: 2016-06-06 19:16:32
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Restoring to Factory Defaults

To restore this aBOS unit to its factory defaults, click Restore to Factory Defaults.

Restored factory defaults include those of Administrator, VM Backup, Date and Time, Alarm Thresholds and VM Settings.

Reslole 1o Fadtry Demuls Please operate with caution!

Restore to Factory Defaults X

CAUTION

Restored factory defaults include those of Administrator, VIV
Backup, Date and Time, Alarm Thresholds and VM Settings.

Please enter password of admin account to confirm Restore operation

Click Restore to Factory Defaults, enter password of admin account on the page that
pops up, and click Restore to start Restore operation.

Updating System

In System > Upgrade, you can enable/disable maintenance mode, upgrade this aBOS
unit and view details of the upgrade operation.
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Enabling Maintenance mode will notimpact running vitual machines, but will disable consele and external API operations

nance mode is disabled Enable Maintenance Mode

Current Version: ¥ aBOS1.4_B
2.File Upload Your software is up to date.

Upgrade
4 Host Reboot

Finish

To upgrade this aBOS unit, upload update package, as shown below:

Current Version: v aBOS1.4_B
2 File Upload Your software is up to date.

3 Upgrade

4 Host Reboot

Finish

Click Upgrade and do as required. It will reboot when Upgrade operation completes.

1.Version

Follow the steps below to get upgrade file:
P 2 File Upload
1. Download upgrade file through Web browser.

3.Upgrade

4.Host Reboot 2. Upload the file to server
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Gaining Service & Tech Support

The following services are supported, Technical Support, Community, Upgrade, etc,
which are available to both standard edition and enterprise edition.

e Technical Support

1. Technical support staff guide you through setting up aBOS and getting the most out of your edition.
2. To reach our team, send an email to support@sangfor.net or call customer service (408-520-7888) .
3. Standard edition provides technical support over phone only, while enterprise edition supports remote access and troubleshooting (and

license key is required then)

1. Search: Customer can search for technical information from Sangfor community online library (For example, solutions, techniques, etc).
2. Online Technical Support: Ask questions and share experience with Sangfor technical support online about use and skills.

3. SP Download: Service patch can be downlpaded to update the software.

4. Access Sangfor Community (Sangfor Community hitp./community sangfor nety .

o Upgrade

Upgrade from standard edition is restrictive, while enterprise edition supports update to any software version.

Removing Items From Recycle Bin

The items in the Recycle Bin, including network devices and virtual machines, will be
deleted permanently after being preserved for 7 days, and connections to those
devices can not be restored.

System'> Recycle Bin REWV el | Virtual Machines

@ Items will be deleted permanently afer being preserved for 7 days

D Name Description Type Size Time Deleted Days Preserved

Mo data available
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Case Study: Creating a Virtual Machine

1. Go to Networking > Map > Add server, click Create New Virtual Machine and
see Creating A New Virtual Machine to complete creating a new virtual machine
in Windows 7.

2. Upload ISO image file to install the operating system. There are three ways to
upload the ISO image file.

a. Go to Networking > Map > Add server, click Create New Virtual Machine,

and click CD/DVD 1 > Upload from this Local Disk, specify Image File and
Datastore fields, and click Upload to start this operation.

Configuration Advanced

Standard: Low High CD/DVD Drive:
- (O Maone
E Processor 2 core(s)
(@) Load 150 image file
W Memory 4GB
= Disk1 80 GB b4

Upload from this Local Disk
OCDIDVD1 Mori | pload from this Local Di

s cthl Connected To: DefaultEdge
# Other Hardwares

(¥) Add Hargware ¥

b. Go to Storage > Settings > Manage and upload the ISO image file to the
specified directory, as shown below:

Refresh Cleanup

Type Last Modified
O is0 - Folder

[ private = Folder

c. Go to Networking > Add Server > Create New Virtual Machine, click
CD/DVD 1, and click Browse to enter the Select ISO Image page, and then
click Upload ISO Image to enter the Upload Image file from this local disk

to datastore page, click (& I icon and enter \\IP address of the host in the
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address bar on the page that pops up and then you may be required to
provide the admin account of that host. After entering the correct username
and password, you get access to the files on that host, find the ISO image file
and upload it to a specific datastore. Click CD/DVD 1 to enter the ISO image
file that has been uploaded in the Load ISO image file field.

@ i T O e T —

o
@)L 200.200.0. 3\ Tz s [ 4 ]| 2= 2|
g0 v FEE =~ 0 @
- =& : [r—
v o = =¥ R HER
a rE || en_windows_7_ultimate_ with_spl x86_dvd_u_677486.is0 2016/6/27 10:33
B =F |4 en_windows_7_ultimate x86_dvd_x13-63907.is0 2016/6/27 10:33
- E 3
=)l Subversion
B s
= E
5] s
J =EF il
o =
. HE
& a
i AHthEEEE (C) o o | 5
THEN): FESATS (3).0d - |EEsEE ciseracow: ¥| ||
| w0 || me |
Create New Virtual Machine x
Mame:
.3{. Cuest 0S: Microsaft Windows XP(32 bit) v
Standard: Low _ High CD/DVD Drive:

(I Mone

Processor 2 core(s)
(® Load IS0 image file

- lemory 4cA
/Datastore_2_copyfiso/cn_windows_7_professic JEER=l{IUET-08
&8 Disk1 80 GB
d i ca isk
o CDIDVD 1 CDIDVD Drive Upload from this Local Disk
mm cthl Connected To: DefaultEdge

& Other Hardwares

(¥) Add Hardware ¥
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3. After the virtual machine is created, click Power on to finish installing operating
system and applications.
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