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[bookmark: _Toc13838266]Background
Describe the background of the tests.
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[bookmark: _Toc13838267]Objectives
The tests intend to achieve the following objectives:
· To verify the availability of local disaster recovery (DR);
· To verify the availability of remote DR of the aCloud;
· To verify the availability of remote DR of the VMware aCloud.

[bookmark: _Toc13838268]Environments
[bookmark: _Toc13838269]Hardware Configurations
It is recommended to get six or more all-in-one (AIO) aServer available. If no test items for Oracle and SQL Server are required, use the aServer-1000 model. Otherwise, use aServer-2000 or high-end models.
To run a third-party server, refer to the parameters of the corresponding AIO aServer for hardware configuration, and install the enterprise cloud operating system. For details, refer to the C07-aCloud_v5.8.6 Configuration Guide for Sangfor Enterprise Cloud.
	
	Minimum Configuration
	Recommended Configuration

	CPU
	64-bit CPU, clock speed at 2.0 GHz or higher
Intel VT-x supported
	E5-2660 V3 (10C/20T 2.6GHZ)

	Memory
	32GB
	128GB ECC DDR4

	Hard disk
	System disk at least 128 GB
Additional storage for other data
	System disk: 128 GB
Cache disk: 240 GB Intel SSD 
Data disk: 4 x 2 TB SATA (7.2K RPM)

	Network interface card (NIC) 
	4 * GbE
	8 * GbE

	USB port
	1
	4


If the third-party server is equipped with a RAID card, set it to the JBOD pass-through mode. If the RAID card does not support JBOD, configure each disk as a separate RAID 0 array. In this case, however, the hot swap is not supported. The test items, such as disk redundancy and disk replacement, cannot be tested.
[bookmark: _Toc13838270]Release Notes
This proposal is subject to aCloud 5.8.6. It may be slightly different for other versions.
Ensure that the aCloud is of the latest and stable version for tests. The files and related materials of the required versions are available at Baidu's cloud storage on the website: https://pan.baidu.com/s/1pLwF9Qb Password: djc6. 
[bookmark: _Toc13838271]Testing Topology
Set up two aCloud clusters based on the following topology, and open layer 2 of the management network in the two clusters. Note that the management switch and the service port switch are connected to enable the management network segment and the service network segment to communicate with each other (or use one Gigabit switch to support VLAN isolation for multiplexing, but allow access from the service VLAN to the management VLAN). Set up an vCenter cluster so that the IP address of the vCenter can be used for communicating with the management IP address and cluster IP address of the two aCloud hosts.
[bookmark: _Toc13838272]IP Address Plans
The host IP addresses and network interface functions required for testing must be configured as follows.
The primary data center of the aCloud:
	
	Management Port
	VXLAN Data Port
	Storage Communication Port
	Physical Egress Port

	Physical interface
	ETH0
	ETH1-ETH2
	ETH3-ETH4
	ETH5

	Connection mode
	--
	Aggregation (IP load) 
	Dual-switch link aggregation
	--

	Cluster IP address
	172.16.200.100/24
	--
	--
	--

	Host 1
	172.16.200.101/24
	172.16.201.101/24
	172.16.202.101/24
	--

	Host 2
	172.16.200.102/24
	172.16.201.102/24
	172.16.202.102/24
	--

	Host 3
	172.16.200.103/24
	172.16.201.103/24
	172.16.202.103/24
	--


The standby data center of the aCloud:
	
	Management Port
	VXLAN Data Port
	Storage Communication Port
	Physical Egress Port

	Physical interface
	ETH0
	ETH1-ETH2
	ETH3-ETH4
	ETH5

	Connection mode
	--
	Aggregation (IP load)
	Dual-switch link aggregation
	--

	Cluster IP address
	172.16.200.200/24
	--
	--
	--

	Host 1
	172.16.200.201/24
	172.16.203.101/24
	172.16.204.101/24
	--

	Host 2
	172.16.200.202/24
	172.16.203.102/24
	172.16.204.102/24
	--

	Host 3
	172.16.200.203/24
	172.16.203.103/24
	172.16.204.103/24
	--


Data center of the vCenter
	
	Management Port

	Physical interface
	ETH0

	Connection mode
	--

	vCenter IP
	172.16.200.250/24

	Host 1
	172.16.200.251/24

	Host 2
	172.16.200.252/24

	Host 3
	172.16.200.253/24




[bookmark: _Toc13838273]Testing Tools
	Description
	Function
	Introduction

	UltraISO 9.6
	Burn the ISO images to an USB disk to get the boot disk for setup.
	

	Chrome 49.0
	Google browser, with high compatibility
	

	Server2008Template.ova
	Integrate the test tools and server applications, such as WinRAR, IOMeter, Apache, MySQL, and PHP.
	User name: Administrator; Password: 123456

	Ubuntu14.04.ova
	Integrate the test tools and server applications, such as IOMeter, Apache, MySQL, and PHP.
	User name for login: user; Password: 123456

	linux_oracle_jindie_plus_db_onv3.vma
	Integrate the Oracle stand-alone and bank-corporate applications.
	For access to a virtual machine (VM), User name: root; Password: sangfor. 
For access to bank-corporate applications: http://Virtual Machine IP: 5389; User name: admin; Password: admin123

	Sangfor_aCloud_5.8.6(20181019).iso
	Installation package of the aCloud, and P2V migration tool of the Linux system
	Migration tool for downloading the corresponding version 

	aCMP_5.8.6.ova
	Centralized management platform for aCloud virtualization
	

	Authorization KEY
	 Feitian KEY for enterprise cloud authorization
	The license is required.
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[bookmark: _Toc13838274]Platform Deployment
[bookmark: _Toc13838275]Deploying the Client 
Follow the steps below to deploy the client PC in about 15 minutes for the test.
1. Install the Chrome browser on the client PC.
2. Set the IP address of the client PC to 172.16.200.11/255.255.255.0.
3. Install the VMware vSphere Client software on the client PC (for access to the VMware platform and heterogeneous management on the aCloud platform)
[bookmark: _Toc13838276]Deploying the Primary aCloud Data Center 
Follow the steps below to deploy and initialize the enterprise cloud platform in about 20 minutes.
1. Connect the hosts, switches and other devices according to the topology.
2. Log in to the console, and update the default IP addresses based on the IP address plans (set IP addresses for non-AIO devices during installation).
3. Synchronize the system time, and insert the authorization KEY to set up a cluster for the primary data center.
(1) Set the IP address of the cluster, and add hosts to set up a cluster.
(2) Create a virtual storage volume 1, set the number of copies to 2 copies, and set the communication mode for storage to one-switch link aggregation. 
(3) Set the data communication port (configure the switch with aggregation if the aggregation port is used as the data communication port). 
(4) In addition to the "Default Physical Egress Port" (ETH0), add a physical egress port (named "Physical Egress 1.") to the ETH1 port of each host.

Follow the steps below to test the operation of the cluster on the enterprise cloud platform (in about 3 minutes).
1. Log in to the enterprise cloud console, click "One-click test" - "Start test", and then wait for completion of the test.
2. Process the detected faults and alarms. 
3. Proceed to the next step after troubleshooting.

[bookmark: _Toc13838277]Deploying the Cloud Managed VM aCMP 
Follow the steps below to deploy the cloud managed VM aCMP in about 10 minutes.
1. Import the aCMP cloud managed VM template to the primary data center, bridge the network interface to the default physical egress port, and boot the VM. 
2. Click the console of the aCMP VM, enter admin/admin, and set the aCloud management address to 172.16.20.250/24.3 in the same network segment as the cluster management network. 
3. Log in to the system management portal by https://172.16.200.150:4430, and add the cluster 172.16.200.100.4.
4. Allocate different storage labels for the storage volumes with different performance.
5. After adding the cluster, authorize it when the message "The cluster needs to be authorized" is displayed.
6. On the[Resources] - [Deployment Guide] page, click Create Available Partition in the Allocate Available Partition area to go to the Create Available Partition wizard, and give a name "Available Partition of the Primary Data Center".
7. Select an available partition, and link it to the cluster https://172.16.200.100.
8. After confirming that the information is correct, click OK.
For details, refer to the document C07-aCloud_v5.8.6_Configuration Guide for Sangfor Enterprise Core Cloud.
[bookmark: _Toc13838278]Deploying the Standby aCloud Data Center
Follow the steps below to deploy the standby aCloud data center in about 20 minutes.
1. Log in to the console, and update the default IP addresses based on the IP address plans (set IP addresses for non-AIO devices during installation).
2. Synchronize the system time, and set up a cluster https://172.16.200.200 for the standby data center (Do not create the VS volume).
(1) Set the IP address of the cluster, and add hosts to set up a cluster.
(2) Set the data communication port (configure the switch with aggregation if the aggregation port is used as the data communication port).
(3) In addition to the "Default Physical Egress Port" (ETH0), add a physical egress port (named "Physical Egress 1.") to the ETH1 port of each host.
3. Log in to the system management portal by https://172.16.200.150:4430, and add the cluster 172.16.200.200.
4. After adding the cluster, authorize it when the message "The cluster needs to be authorized" is displayed.
5. Create a virtual storage volume 1, set the number of copies to 2 copies, and set the communication mode for storage to one-switch link aggregation.
6. Allocate different storage labels for the storage volumes with different performance.
7. On the [Resources] - [Deployment Guide] page, click Create Available Partition in the Allocate Available Partition area to go to the Create Available Partition wizard, and give a name "Available Partition of the Standby Data Center".
8. Select an available partition, and link it to the cluster https://172.16.200.200.
9. After confirming that the information is correct, click OK.
10. Import the aCMP cloud managed VM template to the standby data center, bridge the network interface to the default physical egress port, and boot the VM. Click the console of the aCMP VM, enter admin/admin, and set the aCloud management address to 172.16.200.151/24 in the same network segment as the cluster management network.

[bookmark: _Toc13838279]Deploying the VMware Data Center
Follow the steps below to deploy the VMware data center in about 20 minutes.
1. Log in to the vCenter, and import the VM template of Server2008Template.ova. Select Windows server 2008 R2 64-bit system for the operating system, name the VM as 2008-VM, and then install the VMtools.
2. Log in to the vCenter, import the VM template of Ubuntu.ova, select Ubuntu for the operating system, name the VM as Ubuntu-VM, and install the VMtools.

[bookmark: _Toc13838280]Planning Networks for the Data Centers
[bookmark: _Toc13838281]Planning Networks for Remote DR of the aCloud
Follow the steps below to plan networks for remote disaster recovery of the aCloud in about 20 minutes.
1. Log in to the management portal of the primary aCMP system by admin. On the Resources - Topology page, select the topology of the primary data center, create a router cwb, and bridge eth0 to the physical egress 1. The IP address of the router's eth0 is 192.168.1.100, and the IP of the router eth1 is 172.16.1.1.
2. Log in to the management portal of the primary aCMP system by admin. On the Resources - Topology page, select the topology of the standby data center, create a router cwbbak, and bridge eth0 to the physical egress 1. The IP address of the router's eth0 is 192.168.1.101, and the IP address of the router eth1 is 172.16.1.1.
3. Log in to the management portal of the primary aCMP system by admin. Create an organization cwb at the Operation Center-Organization management portal. Select the available partition of the primary data center in the Available Partition area, select the cwb router for the network egress, and select eth1 for the network interface. Set the quota CPU20 cores, 50 GB memory, and 800 GB high performance storage.
4. Create the user xc under the organization cwb.
5. On the Resources - Cloud Host page, import the Ubuntu VM, and select "Available partition of the primary data center" for Available Partition.  Name the VM as Ubuntu-xc, and boot it. After installing the tool for performance optimization of the cloud host, assign it to the user xc under the organization cwb. Then update the network configuration of the Ubuntu. Set the gateway to 172.16.1.1, and the IP address to 172.16.1.100.
6. On the Resources - Cloud Host page, import the Server2008Template.ova VM, and and select "Available partition of the primary data center" for Available Partition. Name the VM as 2008-xc, and boot it. After installing the tool for performance optimization of the cloud host, assign it to the user xc under the organization cwb. Then update the network configuration. Set the gateway to 172.16.1.1, and the IP address to 172.16.1.100. Choose Start - All Programs - Startup to delete the files of the "controlled terminal"
7. On the Resources - Cloud Host page, import the linux_oracle_jindie_plus_db_onv3.vma VM, and and select "Available partition of the primary data center" for Available Partition. Name the VM as Oracle-single-xc, and boot it. After installing the tool for performance optimization of the cloud host, assign it to the user xc under the organization cwb. Then update the network configuration of the Oracle-single-xc. Set the gateway to 172.16.1.1, and the IP address to 172.16.1.120.
8. Set the source address translation on the cwb router, and select to convert all IP addreses to eth0 for the egress port. Set the destination address translation, and select eth0 for the ingress port. Convert the TCP80 port accessing the ingress port IP192.168.1.100 to the TCP80 port of IP172.16.1.100 of the Ubuntu VM. Convert TCP445 port accessing IP192.168.1.100 of the ingress port to the TCP445 port of IP172.16.1.110 of the 2008-xc VM. Convert the IP address to access the ingress port and TCP5389 port of 192.168.1.100 to the port 5389 for 172.16.1.120.
9. On the Resources - Topology page, select the topology of the standby data center. Set the source address translation on the cwbbak router, and select to convert all IP addreses to eth0 for the egress port. Set the destination address translation, and select eth0 for the ingress port. Convert the TCP80 port accessing the ingress port IP192.168.1.101 to the TCP80 port of IP172.16.1.100. Convert TCP445 port accessing IP192.168.1.101 of the ingress port to the TCP445 port of IP172.16.1.110 of the 2008-xc VM. Convert the TCP5389 port accessing the IP address 192.168.1.101 of the ingress port to the port TCP5389 for the IP 172.16.1.120 of the Oracle-single-xc VM.


[bookmark: _Toc13838282]Planning Networks for DR of the Primary and Standby VMware-aCloud
Follow the steps below to plan networks for disaster recovery of the primary and standby VMware-aCloud in about 10 minutes.
1. Log in to the management portal of the primary aCMP system by admin. On the Resources - Topology page, select the topology of the standby data center, create a router VMbak, and bridge eth0 to the physical egress 1. The IP address of the router's eth0 is 192.168.2.100, and the IP address of the router eth1 is 172.18.1.1. Set the source address translation on the vmbak router, and select to convert all IP addresses to eth0 for the egress port. Set the destination address translation, and select eth0 for the ingress port. Convert the TCP80 port accessing the ingress port IP address 192.168.2.100 to the TCP80 port of IP172.18.1.100. 

[bookmark: _Toc13838283]Preparing the DR Configurations
[bookmark: _Toc13838284]Testing Local DR Only
The backup and CDP policies for the cloud hosts can be configured only in the case of local DR for the data centers. For details, refer to Section 3.1.
[bookmark: _Toc13838285]Testing Local + Remote DR of the Primary and Standby aCloud
Follow the steps below to plan networks for remote DR of the aCloud in about 15 minutes.
1. Configure the DR site, and add a site under Reliable Center - Remote Disaster Recovery - Site Management. Add the primary and standby aCloud data centers.
2. Configure a DR link. Under Reliable Center - Remote Disaster Recovery - Site Management - Link Management, add a link:
(1) Select the primary and standby aCloud data centers.
(2) Set the link transmission bandwidth limit to 100M (based on the actual links of the customer)
(3) Set the IP address for DR to Layer 2 link, select the management port for the communication network port, and then click OK.
3. Creating a DR plan: create a DR plan under Reliable Center - Remote Disaster Recovery - Disaster Recovery Plan, where:
(1) Select the primary data center for the primary site.
(2) Select the standby data center for the standby site.
(3) Select "Ubuntu-xc", "2008-xc", "Oracle-single-xc" for the cloud host.
(4) Select "High" for the restoration priority (based on the VM priority of the customer) 
(5) In the Remote Disaster Recovery mode, select "1s" for the RPO in the disaster recovery (the DR frequency is tested according to the requirements of the customer. If no requirements are proposed, the RPO is tested at the DR frequency of 1 second). Select the virtual storage volume 1 of the standby data center for the remote DR location. Determine the transmission mode, depending on the "compressed transmission" over the management connectivity network of the primary and secondary data centers. 
(6) In the Local Backup mode, select “Continuous Data Protection (in seconds)” for the local backup frequency, "Virtual Storage Volume 1" for the local backup, and "Virtual Storage Volume 1" for the IO log storage.
(7) Select "Implement the DR plan immediately after creating it", and then click "Submit and configure a network for the standby site". 
(8) Wait for the DR plan to be created. Click "Configure a network for the standby site". In the topology of the standby site, drag the Ubuntu-xc, 2008-xc, and Oracle-single-xc from "DR standby machine", and connect them to the switch under the eth1 port of the cwbbak router.
[bookmark: _Toc13838286]Testing DR of the Primary and Standby VMware-aCloud
Follow the steps below to plan networks for DR of the primary and standby VMware-aCloud in about 15 minutes.
1. Log in to the management portal of the primary aCMP system, and add the vCenter cluster in System-Cluster.
2. Create a DR plan under Reliable Center - Remote Disaster Recovery - Disaster Recovery Plan, where:
(1) Select the VMware data center for the primary site.
(2) Select the standby data center of the aCloud for the standby site.
(3) Select "2008-VM" or "Ubuntu-VM" for the cloud host.
(4) In the Remote Disaster Recovery mode, select "By minute" for the DR frequency (the DR frequency is tested according to the requirements of the customer. If no requirements are proposed, the RPO is tested at the DR frequency of 10 minutes). Select "Virtual storage volume 1" of the standby data center of the aCloud for the remote DR location.
(5) Select "Implement the DR plan immediately after creating it", and then click "Submit and configure a network for the standby site".

[bookmark: _Toc13838287]Testing the Plans for Network Addresses
	Address
	Account 
	Function

	https://172.16.200.100

https://172.16.200.200
	admin/admin
The organization administrator created by oneself
	Address of the aCloud cluster. There are two purposes: 1. Manage the aCloud cluster by the admin user; 
2. Manage the subordinated cloud managed users  by the organization administrator.

	https://172.16.200.150:4430
	admin/admin
	The management portal of the primary aCMP system. It is used to manage all clusters in a unified manner. Usually, this address can be used to manage the entire platform.

	https://172.16.200.151:4430
	admin/admin
	The management portal of the standby aCMP system. It is used to take over the failed primary aCMP.

	https://172.16.200.150
	The cloud managed user created by oneself
	Self-servicing portal. It is provided for users and organization administrators.

	https://172.16.200.250
	administrator@vsphere.local/admin@123
	Login method for the vCenter



[bookmark: _Toc13838288]Summarizing the Test Items (Listing the Highlight Functions)
	Classification
	Item
	Recommended Item
	Remarks

	Testing Local DR
	Fast Backup and Restoration
	√
	

	
	CDP Backup and Fast Reboot
	√
	

	
	Fast CDP Restoration for Files Deleted by Mistake
	√
	

	
	CDP Backup and Fast Restoration
	√
	

	Testing Remote DR of the Primary and Standby aCloud
	Planning the DR Tests
	√
	

	
	Planning Migration to the Host
	√
	

	
	Restoring to the Standby Site for DR
	√
	

	
	Migrating to the Host after Disasters
	√
	

	Testing DR of the Primary and Standby aCloud VMware
	Planning the DR Tests
	√
	

	
	Planning Migration to the Host
	√
	

	
	Restoring to the Standby Site for DR
	√
	

	
	Migrating to the Host after Disasters
	√
	





[bookmark: _Toc13838289]Disaster Recovery Tests
[bookmark: _Toc13838290]Testing Local DR
[bookmark: _Toc13838291]Fast Backup and Restoration
	[Scenario Description]
	To prevent the application systems of an VM from being unavailable due to physical failures such as disks and hosts, you can back up the disks and configuration files of the VM for remote storage. After a catastrophic failure, you can rebuild the aCloud platform, and restore the VM to run on any host. (about 8 minutes)

	[Operation Process]

	1. Select a folder on the client PC for sharing files.
2. Log in to the management portal of the primary aCMP system, and clone Ubuntu-xc to an Ubuntu-xc01.
3. [Back up] Select "Create Backup" for the VM Ubuntu-xc01, add sharing Windows files for target storage, and enter the path, account and password of the client PC for sharing (2.4 GB, about 3 minutes). 
4. Delete the boot files of the VM Ubuntu-xc01 (simulate the system failures; the path is sudo rm –rf /boot* on the background). Turn off the VM, and turn it on again. Then fail to log in to the system.
5. [Restore] Open the details of the cloud host, and find the backup files of the VM in the backup and DR data, and then click "Restore" to restore by "Generating a new cloud host". (about 5 minutes)

	[Expected Result]

	Restart the VM. It runs normally, and you can log in to the system normally.

	[Test Results]

	□ Pass                          □ No pass


[bookmark: _Toc13838292]CDP Backup and Fast Reboot
	[Scenario Description]
	Recently, the crazy ransomware may cause the internal data of the business system to be destroyed. Such destruction can be avoided by the CDP backup solution with a copy of data at multiple periods rather than only by the reliability of the server (active-active and multi-copy storage). Upon destruction, the data can be restored to a full copy of the server at a certain time in the past to minimize the risks.  (about 37 minutes)

	[Operation Process]

	1. Clone two VMs from 2008-xc, namely windows2008_CDP1 and windows2008_CDP2.
2. [CDP Backup] In "Reliable Center" - "Local Backup & CDP" - "CDP Policy", add a CDP policy, set the IO log retention duration to 3 days, and the IO log interval to 5 seconds, and the regular backup frequency to "Generate a backup hourly", and the backup retention duration to 2 weeks. Select virtual storage for the backup directory and IO log storage directory of the VMs windows2008_CDP1 and windows2008_CDP2. Change the IO log storage size to 100 GB, and create an CDP backup policy for as prompted. Then the system immediately generates a CDP backup. Wait for the CDP backup to be completed. (8.5 GB, about 30 minutes)
3. Start the VM console, and delete all the files on the desktop of the VM windows2008_CDP1 (simulate files lost by incorrect operation)
4. [Restore] Open the details of the cloud host, and find the backup files of the VM in the backup and DR data, and click to open items for restoration. Find the items for restoration of IO logs 5 minutes ago, and then click "Restore" to restore by "Overwriting the original cloud host". (about 5 minutes)

	[Expected Result]

	After restoration, the VM runs normally, and the files on the desktop are restored.

	[Test Results]

	□ Pass                          □ No pass




[bookmark: _Toc13838293]Fast CDP Restoration for Files Deleted by Mistake
	[Scenario Description]
	During the operation and maintenance (O&M), the administrator deletes a file of the business system in the VM, or a file is damaged due to virus. This may result in the loss of important data. In this case, it will be time-consuming for restoration by ordinary backup. With the CDP backup solution, one can find the lost or damaged files, and retrieve lost data efficiently (about 37 minutes)

	[Operation Process]

	1. Take the VM Windows2008_CDP2 as an example. Establish the CDP policy, as shown in Section 3.1.2.
2. Start the VM console, install an MD5 tool, and calculate the MD5 of the "controlled terminal.bat" file. Then delete the "controlled terminal.bat" file on the desktop of the VM (simulate files lost by incorrect operation).
3. [Restore] Open the details of the cloud host, and find the backup files of the VM in the backup and DR data, and click to open items for restoration. Find the items for restoration of IO logs 5 minutes ago, and Click "Retrieve Files". In the "Retrieve Files" dialog box, find the deleted files, select the check boxes, and then click Download. (about 5 minutes)

	[Expected Result]

	The MD5 files downloaded from the CDP backup are the same as the previous MD5 files.

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838294]CDP Backup and Fast Restoration
	[Scenario Description]
	In the O&M process, the business system is often time-consuming for troubleshooting when suffering from virus or failures. The administrator intends to restore the VM to a new one in time from the latest backup or each IO log item in the CDO record. (about 3 minutes)

	[Operation Process]

	1. Take the VM Windows2008_CDP2 as an example. Establish the CDP policy, as shown in Section 8.2.1.
2. [Restore] Open the details of the cloud host, and find the backup items of the VM in the backup and CDP data, and click to open items for restoration. Find the items for restoration of IO logs 5 minutes ago, and then click "Restore". In the "Restore Virtual Machines" dialog box, select ""Generate a new virtual machine".
3. Find a new VM generated 1 minute later. Shut down the original VM windows2008_CDP2. Then connect the new VM windows2008_CDP2, and ping it immediately. (about 3 minutes)

	[Expected Result]

	The new VM generated by CDP can run normally, and take over the business system.

	[Test Results]

	□ Pass                          □ No pass




[bookmark: _Toc13838295]Testing Remote DR of the Primary and Standby aCloud
[bookmark: _Toc13838296]Planning DR Tests (Several Applications for Options)
Web+Mysql applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to know the service for switching to the remote DR equipment room at any time by test in advance (about 10 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Get access to 192.168.1.100 by the computer, and visit the web page of "Ubuntu-xc". In "Membership Account" - "Registration", register an account as "1234", with the email being 1234@11.com, and the password being "1234".  
4. On the console page of the cloud host "Ubuntu-xc", run the following command:
mysql -uroot -p123456  #enter mysql
use cart;  # enter the cart library
select * from mcc_customer;  # View the mcc_customer table to find the added account "1234".
5. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "Ubuntu-xc" for compliance with the RPO. Proceed to the next step after compliance.
6. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "Ubuntu-xc", click "Standby site disaster recovery", select "Planned restoration (the primary site online)", and then click "Next".
7. Select "Restore virtual storage to the standby site", and click "Restore".
8. Enter the password, and click "OK".
9. Wait for completion of "Planned restoration of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-xc" by http://192.168.1.101, and you can also log in to the web page by email and password of the account 1234.
2. Navigate to the console page of the DR cloud host "Ubuntu-xc", and run the following command to view the entries in the mcc_customer table. These entries are the same as those at the "Ubuntu-xc" cloud host on the site of the primary data center:
mysql -uroot -p123456  #enter mysql
use cart;  # enter mysql
select * from mcc_customer; # View the mcc_customer table to find the added account "1234".


	[Test Results]

	□ Pass                          □ No pass


Shared file service applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to know the service for switching to the remote DR equipment room at any time by test in advance (about 10 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Access \\192.168.1.100 by a computer, and access the shared folder user of "2008-xc". Switch to the Users\Administrator\Desktop directory, and create a 1234.txt file under this directory, and then write the number 123456 to this txt file.
4. In Reliable Center - Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "2008-xc" for compliance with the RPO. Proceed to the next step after compliance.
5. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "2008-xc", click "Standby site disaster recovery", select "Planned restoration (the primary site online)", and then click "Next".
6. Select "Restore virtual storage to the standby site", and click "Restore".
7. Enter the password, and click "OK".
8. Wait for completion of "Planned restoration of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "2008-xc" by \\192.168.1.101. You can see the created 1234.txt file by switching to the Users\Administrator\Desktop directory.
2. Navigate to the console page of the DR cloud host "2008-xc". You can see the 1234.txt file with the text of 123456 on the desktop.

	[Test Results]

	□ Pass                          □ No pass


Bank-corporate and Oracle stand-alone applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to know the service for switching to the remote DR equipment room at any time by test in advance (about 20 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Access http://192.168.1.100:5389 by a computer, and access the bank-corporate web page of "Oracle-single-xc". In "User Management" - "Add User", register an account name "admin1", with the password being "admin1". 
4. On the console page of the cloud host "Oracle-single-xc", run the following command:
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin1.
5. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "Oracle-single-xc" for compliance with the RPO. Proceed to the next step after compliance.
6. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "Oracle-single-xc", click "Standby site disaster recovery", select "Planned restoration (the primary site online)", and then click "Next".
7. Select "Restore virtual storage to the standby site", and click "Restore".
8. Enter the password, and click "OK".
9. Wait for completion of "Planned restoration of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page of bank-corporate for "Oracle-single-xc" by http://192.168.1.101:5389, and you can also log in to the web page of the bank-corporate by password of the account admin1.
2. Navigate to the console page of the DR cloud host "Oracle-single--xc", and run the following command to view the entries in the Oracle database.  These entries are the same as those at the "Oracle-single-xc" cloud host on the site of the primary data center:
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin1.

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838297]Planning Migration to the Host (Several Applications for Options)
Web+Mysql applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator has learnt about the service for switching to the remote DR equipment room at any time by test in advance. Now he expects to migrate the service from the remote DR equipment room to the primary equipment room (about 10 minutes).

	[Operation Process]

	1. After the test described in Section 3.2.1.1, access the web service page for "Ubuntu-xc" on the PC by http://192.168.1.101. In "Membership Account" - "Registration", register an account as "12345", with the email being 12345@11.com, and the password being "12345".
2. On the console page of the cloud host "Ubuntu-xc" on the standby site, run the following command:
mysql -uroot -p123456  #enter mysql
use cart; # enter the cart library
select * from mcc_customer;   # View the mcc_customer table to find the added account "12345".
3. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Ubuntu-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
4. Enter the password, and click "OK".
5. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-xc" by http://192.168.1.100, and you can also log in to the web page by email and password of the account 12345.
2. Navigate to the console page of the DR cloud host "Ubuntu-xc", and run the following command to view the account "12345" (created on the standby site) in the mcc_customer table. 
mysql -uroot -p123456  #enter mysql
use cart;  # enter mysql
select * from mcc_customer;   # View the mcc_customer table to find the added account "12345".


	[Test Results]

	□ Pass                          □ No pass


Shared file service applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator has learnt about the service for switching to the remote DR equipment room at any time by test in advance. Now he expects to migrate the service from the remote DR equipment room to the primary equipment room (about 10 minutes).

	[Operation Process]

	1. After the test described in Section 3.2.1.2, access the shared directory page for "2008-xc" by \\192.168.1.101 on the PC. Switch to the Users\Administrator\Desktop directory, and create a 5678.txt file under this directory, and then write the number 567890 to this txt file.
2. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "2008-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
3. Enter the password, and click "OK".
4. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the shared directory page for "2008-xc" by \\192.168.1.100. You can see the 5678.txt file with the text 567890 by switching to the Users\Administrator\Desktop directory.
2. Navigate to the console page of the DR cloud host "2008-xc". You can see the 5678.txt file with the text of 567890 on the desktop.


	[Test Results]

	□ Pass                          □ No pass


Bank-corporate and Oracle stand-alone applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator has learnt about the service for switching to the remote DR equipment room at any time by test in advance. Now he expects to migrate the service from the remote DR equipment room to the primary equipment room (about 20 minutes).

	[Operation Process]

	1. After the test described in Section 3.2.1.3, access the bank-corporate web page of "Oracle-single-xc" by http://192.168.1.101:5389 on a computer. In "User Management" - "Add User", register an account name "admin2", with the password being "admin2".
2. On the console page of the cloud host "Oracle-single-xc" on the standby site, run the following command:
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin2.
3. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Oracle-single-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
4. Enter the password, and click "OK".
5. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page of bank-corporate for "Oracle-single-xc" by http://192.168.1.100:5389, and you can also log in to the web page of the bank-corporate by the account admin2 and password.
2. Navigate to the console page of the DR cloud host "Oracle-single--xc", and run the following command to view the new account admin2 in the Oracle database.  
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin2.

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838298]Restoring to the Standby Site for DR (Several Applications for Options)
Web+Mysql applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to manually switch the service to the standby equipment room because of the failures in the primary equipment room (about 10 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Get access to 192.168.1.100 by the computer, and visit the web page of "Ubuntu-xc". In "Membership Account" - "Registration", register an account as "1111", with the email being 1111@11.com, and the password being "1234".
4. On the console page of the cloud host "Ubuntu-xc", run the following command:
mysql -uroot -p123456  #enter mysql
use cart; # enter the cart library
select * from mcc_customer;   # View the mcc_customer table to find the added account "1111".
5. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "Ubuntu-xc" for compliance with the RPO. Proceed to the next step after compliance.
6. Unplug the management network cable and the service network cable between the primary data center and the standby data center for failed communication. Simulate the failures in the primary data center.
7. Log in to the management portal of the standby aCMP system, and click "Switch to the primary node" to switch from the standby aCMP system to the primary aCMP system.
8. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "Ubuntu-xc", click "Standby site disaster recovery", select "Restore after disaster", and then click "Next".
9. Select "Restore virtual storage to the standby site", and click "Restore".
10. Enter the password, and click "OK".
11. Wait for completion of "Disaster recovery of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-xc" by http://192.168.1.101, and you can also log in to the web page by email and password of the account 1111.
2. Navigate to the console page of the DR cloud host "Ubuntu-xc", and run the following command to view the account "1111" (created on the standby site) in the mcc_customer table.
mysql -uroot -p123456  #enter mysql
use cart;  # enter mysql
select * from mcc_customer;   # View the mcc_customer table to find the added account "1111".

	[Precautions]
	If the data in the primary data center is not synchronized to the standby data center before the disaster occurs, the disaster may result in the loss of some data.

	[Test Results]

	□ Pass                          □ No pass



Shared file service applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to manually switch the service to the standby equipment room because of the failures in the primary equipment room (about 10 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. On the PC, access the shared directory page for "2008-xc" by \\192.168.1.100. Switch to the Users\Administrator\Desktop directory to delete the "Performance test script" folder.
4. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "2008-xc" for compliance with the RPO. Proceed to the next step after compliance.
5. Unplug the management network cable and the service network cable between the primary data center and the standby data center for failed communication. Simulate the failures in the primary data center.
6. Log in to the management portal of the standby aCMP system, and click "Switch to the primary node" to switch from the standby aCMP system to the primary aCMP system.
7. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "2008-xc", click "Standby site disaster recovery", select "Restore after disaster", and then click "Next".
8. Select "Restore virtual storage to the standby site", and click "Restore".
9. Enter the password, and click "OK".
10. Wait for completion of "Disaster recovery of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the shared directory page for "2008-xc" by \\192.168.1.101. You can see the "Performance test script" folder deleted by switching to the Users\Administrator\Desktop directory.
2. Navigate to the console page of the DR cloud host "2008-xc". You can see the "Performance test script" folder unavailable on the desktop.

	[Precautions]
	If the data in the primary data center is not synchronized to the standby data center before the disaster occurs, the disaster may result in the loss of some data.

	[Test Results]

	□ Pass                          □ No pass


Bank-corporate and Oracle stand-alone applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to manually switch the service to the standby equipment room because of the failures in the primary equipment room (about 20 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Access http://192.168.1.100:5389 by a computer, and access the bank-corporate web page of "Oracle-single-xc". In "User Management" - "Add User", register an account name "admin3", with the password being "admin3".
4. On the console page of the cloud host "Oracle-single-xc", run the following command:
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin3.
5. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "Oracle-single-xc" for compliance with the RPO. Proceed to the next step after compliance.
6. Unplug the management network cable and the service network cable between the primary data center and the standby data center for failed communication. Simulate the failures in the primary data center.
7. Log in to the management portal of the standby aCMP system, and click "Switch to the primary node" to switch from the standby aCMP system to the primary aCMP system.
8. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "Oracle-single-xc", click "Standby site disaster recovery", select "Restoration after disaster", and then click "Next".
9. Select "Restore virtual storage to the standby site", and click "Restore".
10. Enter the password, and click "OK".
11. Wait for completion of "Disaster recovery of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page of bank-corporate for "Oracle-single-xc" by http://192.168.1.101:5389, and you can also log in to the web page of the bank-corporate by the account admin3 and password.
2. Navigate to the console page of the DR cloud host "Oracle-single--xc", and run the following command to view the entries in the Oracle database. These entries are the same as those at the "Oracle-single-xc" cloud host on the site of the primary data center:
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin3.

	[Precautions]
	If the data in the primary data center is not synchronized to the standby data center before the disaster occurs, the disaster may result in the loss of some data.

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838299]Migrating to the Host after Disasters (Several Applications for Options)
Web+Mysql applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The service has been migrated to the standby equipment room because of the failures in the primary equipment room. Now the primary equipment room has been restored, and the service needs to be migrated from the remote DR equipment room to the primary equipment room (about 10 minutes).

	[Operation Process]

	1. After the test described in Section 3.2.3.1, access the web service page for "Ubuntu-xc" by http://192.168.1.101 on the PC. In "Membership Account" - "Registration", register an account as "2222", with the email being 2222@11.com, and the password being "2222".
2. Log in to the management portal of the standby aCMP system. In the early primary aCMP system, and click "Switch to the primary node" to switch from the standby aCMP system to the primary aCMP system.
3. On the console page of the cloud host "Ubuntu" on the standby site, run the following command:
mysql -uroot -p123456 #enter mysql
use cart; # enter the cart library
select * from mcc_customer;   # View the mcc_customer table to find the added account "2222".
4. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Ubuntu-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
5. Enter the password, and click "OK".
6. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-xc" by http://192.168.1.100, and you can also log in to the web page by email and password of the account 2222.
2. Navigate to the console page of the DR cloud host "Ubuntu-xc", and run the following command to view the account "2222" (created on the standby site) in the mcc_customer table.
mysql -uroot -p123456  #enter mysql
use cart;  # enter mysql
select * from mcc_customer;   # View the mcc_customer table to find the added account "2222".

	[Test Results]

	□ Pass                          □ No pass



Shared file service applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The service has been migrated to the standby equipment room because of the failures in the primary equipment room. Now the primary equipment room has been restored, and the service needs to be migrated from the remote DR equipment room to the primary equipment room (about 10 minutes).

	[Operation Process]

	1. After the test described in Section 3.2.3.1, access the shared directory page for "2008-xc" by \192.168.1.101 on the PC. Switch to the Users\Administrator\Desktop directory to delete the "Controlled terminal" file.
2. Log in to the management portal of the standby aCMP system. In the early primary aCMP system, and click "Switch to the primary node" to switch from the standby aCMP system to the primary aCMP system.
3. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "2008-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
4. Enter the password, and click "OK".
5. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the shared directory page for "2008-xc" by \192.168.1.101. You can see the "controlled terminal" file deleted by switching to the Users\Administrator\Desktop directory.
2. Navigate to the console page of the DR cloud host "2008-xc". You can see the "controlled terminal" file unavailable on the desktop.

	[Test Results]

	□ Pass                          □ No pass


Bank-corporate and Oracle stand-alone applications
	[Scenario Description]
	During the O&M of the business system, the primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The service has been migrated to the standby equipment room because of the failures in the primary equipment room. Now the primary equipment room has been restored, and the service needs to be migrated from the remote DR equipment room to the primary equipment room (about 20 minutes).

	[Operation Process]

	1. After the test described in Section 3.2.3.3, access the bank-corporate web page of "Oracle-single-xc" by http://192.168.1.101:5389 on a computer. In "User Management" - "Add User", register an account name "admin4", with the password being "admin4".
2. Log in to the management portal of the standby aCMP system. In the early primary aCMP system, and click "Switch to the primary node" to switch from the standby aCMP system to the primary aCMP system.
3. On the console page of the cloud host "Oracle-single-xc" on the standby site, run the following command:
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin4.
4. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Oracle-single-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
5. Enter the password, and click "OK".
6. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page of bank-corporate for "Oracle-single-xc" by http://192.168.1.100:5389, and you can also log in to the web page of the bank-corporate by the account admin4 and password.
2. Navigate to the console page of the DR cloud host "Oracle-single--xc", and run the following command to view the new account admin4 in the Oracle database.
su - oracle -c " echo 'select user_name from nc65user.T_EBG_userInfo;' | sqlplus -s / as sysdba"
# Check the Oracle database for the new user admin4.

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838300] Testing DR of the Primary and Standby Vmware-aCloud
[bookmark: _Toc13838301]Planning the DR Tests
	[Scenario Description]
	The primary equipment room is a VMware data center, and the standby equipment room is an aCloud data center. The primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to know the service for switching to the remote DR equipment room at any time by test in advance. (about 10 minutes)

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.3.
2. Find a computer, and set the IP address to 192.168.2.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Get access to 192.168.2.20 by the computer, and visit the web page (http://192.168.2.10) of "Ubuntu-xc". In "Membership Account" - "Registration", register an account as "VM", with the email being VM@11.com, and the password being "1234".
4. On the console page of the cloud host "Ubuntu-VM", run the following command:
mysql -uroot -p123456  #enter mysql
use cart; # enter the cart library
select * from mcc_customer;   # View the mcc_customer table to find the added account "VM".
5. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "Ubuntu-xc" for "Under protection". Proceed to the next step after compliance.
6. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Ubuntu-VM", click "Standby site disaster recovery", select "Planned restoration (the primary site online)", and then click "Next".
7. Select "Restore virtual storage to the standby site", and click "Restore".
8. Enter the password, and click "OK".
9. Wait for completion of "Planned restoration of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-xc" by http://192.168.2.100, and you can also log in to the web page by email and password of the account VM.
2. Navigate to the console page of the DR cloud host "Ubuntu-VM", and run the following command to view the entries in the mcc_customer table. These entries are the same as those at the "Ubuntu-VM" cloud host on the site of the primary data center:
mysql -uroot -p123456 #enter mysql
use cart; # enter mysql
select * from mcc_customer;   # View the mcc_customer table to find the added account "VM".


	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838302]Planning Migration to the Host 
	[Scenario Description]
	The primary equipment room is a VMware data center, and the standby equipment room is an aCloud data center. The primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator has learnt about the service for switching to the remote DR equipment room at any time by test in advance. Now he needs to migrate the service from the remote DR equipment room to the primary equipment room (about 10 minutes). 

	[Operation Process]

	1. After the test described in Section 3.3.1.1, access the web service page for "Ubuntu-VM" by http://192.168.2.100 on the PC. In "Membership Account" - "Registration", register an account as "VMVM", with the email being VMVM@11.com, and the password being "12345".
2. On the console page of the cloud host "Ubuntu-VM" on the standby site, run the following command:
mysql -uroot -p123456 #enter mysql
use cart; # enter the cart library
select * from mcc_customer;   # View the mcc_customer table to find the added account "VMVM".
3. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Ubuntu-xc", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
4. Enter the password, and click "OK".
5. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Precautions]
	1. A new VM will be created in the VMware upon migration, with a name being the original VM name - migration time (Ubuntu-vm_ (date and time)). In the VMware, the original VM is still shut down.
2. In the DR plan, the VM has been replaced with the new VM. However, find the DR plan of the cloud host, and then click "Configure Network" to manually replace the original VM with the new one in the DR network topology.
3. After migration, the VM is not connected to the network cable by default. You need to manually connect it to the network cable.

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-VM" by http://192.168.2.10, and you can also log in to the web page by email and password of the account VMVM.
2. Navigate to the console page of the DR cloud host "Ubuntu-VM", and run the following command to view the account "VMVM" (created on the standby site) in the mcc_customer table.
mysql -uroot -p123456  #enter mysql
use cart; # enter mysql
select * from mcc_customer;   # View the mcc_customer table to find the added account "VMVM".

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838303]Restoring to the Standby Site for DR
	[Scenario Description]
	The primary equipment room is a VMware data center, and the standby equipment room is an aCloud data center. The primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to manually switch the service to the standby equipment room because of the failures in the primary equipment room (about 10 minutes).

	[Operation Process]

	1. Set up the DR environment, as shown in Section 2.7.2.
2. Find a computer, and set the IP address to 192.168.1.20/24. Connect the computer to the switch at the same segment of the physical egress of the data centers on the primary and standby sites.
3. Get access to 192.168.1.100 by the computer, and visit the web page of "Ubuntu-VM". In "Membership Account" - "Registration", register an account as "vmware", with the email being vmware@11.com, and the password being "1234".
4. On the console page of the cloud host "Ubuntu-VM", run the following command:
mysql -uroot -p123456 #enter mysql
use cart; # enter the cart library
select * from mcc_customer; # View the mcc_customer table to find the added account "vmware".
5. In Reliable Center - Remote Disaster Recovery - Disaster Recovery Status, check the DR status of the cloud host "Ubuntu-VM" for "Under protection". Proceed to the next step after compliance.
6. Unplug the management network cable and the service network cable between the primary vmware data center and the standby aCloud data center for failed communication. Simulate the failures in the primary data center.
7. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery, select the cloud host "Ubuntu-VM", click "Standby site disaster recovery", select "Restore after disaster", and then click "Next".
8. Select "Restore virtual storage to the standby site", and click "Restore".
9. Enter the password, and click "OK".
10. Wait for completion of "Disaster recovery of the cloud host" in the "Task List".

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-VM" by http://192.168.2.100, and you can also log in to the web page by email and password of the account vmware.
2. Navigate to the console page of the DR cloud host "Ubuntu-VM", and run the following command to view the account "vmware" in the mcc_customer table.
mysql -uroot -p123456  #enter mysql
use cart;  # enter mysql
select * from mcc_customer; # View the mcc_customer table.


	[Precautions]
	If the data in the primary data center is not synchronized to the standby data center before the disaster occurs, the disaster may result in the loss of some data.

	[Test Results]

	□ Pass                          □ No pass



[bookmark: _Toc13838304]Migrating to the Host after Disasters
	[Scenario Description]
	The primary equipment room is a VMware data center, and the standby equipment room is an aCloud data center. The primary and standby data centers for DR are set up respectively in the local and remote equipment rooms. The administrator needs to manually switch the service to the standby equipment room because of the failures in the primary equipment room. Now the primary equipment room has been restored, and the service needs to be migrated from the remote DR equipment room to the primary equipment room (about 10 minutes). 

	[Operation Process]

	1. After the test described in Section 3.3.3.1, access the web service page for "Ubuntu-VM" by http://192.168.2.100 on the PC. In "Membership Account" - "Registration", register an account as "3333", with the email being 3333@11.com, and the password being "3333".
2. On the console page of the cloud host "Ubuntu" on the standby site, run the following command:
mysql -uroot -p123456 #enter mysql
use cart; # enter the cart library
select * from mcc_customer;   # View the mcc_customer table to find the added account "3333".
3. In Reliable Center - Remote Disaster Recovery - Standby Site Disaster Recovery Data, select the cloud host "Ubuntu-VM", click "Migrate to the primary site", select "Migrate to virtual storage of the primary site", and then click "Migrate".
4. Enter the password, and click "OK".
5. Wait for completion of "Migrate to the cloud host" in the "Task List".

	[Precautions]
	1. A new VM will be created in the VMware upon migration, with a name being the original VM name - migration time. In VMware, the original VM is powered on, and needs to be turned off.
2. After the migration, you need to manually connect the VM to the network cable.

	[Expected Result]

	1. On the PC, you can access the web service page for "Ubuntu-VM" by http://192.168.2.10, and you can also log in to the web page by email and password of the account 3333.
2. Navigate to the console page of the DR cloud host "Ubuntu-VM", and run the following command to view the account "3333" (created on the standby site) in the mcc_customer table.
mysql -uroot -p123456 #enter mysql
use cart; # enter mysql
select * from mcc_customer;   # View the mcc_customer table to find the added account "3333".


	[Test Results]

	□ Pass                          □ No pass



35
[image: ]
image2.tiff




image1.png




image3.tiff




image4.png




